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Dear Reader,

Thank you for choosing Windows Server 2008 R2 Administration
Instant Reference. This book is part of a family of premium-quality
Sybex books, all of which are written by outstanding authors who com-
bine practical experience with a gift for teaching.

Sybex was founded in 1976. More than 30 years later, we’re still com-
mitted to producing consistently exceptional books. With each of our
titles, we’re working hard to set a new standard for the industry. From
the paper we print on to the authors we work with, our goal is to bring
you the best books available.

I hope you see all that reflected in these pages. I'd be very interested to
hear your comments and get your feedback on how we’re doing. Feel
free to let me know what you think about this or any other Sybex book
by sending me an email at nedde@wiley.com. If you think you’ve found
a technical error in this book, please visit http://sybex.custhelp.com.
Customer feedback is critical to our efforts at Sybex.

Best regards,

o

Neil Edde
Vice President and Publisher
Sybex, an Imprint of Wiley
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Introduction

dministering and maintaining servers can sometimes appear daunt-

ing. In fact, a lot of industry studies say a majority of I'T resources
(such as budget, personnel, and time) are spent just maintaining existing
servers and infrastructure. As administrators, we also do not always
have the time to learn how new technologies can improve our day-to-
day tasks, and we often rely on the status quo the server can provide.

Although this book is not designed to dig deep into the details
behind Windows Server and server technologies, it will provide you
with a quick and easy reference to many of the tasks you perform daily.
This book will also get you quickly up to speed with many of the new
features in Windows Server 2008 R2 as well as show you how Windows
Server 2008 R2 can improve your daily administrative tasks.

You will notice that the book is organized specifically to help you
find information quickly. It is organized into parts that categorize chap-
ters into major topics. Then each chapter deals with a specific subject.
At the beginning of each chapter, you will see what the chapter will cover
and where you will find it in the pages. This method of organization is
designed to assist you in finding the information that you need to solve
immediate problems or begin a process as painlessly as possible. Ideally,
this book will become part of your everyday tool belt, something that
you can pick up whenever you need a quick reference or a reminder.

We hope you enjoy this book.

Who Should Read This Book

This book is designed for anyone who administers a Windows server
environment. It is for experienced and new administrators alike. This
book is also for administrators looking to learn how to use many of the
new enhancements Windows Server 2008 R2 can bring to their existing
networks. This book will show administrators how to improve many of
the day-to-day tasks of server administration.
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This book will provide guidance for many common server tasks, such
as setting up Group Policy and backing up and recovering your server.
This book will also show you many of the new and improved features
built in to Windows Server 2008 R2 to help you improve server adminis-
tration and management.

How to Contact the Authors

We welcome feedback from you about this book or about books you'd
like to see from us in the future. You can reach us by writing to Matt
at raid78@msn.com or to Chris at cj.henley@hotmail.com. You can also
contact us via our blogs at http://blogs.technet.com/matthewms/ or
http://blogs.technet.com/chenley/.

For more information about our work, please visit our websites:

http://blogs.technet.com/matthewms/
http://blogs.techent.com/chenley/

Sybex strives to keep you supplied with the latest tools and informa-
tion you need for your work. Please check its website at www. sybex. com,
where we’ll post additional content and updates that supplement this
book if the need arises. Enter Microsoft Windows Server 2008 R2
Administration Instant Reference in the search box (or type the book’s
ISBN, 978-0-470-52539-5), and click Go to get to the book’s update page.


http://www.sybex.com
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IN THIS CHAPTER, YOU WILL LEARN TO:

PLAN FOR WINDOWS SERVER 2008 R2 (Pages 4-11)
= Understand Hardware Requirements (Page 5)

= Understand Windows Server 2008 R2 Editions and
Roles (Page 7)

= Consider Your Licensing Options (Page 11)

INSTALL WINDOWS SERVER 2008 R2 (Pages 12 -30)

= Perform a Windows Server 2008 R2
Full Installation (Page 12)

= Perform a Windows Server 2008 R2 Server Core
Installation (Page 20)

= Upgrade to Windows Server 2008 R2 (Page 21)
= Install Windows Server 2008 R2 Server
Unattended (Page 27)
MIGRATE TO WINDOWS SERVER 2008 R2 (Pages 31-37)
= Install Windows Server 2008 R2 Migration Tools (Page 32)
= Migrate to Windows Server 2008 R2 (Page 37)
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very release of Windows Server has offered numerous features and

functionality to assist administrators and companies with their day-to-
day tasks. Each new release has offered plenty of new functionality but has
also increased the administrative burden for the servers. Windows 2000
Server laid the foundation for Active Directory. Windows Server 2003
became the first dedicated server platform from Microsoft. Windows
Server 2008 sought to offer flexibility for our servers by providing role-
based deployment included streamlined new roles like Server Core.

Windows Server 2008 R2, an incremental release of the operating
system, continues to build upon prior releases of the server platform.
Windows Server 2008 R2 provides many new and increased capabilities
for a powerful server environment. From improvements in Hyper-V with
the addition of live migration to better power management capabilities
to improvements in IIS to features such as DirectAccess designed to work
specifically with Windows 7, Windows Server 2008 R2 has a lot to
offer you.

However, even with the addition of all these capabilities, Windows
Server 2008 R2’s true benefits are for administrators and to improve the
day-to-day tasks of administrators.

Before you begin to dig into the day-to-day improvements of admin-
istrative tasks, it is important to understand how the server was built so
you can properly administer it. Do you need to install a new server? Do
you perform an in-place upgrade? Do you migrate existing services like
DNS, Active Directory, or printers? These are all vital questions that
need to be answered so you can start to take advantage of the admin-
istrative improvements in Windows Server 2008 R2. This chapter will
take a brief look at planning, installing, and upgrading to Windows
Server 2008 R2. You will also learn about installing the migration tools.

Plan for Windows Server 2008 R2

You have probably heard this phrase 1,000 times (well, make this a
1,001): “If you fail to plan, you plan to fail.” Having a solid idea what
role the server will play is important to the health of IT as well as your
sanity. Some of the decisions you make during the planning process
can impact the installation phase. If your planning is off, then your
installation will be off. Although fixing most installation problems
can be straightforward, some can become quite complex to fix, if not
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completely irreversible. Everyone has done the “FDISK, format, reboot”
dance of destruction at least once to fix the wrong decisions.

In this section, you will look at the hardware requirements and
recommendations for a Windows Server 2008 R2 server installation.
You will also learn about the roles and features that a Windows Server
2008 R2 server can perform. In addition to the resources mentioned
in this chapter, Microsoft offers several free tools to assist you in your
planning process. These assessment tools are included in the Microsoft
Assessment and Planning (MAP) Toolkit:

http://technet.microsoft.com/en-us/solutionaccelerators/
dd537566.aspx?SA_CE=NOT-MAPBETA-SITE-TNETWINSVR-20090615

Understand Hardware Requirements

Like its predecessors, Windows Server 2008 R2 offers numerous roles
and editions of the server operating system. There is one important
distinction in this version; it will be released only in 64-bit versions.
This means before you even start, you need to have the proper hardware
to support the operating system. This requirement will also dictate upgrade
and migration paths. Table 1.1 shows the base hardware requirements for
Windows Server 2008 R2.

Table 1.1: Windows Server 2008 R2 Minimum Hardware Requirements

Resource Requirement

Processor 1.4GHz x64 processor
Memory 512MB RAM

Drive space 10GB

Drive DVD-ROM

Display and others Super VGA 800600 or higher

Keyboard and mouse

These are just the bare minimum to get the server up and running.
I highly recommend you take a look at Table 1.2 for additional recom-
mendations for processor memory and hard drive space. These will
offer a base system with solid performance and flexibility for additional
functions.

E Getting Started
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Table 1.2: Additional Hardware Recommendations

Resource Recommendation
Processor 2GHz x64 dual-core processor
Memory 4GB RAM

Drive space 100GB

You need to be aware of a few important facts about the require-
ments. The amount of memory you can put into the server depends on
the chosen operating system. If you have chosen Windows Server 2008
R2 Datacenter or Enterprise edition, you can install up to 2TB of RAM.
Other versions are limited to 32GB RAM. Additionally, if you have
more than 16GB RAM, you will need more hard drive space to support
various system functions such as paging. Also, the edition controls the
maximum number of processor cores the system can have. The Web and
Standard editions are limited to 4, Enterprise edition can have up to 8,
and Datacenter edition can have up to 64, and Itanium-based systems
can have up to 64 1A64 sockets.

You should always look at the base requirements as the bare minimum
to get the server operating system up and running. Generally speaking,
these minimum requirements do not take into the account the workload
you will be placing on the server. You should always consider the roles
and applications that will be loaded on the server. You should consider
the recommendations and requirements for those applications as addi-
tional resources to those listed in Table 1.1. This will allow you to have
servers that will perform satisfactorily and meet your needs, while
having a little room to grow.

If the server role you have selected is going to be used for virtualiza-
tion workloads, ensure you have enough RAM and processor cores to
support the Windows Server 2008 R2 operating system as well as the
virtual servers running on the server. How many servers, what types
of servers, and what types of applications are all factors you need to
look carefully at when planning a virtualization server. One last note
of concern for a virtualization server: whether you have chosen to use
VMware or Hyper-V virtualization technologies, make sure your pro-
cessor hardware supports hardware-assisted virtualization. Either AMD
Virtualization (AMD-V) or Intel Virtualization Technology (Intel VT)
will work. These technologies typically also have to be enabled in the
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BIOS because they are generally not enabled by default. Enabling the
virtualization will normally require a full hard reboot to take effect.
Make sure you have enabled these technologies before installing your
virtualization technology.

Understand Windows Server 2008 R2 Editions and Roles

Windows Server 2008 R2 is offered in the same editions as in Windows
Server 2008, namely, Datacenter, Enterprise, Standard, Itanium-based
systems, and Web. One notable difference is that Windows Server 2008
R2 has the next version of Microsoft’s Hyper-V technologies included in
Windows Server 2008 R2 Standard, Enterprise and Datacenter editions,
and does not offer separate editions without Hyper-V. Table 1.3 gives an
overview of the Windows Server 2008 R2 editions available.

Table 1.3: Windows Server 2008 R2 Editions

Edition Overview

Datacenter Designed for large-scale enterprise applications or virtualization
workloads, this edition is really for large scale-up operations.

Enterprise This edition supports mission-critical applications as well as providing
clustering capabilities. This server will fit most of your infrastructure
needs.

Standard This edition supports mission-critical applications and will fit most

of your infrastructure needs.

[tanium-based This edition is designed and optimized for large databases and
systems critical line-of-business applications.
Web This edition is a specifically designed server for website services.

This is just a brief rundown of the systems. For a full comparison,
see http://www.microsoft.com/windowsserver2008/en/us/
compare-features.aspx.

Once you have chosen the right edition for your needs, then you need
to look at the services the server will provide for your infrastructure.
These services come in the form of roles. Windows Server 2008 R2, like
Windows Server 2008, provides several server roles that can be installed
on the server. A role is a set of software features and functions that
provides services for your server and infrastructure. Some of these roles

E Getting Started
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also require some additional planning to have a stable and reliable
environment.
Table 1.4 describes the server roles.

Table 1.4: Windows Server 2008 R2 Server Roles

Role

Function

Active Directory Certificate
Services (AD CS)

Active Directory Domain
Services (AD DS)

Active Directory Federation
Services (AD FS)

Active Directory
Lightweight Directory
Services (AD LDS)

Active Directory Rights
Management Services (AD
RMS)

Application Server

DHCP Server
DNS Server

Fax Server

File Services

Hyper-V

Allows for the creation of certificate authorities. This role
allows you to host your own Public Key Infrastructure (PKI)
on the server.

Provides single sign-on (SSO) capabilities for your network
and network services. This allows for the creation of
objects (users, groups, computers, and so on) for use with
network authentication and authorization.

Provides single sign-on capabilities across multiple forests and
domains. Additionally, this role provides web single sign-on.

Commonly referred to as ADAM, is a lightweight version of
AD DS. This role allows for the storage of a base directory
used for specific applications.

Allows you to provide authorization and verification ser-
vices to users to access protected content.

Provides the ahility to have high-performance distrib-
uted applications (mainly applications that use the .NET
Framework).

Provides automatic TCP/IP address services for your network.

Provides name and service resolution services for TCP/
IP networks. This is a core component for AD DS, and it is
highly recommended you use this built-in service for your
domain controllers.

Allows for basic fax functions to be hosted on the server,
such as sending, receiving, and reporting.

Provides many services for the file system, including repli-
cation, managing shares, and faster file searches. This role
also provides services for UNIX clients to access files on
the server.

Provides the ability to create, manage, and perform live
migration of virtual machines. Virtual machines operate on
the host machine and are servers without the hardware.
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Table 1.4: Windows Server 2008 R2 Server Roles (continued)

Role Function

Network Policy and Access  Provides resources for routing and remote access. This ser-

Services vice also provides the framework for Network Access and
Protection (NAP) and DirectAccess. Included in this service
are two core components: Health Registration Authority
and the Host Credential Authorization protocol.

Print and Document Provides the ability for a centralized print server as well

Services as management for printers. This service also installs the
necessary Group Policy objects for printer management
through Group Policy.

Remote Desktop Services Provides the ability for your users to access the Remote
Desktop Services on your server. These services provide
presentation virtualization for your thin clients. Formerly
called Terminal Services.

Web Server (IIS) Provides the core infrastructure for a web server.
Windows Deployment Installs the services for deploying Windows operating sys-
Services tems across the network.

Windows Update Services Provides the management framework for Microsoft
(WSUS) updates. This service allows you to deploy updates in a
variety of options across your network.

NOTE Table 1.4 gives only a brief explanation of all the services
available toWindows Server 2008 R2. For more details, please take
alook at Chapter 2.You can also get more explanation of the roles
athttp://technet.microsoft.com/en-us/windowsserver/2008/
default.aspx.

One last consideration regarding roles is that they are also dependant
on what edition of Windows Server 2008 R2 you have installed. The
edition you choose to install will determine which roles are available to
the server and will also determine the hardware requirements. Table 1.5
describes the which roles the editions support and the additional hard-
ware considerations. For a full role comparison table, take a look at
the Microsoft site at http://www.microsoft.com/windowsserver2008/en/
us/compare-roles.aspx.

9

E Getting Started



10  Chapter1 » Getting Started with Windows Server 2008 R2

Table 1.5: Windows Server 2008 R2 Edition Requirements

Additional
Hardware
Edition Role Considerations Considerations
Web edition As the name implies, this server is designed Limited to 4 proces-
to be a web server only. It has the ability to sors and up to 32GB

install two roles: DNS Server and Web Server.  of RAM

Standard Contains all the roles listed in Table 1.4, Limited to 4 proces-
edition with one exception; Standard edition does sors and up to 32GB
not contain the Active Directory Federation of RAM

Services. Additionally, the following services
have limited capabilities: Active Directory
Certificate Services, File Services, Network
Policy and Access Services, and Remote
Desktop Services.

Enterprise Contains all the roles listed in Table 1.4. Limited to 8 processors
edition and up to 2TB of RAM
Datacenter Contains all the roles listed in Table 1.4. Limited to 64 proces-
edition sors and up to 2TB

of RAM

Understand Server Core

There is also one installation option of the previously mentioned edi-
tions worth mentioning: Windows Server 2008 R2 Server Core. Like in
Windows Server 2008, Windows Server 2008 R2 Server Core is a very
streamlined version of Windows Server. Server Core has limited func-
tionality and runs a subset of the roles provided by Windows Server
2008 R2. Server Core also does not have a GUI. This means all the
administration is either done remotely or via a command prompt. This
by no means implies that Server Core does not have usefulness in the
network. The Server Core role provides a nice addition to your network
without the overhead of a traditional server. This lowers the overall
maintenance and security risks for the server. Server Core can also reduce
the amount of patching that is required to keep the server up-to-date. The
server provides support for these nine roles:

=  DNS Server
=  DHCP Server
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= Active Directory Domain Services (AD DS)

= Active Directory Lightweight Directory Services (AD LDS)

= File Services

= Printand Document Services

= Web Server (IIS)

= Active Directory Certificate Services (AD CS)

= Hyper-V

Windows Server 2008 R2 provides several new features to extend the

functionality of Server Core. In Windows Server 2008 R2 Server Core,
you can also now install the following:

= A subset of the NET Framework, versions 2.0, 3.0, and 3.5
= PowerShell
= ASP.NET, the same that is included in IIS

= WoWe64, required for Active Directory and Active Directory
Lightweight Directory Services

Consider Your Licensing Options

When you install Windows Server 2008 R2 into your environment, you
have to take into account the licensing. Overall, the licensing model has
not really changed for Windows Server 2008 R2 from Windows Server
2008. Every Windows Server 2008 R2 requires two types of licenses.
First, you need a server license for the rights to run the operating system,
and second, you need a client access license (CAL) to allow your clients
to access the server. CALs come in two flavors:

= The device CAL allows access for one device for any user.

= The user CAL allows access for one user on any device.

Depending on your existing licensing, you may already be covered
for Windows Server 2008 R2. In Windows Server 2008 R2, all of

your existing CALs for Windows Server 2008 will allow you to access
Windows Server 2008 R2. Again, this is very unique to this release.

1
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There are some important licensing considerations when you use
virtualization technologies inside your network. If Windows Server
2008 R2 is solely used for virtualization servers, you do not need to
have CALs for the host operating system. However, you will still need
CALs for the guest operating systems running on the server. There
is one last potential licensing benefit for using Hyper-V on Windows
Server 2008 R2. Depending on which edition you have chosen, you
may not need to purchase server licenses for your virtualized instances
of Windows Server 2008 R2. If you are using Windows Server 2008
R2 Enterprise edition, you are allowed to run one virtualized instance
of Windows Server 2008 R2 under your server license. If you are using
Windows Server 2008 R2 Enterprise edition, you are allowed to run up
to four virtualized instances of Windows Server 2008 R2 under your
server license. If you are using Windows Server 2008 R2 Datacenter
or Itanium editions, you are allowed to run unlimited virtualized
instances of Windows Server 2008 R2 under your server license. For
more details and specific license questions and pricing, contact your
Microsoft reseller.

Install Windows Server 2008 R2

After you have planned your environment, it is now time to install
Windows Server 2008 R2. The installation process is fairly straight-
forward. This is mainly because of the role-based nature of Windows
Server 2008 R2. You will learn more about installing roles in
Chapter 2.

Perform a Windows Server 2008 R2 Full Installation

In this section, you will take a step-by-step look at the installation pro-
cess for a Windows Server 2008 R2 full installation. We’ll cover the key
decisions you need to be aware of as you install the operating system.

1. Insert the DVD media into the drive, and reboot the system. Upon
reboot, you will see the screen shown in Figure 1.1.
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Figure 1.1: Selecting your language
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Select your chosen language, time/currency, and keyboard
method, and then click Next. You will see the screen shown in
Figure 1.2.

Figure 1.2: Starting the installation
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This screen provides the option to install Windows Server 2008

R2 by clicking the Install Now button. There are also two other
options to notice. The What To Know Before Installing Windows
option provides some last-minute help documentation. The Repair
Your Computer option takes you to the repair and diagnostics func-
tions of Windows Server 2008 R2. To continue the installation,
click the Install Now button.

The next window you see (Figure 1.3) provides you with the
choice to install your edition of Windows Server 2008 R2. You
can choose to install the full edition of Windows Server 2008 R2
or the Server Core version. Select your version, and click Next.

Figure 1.3: Selecting your Windows Server 2008 R2 version
=== = =)
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e interlace, and & suppons ol of B server roles

WARNING If you choose Server Core, you will not be able to
upgrade to a full version directly without performing a full reinstall
of the server.You will, however, have the ability to use migration
tools to migrate the server’s functions to a full installation of
Windows Server 2008 R2.

4. Clicking the Next button will take you to the license agreement

screen. This screen, shown in Figure 1.4, allows you to read, print,
and agree to the license terms. Select the check box on the bottom
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left of the dialog box to agree to the license terms, and click Next
to continue.

Figure 1.4: Licensing terms
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5. The screen shown in Figure 1.5 provides you with the choice
between performing an upgrade or custom installation of Windows
Server 2008 R2. To perform a new installation, click Custom, and
you will be taken to the next step.

Figure 1.5: Upgrading or customizing
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6. The next screen, displayed in Figure 1.6, allows you to choose
the location for your Windows Server 2008 R2 installation. This
screen also allows you to load drivers for your SCSI hard drives.

If you are installing on a hard drive connected to a SCSI controller,
select Load Driver, and insert the media with the drivers on it. You
also have a full set of drive partitioning and formatting options.
When you click the drive on which you want to install Windows
Server 2008 R2, you are presented with the options to create new
partitions or delete, format, or extend existing partitions, as shown
in Figure 1.6. Choose the appropriate option, and click Next. If
you do not select a partition and the only option you have is unal-
located space, then the Windows Server 2008 R2 installation will
create a partition on that drive by taking all the unallocated space
and formatting it for you automatically with NTFS. Windows
Server 2008 R2 will also automatically make a system partition
of 200MB in size during this step. The 200MB partition is not
assigned a drive and will not be visible in the OS. The partition
holds the Windows boot files for the Windows recovery environ-
ment (winRE).

Figure 1.6: Selecting a drive and partition
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7. When you select your partition, the installation will begin, and
you will see a screen similar to Figure 1.7. The system may also
reboot several times during this phase of installation.

Figure 1.7: Windows installation progress
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8. After the final system reboot, you will be asked to configure
the administrator’s password, and you will see screen similar to

Figure 1.8.

Figure 1.8: Initial change of password logon
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9. After you click OK, you will see a screen similar to Figure 1.9.
Now you will set your administrator password. The password
needs to be complex. This means the initial password needs to
meet the following requirements:

= Cannot contain the user’s account name or parts of the user’s
full name that exceed two consecutive characters

= Beatleastsix characters in length

= Contain characters from three of the following four
categories:

= English uppercase characters (A through Z)

= English lowercase characters (a through z)

= Base 10 digits (0 through 9)

= Nonalphabetic characters (for example !, $, #, or %)

There is also an option for you to create a password reset disk. By
clicking this option, you can create a recovery disk, which allows
you to create a new password for the user ID. You have to create
this disk only once, no matter how many times the password for
the account changes.

Figure 1.9: Logon window/password reset disk
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After you have set the password, the Windows Server 2008 R2 installa-
tion will complete, and you will see a screen with the initial configuration
tasks, as shown in Figure 1.10.
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Creating a Password Reset Disk

1.

Click the link Create A Password Recovery Disk.This will start
the Forgotten Password Wizard.

Read the welcome screen, and click Next.

Select the drive for the password recovery disk, and click Next.

Type in the password for the existing user. If one exists during
install, chances are you will leave this field blank and click Next.

You will briefly see a progress screen.When the progress
reaches 100 percent, click Next.

Read the summary screen, and click Finish.

WARNING Although | hope you should never need the password

recovery disk, it is nice to have in case of an emergency. However, it

is also very important to keep the disk in a safe and secure location. It

is important because anyone who can access the disk can use it to
recover the password and therefore gain access to the account.

Figure 1.10: Initial configuration tasks
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Perform a Windows Server 2008 R2 Server
Core Installation

Installing Windows Server 2008 R2 Server Core follows a similar pro-
cess as the previous steps. The only difference comes in step 3 where
you would select Server Core Installation instead of Full Installation for
your edition of Windows. You will learn how to add roles in Chapter 2.

Use Sconfig to Configure Your
Windows Server 2008 R2 Server Core

After you install Windows Server 2008 R2 Server Core, you need to
configure the basics of the server, such as the network settings, computer
name, domain membership, and so on. In prior versions of Windows
Server, you had to be familiar with the netsh commands in configuring
these aspects of Server Core.

Although you can still configure the Server Core installation with
netsh commands as you may have done in the past, in Windows Server
2008 R2 Server Core there is a new tool you can leverage called Server
Configuration. Server Configuration is a DOS-style menu configuration
system providing simple commands to configure your server. This tool
allows you to complete these common tasks easily. After you log on to
Server Core, type sconfig. You will see a screen similar to Figure 1.11.

Figure 1.11: Server Configuration tool
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As you can see, this new tool is very easy to follow. For example,
after you have launched sconfig, if you want to change the address, you
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would press the 8 key to configure the settings. Then you just need to
follow the menu screens to finish the configuration.

Activating Windows Server Core

When you install Windows Server 2008 R2 in either a full installa-
tion or Server Core, you still have to activate the operating system
to ensure you have a valid product. Activating will also enable
your copy of Windows Server 2008 R2 to function properly. On a
full server installation, there is a simple activation wizard located
in the Control Panel, named Activate Windows, to take you step-
by-step through the process. However, in the Server Core installa-
tion of Windows Server 2008 R2, there is no wizard, so you will
have to run one of the following two commands to activate it.

If you entered the product key for your Server Core installation
during the install process, then run this script:

cscript C:\windows\system32\slmgr.vbs -ato

If you did not enter the key during the install process, run the fol-
lowing command:

cscript C:\windows\system32\slmgr.vbs -ipk <product key>

After this command executes successfully, run this to activate
Windows:

cscript C:\windows\system32\slmgr.vbs -ato

Upgrade to Windows Server 2008 R2

Upgrading to Windows Server 2008 R2 can cause you some addi-
tional planning and consideration because Windows Server 2008 R2

is released only in 64-bit versions. You cannot upgrade an x86-based
system to Windows Server 2008 R2. You can only perform a migration,
which I will cover in the next section. Your current operating system
and edition will determine the proper path for your upgrade. It is also
important to mention when you perform an upgrade, under the covers
the process is really an in-place migration. Table 1.6 shows the paths
you can take. If your current operating system is not listed, then it is not
supported.

21
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Table 1.6: Upgrade Paths

Existing Windows Operating
System

Windows Server 2008 R2 Upgrade Options

Windows Server 2003 Standard
Edition with Service Pack 2 (SP2) or
Windows Server 2003 R2 Standard
Edition

Windows Server 2003 Enterprise
Edition with SP2 or Windows Server
2003 R2 Enterprise Edition

Windows Server 2003 Datacenter
Edition with SP2 or Windows Server
2003 R2 Datacenter Edition

Server Core installation of Windows
Server 2008 Standard with or with-
out SP2

Server Core installation of Windows
Server 2008 Enterprise with or
without SP2

Server Core installation of Windows
Server 2008 Datacenter

Server Core installation of Windows
Web Server 2008 with or without
SP2

Full installation of Windows Server
2008 Standard with or without SP2

Full installation of Windows Server
2008 Enterprise with or without SP2

Full installation of Windows Server
2008 Datacenter with or without SP2

Full installation of Windows Web
Server 2008 with or without SP2

Server Core installation of Windows
Server 2008 R2 Standard

Windows Server 2008 R2 Standard, Windows
Server 2008 R2 Enterprise

Windows Server 2008 R2 Enterprise, Windows
Server 2008 R2 Datacenter

Windows Server 2008 R2 Datacenter

Server Core installation of either Windows Server
2008 R2 Standard or Windows Server 2008 R2
Enterprise

Server Core installation of either
Windows Server 2008 R2 Enterprise or Windows
Server 2008 R2 Datacenter

Server Core installation of Windows Server 2008
R2 Datacenter

Server Core installation of either
Windows Server 2008 R2 Standard or Windows
Web Server 2008 R2

Full installation of either Windows Server 2008 R2
Standard or Windows Server 2008 R2 Enterprise

Full installation of either Windows Server 2008 R2
Enterprise or Windows Server 2008 R2 Datacenter

Full installation of Windows Server 2008 R2
Datacenter

Full installation of either Windows Server 2008 R2
Standard or Windows Web Server 2008 R2

Server Core installation of either Windows Server
2008 R2 Standard (repair in place) or Windows
Server 2008 R2 Enterprise



Table 1.6: Upgrade Paths (continued)

Install Windows Server 2008 R2

Existing Windows Operating
System

Windows Server 2008 R2 Upgrade Options

Server Core installation of Windows
Server 2008 R2 Enterprise

Server Core installation of Windows
Server 2008 R2 Datacenter

Server Core installation of Windows
Web Server 2008 R2

Full installation of Windows Server
2008 R2 Standard

Full installation of Windows Server
2008 R2 Enterprise

Full installation of Windows Server
2008 R2 Datacenter

Full installation of Windows Web
Server 2008 R2

Server Core installation of either Windows Server
2008 R2 Enterprise (repair in place) or Windows
Server 2008 R2 Datacenter

Server Core installation of Windows Server 2008
R2 Datacenter (repair in place)

Server Core installation of either Windows Web
Server 2008 R2 (repair in place) or Windows Server

2008 R2 Standard

Full installation of either Windows Server 2008 R2
Standard (repair in place) or Windows Server 2008

R2 Enterprise

Full installation of either Windows Server 2008
R2 Enterprise (repair in place) or Windows Server
2008 R2 Datacenter

Full installation of Windows Server 2008 R2
Datacenter (repair in place)

Full installation of either Windows Web Server
2008 R2 (repair in place) or Windows Server 2008

R2 Standard

Performing an in-place upgrade is a destructive process in a sense.
You are replacing the existing server operating system with the new
one, and this is a one-way street, meaning that if the upgrade process
goes awry, then you will incur downtime until you resolve the issue and

restore your system. Before you perform any upgrade or migration, back

up your existing server operating system and data.

1. Insert the DVD media into the drive, which will present you with
the screen shown earlier in Figure 1.1.

2. When you click Install Now, you will be presented with a couple of
choices on this screen, as shown in Figure 1.12. You can choose to
participate in the Microsoft Customer Experience program by select-
ing I Want To Help Make Windows Installation Better. This pro-
gram helps Microsoft identify trends for successful and unsuccessful
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installations and determine which updates are needed. Choosing to
participate is strictly optional. You can learn more about the pro-
gram by clicking What Information Will Be Sent To Microsoft?

Figure 1.12: Installation updates
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You are also presented with a choice to upgrade your installation
files. You should always choose to update installation files; the
following are the updates included in this choice:

= Installation updates
= Driver updates

= Windows updates

= Microsoft Windows Malicious Software Removal Tool
updates

If you choose to go online and update your installation, you will
see a screen similar to Figure 1.13 while downloading the updates.
After you’re done downloading updates, or if you choose not to
update the installation, you will proceed to the next step.
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Figure 1.13: Update installation progress
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. The next step provides you with the choice to install the edition of
Windows Server 2008 R2. You can choose to install the full edi-
tion of Windows Server 2008 R2 or the Server Core version. Select
your version, and click Next.

. Clicking the Next button will take you to the license agreement
screen. This screen allows you to read, print, and agree to the
license terms. Select the check box on the bottom left of the dialog
box to agree to the license terms, and click Next to continue.

. The next step provides you the choice between performing an
upgrade or custom installation of Windows Server 2008 R2. To
proceed to the next step of the upgrade, you need to choose the
upgrade option.

. The Windows Server 2008 R2 installation will perform a compat-
ibility check, and you will see a screen similar to Figure 1.14. The
report will be saved to your desktop, and you will see what devices
will be affected by the Windows Server 2008 R2 upgrade. Click
Next to continue.
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Figure 1.14: Compatibility report
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7. The Windows Server 2008 R2 upgrade will continue to the next
step, and you will see a screen similar to Figure 1.15. During
this phase of installation, all the necessary files, settings, and
programs needed for the upgrade will be collected and analyzed.
The system may also reboot several times during this phase of
installation.

Figure 1.15: Upgrading Windows progress
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8. After the final system reboot, the upgrade is complete, and you
will be presented with a login screen. Log in, and you will fin-
ish the upgrade. You can also review the compatibility report
again; it is located on the desktop. The file will be called Windows
Compatibility Report.htm.

Install Windows Server 2008 R2 Server Unattended

You can also perform an unattended installation of Windows Server
2008 R2. This provides a useful method to rapidly deploy new servers
in your environment. Unattended installs are completed by creating an
answer file. The answer file is the file containing the main configura-
tions for the Windows Server 2008 R2 installation. Settings can include
application configuration, such as configuring the home page in Internet
Explorer and controlling the desktop look-and-feel settings. To cre-

ate an answer file, you first need to install the Windows Automated
Installation Kit (WAIK).

Install the WAIK

The WAIK is a flexibility utility tool that allows you to customize your
Windows 7 and Windows Server 2008 R2 installs. You can also create
the necessary files to assist with configuration and deployments. To run
the WAIK, you need to be running either Windows Server 2003 SP1,
Windows Vista SP1, Windows Server 2008, Windows 7, or Windows
Server 2008 R2.

1. Download the WAIK.iso file from the Microsoft website:
http://www.microsoft.com/downloads/details.
aspx?familyid=4AD85860-D1F4-42A1-A46C-
EO39E3DODB5D&d1isplaylang=en

2. Burn the .isofiletoa DVD.

3. Insert the DVD to install the WAIK tools; you should see
Figure 1.16.

4. Click Windows AIK Setup to begin the installation.
5. Click Next on the welcome screen.

6. Click Next after you accept the license agreement.
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Figure 1.16: Welcome to WAIK.

7. Pick a drive and directory to install the tools to. The tools require
about 1.2GB of drive space. Then click Next.

8. Click Next to begin to the installation, and click Close on the final
screen.

Create an Answer File

After you have installed the WAIK tools, then your next step is to create
an answer file. The file contains configuration settings for Windows and
provides the settings to your preferred desktop. To create an answer file,
you will use the Windows System Image Manager (SIM). Before you
create an answer file, you will need to the load the install.wim file from
the Windows Server 2008 R2 DVD. The file is located in the sources
directory. Copy the file to a local directory, for example c:\source.

1. Start Windows SIM by selecting Start > All Programs » Microsoft
Windows AIK. Then click Windows System Image Manager.

2. In Windows SIM, select File > Select Windows Image, and navigate
to the directory you copied the install.wim file to.
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3. After you select the install.wim file you used in step 2, you will be

presented with Figure 1.17, where you will choose the edition of
Windows Server 2008 R2 for which you are creating the answer file.

Figure 1.17: Windows image selection
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. After you select the edition, you will be asked to create a catalog
file; click Yes. This process can take several minutes.

Choose File » Create An Answer File, and your screen will look
similar to Figure 1.18.

Figure 1.18: WAIK
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6.

8.

You will then need to add and configure the many settings that fit
your needs. For more information on configuring the settings, see
the help file that comes with WAIK tool set (waik.chm).

When you are done modifying settings in the answer file, you need
to save the file. Select File » Save Answer File. During the save
process, the SIM tool will start a validation process. The validation
tool will ensure your answer file is correctly formatted and the set-
tings are configured. Before you save, you can also validate the file
by selecting Tools » Validate Answer File.

Save the answer file with the name Autounattend.xm1.

Install Windows Server 2008 R2 Unattended

After you have an answer file, then it is time to install Windows. The
previous process is good for single-server deployments. However, the
WAIK tools also provide resources for many deployment methods.

The WAIK tool set provides many tools to quickly deploy multiple serv-
ers via a variety of sources. You will learn the DVD method to deploy
Windows Server 2008 R2 unattended.

1.

Copy your answer file (Autounattend.xm1) to a disc or USB flash
drive (UFD).

. Insert your UFD and your Windows Server 2008 R2 DVD into

the server you want to install.

The Windows Server 2008 R2 setup program automatically
checks the removable media for a file called Autounattend.xml.

After the installation is complete, make sure your settings were
properly installed.

Lastly, you need to reseal the system by running this command:

c:\windows\system32\sysprep\sysprep.exe /oobe
/generalize /shutdown

Resealing the system will remove hardware-specific and unique
system information. This is required if you plan to redeploy the
image and properly ready the system for users.



Migrate to Windows Server 2008 R2

Migrate to Windows Server 2008 R2

Choosing to perform a server migration instead of in-place upgrade
has some advantages you should consider. Performing a migration
does require two servers; however, this is one of the advantages. On
the server you will be migrating to, you will perform a clean install of
Windows Server 2008 R2, and clean installations will exhibit more
stability than upgraded servers. Migrations also reduce the risk of
downtime in your server environment and offer a fallback plan. During
migration, the server being migrated is still running, and if the migra-
tion fails, you can start all over with the new server without impacting
your environment. Lastly, migration allows you to do performance and
benchmarking testing prior to fully completing the migration.
Windows Server 2008 R2 migration can be used successfully in
these three scenarios:

x86 to x64 scenarios As mentioned earlier, Windows Server 2008
R2 is available only in 64-bit. Migration is the only method for the
x86 hardware.

Virtual server to physical server and physical server to virtual
server If you are looking to virtualization for some of your server
components in your current environment, then migration is the way
to go. Likewise, if you are looking to move some of your virtual
servers to the physical systems, migration offers another great path-
way for you.

Core Server to full server and full server to Core Server As men-
tioned in Table 1.6, you can perform this type of upgrade only

on Windows Server 2008 R2 servers. Migration is the only way

to move from a Server Core installation to a full installation of
Windows Server 2008 R2. You can also turn a full server into a
Server Core through this process. However, make sure your roles
on the full server will be supported by Server Core.

Migration can be from x86 or x64 systems and will support the fol-
lowing source operating systems:
= Windows Server 2003
= Windows Server 2003 R2
= Windows Server 2008, full server only

=  Windows Server 2008, R2 full server or Server Core
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NOTE Windows 2008 Server Core is not supported for migration
since Server Core has no .NET Framework support. Additionally, the
system language on both the source and the target have to be the same.
For example, if the source server’s system language is English and the

target server is in Spanish, then the migration tools will not work.

Migration can be performed for the following roles, features, set-
tings, and data:

Active Directory Domain Services (AD DS)
DNS

DHCP

File Services

Print Services

BranchCache

IP configuration

Local Users and Groups

Prior to performing the migration, you need to install the Windows
Server 2008 R2 migration tools.

Install Windows Server 2008 R2 Migration Tools

The migration tools are new and provide a much improved resource for
successfully migrating your environment. You will install the migra-
tion tools first on the target Windows Server 2008 R2 server and then
on the source server. Prior to installing the migration tools, make sure
the source servers meet the system requirements listed in Table 1.7, and
verify you are, at the minimum, a member of the Administrators group
on the target and source servers.

Table 1.7: Migration Tool System Requirements

Source Server 0S Requirements

Windows Server 2003 or ~ 25MB free drive space~LB.NET Framework 2.0~LBWindows
Windows Server 2003R2  PowerShell 1.0 or later

Windows Server 2008 23MB free drive space~LBWindows PowerShell or the Server
or 2008 R2 Manager command-line tool (ServerManagerCmd. exe)
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First you need to install the migration tools on the Windows Server
2008 R2 target server. After the tools are installed on the target server,
then you will need to create deployment folders on the target server for
the source server. Lastly, to complete the installation, you will need to
register the Windows Server migration tools on the source servers. You
will see how to install the tools via Server Manager:

1. Open Server Manager (you can also install the tools via
PowerShell if you are running Windows Server 2008 R2 Server
Core) on the target server, click Features, and then select Add
Features. You will see the Add Features Wizard, as shown in
Figure 1.19.

Figure 1.19: Add Features Wizard
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2. You may need to scroll down to select Windows Server Migration

Tools. After you select Windows Server Migration Tools, click Next.

3. You will see a screen similar to Figure 1.20. Click Install to install
the tools after the installation, review the summary, and then
click Close. Additionally, installing the tool set may require you to
restart the server, so please plan accordingly.
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Figure 1.20: Windows server migration tools confirmation

I o

4. After the tools are installed, you need to create the deployment
folders on the target computer. To do this, first you need to open
an administrator command prompt. Select Start > All Programs >
Accessories, right-click Command Prompt, and select Run As
Administrator, as shown in Figure 1.21.

Figure 1.21: Selecting Run As Administrator
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5. Create a deployment folder on the target computer to hold the

migration tools; for the following examples, I used c:\migration.
This folder can also be a network path.

. In the command prompt window, change to the Server Migration
Tools directory. The directory by default is located at c:\windows\
system32\ServerMigrationTools\ (if you installed to the default
directory on the C drive). To get there quickly, you can enter the
command cd %windir%\system32\servermigrationtools\ and press
Enter.

Depending on what architecture and operating system your
source system is running, you will then need to run one of the fol-
lowing commands. The command will create a directory with the
migration tools in it, as in Figure 1.22, which shows a directory
created for a 64-bit version of Windows 2003 with the name of
SMT_ws03_amd64:

= Ifyour server is 64-bit Windows Server 2003, type this com-

mand and hit Enter:

SmigDeploy.exe /package /architecture amd64 /os WS03
/path c:\migration

= Ifyour server is 64-bit Windows Server 2008, type this com-
mand and hit Enter:

SmigDeploy.exe /package /architecture amd64 /os WS08
/path c:\migration

= Ifyour server is x86 Windows Server 2003, type this command
and hit Enter:

SmigDeploy.exe /package /architecture X86 /os WSO03
/path c:\migration

= Ifyour server is x86 Windows Server 2008, type this command
and hit Enter:

SmigDeploy.exe /package/ /architecture X86 /os WSO8
/path c:\migration
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10.
1.

Figure 1.22: Windows migration directory
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Copy the folder created in step 7 to a local directory on the source
computer so you can register the tools with the source server.

On the source server, open a command prompt. If the server is
Windows Server 2003, just run the command. However, if the
source server is Windows Server 2008, you will need to run an ele-
vated command prompt. To do that, select Start > All Programs >
Accessories, right-click Command Prompt, and select Run As
Administrator.

Change to the directory you copied the files to in step 8.

Type .\Smigdeploy.exe, and hit Enter to register the tools. When
this command is complete, you will see a status message, and a
Windows PowerShell window will open. You will see a screen
similar to Figure 1.23.

Figure 1.23: Windows migration install
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After you install the migration tools, it is then time perform the

migration.

Migrate to Windows Server 2008 R2

Regardless of the feature or role you will be migrating to Windows
Server 2008 R2, you will follow three general steps after you install
Windows Server 2008 R2 on the new target server:

1. Export the settings from the source server to temporary storage.
2. Import the settings to the target server from temporary storage.
3. Transfer any data and shares from the source server to the target

Server.

In Chapter 2, you will look at migrating specific roles and features.
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IN THIS CHAPTER, YOU WILL LEARN TO:

PLAN FOR WINDOWS SERVER 2008 R2 ROLES (Pages 40-52)
= Plan for Active Directory (Page 41)
= Plan for Hyper-V (Page 45)
= Understand Remote Desktop Services (Page 46)
= Understand Windows Server 2008 R2 Features (Page 49)

INSTALL WINDOWS SERVER 2008 R2 ROLES (Pages 52 - 69)

= [nstall Roles on a Windows Server 2008 R2 Full Server
Installation (Page 52)

= Install Roles on a Windows Server 2008 R2 Server Core
Installation (Page 65)
MIGRATE ROLES TO WINDOWS SERVER 2008 R2
(Pages 69-76)
= Migrate Active Directory and DNS (Page 69)
= Migrate DHCP Services (Page 72)
= Utilize the Server Migration Tools (Page 75)
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fter you have installed your Windows Server 2008 R2 server, your

job has just begun, even though installing the Windows Server 2008
R2 operating system can be a fairly straightforward process. More than
likely, you had a purpose in mind for the server. Unlike earlier server
operating systems from Microsoft where there were quite a few pre-
installed roles and servers, in a Windows Server 2008 R2 installation
there are no additional roles or features installed as a part of the base
operating system. You have a blank slate for the server in which to
create your environment.

As an administrator of a Windows Server 2008 R2 server, you get
to choose the roles and features you want to install on the new server
installation. Additionally, when you install the needed functionality
on the server, Windows Server 2008 R2 will install only the necessary
components for the functionality to properly run. This will increase the
performance of the server by not installing unnecessary components on
the server. This role-based installation methodology has the added ben-
efit of reducing the potential attack surface of your server.

This role-based installation also offers some great flexibility; how-
ever, this will add time to your planning process. This also means that
when the server operating system first boots up, some things may not
work as you expect. This generally is a result of a role or feature that
has not been installed yet and not indicative of a bigger problem or server
error.

Although there are many roles and services that can be installed on
a Windows Server 2008 R2 server, this chapter will focus on just a few.
Each role you install on the server can have numerous considerations for
installation and planning. The roles selected for this chapter are based
on the most common elements in many infrastructures.

Knowing how to properly plan, install, and migrate the roles to
Windows Server 2008 R2 are key factors to working with your server.
In this chapter, you will learn about planning, installing, and migrating
the more common roles you can install on a Windows Server 2008 R2
server. This chapter will discuss both a Windows Server 2008 R2 full
installation as well as the Server Core version.

Plan for Windows Server 2008 R2 Roles

Before you can install any roles, you need to plan for the ones you
will be installing on the server. Some of the roles will require minimal
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planning, such as the Fax Server role, but other roles will require a great
deal of planning like the Active Directory roles. In this section, we’ll cover
some of the planning decisions for these common roles:

= Active Directory—related roles
=  Hyper-V

= Remote Desktop Services

Plan for Active Directory

One of the most common functions installed on a Windows Server
2008 R2 server is Active Directory (AD). AD governs authentication
and access to your network applications and resources. AD provides the
directory services that allow you to organize and secure your network
infrastructure. Before you begin to plan the AD environment, you need
to understand some of the common terminology used in a typical AD
deployment:

Forest This is the main and first logical structure for your direc-
tory structure. The forest is the main security boundary and will
contain all the objects for your directory, starting with domains.
Domains inside a single forest will automatically have a two-way
transitive trust with all the other domains in the forest. The forest
also defines several things for all the domains in the forest. First,
the forest defines the schema for the AD structure. The schema con-
tains the definition and attributes for all the objects in the forest.
The schema is extremely important to the AD structure, because

it defines the various objects such as the users and groups. It will
also define what properties make up those objects; an example of a
property would be a last name or phone number. Also, with some
enterprise-wide applications, such as email, the schema will get
extended to support any new objects or properties needed by the
new application. Some applications need to extend the schema to
provide the proper objects for the application to function. Second,
the forest also contains the replication information for the direc-
tory to properly function. Lastly, the forest holds the global catalog,
which provides search capabilities for the forest.

Domain Domains are how you divide the forest into logical units.
Domains are created to help control data replication and are instru-
mental in allowing your directory structure to scale. The domain
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contains all the security principals (for example, users and groups
are stored here) for your organization. The domain also handles the
authentication for your network as well and through this provides
the base for securing your resources. The domains also helps man-
age trusts. The domain is also considered one of the main security
boundaries for your network. Domains not only allow you to
quickly segment resource access for users but also provide a tool to
delegate administrative tasks.

Trees Inside forests you have trees; these are where your domains
reside. A tree is where you have domains sharing a common
namespace as well as a security context for sharing the many
resources located in a domain. Any domains you install underneath
the first domain become child domains and get a new DNS name.
However, the name inherits the parent domain name. For example,
if the parent domain is called admin.com, you install a new child
domain called server. The child domain’s DNS name would be
server.admin.com.

Trusts Trusts allow the domains to authenticate resources not
natively stored in the domain. Trusts can be one-way or two-way.
Typically trusts are two-way. For example, if a two-way trust exists
between domain A and domain B, users from either domain could
log on and be authenticated regardless of physical location. Inside a
single tree in a forest, all the domains automatically have a two-way
transitive trust between one and another, making the flow of infor-
mation much easier. You can control and configure the trust rela-
tionships to meet your needs. Additionally, when you create a new
forest, there is no trust relationship created between the two forests,
but you can, however, create one.

Organizational unit (OU) This provides logical organization to

a domain. Without the use of OUs, the domain is just one giant
bucket of unorganized objects, making administration a headache.
OUs offer the ability to logically organize the objects in your direc-
tory. Objects are generally user or group accounts; however, there
are several objects you can find in a domain. However, the main
objects you will use on a day-to-day basis are users and groups. This
organization provides several administrative benefits. Being able to
find users and edit properties of a group of users is easier with OUs.
You can also delegate administration to the OUs, which allows you
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to have multiple administrators without having to grant them access
to the entire domain. Lastly, OUs are used in the deployment of
group policies. Group Policy provides you with the tools to centrally
manage and control your clients. Chapter 5 will discuss Group
Policy.

User The user is the account you grant access to log on to your
network. This is one of the main objects inside your domain
environment.

E Getting Started

Group This is another important AD object. Providing another
way to organize your users, groups are an invaluable resource when
you’re granting secure access to your networks resources, such as
file shares, printers, or applications. Groups can have scopes that
range from local to the domain to the entire forest.

Domain controller (DC) This is the main server (or servers) hold-
ing your domain objects (users, groups, and so on). The domain
controller is also responsible for replication of the directory struc-
ture to other DCs as well as for providing support for search
capabilities.

Read-only domain controller (RODC) This is a variation of the
domain controller and holds only read-only copies of the directory.
Traditional DCs can receive and deliver changes to other DCs in
the directory structure, but RODCs can receive only replication
updates. Normally these servers are used in branch-office scenarios
but could also be used for other reasons such as web applications.

Sites When you’re designing Active Directory domains, OUs, and
the many other objects that offer logical containers to help organize
your structure, an important physical element of Active Directory
is the site. Sites allow you to control the physical structure of your
network. Sites help govern three important functions in your envi-
ronment: replication, authentication, and service location. Sites
allow you to define boundaries of your network via IP addresses
and subnets, and they give you a mechanism to control traffic. For
example, when a user logs on to the network, the site will determine
what domain controller will handle the request. The site containing
the same IP subnet of the system the user is logging in from will be
where the request will be directed. Any domain controllers in the
site will then proceed to authenticate the user.
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For more information on working with Active Directory, please
review the planning guide located here:

http://technet.microsoft.com/en-us/Tibrary/
cc794908(WS.10).aspx

When you start planning your AD structure, you start at the top
with the forest and domains. Typically most organizations will have
one forest, but it is not uncommon to have more than one forest. For
example, you may have a forest for testing and research purposes. This
forest is normally logically and physically segmented from the rest of
the network. A typical scenario for this type of forest would be when
you are testing applications, such as Microsoft Exchange, that extend
the schema.

When you install your first domain controller, this becomes the
root domain and the beginning of your forest. Server Core cannot be
installed as the first domain controller in your forest; the first DC must
always be a full install of Windows Server 2008 R2. Additional domain
controllers may be installed under the root domain, becoming child
domains or installed off the root of the forest, which will become new
trees with new namespaces.

The domains are logical units inside the forest that help you organize
all the directory objects and define the namespace for the rest of the
domains in the forest. You define the DNS namespace for your entire
forest when you install the first domain controller in AD; typically this
is your company’s public-facing DNS name. However, it does not have
to be. Remember, these are logical structures, and you can call them
whatever best suits the needs of your organization. It is important to
note, however, that you should have your DNS name well thought out
and planned before you install your first domain controller. Changing
your DNS name can have wide-ranging impact not only on your Active
Directory forest but on any applications that leverage the directory, such
as email or other line-of-business applications.

For example, if your first domain is called corp.com, all the domains
installed as part of the parent domains tree will share that namespace of
corp.com. Take a look at Figure 2.1 for a quick picture of what a logical
structure of Active Directory would look like.

Inside the domain, you create organizational units to further create
logical organizational structure for your domain. When you create OUs,
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there is no right or wrong way to set them up as long as they add effi-
ciency and organization to your directory structure. You may choose to
organize the OUs alphabetically by last name, which is the least common
way, or align them by business units, which is the most common way.
There are any number of other ways, but the main point is that you want
to make your life easier as an administrator.

Figure 2.1: Example Active Directory design: triangles represent domains,
circlesare OUs, and trusts are represented by arrows.
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Plan for Hyper-V

Growing in demand is the use of virtualization technologies to leverage
underutilized resources to help with server consolidation and flexibility.
Windows Server 2008 R2 Hyper-V is built upon the hypervisor technol-
ogy. Hypervisor allows for virtual systems to access server hardware
efficiently. Unlike other virtualization technologies, Hyper-V does not
place any third-party drivers in the hypervisor layer. The drivers that are
leveraged by the virtualized systems are placed in the parent partition,
which is the host operating system. All other virtual machines you install
will be placed in child partitions.
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Deciding to have your server handle virtualization workloads may
seem straightforward, but this role does require additional planning.
You need to take a look at what server workloads will be virtualized
on the server and what additional hardware resources, if any, will be
needed on the server, should you virtualize your open source (Linux)
systems. With all of these questions you need to answer, you may be
inclined to start looking at your performance logs and application logs
to determine workloads. Fortunately, you can take advantage of a
resource that Microsoft provides called the Microsoft Assessment and
Planning (MAP) Toolkit. You can download this utility from http://
www.microsoft.com/downloads/details.aspx?FamilyID=67240b76-3148-
4e49-943d-4d9ea7f77730&displaylang=en.

This tool provides several reporting and analysis functions that you
can take advantage of; specifically, to plan for Hyper-V, there is a report
that will help you make those server consolidation decisions. The MAP
Toolkit will generate both application and server recommendations for
your network to determine the most optimal candidates for virtualiza-
tion. This tool will dramatically reduce the amount of planning time
when you are looking at Hyper-V. If you plan correctly, you could have
the potential of reducing several of your physical servers to just a few.

Understand Remote Desktop Services

Windows Server 2008 R2 has renamed Terminal Services to Remote
Desktop Services (RDS). The functionally of Remote Desktop Services
is still very much the same and similar to the functionality of Terminal
Services in Windows Server 2008. You can use these services to provide
presentation virtualization to your environment. Planning for presenta-
tion virtualization follows similar methodologies of server virtualization.
In addition to traditional terminal services, RDS provides capabilities
for Virtual Desktop Infrastructure (VDI), which allows you to virtual-
ize your desktop infrastructure workload onto servers in your data cen-
ter. VDI allows you to take your typical desktop applications, data, and
even the operating system itself and provide it on your thin clients. The
systems those users work on use the Remote Desktop Protocol to connect
to the back-end server. When installing RDS, you should consider the
proper order for installing these services as compared to the applications
you will use on the RDS server. The general rule of thumb is to install
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these applications after you install RDS so you avoid any potential
issues or reinstallations of applications. These applications in most cases
will have special installation instructions to make them terminal server
friendly.

Another planning consideration is how are you going to allow clients
to authenticate against your server and with what level of security. You
have two choices:

= Require network-level authentication

= Do not require network-level authentication

This decision can impact the type of clients and the level of secu-
rity provided by your RDS server. The decision also controls when the
authentication of your clients occurs during the logon process. If you
choose to require network-level authentication, the user is authenticated
before the remote desktop connection is established. This method pro-
vides a higher level of security. However, this method also requires your
remote desktop clients be using at least version 6.0, and the Windows
client needs to support the Credential Security Support Provider (CredSSP)
protocol. CredSSP is built into Windows Vista and comes with Service
Pack 3 for Windows XP.

If you choose to not require network-level authentication, you will
allow any version of the remote desktop client software to connect.
However, this will lower the security because the user authentication
occurs late in the connection process.

When planning Remote Desktop Services, you need to understand
the core services provided by it, as described in Table 2.1.

RDS and Active Directory Services

When planning your RDS server, it is not recommended that you
place these services on a server running Active Directory services.
There are two reasons for this. First, this can create the potential for
security risks on your Active Directory services. Second, depending
on the amount of RDS workload present in your environment, the
RDS services can degrade your server’s performance.
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Table 2.1: Remote Desktop Services Functions

Function

Description

Remote Desktop Session Host

Remote Desktop Licensing

Remote Desktop Connection
Broker

Remote Desktop Gateway

RemoteApp and Desktop
Web Access

Remote Desktop
Virtualization Host

This provides two services for the server to host for
your environment; this server can host Windows-based
applications or a full Windows desktop. This is the core
component for RDS.

This server manages and monitors the usage of RDS
CALs. CALs are required for connections to the remote
desktop server. This server is also a required component
when you install RDS.

This function is for remote desktop server farms. This
service helps load balance the connections to the server.

This allows your users to connect to the remote desktop
server over the Internet, without the need to be con-
nected directly to your corporate network.

This allows your users to connect to the remote work-
spaces configured on the RDS server via a web browser;
this service also provides configuration settings that can
be placed on the Start menu of the client computer. The
website provides access to applications or desktops you
have authorized for web access.

This enables the RDS server to provide desktop virtual-
ization services. This role service will also require the
Hyper-V role to be installed on the server.

Required Windows Server 2008 R2 Features for RDS Services

There are two RDS roles, Remote Desktop Gateway and RemoteApp
and Desktop Web Access, that will require more services to be
installed for the RDS roles to properly function.

If you install the Remote Desktop Gateway service, you will need
to install Web Server, Network Policy and Access Services, RPC
over HTTP Proxy, and Remote Server AdministrationTools.

If you install RemoteApp and Desktop Web Access, you will need
to install Web Server and Remote Server AdministrationTools.
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Understand Windows Server 2008 R2 Features

Windows Server 2008 R2 provides an additional set of functions to
the server called features. These features were part of Windows Server
2008, but there are also some new features in Windows Server 2008
R2. Some of these features are required for certain roles to function,
while other features will add reliability to your server, as in the cluster-
ing feature. Some will just add aesthetics, like the desktop experience
feature. When planning your server OS, you may need to install some
of these features to achieve your desired configuration. In most cases,
you will not need to install the necessary features to support a role.
Required features will generally be installed when you install the role.

To install a Windows Server 2008 R2 feature, open Server Manager.
Table 2.2 provides a quick review of the features.

Table 2.2: Windows Server 2008 R2 Features

Feature

Description

NET 3.51 Framework

Background
Intelligence Transfer
Service (BITS)

BitLocker Drive
Encryption

BranchCache

Connection Manager
Administration Kit

Desktop Experience

Direct Access
Management Console

Provides the necessary application programming interfaces for
applications to work. The framework is needed for a majority of
the roles. On a Windows Server 2008 R2 server, for example, it
is required.

Provides an asynchronous transfer service for files. This can help
with the download of files in the background. BITS will also con-
tinue a download if interrupted from the point it was interrupted
and not start over.

Provides drive encryption in case the drive is lost or stolen.

Helps reduce bandwidth consumption of clients located in
branch-office scenarios. The clients need to be either Windows
Server 2008 R2 servers or Windows 7 clients.

Provides a tool to create Connection Manager profiles for VPN
scenarios.

Includes common desktop components, such as a media player,
visual effects (Windows Aero), and other common desktop
applications. Even though these features are installed, they still
need to be enabled manually.

Is the Microsoft Management Console used to manage and con-
figure direct access for Windows 7 clients to a Windows Server
2008 R2 server.
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Table 2.2: Windows Server 2008 R2 Features (continued)

Feature

Description

Failover Clustering

Group Policy
Management

Ink and Handwriting
Services

Internet Printing Client

Internet Storage
Name Server

LPR Port Monitor

Message Queuing

Multipath 1/0

Network Load
Balancing

Peer Name Resolution
Protocol

Quality Windows
Audio Video
Experience (qWave)

Remote Assistance

Remote Differential
Compression

Remote Server
Administration Tools

Provides failover capabilities by clustering multiple servers
together to act as one server.

Installs the MMC snap-in so you can manage your Group Policy
objects.

Provides support for services typically needed for tablet-style
systems. Also includes a useful tool called the Snipping tool,
which allows you to create snapshots of Windows screens.

Installs the necessary protocols for printing on the network or
Internet.

Provides the necessary services for discovering and supporting
iSCSI storage area networks.

Enables the server to print to line printer daemons, which are
commonly used on UNIX-based systems.

Provides messaging support services between applications.

Coupled with Device Specific Module (DSM), provides support
for multiple data paths to storage devices.

Provides support for TCP/IP to distribute network traffic across
multiple servers. This is very useful when your server is provid-
ing web services that need to scale as the load increases.

Provides name resolution for applications that can register with
your computer so other systems can communicate with the
applications.

Provides a network platform enhancing the quality and reliability of
AV applications, such as streaming media capabilities. This feature
provides Quality of Service (QoS). Specifically, on Windows Server
2008 R2, it provides rate-of-flow and prioritization services.

Provides you and support personnel with the ability to view and
share control of a user’s desktop that needs support.

Provides the computation to minimize bandwidth utilization for
transfers between two network resources.

Installs tools for remotely managing roles and features on your
Windows Server 2008 R2 server. With this feature, you can
selectively install the roles or features for which you want to
enable remote management.
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Table 2.2: Windows Server 2008 R2 Features (continued)

Feature Description

RPC over HTTP Proxy Used for client applications capable of relaying RPC traffic over
HTTP. A common example is Outlook over RPC, which allows
Outlook to leverage the HTTP protocol for communication to the
email servers.

Simple TCP/IP Provides backward-compatibility support for TCP/IP services

Services and should not be installed unless an application requires any
of the functions of a character generator, echo, or other simple
services.

SMTP Server Supports basic email transfer services for email messages and
systems.

SNMP Services Installs agents for monitoring netwark activity.

Storage Manager
for Storage Area
Networks

Subsystem for UNIX-
based Applications

Telnet Client

Telnet Server

TFTP Client

Windows Biometric
Framework

Windows Internal
Database

Windows PowerShell
Integrated Scripting
Environment (ISE)

Windows Process
Activation Service

Windows Server
Backup Features

Windows Server
Migration Tools

Provides a tool set for centrally managing SANS on Fibre
Channel or iSCSI.

Provides the Windows Server 2008 R2 server to run UNIX-based
programs.

Allows connections to Telnet servers.

Provides remote command-line administrative capabilities for
Telnet client applications.

Provides read and write capabilities to a remote TFTP server.

Installs the necessary support services for fingerprint devices,
typically used to log on to the server.

Provides a data store for only Windows roles and features such
as AD RMS and WSUS.

Provides a GUI window to allow you to run PowerShell com-
mands. You can also test and create PowerShell scripts in this
new utility.

Removes the dependency on HTTP for IIS, allowing other appli-
cations to use non-HTTP protocols.

Provides backup and recovery tools for Windows Server 2008 R2
for the operating system, applications, and data.

Installs the PowerShell cmdlets for migration; refer to Chapter 1
for how to install this feature.

51

i Getting Started
=



52  Chapter2 » Adding Server Roles and Functionality

Table 2.2: Windows Server 2008 R2 Features (continued)

Feature Description

Windows System Provides administrator control over how CPU and memory

Resource Manager resources are allocated and helps provide reliability to
applications.

Windows TIFF Filter Provides your Windows Server 2008 R2 server with the ability to
work with Optical Character Recognition (OCR) files. Specifically
for TIFF 6.0 files, this feature will also allow the files to be prop-
erly indexed and searched.

Windows Remote Provides secure communication with local and remote systems

Management ISS using web services.

Extensions

WINS Server Is for NetBIOS name resolution for computers and groups on
the network, used now primarily in backward-compatibility
scenarios.

Wireless LAN Service  Installs the necessary services and configurations for wireless
adapters to function properly on your Windows Server 2008 R2
Server.

XPS Viewer Installs the support for XPS documents.

Install Windows Server 2008 R2 Roles

In this section, you will see how to successfully install the roles of a full
installation of Windows Server 2008 R2 as well as a Server Core instal-
lation. You will learn some of the differences between the two installa-
tion methods.

Install Roles on a Windows Server 2008 R2
Full Server Installation
In this section, you’ll learn how to install roles on a Windows Server

2008 R2 full server installation. You will go through the installations
for Active Directory, Hyper-V, and Remote Desktop Services.
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Install the Active Directory Role

As you’ll see, you install Active Directory DS by adding the Active

Directory DS role via Server Manager. After the role is installed,
DCPromo will start. You then use DCPromo to turn the Windows
Server 2008 R2 server into a fully functional domain controller. Here
are a few important notes you should consider:

After you install the first domain controller, you should consider
installing a second domain controller to give you redundancy.
Having a second DC will allow your users to log on in case of a

E Getting Started

server outage.

Active Directory will require DNS services. Although you can
leverage most existing DNS services, you should seriously con-
sider utilizing Microsoft’s DNS. It is made with AD in mind.
Additionally, if no DNS server is installed in your network, DNS
will be installed as part of the Active Directory installation.

Installing AD will also install three necessary services required for
directory replication:

= DFS namespaces
= DFS replication

= File replication

With this in mind, follow these steps:

1.
2.
3.

Open Server Manager.
Click Roles in the tree menu on the left.

Click Add Roles in the details pane on the right to begin the instal-
lation of Active Directory.

On the Add Roles Wizard welcome screen, click Next, and you
will see Figure 2.2. (You can also select the Skip This Page By
Default box on the welcome screen to ignore that page for future
role installations.)

On the Select Server Roles screen, select Active Directory Domain
Services. If you are prompted to add required services, review the
services, and click Add Required Services to continue the installa-
tion. Then click Next.
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Figure 2.2: Selecting serverroles
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Add Required Features

When you install certain roles and services, you may be required
to install features or functions as part of the role installation. When
this occurs, you will be presented with a dialog box for adding the
required services. For example, when you install Active Directory
Domain Services, it requires the installation of the .NET
Framework 3.5.1. If the .NET Framework is not installed, you will
be prompted to install the services, as shown in Figure 2.3.

Figure 2.3: Adding required features
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6. On the Active Directory welcome screen, review the information,
and click Next.

7. You will be presented with the confirmation screen; click Install to
begin the installation of Active Directory.

8. After the role is installed, to finalize the AD installation, you need
to run the Active Directory Domain Services Installation Wizard
(dcpromo.exe) to finish the installation. On the final screen, there
is a link to start the wizard automatically.

Configure Your Existing AD Forest and Domain

If your Windows Server 2008 R2 is joining an existing Active
Directory, you need to take a couple of steps to prepare the schema.
You need to prepare the forest and the domain before joining the
existing forest and domain.When you prepare the forest, you
extend the schema to be able to support the new functionality in
Windows Server 2008 R2.To prepare the forest, you need to be a
member of the Enterprise Admins, Schema Admins, or Domain
Admins group on the schema master.To prepare the domain, you
need be a member of the Domain Admins group on the infrastruc-
ture master.You also need to copy the Adprep tools to the servers to
run the commands.To do that, open your Windows Server 2008 R2
DVD, and copy the contents of the \support\adprep folder to both
the schema and infrastructure master servers, or run the commands
directly from the DVD after you insert it.

To prepare the forest on the schema master, you need to run one
of these commands from the adprep directory you copied to the
server:

» Ifyou'reinstalling a domain controller from the command
prompt, run this command:

adprep /forestprep

» Ifyou're installing an RODC from the command prompt, run
this command:

adprep /rodcprep

» To prepare the domain on the infrastructure master, from the
command prompt, run this command:

adprep /domainprep /gpprep
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9. On the welcome screen, you should click the Use Advanced Mode
Installation option to give you the most flexibility and control over
the AD installation. However, if you want a default installation of
AD, you do not need to select the box. Click Next to proceed.

10. You will see the operating system compatibility screen. This screen
discusses the new stronger cryptography used by Windows Server
2008 R2 and how NT 4.0 and older clients are impacted. Review
the screen, and click Next to go to the Choose A Deployment
Configuration screen.

11. You will be presented with the Choose A Deployment Configuration
screen shown in Figure 2.4. Choose the appropriate installation
path for your infrastructure, and click Next. (For the purpose of this
chapter, you will see a new forest and domain installation)

Figure 2.4: Joining or creating a new domain
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12. Enter the FQDN for your domain, and click Next
13. Enter or verify the NETBIOS name, and click Next.

14. On the Set Forest Functional Level screen, as shown in Figure 2.5,
choose the appropriate level of functionality based on your cur-
rent infrastructure and what operating systems are running your
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Active Directory services. For example, if you have Windows
2003 domain controllers, you would most likely set your forest
functional level to Windows 2003. Make sure to read the notes
and warnings as you choose your functional level because they
differ from one functional level to the next. Click Next.

Figure 2.5: Setting the forestfunctional level
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15. On the Additional Domain Controller Options screen, you will be
presented with the following choices: to add DNS if no DNS server
is found, to run global catalog services, and to turn the server
into an RODC. Make the appropriate choice, and click Next.
Depending on your existing DNS structure, you may have some
additional actions presented in additional dialog boxes.

To Use Built-in DNS or Not

When you first install a new server, you should consider using the
built-in DNS provided by Microsoft to support Active Directory ser-
vices. Microsoft has optimized the DNS server to handle AD services
and requests. Although there is nothing wrong with using a third-
party DNS server, you need to perform manual configuration to
ensure your AD runs properly across the network.
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16. On the next screen, you will be asked to choose the installation
location for your directory databases, log files, and sysvol folder.
Choose the location for the files, and then click Next. It is recom-
mended you separate the database and log files on separate vol-
umes to provide better reliability and performance.

17. Set your Directory Services Restore Mode password, and click Next.

18. On the summary screen, review the settings, and click Next to
complete the installation of AD, which will take several minutes
to complete. If you are going to be performing future unattended
installs of Active Directory, click the Export Settings button to
save your settings file for future installs.

19. On the results screen, click Finish, and to finalize the installation
of AD, you will have to reboot the server.

Install Hyper-V

Hyper-V allows you to create virtual servers to handle workloads on
your server. Virtual servers for all purposes are just like any other server
in your infrastructure, and installing the role is straightforward:

1. Open Server Manager.
2. Click Roles in the tree menu on the left.

3. Click Add Roles in the details pane on the right to begin the instal-
lation of Hyper-V.

Hyper-V Processor Requirement

If your processor does not support hardware-assisted virtualiza-
tion, you will see the screen in Figure 2.6. If you get this warning,
your current hardware will not be able to run the Hyper-V role.

Figure 2.6: Selecting features
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On the Add Roles Wizard welcome screen, click Next. (You may
not see this screen if you selected Skip This Page By Default during
previous role installations.)

On the Select Server Roles screen, select Hyper-V. Then click Next.

On the Introduction To Hyper-V screen, review the information,
which also provides some links to documentation; then click Next.

On the Create Virtual Networks screen, as shown in Figure 2.7,
review the network adapters and virtual networks that will be cre-
ated. You can modify your network adapters in Hyper-V Manager
after you complete the installation. After you are finished review-
ing the settings, click Next.

Figure 2.7: Creating virtual networks
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Read the summary of the installation screen, and then click Install.

After the role installation completes, you will see the installation
results windows, which may or may not ask you to restart the server
depending on your current server configuration. After you review
the results, click Close. If you need restart the server, make sure you
save all of your changes before you click Yes to restart the server.
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10. If your server required a restart, after the restart completes, you
will see the final installation results. Click Close to begin using
Hyper-V.

BIOS Hardware-Assisted Virtualization

After you install the Hyper-V role, you may see two error messages,
as shown in Figures 2.8 and 2.9.The event IDs for the messages
with Hyper-V-Hypervisor as the source are 32 and 41.These error
messages are straightforward and generally indicate you have not
enabled the hardware-assisted virtualization setting in your serv-
er’s BIOS for your CPUs.The setting is generally located in the CPU
section of your BIOS and in most instances will require you to fully
power down the server for the setting on your server to take effect.
Consult your server’s documentation for the full procedure to
enable hardware-assisted BIOS on your particular system.
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Figure 2.9: Hyper-Verror event D 41
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Install Remote Desktop Services

Remote Desktop Services (RDS) is the newer version of Terminal Services,
and it provides you with the ability to handle numerous workloads on the
server using the Remote Desktop Protocol (RDP) to handle the requests.
In some scenarios, you can use web browser protocols to accomplish
these tasks as well.

1.
2.
3.

Open Server Manager.
Click Roles in the tree menu on the left.

Click Add Roles in the details pane on the right to begin the instal-
lation of Remote Desktop Services.

On the Add Roles Wizard’s welcome screen, click Next. (You may
not see this screen if you selected Skip This Page By Default earlier.)

On the Select Server Roles screen, select Remote Desktop Services.
Then click Next.

Read the welcome screen, and then click Next.

On the Select Role Services screen, you are presented with the
roles to install as part of the installation, as shown in Figure 2.10.
Refer to the “Planning Remote Desktop Services” section of this
chapter for more information on the roles. Select the necessary
roles, and then click Next.
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Figure 2.10: RDS roles
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8. Read the note on Uninstall And Reinstall Applications For
Compatibility screen, as shown in Figure 2.11. This warning is
why it is recommended you install RDS servers prior to installing
any applications on the server. Then click Next.

Figure 2.11: Application compatibility warning
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9. On the Specify Authentication Method For Your Server screen,

10.

1.

12.

choose the appropriate authentication method for your server, and
click Next.

Choose the appropriate licensing mode for your RDS setup, as
shown in Figure 2.12. This licensing configuration also has to
match the configuration for the RDS license server. After you
make your selection, click Next.

Figure 2.12: RDS licensing modes
T =

ﬁz Specily Licensing Mode

fsorr %y S . T Dk Sk
o ewry RO D) a8 b ol st o chermn P ToeTeCT 1 h e Gl e
P Lol e ry towsfy s v Sele Wl oy bt el e B
g S [ v
ket Dagende Formrrd iy e B B e Do s S ey rbr e o o e P g by uordepnn B
i bl g sl s Bar et LD vy,
ECTT—
e g & WO P D C o e B pch o Cwrwozeen i
el Experarecs o L
Cardrmaton u wach
Frogen
) Tk wat # O CAun St i pvmaton B o Brty
s W Tt S v, s s A ot
e dlead e ek loklen bom bl Pl

cowma [ ez | i | e |

On the next screen, you can configure which users or groups can
connect to RDS, select the groups, and click Next.

On the Configure Client Experience screen, as shown in

Figure 2.13, you can select the level of desktop experience for the
client. These provide the remote client with a desktop similar to
a native Windows experience, which provides features for audio
and video playback, audio recording redirection, and desktop
composition (features like Windows Aero). Make your selection,
and click Next.
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Figure 2.13: Configuring the client experience
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Client Experiences

An important consideration when you configure client experi-
ences for your remote desktop clients is that it can increase the
amount of bandwidth and system resources required for your

server.This can also impact the scalability of your remote desktop
servers. Lastly, if you install either the audio/video playback or the
desktop composition, this will require the desktop experience to
be installed on the RDS server.

13. If you chose to install the RDS licensing role server, you will be

prompted with one last step to configure a discovery scope. The

discovery scope allows other licensing servers to automatically find

the license server. The scope can be either a workgroup, domain,
or forest level. This is not a recommended option, and you should
plan on configuring your servers after the installation completes.
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14. On the confirmation screen, click Install.

15. Review the results. You may be required to restart the server to
complete the installation. When you’re ready, click Close to finish
the install. On the warning screen, click Yes if you are ready to
reboot the server.

16. If your server required a restart, after the restart completes, you will
see the final installation results. Click Close to begin using RDS.
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Install Roles on a Windows Server 2008 R2
Server Core Installation

As mentioned in Chapter 1, Server Core, like in Windows Server 2008,
is a very streamlined version of Windows Server. Server Core has lim-
ited functionality and runs a subset of the roles provided by Windows
Server 2008 R2. It provides a nice addition to your network without the
overhead of a traditional server. This will lower the overall maintenance
and security risks for the server. During your installation and planning
process, you may determine Server Core servers will be part of your
installation. Server Core servers can become an integral part of your
environment and provide services similarly to full server installations.
For the most part, when you install a role on a Server Core install, the
role will function the same as if it was on the full server. Since Server
Core does not have a GUI or Server Manager, you need to perform the
installation with the command prompt.

Install Active Directory on Windows Server 2008 R2 on Server Core

Installing Active Directory on a Server Core installation can be done
either by hand or with an answer file. Either command will start by
running DCPromo on the Server Core. If you choose to run the com-
mand by hand, you will need to enter all the parameters by hand as part
of the dcpromo command. This method can be tricky, and you should
consider using an answer file. Creating an answer file is fairly straight-
forward; all you need to do is create a . txt file with the parameters
already entered in the file. To create an answer file, create a new text
document and put [DCINSTALL] at the top of the file. Following that, you
just need to configure the parameters for the domain join. Table 2.3
describes the parameters.
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Table 2.3: Domain Controller Parameters

Parameter

Description and Values

UserName

UserDomain
Password
Rep1icaDomainDNSName

RepT1ica or NewDomain

DatabasePath

LogPath

SYSVOLPath

Instal1DNS

ConfirmGgC

SafeModeAdminPassword

Username with domain administrative
credentials.

Domain of the user.
Password for the user.
FQDN of the domain to join or create.

RepTica for additional domain
controller.~LBNewDomain for a new
domain.

Location of the ntds. dit file; this is

a local folder with “” if no value is set.
dcrpomo defaults to %systemroot%\
ntds.

Location of the log files; this is a
local folder with “" if no value

is set. dcrpomo defaults to
%systemroot%\ntds.

Location of the SYSVOL tree; this is a
local folder with “ if no value is set.
dcrpomo defaults to %systemroot%\
SYSVOL.

Determines whether to install DNS on
the domain controller; takes a yes or no
value.

Determines whether the domain control-
ler will be a global catalog server; takes
ayes or no value.

Password for account for Directory
Services Restore Mode; make sure the
password meets the password require-
ments for your domain.
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Table 2.3: Domain Controller Parameters (continued)

Parameter Description and Values

RebootOnCompletion Determines whether the server reboots
and if you are prompted; takes Yes, No,
or NoAndNoPromptEither.

ApplicationPartitionsToReplicate  Specifyif you want application partitions
to replicate.
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Sample Answer File

The answer file shown here would join Server Core to the w2k8r2
.com domain using the administrator account ID with the pass-
word of P@sswOrd. Additionally, this server would not have DNS
installed or become a global catalog server, with a recovery pass-
word of P@sswOrd. All the databases would be installed in the
default directories, and the server would automatically reboot at
the end of the installation.

[DCINSTALL]
UserName=administrator
UserDomain=w2k8r2
Password=P@sswOrd
RepTicaDomainDNSName=w2k8r2.com
RepTicaOrNewDomain=Replica
Install1DNS=no

ConfirmGC=no
SafeModeAdminPassword=P@sswOrd
RebootOnCompTletion=Yes

After you create the answer file, you need to drop it on the Server
Core and run the dcpromo command with the unattend switch and a
path to the answer file. After you run the installation, the passwords
will be removed from the answer file. For example, the following com-
mand would install the domain controller with the answer file named
dcunattend. txt from the root of the C drive:

DCPROMO.exe /unattend:c:\ dcunattend.txt

During the install, you may see a screen similar to Figure 2.14.
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Figure 2.14: Running dcpromo on Core Server
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Install Other Roles and Features on Windows Server 2008 R2
Server Core

Installing Active Directory is a unique role installation for Windows Server
2008 R2 Server Core. If you want to install other roles or features on
Server Core, you will run the dism command. This is the Deployment
Image Servicing and Management tool, which is new to Windows Server
2008 R2. dism will allow you to add and remove roles and features to
and from your Server Core installation. Like installing features through
Server Manager, if you install a role with dism requiring prerequisite
features, you will be prompted to install those features as well. You can
also install multiple features at the same time. Although this guide will
not list all the roles and features you can install on Server Core, there are
a few commands that you need to learn:

= dism /online /get-features will list a state enabled of disabled for
the current server installation. This command will also provide
you with a list of the features with the appropriate names that can
be installed on your Server Core installation.

dism /online /enable-feature is the base command for installing
any new role or feature on the Server Core. You will add the
/featurename switch followed by the name of the feature you want
to install. For example, to install Hyper-V on the Server Core,
your command would look like this:

dism /online /enable-feature /featurename:Microsoft-Hyper-V

= dism /online/disable-feature is the base command for uninstall-
ing any new role or feature on the Server Core.
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Migrate Roles to Windows Server 2008 R2

After you install the migration tools, it is then time to perform the
migration. Before beginning any migration of any role of service, you
need to make sure you back up your source and destination servers.
Regardless of the feature or role you will be migrating to, Windows
Server 2008 R2 will follow three general steps after you install
Windows Server 2008 R2 on the new target server. First, you will
export the settings from the source server to temporary storage. Then,
you will import the settings to the target server from the temporary
storage. Last, you will transfer any data and shares from the source
server to the target server.

Migrate Active Directory and DNS

You might be wondering why DNS is included in this section; the main
reason is that DNS is the name resolution backbone for any Active
Directory environment. DNS provides the needed discovery resources
for servers, replication, roles, and many other functions inside Active
Directory. Before you migrate your Active Directory and DNS struc-
ture, be sure to prepare your environment. Make sure your source and
destination servers are properly prepared. Preparing the source server
is straightforward and can be summed up in one word: document. You
will want to make sure you take note of the server name, DNS set-
tings, OU information, server roles, Flexible Single Master Operations
Roles, and so on. These provide you with the data to help verify that
the migration was successful. You also need to consider what role the
source server will play after the migration. When the migration com-
pletes, the source server will become a member server.

Preparing the destination server takes a little more work. After you
install the Windows Server 2008 R2 server, you will need to perform
a few steps prior to beginning the migration. One thing you should be
aware of is when you install the server, the server name and IP address
you assign are temporary and will be replaced later during the migra-
tion. The reason behind the replacement of the names is to ensure your
client systems will still have the ability to connect to DNS without you
needing to reconfigure all the client systems.

When you’re ready, you need to join the Windows Server 2008 R2
destination server to the source server’s domain by installing the role
or running decpromo. Remember prior to joining the domain to properly
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prepare your AD environment by running Forestprep and Adprep, men-
tioned earlier in this chapter. The main reason is to make sure the rep-
lication of the directory takes place. This is a big part of the migration,
and second part is to migrate DNS and IP settings so the destination
server will service the clients on your network.

Active Directory and DNS Migration

When you perform this migration, there will be several times dur-
ing the process that the server you are migrating from and the
server you are migrating to will have their key services turned off,
and there will be times the servers will be rebooted.You need to
plan for this migration during off-peak hours when your network
will be least impacted by the downtime of this migration.

1. Verify what DNS partitions are running on the source and desti-
nation servers by running the following command. The destina-
tion server should only be enlisted in the same partitions as the
source server:

dnscmd /EnlistDirectoryPartition

If you need to enlist any custom partitions from the source server
to the destination server, you may need to run this command on
the destination server:

dnscmd /EnlistDirectoryPartition <FQDN of partition>

2. Stop the DNS service on the source server by running the follow-
ing command. (Or you can stop the service in the services admin-
istrative tool.) You need to stop the service to make sure the data is
properly migrated.

net stop "DNS Server'

3. You then need to export two registry keys on the source server
containing the necessary DNS entries to be migrated:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\
DNS\Parameters

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\
CurrentVersion\DNS Server
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You can either export the keys in regedit, or you can run the fol-
lowing two commands, which will export the keys to windows\
system32\dns on your system drive:

regedit /E:A %Windir%\System32\DNS\Dns-Service.REG HKEY_
LOCAL_MACHINE\System\CurrentControlSet\Services\DNS
regedit /E:A %Windir%\System32\DNS\Dns-Software.REG
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\
CurrentVersion\DNS Server"

E Getting Started

Create a folder called DNS_migrate_system32DNS on a network
share or other removable drive; this will be copied to the destina-
tion server.

Copy all the contents, excluding the samples directory, in the
windows\system32\dns directory on the source server, to the DNS_
migrate_system32DNS folder you created in the previous step. You
may need to copy additional DNS directories if DNS used custom
directories. You can check to see whether you have custom paths
by looking at this registry key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\
DNS\Parameters\DatabaseDirectory

Start the DNS service on the source server by running the follow-
ing command (or do so in the services administrative tool). You
need to start the service to provide service on your network until
the migration is complete.

net start "DNS Server'
Stop the DNS service on the destination server by running the fol-
lowing command (or using the services administrative tool):

net stop "DNS Server"

Copy all the contents from the directory to the windows\system32\
dns directory on the destination server. Copy and replace any files
if prompted.

From the DNS directory on the destination server, run both the
.reg files created in step 3 to import the registry entries.

Start the DNS service on the destination server by running the fol-
lowing command (or using the services administrative tool):

net start "DNS Server'
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1.

12.

After you have started the DNS service, then you need to verify
the migration with a command provide by Microsoft called the
Convergence Verification Script (CVS). You can download CVS
from http://go.microsoft.com/fwlink/?LinkId=135502. After you
have downloaded and extracted the command, run the following
command. This command will verify the migration:

DNSConvergeCheck.cmd <source DNS server>

<destination DNS server> <FQDN of domain>
The last steps involve you then replacing the IP address and name
of the destination server with the IP address and name of the
source server. It is important to note that when you rename the
computers, this will require a reboot for both the source and desti-
nation server. To do this, follow these steps:

a. Change the source server IP address to another unused IP
address on your network.

b. Change the destination server’s IP address to the original
address of the source server.

c. Rename the source server’s computer name to an unused
name on network. To do this, open the System control panel,
choose the Computer Name tab, and rename the system.

d. Change the destination server’s computer name to the origi-
nal computer name of the source server. To do this, open the
System control panel, choose the Computer Name tab, and
rename the system.

Migrate DHCP Services

Migrating your DHCP services utilizes one of the Windows Server
Migration Tools. This makes this migration more straightforward.
Again, before you begin this process, make sure you make the proper
backups of your systems. To start this process, you need to do a few
things to prepare the destination server and source server:

To prepare the destination server, you need to install the DHCP
role on the server (although you can also have the migration pro-
cess install the role as well), make sure you have a enough hard
drive space on the server to hold the DHCP databases, and make
sure the destination server is a member of the same domain as the
source server.
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To prepare the source server, you need to stop the DHCP service
and locate the DHCP databases. By default the databases for
DHCP are located in the windows\system32\dhcp directory. If you
are not sure, you can this command to find out the location of the
databases:

netsh dhcp server show dbproperties

After you have prepared the source and destination servers, then you

can begin the migration:

1.

On the destination server, stop the DHCP service. You can do
this by going to the services administrative tool and stopping the
DHCP server service.

Create and share a directory on the source server that you will use
for the export and import process. Make sure the administrator
ID you are currently logged on with has write permission to the
directory. To make the process easier, you should map the drive to
the shared directory.

On the source server, start the Windows Server Migration Tools.
To do that, go to the Start menu, select Administrator Tools, select
Windows Server Migration Tools, and click the Windows Server
Migration Tools PowerShell shortcut. You could also open a
PowerShell session and type the following command:

add-pssnapin Microsoft.Windows.ServerManager.Migration
On the source server in the PowerShell window, type the following

command to export your DHCP services and configurations:

Export-SmigServerSetting —featureID DHCP
—path <storepath )> -Verbose

You will also be required to set a password for the export file
during this step. When the process is complete, you will see an
srvmig.mig file in the directory you created in step 2.

After this command is run, your screen should look like Figure 2.15.
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Figure 2.15: DHCP exportresults
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5. After you verified that the srvmig.mig file is in the directory, you
need to unauthorize the DCHP server on the source server. Run
the following command:

Netsh DHCP delete server <Server FQDN>
<Server IPAddress>

6. Import the settings onto the destination server; this is done by
running the following command. After this command is run, your
screen should look like Figure 2.16.

import-SmigServerSetting —featureID DHCP
—path <storepath )> -Verbose

7. Start the DHCP service. If you get an error message, make sure the
DHCP service is set to Automatic in the Services control panel.
Start-Service DHCPServer
8. The last step is to authorize the DHCP server, and you can do that

in the DCHP administrator tool or by running this command:

netsh DHCP add server <Server FQDN> <Server IPAddress>
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Figure 2.16: DHCP importresults
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Utilize the Server Migration Tools

As you recall from Chapter 1, the Windows Server Migration Tools
can help you accomplish the task of server migration fairly simply; how-
ever, make sure you plan the migration process properly. To that end,
Microsoft provides several key resources and documents online at the
Windows Server 2008 R2 migration website located here:

http://technet.microsoft.com/en-us/1ibrary/dd365353.aspx

This site provides key resources for other role migrations, with many

planning documents and worksheets.

When you are using the Windows Server Migration Tools, there are
really three commands you need to become familiar with to utilize the

tool effectively:

Get-SmigServerFeature This command will display all the roles
or features that can be migrated from the source server using the
server migration tools. This tool will also display the feature ID
names of the services, which are used in the import and export
commands. To learn more about this command from the Windows

Server Migration Tools, run this command:

help Get-SmigServerFeature -detailed

Export-SmigServerSetting This is the root of the command you

run on the source server to export whatever feature you have
selected to migrate. This command will create the export file

srvmig.mig.
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To learn more about this command, from the Windows Server
Migration Tools, run this command:

help Export-SmigServerSetting -detailed

Import-SmigServerSetting This is the root of the command you
run on the destination server to import the feature you have selected
to migrate. To learn more about this command, run this command
from the Windows Server Migration Tools:

help Import-SmigServerSetting -detailed
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I n Windows Server 2008 R2, learning how to automate everyday tasks
can save you a tremendous amount of time and will allow you to
spend more time with other administrative tasks. In this chapter, you
will get an overview of Windows PowerShell v2. If you are familiar
with Windows PowerShell already, then your knowledge will still apply
in this version. If you are not familiar with Windows PowerShell, you
will learn the basic underpinnings of this extremely powerful and use-
ful tool.

Windows PowerShell is a command-line utility that is built into
Windows Server 2008 R2 and allows you to perform virtually all the
tasks you can complete in the graphical user interface (GUI). Windows
PowerShell is unlike any other scripting tool you may have used with
prior versions of Windows Server.

At the core of PowerShell is a very powerful engine providing several
key areas for automation. PowerShell is a command-line shell for running
basic commands, it’s a scripting language for common commands, and it
provides the administrative platform for several Microsoft Server—based
applications. For example, the Microsoft Exchange 2007 administrative
GUI was made entirely from PowerShell. Although in this chapter I will
not show you how to build the Exchange interface, you will get an intro-
duction to the PowerShell language.

Windows PowerShell does have a learning curve, but this chapter will
get you up and running quickly with this powerful administrative tool.

Learn the Basics of Windows PowerShell v2

In this section, you will learn the basic terminology of Windows
PowerShell. You will also take a look at enabling and installing Windows
PowerShell v2 on your systems. In addition, you’ll learn to start working
properly with basic commands.

Understand Windows PowerShell v2 Terminology and
Structure
As you begin to learn Windows PowerShell, it is important to start

with the terminology and the basic command structure. Learning the
basics will allow you to learn the syntax so you can then go on to
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write your own scripts and commands. The syntax is consistent across
the PowerShell engine and allows you to apply what you learn in
numerous situations. Microsoft has worked hard with the PowerShell
language to allow you to type commands in common-sense language
(for the most part), which really allows you to focus on typing what
you think.

It is also important to note that PowerShell provides you with another
way to administer your common tasks; if you find yourself repeating com-
mon tasks, you most likely will be able to create your own PowerShell
script to perform the task for you automatically.

The basic building blocks for PowerShell scripts are called
cmdlets (pronounced “commandlet”). All of the cmdlets you create
will be in the common pattern of a verb with a noun. For example,
Get-Service, Start-Service, and Format-Table all follow this pattern
of verb-noun. In general, when you look at cmdlets, you should be
able to figure out the general purpose of what they do based on this
naming structure.

You can use the verbs and nouns in many combinations. For the
service noun, you can use it with the Start, Stop, and Suspend verbs:

Start-Service
Stop-Service
Suspend-Service

Set-Service

This pattern is the key to learning the command-line structure. It
also provides you with an easy way to find and remember the com-
mands that you use on a regular basis.

You can also add useful functionality to most cmdlets by specifying
parameters as part of the command-line syntax. For example, if you run
Get-Service, you will see the status of all the services running on the
local server, as shown in Figure 3.1.

If you then add the -Name parameter to the Get-Service command,
you can filter the results to a specific command you are particularly
interested in. For instance, you can run the following command to find
out the status of the Task Scheduler service, as shown in Figure 3.2.

Get-Service -Name Schedule
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Figure 3.1: Listing services
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Figure 3.2: Get-Service with -Name parameter
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Additionally, with the use of parameters, PowerShell provides you
with the ability to use shortcuts via aliases. For example, the follow-
ing command is the same command as the Get-Service -Name Schedule
command you saw earlier:

gsv -n Schedule

Aliases allow you to abbreviate verb and parameter names for your
cmdlets. You can also create your own custom aliases with the New-Alias
cmdlet. To learn how to do this, run this cmdlet (you will see later in
this chapter how to work with other help functions):

Get-Help New-Alias

However, it is important to note not all cmdlets and parameters have
an alias by default. To list the aliases currently on your Windows Server
2008 R2 server, you can run the following command:

Get-Alias

As you may have noticed, quite a few aliases are built into the system,
and some of the aliases may look familiar to you from other command-
line shell programs. You may also notice there are a few aliases that
have the same cmdlet assigned to them. For example, you may notice
these three aliases:

cd
chdir
sl

They all have the same cmdlet assigned to them, which for this
example is Set-Location. So, for example, if you typed any of the fol-
lowing commands in PowerShell, you would notice that they would all
change your current directory location to c:\windows:

cd c:\windows

chdir c:\windows

s1 c:\windows
Set-Location c:\windows

The goal of these aliases is to help ease the transition into learning
the PowerShell scripting language.
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One last shortcut provided for parameters is that most parameters
are positional in nature, meaning you do not always need to use the
name of the parameter if you know the proper order for your cmdlet.
Although this method can save you typing, this may also create an
ounce of confusion if you are not very familiar with the commands you
are running. Building on the previous examples, the following com-
mand will also show the status of the Task Scheduler; notice there is
no '-n' in the command:

gsv schedule

Functions are another feature of PowerShell you need to be aware
of. You can see a list of the currently loaded functions by running this
command:

Get-Command -Type Function

Functions in some cases are a variation of aliases and provide some
of the same basics of running commands. However, functions are
typically used to extend PowerShell or provide additional abilities to
PowerShell. Functions will also provide additional information for your
verbs. You will also see some of the functions later in this chapter.

Enable Windows PowerShell v2

Now that you have seen some of the common terms and syntax of install-
ing PowerShell, it is now time to take a look at how to get PowerShell up
and running on your Windows Server 2008 R2 server. One of the new
changes to Windows Server 2008 R2 is that PowerShell is installed by
default. To load the PowerShell interface, select Start &> All Programs >
Accessories > Windows PowerShelle> Windows PowerShell. These will
give you the basic PowerShell cmdlets available to you, however, you

may not see all the cmdlets you can utilize. Additional cmdlets on your
server are available to you when you load the appropriate module(s). To
use a module, you will use the import-module cmdlet. For example, when
you install the IIS role and the scripting tools for IIS, you get the IIS
PowerShell cmdlets. To load the PowerShell modules for IIS you would
run this command:

Import-Module WebAdministration

When you use the import-module cmdlet you have to load each
module individually as you need them. The more efficient way to load
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PowerShell modules is to utilize one of the built-in administrative tools,
which will load all the modules on your server at once. You can find
the Windows PowerShell modules in the administrative tools. To load the
Windows PowerShell interface, you need to select Start &> Administrative
Tools &> Windows PowerShell Modules. When you first run the Windows
PowerShell modules, you may see the error message in Figure 3.3.

Figure 3.3: Disabled execution of scripts
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Even though PowerShell is installed on Windows Server 2008 R2 by
default, the server does not allow the execution of unsigned scripts. This
error message is by design and, fortunately, easy to correct. The cause of
the error is most likely because of the restricted execution policy that by
default does not allow you to run scripts on your server. The policy is
in place to protect your servers from running unauthorized scripts that
aren’t digitally signed. Digitally signed certificates are all about provid-
ing you with the assurance that you are running valid scripts.

Normally when you run scripts locally, these are scripts you have cre-
ated by hand and are generally scripts you trust. However, whenever you
see this message after you have downloaded a script from the Internet
or from a friend, you should always take the time to review those scripts.
Although it is common to allow locally unsigned scripts to run, you
should never enable the remote execution of unsigned certificates. You
want to ensure that you do not accidently infect your own servers.

To enable your server to run local unsigned scripts while preventing
remote scripts, you need to change the execution policy. After your first
install of Windows Server 2008 R2 and when you are initializing the
Windows PowerShell modules, you will need to turn this policy off. To
do this, follow these steps:

1. Set the remote execution policy with this PowerShell command
from the PowerShell interface:

Set-ExecutionPolicy RemoteSigned
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When you run this command, you will see the warning message in
Figure 3.4.

Figure 3.4: Execution policy warning message
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2. This message is again to inform you of the possible security risks
by enabling this policy on your server. After you have reviewed the
warning, press Y for yes.

3. To verify the command executed properly, you can view the
remote execution policy of your server with this command:

Get-ExecutionPolicy

The command should return “RemoteSigned.”

4. Close the Windows PowerShell interface, and open Windows
PowerShell Modules to run the initial diagnostics. You should no
longer see the error message.

Install Windows PowerShell on Windows
Server 2008 R2 Server Core

You might be wondering if you read that correctly. Yes, you can install
Windows PowerShell on Windows Server 2008 R2 Server Core. This

is new and will provide even better support for you to administer your
Server Core installations. This feature is possible because Server Core
includes a customized copy of the Microsoft .NET Framework. The NET
Framework that is installed on Server Core provides enough support to
run Windows PowerShell to function as a management tool on Server
Core. What makes Windows PowerShell a great tool on Server Core is
that it has the same functionality as it does on full server installations.
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Windows Server 2008 R2 Server Core will provide you with cmdlets for
Active Directory as well.

Install PowerShell on Server Core

Installing PowerShell on Windows Server 2008 R2 Server Core is straight-
forward; however, you will also be required to install the .NET Framework.
You will use the dism tool as mentioned in Chapter 2 to install the features.
1. To verify what components have been installed on Server Core,
run this command:

dism /Online /get-features

2. If the NET Framework is not listed in the results, you need to
install the NET Framework on Server Core. To do so, run this
command, and hit Enter:

dism /Online /Enable-Feature
/Featurename:NetFx2-ServerCore

3. After you install the framework, then you can install Windows
PowerShell by typing the following command. After the command
is run, you will see Figure 3.5.

dism /Online /Enable-Feature
/Featurename:MicrosoftWindowsPowerShell

Figure 3.5: Server Core install
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4. PowerShell is installed into the system32 directory. To run
Windows PowerShell, you need to run the following command
and then press Enter:

C:\windows\system32\windowspowershell\v1l.0\PowerShell.exe
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After you run the command, you will see Figure 3.6; notice the PS
before the command prompt.

Figure 3.6: Server Core running PowerShell
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5. You will want to verify the installation of Windows PowerShell.
You can run the following command, which will display basic sys-
tem information about your Windows Server 2008 R2 Server Core:

Get-WMIObject Win32_ComputerSystem

Learn to Help Yourself to PowerShell

After you have installed PowerShell, you need to learn some simple
and basic commands that will prove invaluable for working with
PowerShell. The commands that you will see in this section will show
you how to leverage the extremely powerful built-in help system.

Learn How to Help Yourself

You have probably heard the phrase “Give a man fish and he will eat
for a day, but teach a man to fish and he will eat for a lifetime.” To be
successful with Windows PowerShell, you need to learn how to fish
for yourself. Fortunately, PowerShell provides some very good tools to
help you fish. There are two commands that you can use to find more
information about commands and, more important, information how
to use them.

The following two cmdlets will allow you to access PowerShell’s
built-in help system:

Get-Command
Get-Help
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All Mixed up: PowerShell cmdlets and Case

When you begin to work with PowerShell cmdlets you will notice a
variety of ways cmdlets are written. Some are upper case, some
are lower, and some are all mixed up. For example, these three
cmdlets provide you with the same results:

GET-COMMAND
get-command
Get-Command

The default standard for PowerShell is mixed case with each word
being capitalized in the cmdlet; for example, Get-Command.
Bottom line: Unless specifically noted for a particular cmdlet,
PowerShell cmdlets are not case sensitive, and you can use the
case that is most convenient for you.

As mentioned earlier, when you run the Get-Command cmdlet, you
will see a list of the currently loaded cmdlets and functions on your
Windows Server 2008 R2 server. However, you can also run Get-Command
to learn about which particular commands will work against certain
objects.

For example, you might want to use PowerShell to work with the
services on Windows Server 2008 R2 but you are not sure what the
available cmdlets are for doing this. To find out, you will use the follow-
ing command:

Get-Command *-Service

You will see all the commands you can use on the services running
on your Windows Server 2008 R2 server, as shown in Figure 3.7.

Figure 3.7: Get-Command *-Service
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So, now that you know what commands you can use against the
Service object, you might be wondering what the proper syntax is for
those commands. This is where the Get-Help cmdlet comes to save the
day. By itself, the Get-Help cmdlet by default will give you a generic help
listing on how to use Get-Help—in other words, it’s help on help.

However, the true benefit of the Get-Help cmdlet is when you run it
in context. You can get the context you need when you run cmdlets,
like the cmdlet from the earlier Service example. When you use the Get-
Command and Get-Help cmdlets in conjunction, you can unlock virtually
any information you need to learn PowerShell as well as get the proper
syntax and usage needed to work with PowerShell cmdlets.

Let’s return to the previous example for Windows Server 2008 R2
services. Let’s say you want to learn how to properly stop a service. To
find this out, you run the following cmdlet:

Get-Help Stop-Service

This cmdlet will give you the general information about what the
cmdlet will do, how to use it, and any possible parameters that can be
used with the cmdlet. You may need more information on the command
or even examples of the cmdlet in action. There’s no need to go search
the Internet just yet. The PowerShell help system can provide you with
even more information with the three following switches you can apply
to your cmdlets.

If you learn by viewing examples, you would run the following cmdlet
to see a list of examples of the cmdlet in action:

Get-Help Stop-Service -Examples

If you wanted to see even more detailed information about the cmdlet
you are looking at using, you would run this cmdlet:

Get-Help Stop-Service -Detailed

If you wanted to see more technical information about the cmdlet
you are running, you would run the following cmdlet. This cmdlet will
also show you all the additional parameters and how they are used with
the cmdlet. The -Fu11 switch really provides an exhaustive explanation
of the cmdlet:

Get-Help Stop-Service -Full
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The -Example, -Detailed, and -Full switches can be used with vir-
tually all of the cmdlets inside PowerShell. This provides a consistent
approach to how you can learn to use PowerShell. However, depending
on the command, sometimes the results for the detailed and example
switches will be identical.

PowerShell provides various other ways to get even more information
about how to run commands. For example, you could use the following
cmdlet to learn more about the Service keyword:

Get-Help Service

Although the results for this cmdlet may look the same as the
Get-Command *-Service cmdlet I showed you earlier, this cmdlet actu-
ally provides other areas that you can investigate with the help system.
Additionally, the help system will allow you to query based on the topic
you are interested in. Inside PowerShell there are several help files that
are built into the PowerShell interface. These are traditional-style help
files you can quickly access. To get a full listing of the available topics,
you can run this cmdlet:

Get-Help About

To explore one of the about topics you are interested in, it is a mat-
ter of just asking PowerShell. For example, what if you wanted to learn
more about parameters and how they are used in PowerShell? You would
run this emdlet:

Get-Help About_Parameters

This last cmdlet offers a great example of working with the help
system inside PowerShell. Normally when you start looking at the infor-
mation contained in the About help files, there will be several screens
of information generated when you access the file. This will require
you to scroll back up through the window to see all the information.
Fortunately, the help system has an alternative to viewing multiple pages.
If you want to have a break at each page so you read the information
before you move to the next page, you simply use the Help command
instead of the Get-Help cmd. When you use the Help command, you may
be required to press any key to move to the next page of information.
For example, notice the difference in behavior between the previous
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cmdlet for looking at parameters vs. the following cmdlet one, which
is shown in Figure 3.8:

Help About_Parameters

Figure 3.8: Scrolling pages with help
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You can also get help with various levels of detail about the cmdlets
and parameters you are interested in. For example, if you run the fol-
lowing cmdlet, you will learn more about the ComputerName parameter
used in the Get-Service cmdlet, as shown in Figure 3.9.

Get-Help Get-Service -Parameter ComputerName

As you have seen, the help system is extremely useful and will
provide you with the information you need to begin working with
PowerShell. The examples you saw around services can be virtually
duplicated for any of the commands that you may be interested in.
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Figure 3.9: Parameter help example
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One last cmdlet you may use is the Get-Member cmdlet. This cmdlet will
let you find out the properties and any operations for a particular object.
These properties can provide additional information about the object you
are interested in, such as the status of the object, how long the process
has been running, and the required services that need to be running.

To fully utilize the Get-Member cmdlet, you need to have a quick
briefing on variables for PowerShell. Using variables allows you to
take a PowerShell cmdlet, abbreviate it for other functions, and store
information for later use in your scripts. For example, instead of typ-
ing Get-Service -Name Bits, you could create a variable to assign to
this command, a bit of shortcut. (BITS is the Background Intelligent
Transfer Service.) To assign the variable $bits to the command string
Get-Service -Name Bits, you would type this command in PowerShell:

$bits = Get-Service -Name Bits

Then you could simply type $bits to run the assigned cmdlet. Variables
will also allow you to use the get-member cmdlet more effectively. To view
all the currently loaded variables, you can run the get-variable cmdlet.
For example, if you wanted to find all the properties and operations for a
service using the previous variable, then all you would need to type would
be this cmdlet:

Get-Member -i $bits
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The -i represents the parameter input object used by the Get-Member
cmdlet. Figure 3.10 shows an example of what Get-Member returns for
results.

Figure 3.10: Get-Member
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To see what the required services for the BITS service are it is a matter
of using the following cmdlet:

$bits.RequiredServices

It is important to note these variables are temporary to your currently
running PowerShell session, meaning when you close your PowerShell
window, the variables will be cleared from memory.

You have seen how to generally work with services with PowerShell,
which can prove to be very handy, especially when using remoting with
PowerShell, discussed later in this chapter. Another useful way to use
Get-Member is when you are looking for information about a particular
process running on your Windows Server 2008 R2 server. You can
determine fairly easily how long a process has been running on your
system and whether you need to terminate the process.

For example, you will see the $process variable, which was created to
follow the mspaint.exe process. To see what other processes are running
on the system, you can run the Get-Process cmdlet.
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After you have assigned a variable, you can see the start time of the
process by running this command:

$process.StartTime

You then can use the environment variable to determine how long the
process has been running using the Now system variable. The results of
the following cmdlet will look similar to Figure 3.11:

[DateTime]::Now - $process.StartTime

Figure 3.11: Running time of a process
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You then can stop the process using the variable again with the
Ki11() method used in this cmdlet:

$process.Kil1()

Tab Completion: Discover the Power of the Tab

One of the last things you can utilize in PowerShell is tab comple-
tion.This feature of PowerShell will make sure you get the right
names when you type in cmdlets.To use tab completion you sim-
ply need to hit theTab key as you begin to type in your cmdlet.

For example, after you open PowerShell and you type in the Get
verb and hitTab, you will notice PowerShell will begin to cycle
through all the different nouns you can use with the Get verb. If you
hit theTab key again you will see the next possible noun in alpha-
betical order.You can also type in partial spellings, or use wildcard
characters for your commands:You could type ge or ge* and hit
Tab and you would cycle through the commands as well.Tab com-
pletion will help save you time when your typing your cmdlets.
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Take the Next Step

When you start working with PowerShell, you are going to also want
to control the output from the various cmdlets and commands you will
run to make sure you get the information you are most interested in. In
a sense, you want to control the objects and their data. You can do this
fairly easily with several built-in PowerShell commands that allow to
you to work with multiple objects. Table 3.1 describes some of the com-
mon commands that will work with and manipulate multiple objects at
the same time.

Table 3.1: Working with Objects

Command  Description

Compare Compares two sets of objects. For example, you might want to compare
what the previous state of a service is compared to the current state.

Group Splits a set of objects into groups. For example, you might want to group
the types of documents in a current file directory.

Measure Measures some property on a set of objects. For example, you might want
to count the number of files in a particular directory.

Select Selects one or more properties from a set of objects. This allows you to
control the type of data output. For example, you might want to see the
name and ID of the currently running process.

Sort Sorts a set of objects by one or more properties. There are several param-
eters you can use to control the sort, including the descending or ascending
parameters.

Tee Makes a copy of a set of objects. This command allows you to save the
results of a command to a file or a variable.

Where Filters a set of objects based on their properties and conditions. For
example, you could use this command to find out the running services on
your server.

ForEach Provides a looping mechanism that allows you to act on every object meet-

ing certain criteria. For example, you might want to stop a set of processes
or services that meets a certain criterion.

You may also choose to export the information created from your
cmdlets for documentation and reporting purposes. PowerShell provides
several commands for outputting your information whether you are
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PowerShell provides commands allowing you to convert objects into

useful formats. Table 3.2 describes the common outputting commands.

Table 3.2: Output Formats

Command Options

Description

Format Custom
List
Table
Wide

Out File
Printer
String
GridView

Export/Import CTiXML
Ccsv

ConvertTo Ccsv
HTML
XML

Converts objects into formatting records in a variety
of choices. List formats the objects into a list for
each property. TabTe formats the object in a table,
with the selected properties taking a column in a
table. Wide creates a table for an object with only
one property displayed for each object. Custom
allows you to use predefined views; you can find
examples of predefined views in the *format.
PS1XML files located in the Windows PowerShell
directory.

Sends the output of your commands into different
formats. File and Printer are straightforward.
The host will output the commands into the com-
mand line. String will send the output to the host
system as a series of strings. GridView will send
the output into an interactive table created in a
separate window. Note that GridView requires the
NET Framework 3.51 and the Windows PowerShell
Integrated Scripting Environment (ISE) to be
installed.

Converts objects into and out of common file for-
mats. CSV is a comma-separated file, typically used
for spreadsheet programs. C14 XML will send the file
into an XML file representation of the command.

Converts objects into other objects or formats; once
again used to view data in a different manner.

To effectively use any of these commands, you will make a lot of use

out of the built-in variable $_, which will always reference the current

object being used in your cmdlet. You will also need to learn to use the

| (pipe symbol). The | is used to combine one or more cmdlets into one
line. The output of the first cmdlet is used as the input of the second

cmdlet, and so forth.
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Here are some useful examples of those commands to help you really
work with PowerShell. You will see how many of the previous com-
mands work very effectively when combined.

If you want to list all the services currently started on your server,
you can use the Where-Object cmdlet to get the information, as shown in
this example:

Get-Service | Where-Object { $_.Status -eq "Running" }

Alternatively, you could also see the stopped services by replacing the
-eq parameter value with stopped. You could also use the and clause to
see all the services as well as their dependent services.

Get-Service | Where { $_.Status -eq "Running" -and
$_.DependentServices.Count -gt 0}

Notice that the previous command does not list the actual services
that are dependent on each other. This is where you can use the sort and
format commands to display the information you want to find. As you
can see in the following, those two commands were added to produce
the desired results, and this would look like Figure 3.12.

Get-Service |

where { $_.Status -eq "Running"

-and $_.DependentServices.Count -gt 0 } |

sort Name |

format-table Name,DisplayName,DependentServices -auto

Figure 3.12: Dependentservices table
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Another useful example using the sort and select properties can help
determine why a particular server may not be performing well. You can
quickly find the processes that are taking up the most CPU. The follow-
ing command will list the top five processes taking up most of the CPU
on the local machine:

Get-process | Sort-Object -Property CPU -Descending
| Select-Object -First 5

You can also execute commands on multiple objects at a time by
using the ForEach-Object command, which will allow you to execute a
script on every object. So, if you wanted to start all the services currently
stopped that have dependent services, you would use ForEach to make
this task easier to accomplish. You will notice for the previous commands
there is a variable created called $services which will allow you to make
effective use of the ForEach command.

The following command would create the variable:

§services = Get-Service |

Where { $_.Status -eq "Stopped" -and
$_.DependentServices.Count -gt 0 }

Then you can quickly start those listed services by running the fol-
lowing command. Now, this command will most likely fail on your
Windows Server 2008 R2 servers because the proper roles and features
may not be currently installed.

Get-Service |

ForEach { if ($_.Status -eq "Stopped" -and
$_.DependentServices.Count -gt 0)

{ $_.Start() } }

You can also list the individual objects in your command string that
you want to perform actions on in the ForEach loop. For example, if you
have the calculator and Notepad running on your server but want to
stop them, you can use the following command:

Get-Process -Name calc,notepad | ForEach-Object { $_.Ki11() }
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Another powerful tool you can use with processes is Out-Gridview.
This will create a nice interactive table to use with the output of the
commands. You can click the column headers to quickly sort, and this
command even has a built-in filtering mechanism to filter the data you
want to see. For example, if you run the following command, you will
create an interactive table, as shown in Figure 3.13:

Get-Process | Out-Gridview -Title "Processes Local Server"

You can also use the Compare-Object to see previous states of objects
through PowerShell. For example, what if you wanted to see whether
a certain service had been recently stopped? Here you will see two
variables used to make the comparison command work effectively.
Remember, variables are created at a point in time, so they can be used
quite effectively in the Compare commands. If you create a variable like
the following;:

$services = Get-Service

and then stop a service either in PowerShell or the Services control
panel and then create another variable like the following:

$updatedServices = Get-Service

then it is simply a matter of comparing the two variables and using
some properties to generate some basic data with the following
command:

Compare $updatedServices $services -Property Name,Status

Figure 3.14 shows a sample of the results.

These are just some of the basics; now you will see how to take some
of the objects and leverage the Export/Import commands. The Export/
Import commands will allow to you to work with objects in different file
formats. How you are going to use the files will determine whether you
choose to use XML or CSV files. What makes using these commands
effective is that regardless of what file format you choose, the command
will largely remain the same for either file format.
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Figure 3.13: Out-Gridview
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If you want to save a list of all the services currently on your server
to a CSV file, you can use this command:

Get-Service | Export-Csv services.csv
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Figure 3.15 shows you what the exported file will look like.

Alternatively, if you want to save the list to a CliXML file, you can
change the CSV switch to CTiXML and change the filename to reflect
the different file format. You can also use the ConvertTo command to
transform the output objects to HTML. The HTML format also has
the added benefit of that you can format the HTML file inside your
PowerShell commands. The following command will show some basic
information about the local security authority subsystem service Isass
process; Isass enforces the local security policy on your server:

Get-Process iexplore | ConvertTo-Html > processes.htm

Figure 3.16 shows what the file looks like.

This is not very nice looking, but if you apply a little formatting to
your HTML reports with the following command, then you get the
results you see in Figure 3.17.

gps iexplore |

Select Name, id, handles |

ConvertTo-Html -Title "Iexplore"

-Body "<H1>Info about Internet Explorer</H1>" > processes.htm

Figure 3.15: PowerShell CSVfile
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Figure 3.16: HTML outputted
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Use PowerShell Remoting

Previous versions of PowerShell were very powerful, but they lacked the
ability to easily execute PowerShell scripts on remote servers. One of
the new features in Windows Server 2008 R2 PowerShell v2 is called
remoting. This new remoting infrastructure enables any PowerShell
command or script to be run on remote servers.

For this to occur, the servers need to have Windows PowerShell v2
installed locally. Additionally, remoting has to be enabled on the servers.
This allows you to run your PowerShell commands on remote servers, and
you can even write configuration scripts or a script that starts services,
all from your local computer.

What makes remoting a powerful addition to Windows Server 2008
R2 server is that you do not need really any major network infrastruc-
ture configuration. Once you know the script or command you want
to run, it is then just a matter of executing the script on any number
of computers without any knowledge of the underlying network and
how it functions. In the end, PowerShell takes care of all the details of
the network connection. Remoting allows you to run any number of
PowerShell commands on any number of computers simultaneously.

The remoting functions are all built on WMI remoting, and this
allows you to both execute commands on and work interactively with
remote PowerShell sessions.

Enable PowerShell Remoting

Before you can use PowerShell v2 remoting, you have to enable it on the
Windows Server 2008 R2 servers you want to run remote PowerShell
sessions on. In this brief section, you will now see how to enable remot-
ing on your Windows Server 2008 R2 server installations.

When you enable remoting on your server, it will do a few things
for you:

= Start or restart the WinRM service, if it is currently running
= Set the WinRM service to start automatically
= Create a listener to accept requests on any IP address

= Enable the firewall exception for WS management traffic
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To enable remoting, follow this procedure on either your Windows
Server 2008 R2 full server or Server Core installation:

1.
2.

Open your PowerShell window in your administrator tools.

Run the following cmdlet:

Enable-PSRemoting

Press Y and hit Enter to continue the process; you will see a screen
similar to Figure 3.18.

Figure 3.18: Enabling remoting
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After you review the changes being made to your server, press Y
and hit Enter to continue.

Run Remote Commands

In this section, you will see how to use remoting to run your PowerShell
commands. To do this, you run the same commands that you would
normally run locally. However, now you will use the invoke command
(ICM) to begin the process, followed by your PowerShell cmdlet, and
ending with the ComputerName parameter. The ComputerName parameter
can except host names, fully qualified domain names (FQDNs), and IP
addresses.
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Trusted Hosts Error

If you see the following error message (also pictured in
Figure 3.19), it could be for a few reasons:

Enter-PSSession: Connecting to remote server failed with the fol-
lowing error message : The WinRM client cannot process the
request. If the authentication scheme is different from Kerberos, or
ifthe client computer is not joined to a domain, then HTTPS trans-
port must be used or the destination machine must be added to
the TrustedHosts configuration setting. Use winrm.cmd to config-
ureTrustedHosts. You can get more information about that by run-
ning the following command: winrm help config.

If you are using host names or FQDNs and you have an error with
name resolution, you will see this error. One way you can verify
whether you are having an issue with name resolution is to insert
the IP address of the system you want to run the remote commands
on. If the IP address works, this indicates you have a name resolu-
tion error.

Another reason you could be getting this error is if you can configure
your WinRM trusted hosts.To see what trusted hosts are currently
configured, you can run this command:

winrm Get winrm/config/client

To configure the trusted hosts, you can run the following
command:

Set-Item WSMan:\Tocalhost\Client\TrustedHosts
<computername> -force

Note that if you use the * wildcard, this will enable remote connec-
tion for all computers.

Figure 3.19: Remoting access error

W__ a.ll:ﬂ_ﬁ

b
Capprigh (GF THET i

Fi Carpuea fen., @11 righis rever—d = |

F Cobnarrsibdnin eeraneed fon (Garfervice = lubars £5 Gratss cey “Rusnisg')) CssguuarMans wlbie2iull

S GrBiari BRI LEEratar? _




Use PowerShell Remoting

Running commands is a matter of using the parameters covered
earlier. For example, if you wanted to see all the running services
on the remote server, your PowerShell command would look like the
following, and your results would look like Figure 3.20 for a server
named WIN-NGKNS55U121R. Notice that the PSComputerName
column is now listed.

icm {Get-Service | Where {$_.Status -eq "Running"}}
-ComputerName <computername>

Figure 3.20: Remote service listing
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As you can see, this command is identical to the command you saw
earlier in this chapter with three changes:

= The addition of the ICM at the beginning of the statement
=  The command is wrapped in {}
= The command ends with the -computername parameter
Running your remote commands on servers with remoting enabled
will more than most likely follow these guidelines. This allows you to

quickly reuse your work and apply your knowledge of how to work
with PowerShell locally.
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For example, you can assign a variable to the previous command by
using the following one. You see the output variable (OV) used to save
the results into a variable called sv:

icm -Session $s {Get-Service | Where
{$_.Status -eq "Running"}} -0V sv

As you can see, you can work these objects as you would any other
objects. You can even get more information with the get-member com-
mand using the following:

$sv | Get-Member

Or you can continue to manipulate the objects with the following
command:

$sv | Select * | Out-GridView

As you read this book, you will see many more examples leveraging
the basic knowledge covered in this section to help build your PowerShell
knowledge.

Learn PowerShell Integrated Scripting
Environment (ISE)

One of the powerful new tools for you to use in Windows Server 2008 R2
is the PowerShell Integrated Scripting Environment (ISE). The PowerShell
ISE provides some great components. Specifically, it is the component
required for the Out-Gridview output format. This component will also
provide a GUI front end for PowerShell, which is a nice tool to use to
create and validate your PowerShell scripts.

Work with the PowerShell ISE

The PowerShell ISE is Windows Server 2008 R2 feature, enabled by
default on your server as well. Working with the PowerShell ISE is just a
matter of loading it:

1. Go to the Start menu.
2. Click Search Programs And Files.
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3. Type PowerShell.

4. Click PowerShell ISE or PowerShell ISE (86), and you will see a
screen similar to Figure 3.21.

Figure 3.21: PowerShell ISE
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The PowerShell ISE is broken into three panes. The top pane is where
you can create and edit your script. The bottom pane is your PowerShell
scripting window and is where you can type in your commands just as you
would in the command prompt window. The results of your command
will appear in the middle output pane.

The true power of the PowerShell ISE tool is its ability to chain several
of your PowerShell cmdlets together. All you need to do is type in your
commands like you normally would and then tell it to execute by hitting
your F5 key. The Windows PowerShell ISE also gives you some minimal
debugging tools to set breakpoints in your PowerShell script.
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User and Group Maintenance

IN THIS CHAPTER, YOU WILL LEARN TO:

UNDERSTAND LOCAL USERS AND GROUPS (Pages 112-135)
= |earn Default Local Users and Groups (Page 112)
= Administer Local Users and Groups (Page 114)
= Understand Local User Rights (Page 127)
= Work with Local Account Policies (Page 130)
UNDERSTAND ACTIVE DIRECTORY USERS AND
GROUPS (Pages 136-148)

= Learn Active Directory Users and Groups
Terminology (Page 136)

= Join an Active Directory Domain as a Member (Page 138)
= Work with Active Directory and Local Groups (Page 139)
= Manage Users and Groups in Active Directory (Page 140)
AUTOMATE USER AND GROUP
MANAGEMENT (Pages 148-152)
= Load AD PowerShell Modules (Page 149)
= Work with Users and Groups in PowerShell (Page 149)
= Use the AD Recycle Bin (Page 153)
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I n this chapter, you’ll take a look at working with your users and
groups and maintaining them. You will take a look at the local users
and groups on a system, and a majority of the chapter will focus on the
Active Directory (AD) users and groups.

AD users and groups really are the cornerstone of your infrastructure.
Knowing how to properly maintain and leverage them is vital to a healthy
network. Learning how to work with your users and groups not only
offers agility to your network infrastructure but is also key to your
enterprise-wide applications such as email.

Effectively managing your users and groups will help you perform
your job easier and will ensure the integrity and security of your net-
work infrastructure.

Understand Local Users and Groups

Even if you are leveraging Active Directory, you still need to understand
how local users and groups work. Local users and groups provide a key
role not only for maintenance but also for central administration.

In this section, you will see how to manage local users and groups
on both Windows Server 2008 R2 full server installations and Server
Core installations. You will also learn the default local users/groups and
the default settings on these servers and how those settings impact your
infrastructure.

Learn Default Local Users and Groups

Whether you are working with a Windows Server 2008 R2 full instal-
lation or with Server Core, managing local groups offers some great
similarities. Starting with the default installations, both systems have
the same default users and groups installed.

On your Windows Server 2008 R2 server, by default you have two
user accounts that are created, Administrator and Guest.

= Administrator is the default built-in account for administering the
local machine. The Administrator account is by default the only
account that is enabled.

= Guest is the default built-in account for guest access to the system;
however, the account is disabled by default.



Understand Local Users and Groups 113

Table 4.1 describes several other groups installed by default that you
need to know.

Table 4.1: Default Local Groups

Group Definition and Usage

Administrators This group has unrestricted access to the local computer.
This account is the main account to accomplish any task on
a server. By default, the Administrator account is the only
member of this group.

>
Backup Operators This group, as the name suggests, is designed for the s
backup and restoration of files on the server. §
=
Certificate Service DCOM This group is allowed to connect to certificate authorities @ g
Access for enrollment in your preferred Public Key Infrastructure. E 3
®
Cryptographic Operators This group is allowed and authorized to perform cryptogra- % §
phy operations on your server. These settings include the = =
crypto settings in the IPsec policy of the Windows Firewall, = ®

among other settings.

3
>
=
=

Distributed COM Users This group can activate and launch DCOM objects on the
server. DCOM objects are used for the communications of
the applications.

Event Log Readers This group can work with and read the local event logs on
the server.
Guests Users of this group by default have the same access as the

Users group, except for the Guest account, which is further
restricted. By default, the only account in this group is the
disabled Guest account.

IIS_IUSRS This is the default group account for use with Internet
Information Services.

Network Configuration Users in this group have some administrative privileges

Operators over managing the configuration of networking features on
the server.

Performance Log Users This group allows its users to schedule the logging of

performance counters, enable trace providers, and collect
event traces for the local server. The tasks can be per-
formed locally or remotely.
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Table 4.1: DefaultLocal Groups (continued)

Group

Definition and Usage

Performance Monitor Users

Power Users

Print Operators

Remote Desktop Users

Replicator

Users

This group can access the local performance counter data
either locally or through remote administration.

This group has limited administrative capabilities on the
system and is primarily included for backward compatibility
with previous operating systems.

These users can work with and administer printers on the
local server system.

Users in this group are given the right to log on remotely to
the server.

This group is designed for file replication.

Have limited administrative access to the system to pre-
vent members from inadvertently making changes that can
cause system-wide changes; however, users in this group
can run and access most applications.

Placing user accounts in these local groups will grant those users
access to the proper permissions and responsibilities for the groups. The
basic concept behind using groups allows you to assign permissions just
once to the group, thus granting permissions to all the members in the
group. This offers an easy way for you to delegate administration for your
server. For example, if you want to have a user perform a daily backup
of your server, you would simply need to add them to the Backup
Operators group, and they would be granted the necessary rights to per-
form backup and restore operations. Later in this chapter, you will see
the impact of joining the domain to these local groups.

Administer Local Users and Groups

Managing local user groups on your server is just a matter of loading
the correct snap-in for the Microsoft Management Console (MMC).
You can manage either a Windows Server 2008 R2 full server instal-
lation or a Server Core installation. However, if you want to manage
the local users and groups on your Server Core installation with the
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MMC you will need to do that remotely. There are system commands
allowing you to manage Server Core locally, and you will see those com-
mands later in this section. To access the local user groups, you can go
to the Control Panel to manage the accounts, or you may prefer a more
thorough look at the users. You will see the local users and group man-
agement tools for both a full server and Server Core installation in the
following steps.

1.

Select Start > Run, type in MMC, and hit Enter. This loads a blank
MMC, as shown in Figure 4.1.

Figure 4.1: Blank MMC
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. To perform work in any blank MMC, you need to load the

appropriate snap-in. To load snap-ins, select File t» Add/Remove
Snap-In. This will load the Add Or Remove Snap-Ins dialog box,
as pictured in Figure 4.2.
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Figure 4.2: Adding snap-ins

3. To manage your local users and groups, select the Local Users
And Groups snap-in, and click the Add button. This will open the
Choose Target Machine dialog box, as pictured in Figure 4.3.

Figure 4.3: Target machine
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4. Inthe Choose Target Machine dialog box, you can either select the
local computer to manage the users on the machine you’re running
the console from or select the Another Computer radio button and
enter either the IP address or the name of the computer you want
to manage. This option will allow you to manage the local users
and groups on a remote server such as Server Core, if you have
the appropriate permissions. After you make your selection, click
Finish to return to the Add Or Remove Snap-Ins dialog box.

5. Inthe Add Or Remove Snap-Ins dialog box, click OK to load
the snap-in into your MMC. Figure 4.4 shows a local users and
group MMC.

Figure 4.4: Managing local users and groups
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6. After you have loaded your snap-ins into the MMC, you can save
your customized MMC for future use. To do so, select File > Save.

After you have loaded the MMC to manage local users and groups,
you can easily work with your users and groups. Creating user IDs and
groups, changing passwords, or other properties can all be easily done
with the interface.
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Create a Local User Account

When you create a local user account, you are granting the account
access to the local server, which is a straightforward process:

1.

Inside the Local Users And Group MMC you created in the previ-
ous procedure, right-click the Users container.

Select New User, which will display the New User dialog box, as
shown in Figure 4.5.

Figure 4.5: New User dialog box
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Type in the username, full name, and optional description, as well
as the password. The password by default must follow the pass-
word complexity requirements listed in the “Default Password
Requirements” sidebar. Additionally, you can mark the account
disabled, if you know the account will not be in use for a period of
time. You also have the following options regarding the setting of
the initial password:

User Must Change Password At Next Log On  This is the
default setting, and you should consider keeping this check
box enabled when you create a new user account. The only
time you should clear this check box is when the account you
are creating will be a service account for an application. This
setting allows the user to set their own personal password
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when they log on to the system the first time. All you need to
do as the administrator is set an initial temporary password
for the user. You may want to know the passwords for your
users in case a user leaves the company or is on vacation. In
reality, as long as you know the administrator password, you
have the administrative right to reset a password temporarily
and gain access into an account. Although it is good to have
this ability, you should exercise it with caution and only when
the situation warrants it.

User Cannot Change Password By default this setting is
grayed out and becomes available only when you clear the
User Must Change Password At Next Log On setting, men-
tioned previously. This allows you to make sure the password
for the account does not change. This is also good for service
accounts for applications loaded on your server. This setting
will also bypass any local machine password account policy.
Default password policies will be covered later in this chapter.

Password Never Expires By default this setting is also
grayed out, and like the previous setting, it becomes avail-
able only when the User Must Change Password At Next
Log On setting is cleared. The setting, as the name implies,
locks down the password. This setting also will bypass any
local machine password policy.

4. After you fill out the form, click Create to create the account. If

your password does not meet the requirements for password com-
plexity, you will see the screen in Figure 4.6.

Figure 4.6: Password complexity error
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Default Password Requirements

The default password requirements are the same for both the local
user accounts and the Active Directory user accounts you will see
later in this chapter.The default password requirements for a
Windows Server 2008 R2 server are as follows:

= Cannot contain the user’s account name or parts of the user’s
full name that exceed two consecutive characters

= Be at least six characters in length

= Contain characters from three of the following four categories:
English uppercase characters (A-Z)
English lowercase characters (a-z)
Base 10 digits (0-9)

Nonalphabetic characters (for example !, $, #, %)

5. If you have no more local users accounts to create, click Close.
Otherwise, repeat steps 3 and 4 to continue creating local
accounts on your server.

Create a Local Group

After you create your user accounts, you will most likely want to cre-
ate groups to add your users to. Groups, as you may know, are used to
grant permissions generally to files or printers located on the Windows
Server 2008 R2 server. These local groups can be granted rights and
permissions to resources only on the local server.

1. Inside the Local Users And Group MMC you created earlier,
right-click the Groups container.

2. Select New Group, which will display the New Group dialog box,
as shown in Figure 4.7.
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Figure 4.7: New Group dialog box
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3. Type in the name of the new group and a description. To imme- s E
diately add members to your group, click the Add button on the S S

bottom of the screen. Clicking the Add button displays the Select
Users dialog box, as shown in Figure 4.8.
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Figure 4.8: Select Users dialog box
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4. To add users, you can type them in the name text box. To verify
the spelling of the user names you want to add, you can click
Check Names, which will verify the usernames for you. You can
also click the Advanced button, which will expand the dialog box
to allow you to list all the user accounts on the system. This dia-
log box has a Find Now option to allow you to quickly list all the
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users on the system. If you click Find Now, you will see a screen
similar to Figure 4.9.

Figure 4.9: Advanced selecting users
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5. After you click Find Now, you will see a list of users on the system,
as well as local system user and group accounts. Select the user or
users you want to be in your group. To select multiple users, you
can hold down the Ctrl key on your keyboard as you click. You
could also select a list by using the Shift key. If you click the top
item of your list, hold down the Shift key, and click the bottom
item on your list, you will select all the items between and includ-
ing your top and bottom selection.



Understand Local Users and Groups

Special Identity Groups

You may notice that when you were adding users to your group,
you had several more accounts and groups that you did not cre-
ate.These are special identity groups, and you cannot control the
membership of these groups.Your users become members of
these groups through the course of actions they perform on your
servers or how they access servers, and the membership to these
groups is temporary and normally changes given how the user
will work with the system. System groups can be used to help set
permissions based on how users access or interact with the
server.Table 4.2 lists a few of the system groups you may encoun-
ter as you work with the server.

The groups that are not listed in the table are normally system
groups that are reserved for the use of the operating system and
the services running on your Windows Server 2008 R2 server. In
particular, you need to pay particular attention to one special iden-
tity account, the SYSTEM account.The SYSTEM account repre-
sents the Windows Server 2008 R2 operating system. As you work
with the files on your server and the user rights, you may encoun-
ter the SYSTEM account, and you should leave this account
unmodified. If you make a change to the permissions or rights the
SYSTEM account has on your server, you could disable your
server, which may result in you reinstalling the operating system.

Table 4.2: Special Identity Groups

Group Description

Anonymous Logon This represents when users do not use credentials of
any kind to access the system.

Authenticated Users  Users are automatically placed in this group when they
log on locally to the system. Leveraging this group is a
great way to make sure only valid, authenticated users
can gain access to resources.

Creator Owner When a user creates an object, such as a file or folder
on the server, they are put into the Creator Owner
group for that object. Generally speaking, the Creator
Owner user has full control over the created object.

Dialup When a user connects to the server via a dial-up con-
nection, such as a remote VPN connection, they are
added to this group.
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Table 4.2: Special Identity Groups (continued)

Group Description

Everyone Everyone is a member of this group regardless of how
they access the server.

Interactive When a user logs on locally to the server (in other
words, they have physical access to the server and log
on physically to the server), users are placed in this
group.

Network When a user accesses the server remotely over a net-
work connection, such as when they connect to a file
share, they are placed in this group.

Remote Interactive When a user accesses the server remotely with a local

Logon user ID and actively logs on to the system to perform
remote tasks, such as when an administrator logs on to
the server from a remote workstation, they are placed

in this group.
System This is the account group ID used by the Windows
Server 2008 R2 operating system.
Terminal When users access the server using Remote Desktop
Server User Services, they are automatically placed in this group.

Manage Your Local Users and Groups

After you are done creating your user groups, you will need to maintain
and manage the local accounts. To begin managing local groups, just
right-click the user or group you want to manage. They share some com-
mon tasks. When you right-click a user or group, you can delete, rename,
open help, or view the unique properties for the object.

When you right-click the user, you can set a new password for the
user. The only time you should set the password for an existing account
is if the user has forgotten or lost their password. The user will lose
access to information such as encrypted files, stored Internet passwords
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(although the user can re-create these with the new password), email
that is encrypted with the user’s public key, and any stored certificates
(again, new certificates can be issued to still grant access). The poten-
tial risk here is losing data in files that have been encrypted by the
encrypted file system (EFS). If you have backed up your recovery keys,
you will be able to retrieve data; however, if there is no backup of the
keys, you will not be able to access the data.

When you right-click a user account, you are presented with the
choice to set the password. When you select the option, you will receive
the warning shown in Figure 4.10.
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When you right-click a group and select Add to Group, this will start
the same process to add members to your group as used in the previous
procedure when you created the group. Additionally, when you select
the Properties option after you right-click the group, it will take you to
the properties where you can use the Add Members dialog box.

When you select the Properties option after you right-click will open
a list of properties you can modify for the user account, as shown in
Figure 4.11.

The properties listed here are part documentation and part account
configuration. The tabs listed will allow you to configure basic user-
name and description information and group membership. You can also
set properties for Remote Desktop Services connections information,
user profiles, home directory information, and dial-in access, as well
as a variety of other properties you will see later in this chapter and
throughout this book as the respective topics come up.
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Figure 4.11: User properties
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Manage Local Users and Groups on Server Core

You may not have access to a Microsoft Management Console, and
you may need to make modifications to the local users and groups on a
Windows Server 2008 R2 Server Core installation. You can add, delete,
and modify all aspects of the local users and groups via the command
prompt. Specifically, the net command is how you work with users and
groups directly on Server Core. The net command will also work on a
Windows Server 2008 R2 full server installation.

The net command has many functions, including starting and stop-
ping services and configuring the IP address on the server. You will see
in this section how to use the net command to work with your local
users and groups.

All of the net commands begin with net; for users this will be followed
by user, and for local groups this will be followed by Tocalgroup. For
example, to see the current list of your local users or local groups, type
one of the following straightforward commands and hit Enter:

= Use net user to see a list of local users.

= Use net localgroup to see a list of local groups.
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To add a user or local group to the system, the commands follow sim-
ilar syntax. The commands will include the /add switch. For example, to
add a user named Harold with a password of pass@wordl to your system,
you would use the following command:

net user Harold pass@wordl /add

To add a local group called Writers to your server, you would use the
following command:

net Tocalgroup Writers /add

To add Harold to the Writers group, you would use the following
command:

net Tocalgroup Writers Harold /add

To see the current membership for the local group Writers, you
would use the following command:

net Tocalgroup Writers

The commands are straightforward and fairly intuitive to learn how
to use. To learn more about commands to work with local users and
groups, just use the built-in help system:

= Usenet user /? to learn more about working with users.

= Usenet localgroup /? to learn more about working with local
groups.

Understand Local User Rights

You might be thinking that granting users permissions to your server is
as easy as adding the user to the right group. Well, in part, you are cor-
rect; however, you need to understand what truly grants users the abil-
ity to do work on the Windows Server 2008 R2 server. Those abilities
are called rights on a server, and in turn the local rights are assigned
to the user or group. For example, when you add a user to the Backup
Operators group, that group is granted a few built-in rights. A couple
of those rights are Backup Files and Directories and Restore Files and
Directories, for example.
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View the Local User Rights

To see a list of the local rights on the server, you need to open the Local
Security Policy MMC on the system. The local security policy will
allow you to look at the local user rights and will show account poli-
cies, Windows Firewall, and other important security settings on your
server. To view the local security policy, you need to be an administra-
tor for the server.

1.
2.
3.

Click the Start menu.

In Search Programs And Files, type Local Security Policy.

Click the Local Security Policy link, and you will see a screen

similar to Figure 4.12.

Figure 4.12: Local Security Policy MMC
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In the Local Security Policy MMC, click the + sign next to Local

Policies to expand the console tree.

Click User Rights Assignment to view the currently assigned
rights on the system, as shown in Figure 4.13.



Understand Local Users and Groups 129

Figure 4.13: Local userrights
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6. To see the currently assigned rights for any of the local users,
simply double-click the appropriate object in the right pane. For
example, if you double-click Backup Files And Directories, you
will see that by default two local groups, Administrators and
Backup Operators, have been granted the right.

WARNING When you first look at the local security policy, you
will see several of the user rights already assigned to various local
built-in groups and special identities. If you're not sure what the
user right is designed to accomplish, you should avoid making any
changes to the default assignments on your server. In general, itis
OK to make additions to the assigned local rights but not deletions
to the default policies. Making the wrong deletion could prevent
your server from functioning properly and could cause you to have
to reinstall the server.

Even though you can make changes to the user rights, try to avoid
this. If you need to grant users rights to perform actions on your
server, check to see whether any of the built-in groups can accom-
modate your needs.
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7. If you want to add any of the users or local groups you have cre-
ated on the server to a user right, simply double-click the user right
to view the properties of it.

8. Click Add to go through the familiar wizard for adding users to a
group. The only difference is that during the wizard, you will see
both users and groups.

Rights or Permissions

A common area that can cause confusion is the distinction between rights
and permissions. Even though they are similar, in a Windows Server 2008
R2 environment they are used for different purposes. Understanding the
difference will help you maintain your systems more efficiently. This con-
cept of rights and permissions will follow you through all the work you
do regarding secure access to your Windows Server 2008 R2 servers, even
when you work with the Active Directory domain infrastructures.

Rights One way you can think of rights, as you have seen from the
previous examples, is that they grant user abilities on the server. These
abilities are special and usually give your user extra access to a server.

Permissions These grant the user the ability to access Windows
Server 2008 R2 resources, such as printers, files, and shares.
Permissions will determine your level of access to an object such as
a file or whether you can change the object or just read it, and they
will be determined by the permissions assigned to the object. You
will learn more about permissions in Chapter 7.

Work with Local Account Policies

You will need to manage the local account policies on your servers. The
local account policies on your server are designed to protect the integ-
rity of your users and the passwords they use. Whether you are using a
stand-alone sever or an Active Directory domain for logon access, these
local policies have the same impact in both environments. They also help
lock out the accounts if there are too many invalid attempts to access a
given user account. Before you take a look at how to manage the account
policies of your server, you need to understand the importance of pass-
words and how the account policies are there to protect you.
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A Word on Passwords

As you most likely know, there is nothing more important to the secu-

rity of your environment than the passwords used by you and your

users. Keeping these passwords protected is critical to any environment.

You also want to always enforce password complexity and length to

make sure your users passwords are hard to guess and can’t be hacked.
You may have heard this phrase before:

“Passwords are like bubble gum. They are strongest when fresh, should
only be used by individuals and not a group, and if left laying around
can create a sticky mess.”

This is a fantastic way to think of passwords. What it means in a
technical sense for you as an administrator is this: make sure you expire
passwords on a regular basis to force users to regularly change pass-
words. This also goes hand in hand with password history and mak-
ing sure that you keep track of users’ former passwords so they cannot
revert to old passwords. If you do not keep track of password history,
what your users may do when their passwords expire is change their
password to a new password and then change the password right back
to their former password. Expiring passwords and keeping track of
passwords will help keep your passwords fresh and secure.

If you have shared workstations in your network and have multiple
users using a workstation, it is well worth your time to create individual
accounts for each of the users. Not only will this protect the security
of your environment, but it will also provide you with some flexibility
when it comes to administering the users on the workstation.

Lastly, you may have seen or heard about users using sticky notes
with the passwords written on them stuck to the monitor of their work-
station. As you can imagine, this potentially opens your environment up
to having users’ passwords stolen. It is worth your time to occasionally
patrol the hallways of your business to make sure this is not happening.

While on patrol, you may also notice unlocked desktops, which is
another open avenue for you to be attacked. One way you can prevent
this is with group policies and setting screensaver policies to lock the
desktop after a predetermined amount of idle time. You will learn more
about group policies in Chapter 6. Another, more nefarious way is that
you can provide your users with a teachable moment when you find
an unlocked desktop—send the user an email from themselves. Now,
this method is more than likely prohibited by your employer, and I do
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not recommend this. It’s just something to get you thinking about the
potential danger of unlocked desktops in your organization. Now, you
do not need to send the message to anyone other than the user who left
their desktop unlocked. It would look something like this:

From: Unlocked User

To: Unlocked User

Subject: Lock Your Desktop
Message: Just think this message could have gone to your boss. So
please, lock your desktop in the future.

Sincerely,

Your friendly neighborhood administrator

A Look at Account Policies

Your local account policies are also located in the local security policy for
your server. The account polices are broken into two areas. One is for the
password policy, as shown in Figure 4.14, and the other is your account

lockout policy, as shown in Figure 4.15.

Figure 4.14: Password policy
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Figure 4.15: Accountlockout policy
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Working with your password policy allows you to control settings
regarding password settings. Table 4.3 describes those settings and the
default values. To change any of the settings on your server, you can
use Group Policy or modify the settings by double-clicking them when
you’re viewing them in the Local Security Policy MMC.

Table 4.3: Password Policies

Policy Description Default Setting

Enforce Password History This determines the amount 0 for stand-alone servers
of unique new passwords 24 for domain controller
associated with the users
on the system and can be
set to 0—24. This allows
your users to keep their
passwords fresh.
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Table 4.3: Password Policies (continued)

Policy

Description

Default Setting

Maximum Password Age

Minimum Password Age

Minimum Password Length

Password Must Meet
Complexity Requirements

Store Passwords Using
Reversible Encryption

Determines how many days
a password can remain
unchanged on a system and
can be 1-999. If the setting
is set to 0, then the pass-
words will never expire.

Determines how many days
a password has to be used
before the user can change
itand can be set to 0-998.
You should change this
value on your stand-alone
servers. If the value is set
to 0, your user can change
the password immediately
after a change.

Determines the minimum
amount of characters a
password has to be on the
system.

This determines whether
the password has to meet
the complexity require-
ments. If the minimum
password length is set to 0,
the complexity requirement
of six characters will super-
sede the minimum password
length setting; otherwise,
the minimum password
length setting will win.

This determines whether
the passwords will be
stored in a reversible
encryption algorithm. This
is akin to storing your
passwords in plain text and
should never be enabled
unless you have an applica-
tion or system requirement
for this to be enabled.

42 days until passwords
expire

0 days for stand-alone server
1 day for domain controllers

0 for stand-alone servers
7 for domain controller

Enabled

Disabled
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Working with account lockout policies allows basic control over
failed logon attempts to your server. When an account is locked out,
it effectively becomes disabled and cannot be used until the account is
unlocked by an administrator or a preset amount of time has passed.
All of those settings can be changed with Group Policy, or you can
modify the settings by double-clicking them when you’re viewing them
in the Local Security Policy MMC. Table 4.4 describes the Account
Lockout Policy settings and the default values.

Table 4.4: AccountLockout Policy

Policy Description Default Setting
Account Determines the amount of time the account will None
Lockout remain locked out until unlocking automatically.
Duration [t can be from 0 to 99,999 minutes. If the policy

is set to 0, then the account will remain locked

out until an administrator explicitly unlocks the

account. The setting has no pertinence until the

Account Lockout Threshold policy is set.
Account Determines the number of failed logon attempts 0 invalid logon
Lockout before the account is locked out and can be set attempts
Threshold to 0—-999 attempts. If it is set to 0, the account

will never be locked out. Failed attempts include

main logon at the Ctrl+Alt+Del, locked desktop

logon, and password-protected screensavers.
Reset Each failed attempt to log on counts against None
Account the threshold counter. However, you can set a
Lockout period of time when the counter is reset when a
Counter After  set amount of time passes. The setting can be a

period of time from 0—99,999 minutes. The set-
ting has no pertinence until the Account Lockout
Threshold policy is set. If the threshold policy is
set, this setting needs to be less than or equal to
the Account Lockout Duration setting.
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Understand Active Directory
Users and Groups

Working with users and groups on Active Directory follows some of the
same basic guidelines you have already seen in this chapter. However,
Active Directory does add some layers of complexities because of the
nature of how applications and other functions of the directory are
handled. In this section, you will see some added complexity regarding
groups and the amount of properties users have by default in a domain
environment.

Learn Active Directory Users and Groups Terminology

When you create users in AD, they are very similar to local users,
except for the extended properties and the ability to log on from any
workstation in your infrastructure.

However, AD groups have some additional capabilities and complex-
ity. Understanding how the groups work is key to working with per-
missions, rights, and even applications in your environment. Creating
groups in your AD environment requires you to understand the basic
terms and concepts. Before you begin working with groups, you want to
make sure you understand the differences in the group types and group
scopes listed in Table 4.5 and Table 4.6.

Table 4.5: AD Group Scopes

Group Type  Definition and Usage

Domain Domain local groups can be assigned permissions only to resources in the

local domain in which the group was created. Members in this group can be
global groups, universal groups, other domain local groups from the same
domain, and local user accounts. These groups are primarily used to con-
trol access to resources in their local domain.

Global Global groups are used to control access to resources in the domain in
which they are created, and they cannot travel outside the domain in
which they exist. It is preferred to use global groups over other groups
because they generate less replication traffic when you have groups with
frequent changes. Members of this group can be other groups and user
accounts located in the same domain in which the global group was
created. This group is also the default group selection when creating
anew group.
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Table 4.5: AD Group Scopes (continued)

Group Type Definition and Usage

Universal Universal groups are groups that can travel across domain and forest
boundaries and are used to assign members of the group access to
resources outside of their forest. Members of this group can be any other
accounts and groups from other domains or forests with the proper trusts.
You want to avoid making frequent changes to the membership to this
group, because each change will cause replication on the entire member-
ship to all the global catalog servers in the forest. You can avoid replica-
tion traffic by nesting global groups in this group.

Table 4.6: AD Group Types

Group Type  Definition and Usage

Security Security groups are used to assign permissions or user rights in order to
quickly grant the members of the group access to resources or abilities in
your network. These groups can also be used for email distribution, much
like the distribution group mentioned next.

Distribution Distribution groups are used only for your email applications, like
Exchange Server or Lotus Notes. These groups are not security enabled
and cannot be assigned access to resources.

Organize Your Users and Groups

As you begin to create your users, groups, and computer accounts in
AD, you are going to want to organize your AD environment into logi-
cal containers. In AD, these logical containers are called organizational
units (OUs). OUs are the way you can easily organize the various users,
groups, computer accounts, and so on, in your AD infrastructure. You
create OUs to provide a logical structure, and you can design them in a
variety of ways. You can create an OU structure following the business
functions of your business. For example, you could create OUs for mar-
keting, sales, finance, and so on. This is probably the most common OU
design structure. Another popular method is geographic; for example,
you create OUs where businesses reside, such as North America, Asia,
Europe, and so on. Additionally, you can nest OUs inside of each other
to logically represent your business. This logical design helps you orga-
nize your AD environment, delegate administration, and provide a key
part to working with your Group Policy design. You will learn more in
Chapter 6.
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Computer Accounts

Before you begin to learn how to work effectively with AD groups and
users, you need to understand computer accounts. Computer accounts
are the objects that represent the client computers and servers in your
domain. If a server or client desktop does not have a computer account,
the system will not be able to be managed by the domain, and users will
not be able to log on to the domain from the system. Having computer
accounts in your domain allows additional auditing capability and net-
work authentication services. You manage, delete, reset, add, and do
other administrative tasks for computers similar to users. As you work
with users and groups, you will see computer accounts in your Active
Directory structure.

Join an Active Directory Domain as a Member

Before your users can log on and work in your AD domain, you need to
join them to your domain. Each server or client system in your domain

requires a computer account in your domain. To join a domain, all you

need to do is configure the system:

1. Click the Start menu.
2. Right-click Computer, and select Properties.

3. Under Computer Name, Domain, And Workgroup Settings, click
Change Settings.

4. In System Properties on the General tab, click Change.

5. Select the radio button for Domain, type in your domain name,

and click OK.

Type in your administrative account ID and password.
In the Welcome To Domain box, click OK.

Click OK to acknowledge the reboot is required.

© ® N o

Click OK to exit System Properties, and click OK to reboot the
system.

When the system reboots, you will then be able to log on with your
domain credentials.
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Work with Active Directory and Local Groups

You may be confused about which groups to use and about the best way
to work with groups and manage them. More important, you may be
wondering about the best way to quickly grant access to user rights or
permissions to the many objects in your infrastructure. You will want
to know the interrelationship between your AD groups and the local
groups on your servers that have resources.
The preferred process for this can be summed up in a one-word acro-
nym, UGLY:
U is for users.
G is for global groups.
L is for local groups (where the resource resides).
Y is for your permissions on the local resources.
You may be thinking that this sums up the confusion, but learn-
ing this process will provide you with an efficient and effective way to
quickly manage and control access to resources in your domain. When
you access a resource in the same domain, this is how UGLY can be
applied:
1. Place your users in the global group for the domain on which they
both reside.
2. Place the global group in the local group on the system with the

resource.

3. Grant the local group your desired permissions, and grant mem-
bers access to the resource.

If the resource is another domain, you will have one more step, and
the acronym changes a little. UGLY becomes UGULY, but the basic
premise is still the same:

1. Place your users in the global group for the domain in which they
both reside.

2. Place the global group in the universal group in the same domain.

3. Place the universal group in the local group on the system with the
resources.
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4. Grant the local group your desired permissions, and grant mem-
bers access to the resource. The reason you nest the global groups
into the universal groups is to avoid replication traffic that can
occur when universal groups change. This way, you can modify
the global groups, and only those groups are changed, which will
allow the nested members to gain access to resources.

For example, in a single domain, if you wanted a user in your domain
to back up a client desktop or member server in your domain, after
you created the user, you would create a global group, called some-
thing like Global Backup. You would place the user in Global Backup
and place Global Backup into the local group Backup Operators. In
this case, you are using the built-in Backup Operators group, which has
already been assigned the necessary rights and permissions to perform
the backup on the system.

Manage Users and Groups in Active Directory

To manage user and groups, you can use a number of tools built in to
Windows Server 2008 R2. Three tools allow you to work with Active
Directory users and groups:

= Server Manager
= Active Directory Users And Computers

= Active Directory Administrator Center, a new tool in Windows
Server 2008 R2

Using Server Manager or Active Directory Users And Computers will
take you to the same set of tools. Server Manager is a new tool intro-
duced in Windows Server 2008 and is a consolidated management tool
with several management tools, including Active Directory Users And
Computers. The Active Directory Users And Computers tool found in
Administrative Tools is a dedicated tool just for managing users and
groups.

You can find both tools in the Administrative Tools group on the
Start menu, as shown in Figure 4.16.
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Figure 4.16: Administrative Tools group
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When you want to work with the AD Users and Groups, load either
tool, and you will be able to see the AD Users and Groups. If you open
AD Users and Computers, you are taken directly to working with
your AD objects. However, there is one difference. If you load Server
Manager, you will have to navigate to the AD Users and Groups.

1. Load Server Manager.

2. Click the + next to Roles.

3. Click the + next to Active Directory Domain Services.

4. Click the + next to Active Directory Users And Computers.
5

Click the + next to your domain name.
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Click Users to begin managing your AD users and groups, and
your screen should look like Figure 4.17.

Figure 4.17: AD user management
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Once you have opened your chosen administrative console, then it is
matter of creating the groups and other objects you need.

Create Organizational Units

Once you have loaded the console, you can start creating AD objects.
OUs are one of the first objects you may create. To create an OU, follow
these steps:

1.

2
3.
4

Right-click the level of domain where you want to create the OU.
Select New.
Select Organizational Unit.

Type a name for your OU. You will also notice a default check
mark for Protect Container From Accidental Deletion. This will
prevent administrators from accidentally deleting the object.



Understand Active Directory Users and Groups 143

Create Users

Creating users is similar to creating local users in a nondomain environ-
ment. To create a user, follow these steps:

1. Right-click the container of domain where you want to create the
user.

2. Select New.

3. Select User, and you will see a screen similar to Figure 4.18.

Figure 4.18: New AD user
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4. Fill the form, assign a logon name to the new user, and click Next.
5. Set the default password information for the user, and click Next.

6. Review the summary, and click Finish to create the user.

Just like users on a local machine, after you create the user, you can
right-click and view all the properties for the user. You will notice there
are several more properties for the AD users. After you create the user,
you can later move the user by simply dragging and dropping the user
into the appropriate OU.
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Create Groups

To create groups, follow these steps:

1.

Right-click the container of the domain where you want to create

the group.
Select New.

3. Select Group, and you will see a screen similar to Figure 4.19

Figure 4.19: New AD group
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4. Fill out the form, and make the appropriate selections for the
group type and scope.

5. Click OK to finish creating the group.

Viewing Advanced Features

When you first view the default containers and properties of
objects inside AD, you are not seeing the whole picture.There are
several other AD objects and additionally a Security tab becomes
visible in the properties for the various AD objects.To see these
additional objects and tabs, you just need to view the advanced
features.To view the advanced features, when you're managing
your AD users and groups, go to the View menu and select
Advanced Features. If you do not want to see the advanced fea-
tures anymore, simply go back to the View menu and deselect the
Advanced Features options.
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After you create the group, you can add members to the group by
right-clicking the group, selecting Properties, and clicking the Members
tab. You can then simply click Add, and the Find Users dialog box will
function similarly to the one for local users. Also while in the Properties
window, you can change the group’s existing group type and scope.

Active Directory Administrator Center

One of the new tools in Windows Server 2008 R2 to make your life
easier when working with objects inside AD is the Active Directory
Administrator Center (ADAC). This tool makes it easy to search and
reset passwords and perform other administrative tasks. You can also
create users and groups with this tool. To load the tool, select Start >
Administrative Tools & Active Directory Administrator Center, as
shown in Figure 4.20.

Figure 4.20: ADAC
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The tool is intuitive; it’s tasked based, and it can be quite easy to run.
The ADAC consists of customizable panels that represent the most com-
mon tasks you can perform. You can add and remove panels and cus-
tomize the overview page to enable you to quickly get to the tasks you
perform most often.
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A good use for the ADAC is searching your AD for various objects.
Similar to saved queries in the AD Users And Computers, it is a quick
way to find objects you’re interested in. In the overview pane on the
right side, you’ll see Global Search. Type in your search parameter,
and click the magnify glass icon. Your results would look similar to
Figure 4.21.

Figure 4.21: ADAC search
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Fundamentally, creating new users and groups follows the same guid-
ance mentioned in the previous sections. However, the ADAC provides
a much more detailed interface to allow you to create users and groups
easier. To create a user, you navigate to the container or OU as you may
have done in the past, right-click the container, and select New User.
You will see that the new user is a form that allows you to populate all
the needed properties for a user and much more. The interface will high-
light required fields with a red asterisk (*). Figure 4.22 shows the new
user screen.

Creating groups follows the same form-based interface as the users.
Figure 4.23 shows the new group interface.
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Figure 4.22: New userin ADAC
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Figure 4.23: New groupin ADAC
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The viewing of properties also takes on the new enhanced interface
of the tool. When you view the properties of a user in ADAC, you will
see a screen similar to Figure 4.24.

Figure 4.24: ADAC user properties
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It is up to you if you want to use the standard tools or the new
ADAC. They both will take you to the same management place. With
Windows Server 2008 R2, you should get to know the ADAC, because
it may provide you with a more intuitive interface to working with AD.

Automate User and Group Management

With PowerShell, you have a great tool to help you automate users and
groups in your AD environment. In the prior versions to Windows
Server 2008, you could use PowerShell to manage objects, but it was
cumbersome and not an easy task to accomplish. However, in Windows
Server 2008 R2, there are several improvements and additions for easy
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management with Windows PowerShell. Specifically, there are newly
created PowerShell cmdlets and the AD Recycle Bin, which provides

easier access to working with AD at a PowerShell level. You will see

both of those in this section.

Load AD PowerShell Modules

Before you can begin using the new cmdlets, you need to load the AD
PowerShell modules. The AD PowerShell modules are installed by
default on a server when Windows PowerShell and the Microsoft .NET
Framework 3.5.1 are installed. You can load the AD cmdlets in one of
two ways:

1. Select Administrative Tools &> Active Directory Module For
Windows PowerShell.
or

1. Load a normal Windows PowerShell session, and run this cmdlet:

Import-Module ActiveDirectory

2. Verify the module was loaded by running this:
Get-ModuTe

If you want to see a list of all the commands available from manag-
ing AD objects and resources, you can run this command:

Get-Command *ad*

Work with Users and Groups in PowerShell

You can also use the AD PowerShell cmdlets to manage your users,
groups, and OUs just like you can with the tools previously mentioned
in this chapter. The reasons for using PowerShell are the same generally
with any scripting tool. You may have a preference for using command-
line and scripting tools. Potentially, you may also find yourself repeating
the same tasks over and over again, and using PowerShell will provide
you with a consistent and repeatable approach to these tasks.
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When working in the AD PowerShell, you can also use directory-
style commands to move around the AD structure. For example, you
can run this command to get to the top of your AD structure:

cd AD:

When you run the command, you will see command prompt change
to the following:

PS AD:\>

The command prompt will continue to change to reflect your current
location in the directory hierarchy. From there you can run dir to see
the objects at the root. To navigate to the actual domain, you will need
to run a command similar to this:

cd "dc=yourdomainname,dc=com (or your FQDN ending)"

To change to an OU or container, after you have navigated to your
domain structure, you can run this command:

cd cn=containername
If you want to switch to OU, the command is slightly different:
cd ou=Organizational Unit

Figure 4.25 shows an example of the previous commands and a dir
command, which will show all the objects in the container.

Figure 4.25: Browsing the AD structure
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Table 4.7 lists some of the common tasks for working with PowerShell
with your users and groups. When you run the commands listed in the
table, they run from the directory you are currently located in. If you
need more information, do not forgot about the built-in help system. You
can use get-help with any of the following commands to learn more.

Table 4.7: Common PowerShell AD Commands

cmdlet

Description

Example

Get-ADobject

Get-ADuser

New-ADuser

Lists multiple AD objects.
Like with users and
groups, works similar to
other get cmdlets. This
command uses filter,
Tdpafilter, and
searchbase to query
the information. You can
also combine this with
the format and output
switches of PowerShell to
work with the command's
output.

Lists the AD users in the
domain. This command uses
filter, 1dpafilter,
and searchbase to
query the information. You
can also combine this with
format and out switches
to work with the com-
mand’s output.

Creates a new user in your
AD environment. You can
also control most of the
properties for this cmdlet.
You will need to seta
password and enable the
account for use.

This command will list all the
objects in AD:

Get-ADObject —Filter
{name -Tike "*"}
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This command will list all the
users at your current level of
the AD hierarchy:

Get-ADUser -Filter
{name -Tike "*"}

This command will create
a user called John Smith
in the Marketing OU in the
admin.comdomain, with
display name and given
name filled out:

New-ADuser john-
smith -GivenName
"Smith" -Surname
"John" -DispTlayname
"John Smith" -Path
'OU=Marketing,DC=
admin,DC=com'
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Table 4.7: Common PowerShell AD Commands (continued)

cmdlet Description Example
Set- Sets the password for an This command will reset
ADaccountpassword AD account. Depending the password of John Smith

Remove-ADuser

New-ADgroup

Add-ADGroupMember

New-
ADorganizationalunit

on the nature of how you
use this command, you
may be presented with a
series of prompts to set
the password. When you
run this command, you do
not need to specify the
OU or domain name if you
are located in the OU that
contains the user.

Removes a user from AD.
When you run this com-
mand, you do not need to
specify the OU or domain
name if you are located
in the OU that contains
the user.

Creates a new group. You
can also modify the group
type, scope, and other
properties of the group.

Allows you to modify
the membership of an
AD group.

Creates a new AD organi-
zational unit.

with a new password of
p@sswlrd:

Set-
adaccountpassword
-identity
johnsmith -reset
-newpassword
(ConvertTo-
SecureString
-AsPlainText
"p@sswlrd" -force)

This command deletes John
Smith:

Remove-aduser
johnsmith

This command will create a
new global security group
called Accounting:

New-adgroup
Accounting
-groupscope global

This command adds John
Smith to the Marketing
group in the admin . com
domain.

Add-ADGroupMember
-Member John Smith

This command creates a
new OU called Finance in the
admin. com domain:

New-
ADOrganizationalUnit
-Name "Finance"
—Path

"DC=admin,DC=com"
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Use the AD Recycle Bin

You may have at one time deleted a user by accident. In previous ver-
sions of Windows, when an accidental deletion occurred, you had to
implement AD disaster/recovery scenarios to recover the deleted object.
This method, as you may know, was complex. Accidental deletions also
became the number-one reason you may have implemented your AD
disaster recovery scenarios. With Windows Server 2008 R2 you can
now use the new functionality called the Recycle Bin as apart of your
overall backup and recovery strategy; even though the Recycle Bin pro-
vides you with the ability to recover AD objects, you will still need to
perform your regular backups in your environment.

One of the new additions to Windows Server 2008 R2 is the AD
Recycle Bin. This is an optional tool you can enable on your Windows
Server 2008 R2 domain controller. The Recycle Bin provides a tool for
you to recover deleted users, groups, OUs, and so on. All attributes of
the object are automatically restored, including the description, pass-
word, group membership, and managed by properties, as well as many
of the other properties of the user objects, including the formerly prob-
lematic “linked attributes.”

Enabling the Recycle Bin can increase the size of the Active Directory
database file by about 5 to 10 percent when you install on a new DC.
The amount of growth of the database really depends on the size and
frequency of object deletions in your domain.

When you delete the object, the object will have a lifetime of 180 days
by default before it is put into the normal tombstone and collection
process in AD. You can modify the value manually by modifying the
msDS-deletedObjectLifetime attribute. This applies only to newly deleted
objects. Any objected deleted before you enable the Recycle Bin will
follow normal deletion properties.

WARNING The Recycle Bin requires Windows Server 2008 R2
forest functional level inWindows Server 2008 R2.This is required
in order to ensure that all DCs preserve the attributes necessary to
complete a successful object recovery.

When you raise the functional level, by itself it really has no effect
other than allowing optional features to be enabled, like the Recy-
cle Bin.This allows you to raise the functional level with confi-
dence and avoid any unnecessary side effects.
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Enable the AD Recycle Bin

To work with the Recycle Bin, you need to enable the optional feature
in your AD PowerShell:

1. Load AD PowerShell.

2. Type the following command, and hit Enter to enable the Recycle Bin:

Enable-ADOptionalFeature "Recycle Bin Feature"
-Scope ForestorConfigurationSet -Target 'your domain name'

Press Y to enable the feature.

Verify the Recycle Bin has been enabled by running the follow-
ing command and hitting Enter. Your screen will look similar to
Figure 4.26:

Get-ADOptionalFeature —Filter {Name -Like "*"}

Figure 4.26: Enabled Recycle Bin
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Using the AD Recycle Bin

If you have deleted a user and need to recover the user from the Recycle
Bin, you will need to do this in PowerShell:

1. Load AD PowerShell.
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Type the following command to view the objects in the
Recycle Bin:

Get-ADObject —SearchBase

"CN=Deleted Objects,DC=your domain name,DC=Com"
—1dapFilter "(objectClass=*)"
-includeDeletedObjects | format-Tist

You could also use the out-gridview object to see a GUI of the
deleted objects. Your results may look like Figure 4.27.

Figure 4.27: Recycle Bin
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Write down or copy the ObjectGUID for the object you want to
recover. This is the identity of the object you have deleted:

= To copy text from a command prompt, right-click and then
select Mark. Highlight the text to copy and then press Enter.

= To paste, right-click and then click Paste.

Recover the object with the following command:

Restore-ADObject —Identity ObjectGUID from step 3
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A n Active Directory database brings some tremendous benefits to

a network of users and computers. Authentication, organization,
permission controls, policy applications, resource management, and
sharing are all key benefits. When you implement Active Directory, it is
imperative to understand that it will indeed be “active.” In other words,
it will be exposed to changes on a regular basis. In addition, it is impor-
tant that you understand the processes by which changes are made and
shared with other domain controllers that have a role in maintaining
the directory database. It is also essential that you take a proactive
approach to managing and maintaining the directory database in order
to prevent possible difficulties in database functionality or replication.
This chapter will talk about key operations related to managing the
directory database and replicating the database.

Manage the Active Directory Database

For all of its fanfare and cool functions, when you take off all the pretty
interfaces and controls, Active Directory (AD) is at its core a database
named NTDS.DIT. It has a defining schema, a set of partitions, and tables
much like any other database. It shares the data contained within the
database among a series of authoritative and nonauthoritative servers
called domain controllers (DCs) and read-only DCs, respectively. The
directory database relies on the physical hardware on which it resides
to maintain consistent performance. If the hardware has significant
limitations of speed, capacity, or other performance aspects, those limi-
tations will be inherited by the directory database. In a like manner, if
the physical hardware suffers failures, those failures will be perpetuated
through the directory database. This section covers how to manage the
directory database by managing the hardware on which the database
resides.

So, how exactly should you do this? Here’s how many successful cli-
ents have done it:

1. Install the operating system on a mirrored partition.
2. Install the NTDS.DIT database on a RAID 5 volume.

3. Install the log files associated with AD on a separate mirrored
partition.
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This straightforward implementation provides performance and fault
tolerance to the operating system, directory database, and log files by
distributing the processor and disk workload across multiple physical
platforms. It does take a fair number of disks to implement, but the
resulting benefits in performance and fault tolerance are well worth it.

What about other options for installation? Couldn’t you install the
OS, directory database, and log files on a single local drive? In short, yes,
you could install them all on the same physical drive. Please don’t do this,
though. It just places too much of a workload on a single point of failure.
When that drive fails (and it will), you will lose everything. Bite the bullet
up front, and set up your directory for performance and fault tolerance.
Once your directory database is happily running on its physical hardware,
which you will be constantly monitoring to maintain its health and per-
formance, then it’s time to start considering some important topics.

Maintain FSMO Roles

Active Directory is stored in writable form on multiple DCs. Usually
having all these writable copies of the directory database is just fine. On
rare occasions, it can be problematic having all of these DCs have write
access, such as when you are creating new domain objects, when you
are changing the schema of the directory, or when you are changing a
user’s password.

These are the FSMO (pronounced “fizz-mo”) roles:

Schema master The schema master domain controller controls all
updates and modifications to the schema. To update the schema

of a forest, you must have access to the schema master. This role
would be used in conjunction with the adprep or domainprep com-
mand. There can be only one schema master in the whole forest.

Domain naming master The domain naming master domain con-
troller controls the addition or removal of domains in the forest.
There can be only one domain naming master in the whole forest.

Infrastructure master The infrastructure master is responsible for
updating references from objects in its domain to objects in other
domains. It is also used in conjunction with adprep or domainprep
and to update SID attributes and distinguished name attributes for
objects that are referenced across domains. At any one time, there
can be only one domain controller acting as the infrastructure mas-
ter in each domain.
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Relative ID (RID) master The RID master is responsible for pro-
cessing RID pool requests from all domain controllers in a particu-
lar domain. These RID pools are used to create new user accounts,
computer accounts, or groups. At any one time, there can be only
one domain controller acting as the RID master in the domain.

PDC emulator The PDC emulator is a domain controller that
advertises itself as the primary domain controller (PDC) to worksta-
tions, member servers, and domain controllers that are running ear-
lier versions of Windows. It is also the domain master browser, and
it handles password discrepancies and updates to user and computer
account passwords. At any one time, there can be only one domain
controller acting as the PDC emulator master in each domain.

TIP Please see http://support.microsoft.com/kb/324801 and
http://support.microsoft.com/kb/255504 for additional details
on the FSMO roles.

The real questions begin when you start to consider that the initial
DC that is built in each forest (referred to as the forest root server) will
by default hold all five FSMO roles. Should they stay there when you
add DCs? If not, how do you move them? What if, heaven forbid, the
server that holds your FSMO roles crashes and burns? What do you do
then?

On the day it is installed, the forest root server does in fact hold all
five FSMO roles, and while you are setting up your other DCs, that for-
est root server will likely do just fine holding all five roles. Remember
that the roles come in two types: forest-wide roles, one per forest, and
domain-wide roles, one per domain. Each forest will have a single
schema master and domain naming master regardless of the number
of domains you create. These roles are just fine to stay on your forest
root server. Each domain will have its own PDC emulator, RID master,
and infrastructure master. As you create new domains in your direc-
tory database and add new domain controllers to manage those domain
directory resources, the first DC created in each domain will take on
the domain-based roles for that individual domain. This all proceeds
quite nicely in an organized fashion as you build the infrastructure
of your directory. Assuming that you are allocating sufficient server
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resources for each DC, you will not have any problems with FSMO
roles.

It is possible to relocate the FSMO roles to another domain control-
ler for reasons of personal preference or in the event of a failure by a
current role holder. The circumstances surrounding the transfer of roles
will determine the process of the role change. If all the DCs are still
online and you are making a role change in a nice controlled environ-
ment, that’s a role transfer. If the server that holds the role is offline for
any reason, such as it has failed, you will take the role from it in a pro-
cess called seizing the role.

Although the absence of an FSMO role holder can have serious con-
sequences, it is much more likely that the failure of a FSMO role holder
can be tolerated in most situations for at least a limited amount of time,
allowing you to “fix” whatever caused the DC to fail.

Transfer FSMO Roles

Ideally, you will be doing a nice planned transfer of roles from one
operating DC to another. In this case, you have a couple of options:

= Use the graphical user interface tools to view role ownership and
initiate transfers. The graphical tools can be used only if the server
that is the original role holder is still online. If the original role
holder is not currently online, then the transfer of roles (seizure)
can be performed using the command-line utilities only.

= Use the command-line utility called NTDSUTIL to script the transfer

or seizure of roles.

The GUI tools for viewing and transferring FSMO roles include Active
Directory Users And Computers for working with the RID master, PDC
emulator, and infrastructure master.

1. Open the Active Directory Users And Computers tool.
2. Right-click Active Directory Users And Computers.

3. Choose All Tasks.

4. Choose Operations Masters.

You can click Change here to change the role to another server, as
illustrated in Figure 5.1.
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Figure 5.1: The Active Directory Users And Computers tool shows the three
domain-based FSMOQ roles.
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You must be connected to the server that you want to change to. The
GUI tool for viewing the forest-wide tools is Active Directory Domains
And Trusts for changing the domain naming master.

1. Open the Active Directory Domains And Trusts tool.
2. Right-click Active Directory Domains And Trusts.

3. Choose Operations Master.

Figure 5.2 illustrates how you can view the role holder and change it
to another computer.

The GUI tool for viewing the schema master role is a little trickier.
By default there is no built-in or enabled GUI tool that you can use to
work with the schema master role. You need to both enable and add the
Active Directory Schema snap-in to the Microsoft Management Console
(MMC) in order to have GUI access to the schema master role. This
tool is not enabled by default. To enable the Active Directory Schema
snap-in, follow these steps:

1. Select Start &> Run.
2. Type regsvr32 schmmgmt.d11, and hit Enter.

3. A message will appear confirming that DLLRegisterServer in
schmmgmt .d11 succeeded. Click OK.
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Figure 5.2: The Active Directory Domains And Trusttool shows the domain naming
master FSMO role holder.
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You are not done yet. Now that you have enabled the tool, you will
need to add it to the MMC in order to actually use it.

To add the Active Directory Schema snap-in to the Microsoft
Management Console, follow these steps:

1. Select Start = Run.

2. TypemmC.

3. Select File &> Add/Remove Snap-In.

4. Select Active Directory Schema.

5. Click Add.

6. Right-click Active Directory Schema, and select Choose
Operations Master.

Figure 5.3 shows how to view the schema master and change the
server that hosts this role.
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Figure 5.3: The Active Directory Schema snap-in shows the schema master FSMO
role holder.
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It is not always possible to use the GUI tools to work with FSMO
role changes. What if the server you want to transfer a role from is
offline? Connecting to an offline server is not possible. You will have
to take more drastic action. As is often the case when working with
Windows Server 2008 R2, you can get significantly more options by
using the command-line tool NTDSUTIL. This utility will allow you to
transfer FSMO roles and can also be used to seize these roles without
the express permission of the original role holder.

NOTE Once you have seized a role from the original role holder,
you will need to make certain that the original role holder is not
brought back online in that network.

Seize FSMO Roles with NTDSUTIL
To seize roles using NTDSUTIL, you can follow these steps:
1. Select Start &> Run.

2. Type ntdsutil in the Open text box, and then click OK.
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3. Type roles, and then press Enter.
4. Type connections, and then press Enter.

5. Type connect to server servername, where servername is the name
of the domain controller that you want to assign the FSMO role
to, and then press Enter.

6. Atthe server connections prompt, type q, and then press Enter.

Type seize role, where role is the role that you want to seize. For
a list of roles that you can seize, type ? at the fsmo maintenance
prompt, and then press Enter. For example, to seize the RID mas-
ter role, type seize rid master. The one exception is for the PDC
emulator role, whose syntax is seize pdc, not seize pdc emulator.

8. Atthe fsmo maintenance prompt, type q, and then press Enter to
gain access to the ntdsutil prompt.

9. Type q, and then press Enter to quit the NTDSUTIL utility.

TIP For more information on NTDSUTIL and FSMO roles, please
review the article at http://support.microsoft.com/kb/255504.

Defragment the Directory Database

A directory database gets fragmented as you add, change, and delete
objects to your database. Like any file system—based storage, as the
directory database is changed and updated, fragments of disk space will
build up so it needs to be defragmented on a routine basis to maintain
optimal operation. By default, Active Directory performs an online
defragmentation of the directory database every 12 hours with the
garbage collection process, an automated directory database cleanup,
and IT pros should be familiar with it. However, online defragmenta-
tion does not decrease the size of the NTDS.DIT database file. Instead,
it shuffles the data around for easier access. Depending on how much
fragmentation you actually have in the database, running an offline
defragmentation—which does decrease the size of the database—could
have a significant effect on the overall size of your NTDS.DIT database file.
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There is a little problem associated with defragmenting databases.
They have to be taken offline in order to have the fragments removed
and the database resized. In Windows Server 2008 R2, there is a great
feature that allows you to take the database offline without shutting
down the server. It’s called Restartable Active Directory, and it could
not be much easier to stop and start your directory database than this.
Figure 5.4 shows the Services tool and how you can use it to stop the
Active Directory service.

1. Start the Services tool from the Control Panel.

2. Right-click Active Directory Domain Services, and select Stop.

Figure 5.4: You can use the Services tool to stop and restart Active Directory.
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That’s it! Now when you stop Active Directory Domain Services, any
other dependent services will also be stopped. Keep in mind that while
the services are stopped, they cannot fulfill their assigned role in your
network. The really cool thing about Restartable AD is that while the
directory services and its dependent services are stopped, other services
on the local machine are not. So, perhaps you have a shared printer run-
ning on your DC. Print services still run, and print operations do not
stop. Nice!
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Offline Directory Defragmentation

Now that you have stopped Active Directory services, it is time to
get down to the business of offline defragmentation of the directory

database:

1. Back up the database. This will be covered in more detail in
Chapter 8.

2. Open a command prompt, and type NTDSUTIL.

3. Type ACTIVATE INSTANCE NTDS.

4. Type FILES, and press Enter.

5. Type INFO, and press Enter. This will tell you the current location
of the directory database, its size, and the size of the associated log
files. Write all this down.

6. Make a folder location that has enough drive space for the direc-
tory to be stored.

7. Type COMPACT TO DRIVE:\DIRECTORY, and press Enter. The drive and
directory are the locations you set up in step 5. If the drive path
contains spaces, put the whole path in quotation marks, asin "C:\
database defrag".

A new defragmented and compacted NTDS.DIT is created in the
folder you specified.

8. TypeQUIT, and press Enter.

9. TypeQUIT again, and press Enter to return to the command
prompt.

10. If defragmentation succeeds without errors, follow the NTDSUTIL
prompts.

11. Delete all log files by typing DEL x:\pathtologfiles\*.log where x
is the drive letter of your drive.

12. Overwrite the old NTDS.DIT file with the new one. Remember, you
wrote down its location in step 4.

13. Close the command prompt.

14. Open the Services tool, and start Active Directory Domain

Services.

Defragmenting your directory database using the offline NTDSUTIL
process can significantly reduce the size of your database depending
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on how long it has been since your last offline defrag. The hard thing
about offline defrag is that every network is different, so making rec-
ommendations about how often to use the offline defrag process is
somewhat spurious. I recommend you get to know your directory data-
base. Monitor its size and growth. When you think it is appropriate to
defragment offline, then do it. A pattern will emerge for you, and you
will find yourself using offline defragmentation on a frequency that
works well for your network and your directory database. One of the
cool things about offline defragmentation is that if you should happen
to have an error occur during the defragmentation process, you still
have your original NTDS.DIT database in place and can continue using it
with no problems until you can isolate and fix any issues.

Audit Active Directory Service

Windows Server 2008 R2 not only allows you to audit changes to
Active Directory but also allows you to see the actual values entered
into the directory before the change was made and after the change is
made. It was possible in Windows 2000 Server and Windows Server
2003 to audit directory service access to see whether a change had been
made, but this auditing allowed you to see the results of the change
only, not the “before and after” settings.

In Windows Server 2008 R2, the Audit Directory Service Access set-
ting policy is divided into four subcategories:

= Directory Service Access
= Directory Service Changes
= Directory Service Replication

= Detailed Directory Service Replication

When you want to see changes, you will implement the Directory
Service Changes Policy. This policy will allow you to see the changes
made by any security principal including create, delete, modify, move,
or undelete operations. This policy will record not only the new values
but also the original values in the event of a modify or undelete opera-
tion. In the event of a move operation, the original location of the object
will also be logged.

You can enable auditing in Windows Server 2008 R2 through the
use of three mechanisms. First, you can choose to enable a global audit
policy for all the directory service subcategories mentioned previously.
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This setting is in the default domain controller policy on the Domain
Controllers OU and is #ot enabled by default on Windows Server 2008
R2 DC. Therefore, if you want to audit directory service changes, you
will need to implement this setting. One item of note is that the ID num-
ber for directory service changes has been updated to 4,662 instead of
Windows 2000 Server and Windows Server 2003’s 566 1D designation.

Second, you can also enable auditing through the use of system
access control lists (SACLs). The SACL of an object determines whether
access to an object will or will not be audited. It determines which
operations are to be audited and for whom. SACLs are controlled by
those security administrators who have rights to the local system. The
Administrators group would hold this right by default. So, it is techni-
cally possible to edit the access control entry (ACE) of an object and
remove the auditing requirement of the object even though Directory
Services Changes has been enabled.

Finally, there is also a set of schema controls that you can use to create
exceptions using search flag properties for what is being audited. For
more on schema auditing exceptions, see http://technet.microsoft.com/
en-us/library/cc731607.

Enable Group Policy Auditing in Group Policy Management
Console

To enable directory services auditing, you need to use Group Policy. Use
the Group Policy Management Console to make the suggested changes.

1. Select Start &> Administrative Tools &> Group Policy Management.

2. Inthe console tree, double-click the name of the forest, expand
Domains, expand the name of your domain, select Domain
Controllers, right-click Default Domain Controllers Policy, and
then click Edit.

3. Under Computer Configuration, expand Policies, expand Windows
Settings, expand Security Settings, expand Local Policies, and then
click Audit Policy (see Figure 5-5).

4. In the details pane, right-click Audit Directory Service Access, and
then click Properties.

5. Select the Define These Policy Settings check box.

6. Under Audit These Attempts, select the Success check box, and
then click OK.
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Figure 5.5: Auditing enabledin Group Policy Management Console

T Ly e e
¥ [ e etk 0P PG T
e

Enable Auditing Using the Command Line

Although you will most likely enable auditing using the Group Policy
Management Console, sometimes you may prefer to use the command
line. Here are the steps:

1. Click Start, type cmd in the search box to locate the command
prompt, and then right-click and choose Run As Administrator.

2. Type the following command, and then press Enter:

auditpol /set /subcategory:"directory service changes"
/success:enable

Configure Auditing in the Object SACLs

SACLs hold the real power in auditing. They define the permissions and
functions for auditing on any given object or file location. It is possible
to configure auditing of Active Directory on the SACL:

1. Select Start &> Administrative Tools > Active Directory Users And
Computers.
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2. Right-click the organizational unit, or any object, for which you
want to enable auditing, and then click Properties.

3. Click the Security tab, click Advanced, and then click the Auditing
tab. (If you do not see the Security tab, you may need to enable
Advanced Features from the View menu.)

4. Click Add, and under Enter The Object Name To Select, type
Authenticated Users (or any other security principal). Then click OK.

5. In Apply Onto, click Descendant User Objects (or any other
objects).

6. Under Access, select the Successful check box for Write All
properties.

7. Click OK.

Directory Service Changes auditing can add a powerful tool to your
toolbox of management features in Window Server 2008 R2.

Use Fine-Grained Password Policy

Password policies provide you with a way to set strict enforcement of
the length, age, and complexity of the passwords used in your network.
In the Windows 2000 Server and Windows Server 2003 versions of
Active Directory, there was a single password policy that could be set,
and it was created by default as part of the Default Domain Policy.

If you had an environment where you wanted to implement another
password policy, for whatever reason, you were stuck creating a new
domain to get a new Default Domain Policy object wherein you could
create your new password policy. It seems a little silly to create a new
domain simply to get an additional password policy object, but that

is how it was done. Windows Server 2008 R2 will let you create more
than one password settings object (PSO) per Active Directory domain.
This means it is now possible to create multiple password policies and
their corresponding lockout restrictions in a single-domain environ-
ment. This ability to create multiple password policies that have dif-
fering levels of impact on different users and groups has been termed
fine-grained password policies.

To use these policies, Windows Server 2008 R2 relies on two
object classes in the Active Directory schema called Password Settings
Container and Password Settings. The Password Settings Container
object class is created by default in the System container in the domain.
It is responsible for storing the PSOs for the domain.
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When you build a fine-grained password policy for your domain,
there are some things to consider. First, although your domain is prob-
ably organized into organizational units, PSOs will need to be applied
to security groups. This will mean that moving a user from one OU to
another will require updating group memberships to meet password
policy requirements. Why not just apply the PSO to the OU? There are
several reasons:

= Groups are a lot more flexible for managing users than OUs are.

= You have already used a systematic set of groups in your Active
Directory deployment in Domain Admins, Enterprise Admins,
Schema Admins, Backup Operators, Account Operators and so
on. It works!

= Using groups makes deploying fine-grained password policy so
much easier because you don’t have to restructure OUs to match
your password policy structure, which can really be a pain, not to
mention have negative side effects on the Group Policy inheritance
you have worked so hard to get right.

Before you create your first PSO, there are some important rules to
know:

= By default, only members of the Domain Admins group can create
PSOs. They are the only ones who have write permissions to the
PSO once it is created and therefore are the only ones who can tie
the PSO to an object.

= PSOs apply only to user objects and global security groups. They
cannot be applied to computer objects.

= You can delegate Read permissions to the default security descrip-
tor of the PSO to any other group in the domain or forest. (For
example, you might want to delegate Read permissions to your
help-desk group.)

Create PSOs

So, you are ready to go to work building your own PSO. There
are actually two tools that can be used to build a PSO. You can build
PSOs with the Active Directory Service Interfaces Editor (ADSI Edit)
or LDAP Data Interchange Format Directory Exchange (LDIFDE.)
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Realistically, ADSI Edit is sufficient for the majority of cases in which you
will create PSOs. For the purposes of this example, you’ll use ADSI Edit:

1.
2.

® N o o »

10.

Select Start &> Run, type adsiedit.msc, and then click OK.

If this is the first time you have run ADSI Edit on this machine,
then in the ADST Edit snap-in, right-click ADSI Edit, and then
click Connect To.

In Name, type the fully qualified domain name (FQDN) of the
domain in which you want to create the PSO, and then click OK.

Double-click the domain.

Double-click DC=<domain_name>.

Double-click CN=System.

Click CN=Password Settings Container, as shown in Figure 5.6.

Right-click CN=Password Settings Container, click New, and
then click Object.

In the Create Object dialog box, under Select A Class, click msDS-
PasswordSettings, and then click Next.

In Value, type the name of the new PSO, and then click Next.

Figure 5.6: Using ADSI Editto create a password settings object
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1.

12.
13.

14.

15.

16.

17.

Continue with the wizard, and enter appropriate values for all
must-have attributes, as shown in Table 5.1.

On the last screen of the wizard, click More Attributes.

In the Select Which Property To View menu, click Optional
or Both.

In the Select A Property To View drop-down list, select msDS-
PSOAppliesTo.

In Edit Attribute, add the distinguished names of users or global
security groups that the PSO is to be applied to, and then click Add.

Repeat step 15 to apply the PSO to more users or global security
groups.

Click Finish.

Table 5.1: PSO Attribute Values and Settings

Sample

Attribute Description  Values Value
msDS Password Values greater than 0 7
PasswordSettingsPrecedence  Settings

Precedence
msDS Reversible True/false False (rec-
PasswordReversible Encryption ommended)
EncryptionEnabled settings for

User accounts
msDS Password 0 through 1024 30
PasswordHistoryLength History

Length
msDS Password True/false True (rec-
PasswordComplexityEnabled ~ Complexity ommended)

Requirement
msDS Minimum 0 through 255 8
MinimumPasswordLength Password

Length
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Table 5.1: PSO Attribute Values and Settings (continued)

Sample
Attribute Description  Values Value
msDS Minimum None or 00:00:00:00 02:00:00:00
MimimumPasswordAge Password through the msDS (2 days)
Age MaximumPasswordAge
value
Ms DS Maximum msDS 30:00:00:00
MaximumPasswordAge Password MinimumPasswordAge (30 days)
Age through (Never)
msDS LockoutThreshold Lockout 0 through 65535 15
Threshold
msDS Lockout (none) or 00:00:00:01 00:00:15:00
LockputObservationWindow Observation through the msDS (15 minutes)
Window LockoutDuration value
msDS LockoutDuration Lockout None , Never, 00:00:30:00
duration or any value (30 minutes)
between the msDS
LockoutObservation
Windows through
(Never)
msDS PSOAppliesto Links PSO to Distingushed names of ~ "CN=user1,
objects users or global security ~ CN=users,
groups DC=Server?,
DC=xyz,
DC=com”

Please note that as you create the values in the PSO, they must
exactly match the syntax and formatting shown in Table 5.1, or you
will not be successful in creating the object.

Once you have created your PSO and associated it to your user or
group accounts, you are ready to go. Now what happens if you decide

that there is another group that you want this PSO to apply to? Do you

have to go back to ADSI Edit and reassociate the PSO to the group?
You could do that, but an easier way is to simply use Active Directory
Users And Computers to associate the PSO to the group.
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Associate a PSO to an Additional User or Group

To associate a PSO to an additional user or group, follow these steps:

1. Select Start > Administrative Tools > Active Directory Users And
Computers.

2. On the View menu, ensure that Advanced Features is selected.

w

In the console tree, navigate to Active Directory Users And
Computers\domain node\System\Password Settings Container.

In the details pane, right-click the PSO, and then click Properties.
Click the Attribute Editor tab.
Select the msDS-PsoAppliesTo attribute, and then click Edit.

N o o »

In the Multi-valued String Editor dialog box, enter the distin-
guished name of the user or the global security group that you
want to apply this PSO to, click Add, and then click OK.

To get the distinguished name of a global Security group, you can
right-click the group and choose Properties. On the Attribute Edi-
tor tab, view the value of the Distinguished Name attribute.

PSOs can be managed in much the same way they were created using
ADSI Edit. Let’s say you wanted to delete a PSO for whatever reason.
To do so, you simply go back to ADSI Edit, locate the PSO, right-click,
and choose Delete. If you wanted to make changes to the settings of a
PSO, you would use Active Directory Users And Computers to navigate
to the Password Settings objects container. Right-click the object, and
edit its attributes.

PSOs make it possible for you to have a flexible password policy,
which in turn will help you enrich the security of your directory database.

Understand Active Directory Replication

Active Directory is a database. The really cool thing about Active
Directory is that it has multiple points of authoritative input. Objects
can be added, deleted, changed, and so on, from any domain controller
(with the obvious exception of the read-only DC, which we will discuss
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later). This distributed database capability adds tremendous flexibility
to Active Directory. It makes administration and management much
easier and much more efficient. So, you might be wondering how a dis-
tributed database with write permissions at each DC can share those
changes across a network to get true synchronization. The process is
called directory replication.

Understand the Components of Replication

Remember that a directory database is really just a file called NTDS.DIT.
It would seem like you could just pass around the most current copy

of the NTDS.DIT file and make sure each DC had the most current copy
and this whole process would be academic. That would be just fine if
your directory database remained at its default size of around 15MB.
The problem is that as you add more and more objects to your direc-
tory, it grows and grows and grows. Passing 15MB between DCs is not
such a big deal. If the file is 10, 20, or 50 times that size, then you have
some real bandwidth issues to deal with. You cannot feasibly pass full-
size copies of the directory database around between DCs. You have to
break the database down into smaller component parts and pass those
parts around as updates to each domain controller.

Each directory database is broken down into three separate subsections
called partitions, or naming contexts. The partitions are the schema par-
tition, configuration partition, and domain partition.

The schema partition is replicated to all DCs in the directory forest.
It contains the information about the directory schema, which provides
definitions to all the objects in the directory.

The configuration partition is replicated to all DCs in the directory
forest. It contains information about the physical structure of the actual
directory.

The domain partition is replicated only to DCs within a single
domain. Each domain in a directory forest will have its own unique
domain partition information. This is where you would find the actual
users, groups, computers, and other objects associated with the domain.

Each of these partitions is replicated independently of the others.
This allows partitions that have lots of changes, such as the domain
partition, to have a limited effect on partitions that don’t change very
often, like the schema partition.
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Types of Updates

Each domain controller has the ability to write changes to the directory
database. This means that when you think about replication, there are
really two types of updates that can be made to a directory database.
The update could be what is termed an originating update, meaning an
object was created on this DC in the local copy of the database. It does
not exist elsewhere on other DCs in the forest. Once the originating
update has occurred, it needs to be sent to the other DCs in the domain.
When the other DCs receive the update, they are not creating the origi-
nal object. Instead, they are making what is termed a replicated update.
They are replicating data from another DC.

Metadata

The question of how a DC knows whether it is making an originating
update or a replicated update is significant. Each DC uses metadata to
manage the replication of objects. This means that in addition to the
objects themselves, the directory service also sends key bits of informa-
tion about the DC where the object originated, when the change was
made, and what update was made (where in the sequence of updates
this one fits). All this metadata is used by the receiving DC to determine
whether this update should be written and whether it should be sent to
other partner DCs called replication partners.

Metadata items include the following:

= Update sequence numbers (USN): These sequence numbers are
specific to the DC. When a change is made to an object, the DC
increments the USN by 1. Each DC maintains its own USN inde-

pendent of the other DCs in the directory. The USN of a DC is
shared with its replication partners.

= High watermark vector (HWMYV): This piece of metadata is used
to help the DC limit the changes that are being sent across the wire
at each replication.

= Globally unique identifier (GUID): This piece of metadata identi-
fies the remote DC and prevents possible confusion if the DC were
to be renamed.

= Up-to-dateness vector (UTDV): This piece of metadata is used to
prevent the same replication changes from being sent out over and
over again. This data is kept by each DC for each of the other DCs
associated with each of the three directory partitions.
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Through the use of these metadata controls, it is possible to get
consistent and rapid replication updates throughout a directory forest
without having to send the entire copy of the directory database at each
replication attempt.

TIP For more information on metadata used in replication,
see http://technet.microsoft.com/en-us/magazine/
2007.10.replication.aspx.

Understand the Physical Constructs of Replication

As you learned earlier in this book, Active Directory has two types of
constructs. There are logical constructs, such as forests, trees, domains,
and organizational units, and there are physical constructs, such as sites
and domain controllers. When replication is discussed, it is the physical
constructs of Active Directory that we are concerned with. Replication
is all about passing information about changes to objects in the directory
database to each domain controller within and between the physical sites
in the network topology.

By definition, a site is composed of one or more IP subnets con-
nected by high-speed links. We like to define a high-speed link as one
that has at least 512KB of “available bandwidth.” This means that the
bandwidth can be entirely dedicated to the directory service traffic of
the site. If the IP subnets in your network are not connected by high-
speed links, then generally you would create additional sites. One of the
reasons you build sites is to provide a framework on which replication
can be built. We hope you are smiling right now with the realization
that replication comes in two flavors: replication within the same site,
which is referred to as intrasite replication, and replication that occurs
between sites, which is referred to as intersite replication.

Active Directory uses a set of standards in replication to make it as
effective and efficient as possible. These standards are referred to as
the replication model for Active Directory. In short, these standards
mean that all replication in Active Directory will follow a multimaster
replication model. Every domain controller can receive updates to data
for which it is authoritative, and all replication is “pull-based,” mean-
ing DCs request changes rather than push or send them. This way, only
desired changes arrive at the DC. Each domain controller communicates
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with a subset of all the DCs in the forest and “stores and forwards”
changes, instead of having a single DC responsible for sending all
updates. Finally, each DC tracks the state of replication updates through
partner DCs using metadata to ensure synchronization while minimiz-
ing network bandwidth usage.

Latency in directory replication is always a concern. Latency refers
to some delay in time between an originating update and its replication
throughout the directory to the appropriate DCs. When all changes
have been updated throughout the directory, the directory is said to
have achieved convergence. The goal of replication is to build a topol-
ogy where latency is minimized and you achieve convergence.

Now that we have laid the groundwork, it is time to see how all of
these components work together to build effective replication (and all
of this is done without any help from us humans, thankfully!).

Knowledge Consistency Checker

The replication topology of your directory is generated by a built-in
component of the directory service called the Knowledge Consistency
Checker (KCC). The KCC runs locally on each domain controller; it
reads configuration data and writes connection objects for DCs in the
site. The KCC also writes local nonreplicated values that define the
replication partners from which to request replication updates. This
little application is the engine that defines and consequently drives the
topology of directory replication. There is one designated KCC in each
site that is responsible for writing the connections to other DCs in other
sites. This KCC is given the title of Intersite Topology Generator (ISTG).
Through defined connections within and between sites, metadata and
actual updates are then passed to the DCs that make up a directory ser-
vice replication topology.

The KCC uses a host of information about topology to build replica-
tion partnerships. In the case of the ISTG, much of that information is
user-defined as you configure the information about the site objects and
how those sites are to be connected and when (and using what method)
replication should occur between sites.

Viewing Replication Data

When working with Active Directory replication, it is sometimes desir-
able to see the replication topology of your network. You can use the
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built-in command-line tool called REPADMIN. exe to view and manage
replication data in your directory.

Start REPADMIN by opening a command prompt (run as administrator)
and typing REPADMIN. exe.

You will be presented with the supported commands that can be
executed with REPADMIN. This tool is exceptional at reporting replica-
tion data. You might be thinking, “Wasn’t there another Microsoft Tool
called REPLMON that was included with Windows Server 2003?” There
was, but it was graphical-based, not command-line-based. It is not
included with Windows Server 2008 R2, but if you were to go to the sup-
port tools folder on a Windows Server 2003 DVD, you could install the
REPLMON tool on a Windows Server 2008 R2 machine, and it would work.
Please keep in mind that it is #of supported as a replication monitoring
tool in Windows Server 2008 R2. Use REPADMIN to be on the safe side.

TIP For detailed information about the operation of REPADMIN,
visit http://technet.microsoft.com/en-us/Tibrary/
cc770963(ws.10).aspx.
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Maintaining and Controlling the
Centralized Desktop

IN THIS CHAPTER, YOU WILL LEARN TO:

UNDERSTAND GROUP POLICY (Pages 184-196)

= Know the Difference Between Policy and
Preferences (Page 185)

= Understand the Scope of Group Policy
Management (Page 188)

= Understand and Control the Order of
Precedence (Page 189)

= Learn Group Policy Processing (Page 191)

ADMINISTER GROUP POLICY (Pages 196-212)
= Use the Group Policy Management Console (Page 196)
= Use the Group Policy Management Editor (Page 207)
= Automate Group Policy Administrator Tasks (Page 212)

TROUBLESHOOT GROUP POLICY (Pages 213-218)
= Use the Group Policy Modeling Wizard (Page 213)
= Use Tools to See the RSOP (Page 215)
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A s you begin to manage the systems for your network, servers, or work-
stations, you will want to strive for consistency. In Windows Server
2008 R2 Active Directory, as in previous versions of Windows Server, you
have a tremendously powerful tool at your disposal called Group Policy.

Group Policy provides a great asset for controlling and maintaining
your users’ desktops. Group Policy can help configure either the com-
puters or the users in your Active Directory. By targeting a computer
with Group Policy, you can maintain the desktop but also ensure any
user who uses the desktop has a default configuration that you mandate
for your systems. In addition, when you target users with Group Policy,
the policy will travel with the users. In other words, regardless of which
system in your AD environment the user logs on to, the policies applied
to the account will apply.

Group Policy allows you to define your corporate desktop, and there
are thousands of settings you can configure. For example, you can set
what applications are installed, what the background is for the desktop,
whether the user can use Control Panel applets, what the logon scripts
are, and more. Group Policy also provides mechanisms to configure
many security settings. This provides you with a tool for not only main-
taining and configuring your infrastructure but for also protecting it.

Learning how to use Group Policy is a key benefit you can provide to
your infrastructure. Being effective with Group Policy can save you time
and energy when working with the desktops and users in your environ-
ment by providing you with a method to maintain and control your
environment. In this chapter, you’ll learn some of the ins and outs of
Group Policy and how to get started using it.

Understand Group Policy

Using Group Policy, you can easily deliver one-to-many management of
users and computers. Group Policy allows you to enforce your IT poli-
cies, implement any necessary security settings, and implement a stan-
dard computing environment. Having a standard environment provides
a consistent base and helps to alleviate support-desk calls. Group Policy
will also help simplify your day-to-day administrative tasks and lever-
age your existing Active Directory environment.

Before you begin working with Group Policy, you need to be aware
of some basic terms. Refer to Table 6.1 to get up to speed with some of
the terminology behind this powerful tool. Then you’ll learn about the
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scope of policy management as well how client systems process group

policies.

Table 6.1: Group Policy Terminology

Term

Description

Group Policy Management
Console (GPMC)

Group Policy object (GPO)

Group Policy Object link

Group Policy Management
Editor

Administrative template
files (ADMX files)

Group Policy preferences

Resultant Set of Policy
(RSOP)

This is the main tool where you create your Group Policy
objects. GPMC creates the links defining what objects the
GPO will target and the three main scopes managed in
GPMC: sites, domains, and OUs.

GPOs are the objects that contain all the settings you want
to apply to your users or computers. GPOs are also what you
link to your organizational units (OUs), sites, or domains.

The GPO link is what links the GPO to the portion of your
Active Directory environment where you want the GPO to
be applied. This is referred to as the scope, and there are
three main levels you apply GPOs to: site, domain, and OU.

This is the tool you use to modify the settings in the GPOs.
The available settings are based on the administrative tem-
plates currently loaded.

These files have two purposes. One is to define the settings
and configuration location (on the local system) for those
settings. The second is to create the interface you use to
modify the setting in the Group Policy Management Editor.

Preferences provide an alternative to working with com-
pany-wide images to manage settings previously not easily
configured in Group Policy. The settings initially set by the
administrator reflect a default state of the operating sys-
tem, and these settings are not necessarily enforced.

RSOP is the set of policy settings applied after all the Group
Policy processing is complete. This could be a combination
of many levels of group policies.

Know the Difference Between Policy and Preferences

As you begin to work with Group Policy settings, you will notice that
there are two ways to configure systems: policies and preferences.
Both policies and preferences can modify user and computer objects;
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however, the reasons to use them are very different. The main difference
is enforcement; policies are enforced, while preferences are not strictly
enforced. In this section, you will see the difference between the two.

Policies

When you are working with policies, the settings and interface are
based on administrative templates. Policies make changes to the registry
as directed by the administrative template. There are special sections in
the registry hives that are controlled by Group Policy. The Group Policy
settings stored in these locations are known as true policies.

Specifically, Group Policy works with these two locations for com-
puter settings:

= HKEY_LOCAL_MACHINE\SOFTWARE\policies (preferred location)

=  HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\policies

For the user settings, Group Policy works with the following two
locations:

= HKEY_CURRENT_USER\SOFTWARE\policies (preferred location)

= HKEY_ CURRENT_USER\SOFTWARE\Microsoft\Windows\
CurrentVersion\policies

Every time a system processes a policy and gets the RSOP, these reg-
istry hives (all the keys and values) are erased and rewritten with the
new RSOP. This occurs only as long as a valid group policy is still being
applied to the computer or user.

Lastly, you can also make your own policy settings by modifying one
of the administrator templates or creating your own. This allows you
to work with the entire registry (except for the keys mentioned earlier).
However, it is important to note these settings will “tattoo” the registry.
In other words, the settings are permanently set until you specifically
reverse them in Group Policy. This means if you just delete your GPO,
these types of settings do not go away; you must reverse them by hand.

Preferences

Introduced in Windows Server 2008, preferences provide an alternative
to using scripts to perform common tasks. These tasks were traditionally
not done easily if at all in Group Policy. Preferences allow you to modify
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local registry settings, local users and groups, files and folders, printers,
local services, mapped drives, and many other local settings. Since pref-
erences are not enforced on local systems, users have the ability to make
changes. Additionally, preferences are useful for non-Group-Policy-
aware applications and system settings. However, even if a user decides
to make changes, they most likely will not have the permission to make
the change because a majority of the preferences require some kind of
administrative credentials.

You can also target individual preference items through Group Policy
filtering, which you will learn about later in this chapter. This is very
different from true policies, in that you do not target individual settings
inside Group Policy settings.

In Windows Server 2008 R2, the targeting of preferences has been
dramatically improved. You now can leverage the Targeting Editor, as
shown in Figure 6.1.

Figure 6.1: Targeting Editor
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The Targeting Editor is a straightforward rules-based tool that allows
you to create how you want to target the preference. You can target
based on computer name, operating system (including version, service
pack, 64-bit), RAM, CPU, and so on. This makes item-level targeting
very flexible. To access the targeting editor, choose the Common tab
while modifying your preference setting and select Item-Level Targeting,
as shown in Figure 6.2.
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Figure 6.2: Selecting Item-Level Targeting
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Understand the Scope of Group Policy Management

As you begin working with Group Policy, you’ll start to see how an
effective AD design provides the basis for managing Group Policy. You
can apply group policies to the site, domain, and organizational unit
levels. Table 6.2 describes the impact and recommendations for using
the different levels to apply group policies.

Table 6.2: Scopes of Group Policy Management

Scope Objects Impacted Recommendation

Site All the domains and the It is not recommended you use the
objects in the AD site are site scope for a typical Group Policy
impacted; this is the largest  setup. However, sites are useful
scope of impact. when you are setting network secu-

rity settings, such as a proxy server
or IPsec policies. You also need to be
an Enterprise Administrator to link
GPOs at this level.
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Table 6.2: Scopes of Group Policy Management (continued)

Scope Objects Impacted Recommendation

Domain All the objects in the This is also not a recommended
chosen domain are scope for applying group policies.
impacted. The domain scope is used for your

password policies (length, complex-
ity, expiration, and so on) and other
security settings where you want to
apply them consistently.

Organizational unit  All the objects in the This is the recommended scope for
chosen OU as well as applying group policies. OUs provide
any nested OUs and their the easiest-to-manage location for
objects are impacted. all of your Group Policy needs.

As mentioned in Table 6.2, organizational units are the recommended
way you should apply Group Policy. One of the benefits of having a good
OU design is that it can assist you in applying group policies by allowing
you to target the unique needs for the users and computers in each OU.
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Understand and Control the Order of Precedence

When you create group policies, you are not limited to just one GPO or
one scope of management. By default, the RSOP is the culmination of
all the scopes and all of the GPOs, and policies are cumulative. In other
words, the RSOP could be the combination of multiple GPOs from multiple
scopes. You could have an RSOP containing settings from the site, domain,
and OU scopes. Typically, there is very little conflict when working with
policies, and all the settings will apply as you go through the levels.
However, it is important you understand the default order of prece-
dence. This becomes important when you have two or more group poli-
cies that have conflicting settings. The following is the general rule of
thumb when working with multiple GPOs:

The GPO closest to the object (user or computer) wins.

The following is the default order of precedence:
1. Local policies

Local policies live on the local system and are applied first, includ-
ing multiple local policies on Windows Vista systems or later.

2. Site
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3. Domain
4. Parent OU
5. Child OU

If you have nested OUs, these are called child OUs, and they can
have separate settings as well.

For example, if you have a setting to remove the run command at the
domain scope and a setting to enable the run command at the object’s
OU, the setting at the OU level will “win,” and the run command will
be enabled.

With Group Policy you also have the ability to link multiple GPOs
per site, domain, or OU. When this happens, you need to understand
link order. In Figure 6.3, you can see an OU with two GPOs linked to
the OU. Link order determines the order in which policies are applied.
The link with the highest order (with 1 being the highest order) is applied
last and therefore has the highest precedence for a given site, domain, or
organizational unit. So, in Figure 6.3, the run command would be dis-
abled since it has a link order of 1 and is processed last. By changing the
link order, you determine the order of processing. You can move a link
up or down in the list to the appropriate location.

Figure 6.3: Link order
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There are two other ways you can control how Group Policy is pro-
cessed: block inheritance and enforce (known as no override in previous
operating systems).

Block inheritance prevents GPOs from higher scopes from being
inherited and thus from being applied by the child scopes further down
the chain. The only exception is if the GPO has been marked as enforced.
Block inheritance is selected at either the domain level or the OU level.
For example, if you did not want domain-wide policies applying to the
children OUs, you could block inheritance at the OU level, and the
domain policies would not be inherited.

Enforce is applied to the Group Policy link and marks the GPO to

>
be processed last regardless of where the policy falls in the scope of %
management. In other words, an enforced policy will always win unless g
another enforced policy is further down the scope of management. This e &
also means that when you use an enforced policy, it will also override E §
the block inheritance setting. o §

g3
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Understanding Group Policy processing is key to understanding how

to apply settings and can really assist you in troubleshooting. Policy
processing will also impact when you see the Group Policy settings take
effect on your targeted systems and users.

You also need to understand that Group Policy is processed differ-
ently for computer settings and user settings. There is also a difference
on the client operating system; specifically, the client operating system can
affect how group policy is applied. We’ll discuss this in the “Learn How
Group Policies Process on the Client Side” section later in this chapter.

Computer settings are applied at two times: during startup of the
operating system and during shutdown. User settings are applied when
the user logs on to and logs off from the system. With the user settings
being applied second, by default they take precedence over computer
settings unless you have configured loopback processing mode.

When you make changes to Group Policy via the GPMC, they may
not immediately take effect but may also not require any action by the
user or computer. There is a background process controlling the refresh
of policies. Policies are updated in the background at various intervals;
the intervals are also configurable via Group Policy settings. If the system
is a domain controller, the policy is refreshed by default every 5 minutes.
On all other systems, the refresh interval is by default 90 minutes plus
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a random interval of 30 minutes, so a policy could take up to 2 hours
before the changes you made to the GPO are reflected on the targeting
system.

Loopback Processing Mode

When you apply both computer and user settings via Group
Policy, they are processed at separate times. With the user settings
applied after computer settings, there is a potential that your com-
puter settings will be overridden by the user settings. Even though
there are only a few settings that can conflict in this way, ulti-
mately this behavior may not be what you desire.You can control
the order of processing of computer and user settings by configur-
ing loopback processing mode. Loopback processing mode will
enable the computer settings of the GPO to take precedence over
the user settings in the GPO.

Loopback processing mode is configured via Group Policy and is
located under Computer Configuration\Policies\Administrative
Templates\System\Group Policy.The setting is User Group Policy
Loopback Processing Mode, as shown here.
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The settings has two modes:

Merge: This allows the settings in both the computer and user
areas of Group Policy to be combined. If there is a conflict between
the two settings, the settings in the computer configuration will
take precedence.

Replace: This allows the settings in the computer area to replace
the settings in the user portion of Group Policy.

Not all policies are processed in the background; by default policies
are not reapplied if the policy has not changed. Additionally, software
installation, scripts, and folder redirection are not reapplied during back-
ground processing. Those policies are applied when either a computer
restarts or a user logs off or logs back on. However, there is one excep-
tion to the order of processing for GPOs. If a GPO is in the startup or
shutdown settings for computer objects or in the logon or logoff settings
for user objects, those policies will process the next time the sequence will
occur. In other words, if a policy is updated in the background and is in
the startup settings, then those policy changes will not take place until
the next time the system is restarted.

Security settings are also treated separately from other Group Policy
settings. Security settings are those settings listed under both the User
Configuration and Computer Configuration under Windows Settings\
Security Settings. They include such things as Account Policies, Local
Security Policies such as Auditing and User Rights, Event Log size and
retention settings, Restricted Groups, System Services, Registry and
File System access, Public Key Policies, Software Restrictions, and IP
Security, to name the general categories. These settings are reapplied
every 16 hours even if the GPO has not changed. You can modify this
duration through the registry.

Lastly, some policies are not applied if a slow link is detected.
Specifically, application deployment, scripts, folder redirection, and
disk quotas are not applied by default when a slow link is detected. A
slow link is determined by the responsiveness of the domain controller
delivering the policies to the targeted systems. By default, when process-
ing a GPO client, operating systems prior to Windows Vista will try
four times to ping a domain controller. If the average of the four ping
attempts is greater than the default or that set by the GPO, then only
registry settings, security policies, EFS recovery policy, and IP security
policies will be applied. With Windows Vista, this has changed. Instead
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of pings, Vista uses the Network Location Awareness handler, which
verifies whether a domain controller is available.

Manually Update Group Policy Settings

You may not be willing to wait for background policy processing. You
can manually update Group Policy settings on targeted systems by run-
ning the command gpupdate.exe from the target system. When testing
Group Policy, you should usually run gpupdate /force before logging
off or rebooting the computer. This will allow you to make sure that
Group Policy settings are flowing down to the system. This simple com-
mand can save you time, especially when you are troubleshooting. You
can run gpupdate.exe from a command prompt. The command has a
few parameters, making the tool very useful, as listed in Table 6.3.

Table 6.3: gpupdate.exe

Command Function

gpupdate Reapplies just the policies that have changed since
the last update for both computer and user settings

gpupdate /force Reapplies all the policy settings for both computer
and user settings regardless if they have changed

gpupdate /targetComputer Reapplies only the computer or user settings as
or reflected by the choice you set in the command
gpupdate /target:User

Learn How Group Policies Process on the Client Side

One last consideration you need to be aware of regarding Group Policy
processing is how they are applied to the system. There are two types
of Group Policy processing modes: synchronous and asynchronous.
Synchronous processing is when you have a series of processes where
the series is processed one step at a time; in other words, one process
must finish running before the next one begins. Asynchronous process-
ing, on the other hand, can run on different threads simultaneously
because their outcome is independent of other processes.

Client-side systems (Windows XP, Windows Vista, Windows 7) pro-
cess group policies asynchronously. The main reason for asynchronous
processing on the client-side systems is fast logon optimization. Fast
logon optimization is designed to enable the systems to quickly present
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the desktop to the users. This could result in some policies not being
applied initially to the targeted systems.

Server-side systems (Windows Server 2003, Windows Server 2008,
Windows Server 2008 R2) process group policies synchronously, which
ensures the Group Policy settings are processed. With synchronous
processing, all the Group Policy settings will be applied. You will notice
this may delay logon; however, when you see the logon screen, you will
know the computer settings have been applied, and likewise when the
desktop is displayed, you will know that all the user settings have been
applied. Group policies are processed synchronously on Windows 2000
systems at startup and asynchronously during Group Policy refreshes.

As you can see, this is important to understand when it comes to
maintaining and troubleshooting Group Policy. You can also control
this setting on the client-side systems by modifying the Always Wait
for the Network at Computer Startup and Logon setting; this will
allow you have the client-side systems process group policies synchro-
nously. You can find this setting in Group Policy under Computer
Configuration\Policies\Administrative Templates\System\Logon, as
shown in Figure 6.4. By enabling the setting, you control the processing
behavior on the client-side systems.

Figure 6.4: Setting for synchronous processing
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Service Running Group Policy Processing

On operating systems prior to Windows Vista, group policies were
processed by the netlogon service. As a result, the netTogon ser-
vice sometimes was the culprit for issues with Group Policy.

In later versions of Windows (2008, 2008 R2, Vista, and 7), there is
a dedicated service for Group Policy, aptly called the Group Policy
service.The service is responsible for applying settings configured
through Group Policy.

This change is important because it offers better reliability for
Group Policy and enables better efficiency and reduction of
resources for background processing of Group Policy.The dedi-
cated service provides the ability to read to new files and allows
the Group Policy service to take on the workload provided by mul-
tiple services in other versions of Windows.

Administer Group Policy

Now that you have seen how group policies are processed, it is time

to take a look at how to work with Group Policy. Managing Group
Policy is straightforward after you have deployed your AD environ-
ment. To work with Group Policy, you will use primarily two tools:

the Group Policy Management Console (GPMC) and the Group Policy
Management Editor (GPME). In this section, you will get to take a look
at both tools and see how to use them.

Use the Group Policy Management Console

The Group Policy Management Console is the main tool where you
manage the deployment of Group Policy. This includes creating and
linking your GPOs to the appropriate site, domain, or organizational
unit. You also can manage security filtering, WMI filtering, admin-
istration delegation of Group Policy, and various other tasks with the
GPMC. In addition, you can also use it to gain access to the GPME to
edit the settings for your GPOs (you will learn about the GPME in the
next section). You can also view the settings for your various Group
Policy objects. You can find the GPMC in the administrative tools on



Administer Group Policy

your Windows Server 2008 R2 server. Select Start ©» Administrative

Tools ©» Group Policy Management to load the GPMC; your screen will

resemble Figure 6.5.

Figure 6.5: Group Policy Management Console

B o by sumepemen M
(L e b - e calol]
(4o s || s | H oo I
i Frin Py Managomem] Group Policy Management

i Forest: e o
& Dowara Corterts |

Ha sdercom = I
»'D"'-’:?“-:; lE_,l:w.nm-m.-\:-r
£ O oy

| Defmit Dema
Wl Maketrg
W [ Group Pokey Chie
W Lo el Fltern
W [ St P
W [ e
o G Py Madeing
|, Group Poloy Rty

When you first open the GPMC, expand the management tree; you
will see two GPOs that are configured by default: the Default Domain
Policy and the Default Domain Controllers Policy. These two policies
contain the default security policies for the domains. To view the set-
tings of the default policies, follow these steps:

1. Open GPMC.

2. Click the + sign to expand the Forest container.

3. Click the + sign to expand the Domains container.
4

. Click the + sign to expand the appropriate domain to view the
Default Domain Policy. If you want to view the Default Domain
Controllers Policy, continue in the domain you expanded, and
expand the Domain Controllers container by clicking the + sign.

5. Click either Default Domain Policy or Default Domain
Controllers Policy, depending on which you want to view.

6. In the details pane to the right, click the Settings tab, and you
will see a screen similar to Figure 6.6, which shows the Default
Domain Policy.
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Figure 6.6: Default Domain Policy
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WARNING The Default Domain Policy sets the basis for security
in your domain. Specifically, the Default Domain Policy sets the
default domain password policy, Kerberos, and public key policies.
These provide protection for your users’ passwords, and the
Kerberos and public key policies help provide secure authentica-
tion mechanisms for your domain.

The Default Domain Controllers Policy sets the local security rights
for the domain controllers.The rights govern the administrative
access to the domain controllers in your domain.These rights help
harden the server and keep it secure for the right people in your
organization.

You should seriously consider any changes to the Default Domain
Policy before you make them.Whether the change is an addition
or a deletion, you should consider making separate policies for
your preferences.The default policies are designed to provide
you with a solid, secure network, and you should never really
change them.
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Work with Group Policies

Creating, linking, and setting security for group policies starts with
knowing what scope you want to apply the policy to. Additionally, you
want to know what users in the scope you want to apply the policies to.

1. Select the scope where you want to create your GPO.

2. Right-click the scope, and you will see a screen similar to Figure 6.7.
3. Select Create A GPO In This Domain And Link It Here.
4

. Enter the name of the GPO, and select a starter GPO, if any exists.
Click OK to finish creating your GPO.

Figure 6.7: Creatinga GPO
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You can also create a GPO without having the policy linked directly
to a scope initially, and you can create a policy via the GPO container.
After you create the GPO, you can easily link the GPO to a scope by
simply dragging and dropping the GPO on the scope you want the
policy to apply to.

1. Click the Group Policy Objects container.
2. Right-click the container, and select New.

3. Enter the name of the GPO, and select a starter GPO, if any exists.
Click OK to finish creating your GPO.

Work with Starter GPOs

Starter GPOs allow you to create a template for quickly creating
new GPOs, with a predefined list of settings. They can save you a lot
of time because part of the challenge of working with GPOs is the
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number of settings you can modify. There are literally thousands of set-
tings you can manipulate with Group Policy. Learning which settings
work best in your environment is key to using Group Policy effectively.
By using starter GPOs, you can reuse a list of frequent settings when
you create new GPOs, which will save you time. It is important to
note that starter GPOs contain settings only from the Administrative
Templates section of Group Policy. You edit the settings in the GPOs
just like any other GPO.

To create a starter GPO, click Starter GPOs in the GPMC tree. If this
is the first time you have clicked Starter GPOs, you will see a screen
similar to Figure 6.8.

Figure 6.8: Creating a starter GPO
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You need to create a folder to store the starter GPOs, so click the
Create Starter GPOs Folder button to create the folder. Once you create
the folder, you will see a few starter GPOs provided by Microsoft by
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default. There are two acronyms you’ll see with all the built-in starter
GPOs, and these provide the key to what type of settings are in the
policies. EC stands for “enterprise client” and provides basic security
and power settings, among others, for your infrastructure. SSLF stands
for “specialized security limited functionality,” which provides robust
security-enabled clients. Note this starter may cause compatibility issues
with applications. To view the settings for any of these starter GPOs,
select one, and click the Settings tab.

Work with Group Policy Object Links

After you create the GPO, you will see the link of the object associ-
ated with your container. You should take note that is this the link for
the GPO, not the GPO itself. This is an important distinction to make,
because there are different administrative tasks that you can perform
for either the GPO link or the GPO itself. To see a list of all the GPOs
in your domain, click the Group Policy Objects container located in

Manage Active Directory

and Local Users

your management tree.

Working with GPO links provides you with the ability to set the
enforced setting, as mentioned earlier. You can also enable or disable
the link on the scope. You also control all the filtering of the GPO by
working with the link. To access and see the tasks you can perform
on links, you can either right-click the link and select the appropri-
ate option (link enabled or enforced). You can also select the link and
click the Action menu and you will see same options (link enabled or
enforced) to control the link.

Working with the GPOs provides you with the ability to back up and
recover them. You can also import settings from previously backed up
items. To access these tasks, as with GPO links, you can simply right-
click the object and you will see the various actions you can perform
(backup, import and so on), or you can highlight the object and then
click the Action menu. Remember, you can link GPOs to more than one
scope of management. While viewing the objects, you can also link the
GPO to other sites, domains, or OUs. To link a GPO to a scope, you
can either drag and drop the object on the scope you want to target or
right-click the scope and select Link An Existing GPO. When you edit
the GPO, you are modifying the object, and all the changes you make
will apply to all the scopes linked to the GPO.
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There are a few common tasks that you can perform on both the
links and the GPOs. You can access the Group Policy Management
Editor by selecting Edit, and you can save all the settings into an
HTML file by selecting the Save Report Action item, as shown in
Figure 6.9.

Figure 6.9: Settingsreport
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GPO Status

One of the special tasks you can perform on the GPOs is to control
which sections of the GPO are applied. When you right-click the
GPO (or select the GPO and click the Action menu), one of the
items you can select is GPO Status, as shown here.
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The GPO has four status options:
= Enabled: Both user and computer settings are enabled.

= User Configuration Settings Disabled: User settings are dis-
abled, and computer settings are enabled.

= Computer Configuration Settings Disabled: User settings are
enabled, and computer settings are disabled.

= All Settings Disabled: Both user and computer settings are
disabled.

The purpose of these settings is for GPO processing efficiency.
When you create a GPO, you can have both user and computer
settings in the GPO. However, you may create a GPO without one
of the two settings; if you do this, it is recommended that you dis-
able the portion that has no settings.This will improve how the
targeted systems process group policies.
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Filter Group Policies with GPMC

When working with Group Policy links, you have additional control
over the objects targeted by your GPO. Typically, when you link a GPO
to an OU, for example, you want all the objects in the OU impacted by
the GPO. However, there may be some scenarios where you want only
some of the objects to have the group policy applied to them. In Group
Policy, you have two main mechanisms for filtering GPOs. Two of the
filters you can work with are Windows Management Instrumentation
(WMI) filters and security filters.

WMI filtering provides a very powerful filtering tool that allows
you to leverage WMI scripting to filter which objects are targeted by
your GPOs. WMI scripting leverages an industry standard for how to
work with systems across network infrastructures. In a nutshell, WMI
scripting will allow you find out various inventory types of information
about computers—from what OS they are running to what applications
are installed to what type of hardware, and so on. What this provides
for GPOs is the ability to target systems meeting very specific criteria.
For example, you could use Group Policy to install a software applica-
tion and then use WMI filtering to make sure only systems having the
required amount of free hard drive space to support the application
have the application installed on them. To see what WMI filters are
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currently installed on the system, look in the WMI Filters container in
the GPMC. To see some examples of WMI, take a look at http://technet
.microsoft.com/en-us/library/cc758471.aspx.

Security filtering is another great way to filter objects. To access the
security filter for a GPO link, click the link you want to view, and make
sure you are on the Scope tab for the GPO link. You can see the list of
users and groups in the Security Filtering section. By default, the group
Authenticated Users is added to the security for all GPOs. When you
work with security permissions, there are two permissions required for
your users to process a Group Policy object targeted on the OU:

= Read
= Apply Group Policy

You can use security filtering to prevent applying a GPO to security
groups or users. For example, say you have an OU containing a group
of people including Harold, the manager, of the group, and you want
the policy to apply to everyone in the OU except Harold. You could sim-
ply add Deny access to either Read or Apply Group Policy for Harold.
You can see an example of this in Figure 6.10.

Figure 6.10: Denying a user a group policy
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You can view the security filtering for a GPO by clicking the GPO
link for the targeted scope. On the Scope tab, you will see the current
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security filtering for the GPO in the Security Filtering section of the
details pane inside the GPMC. To modify the security filtering for a
GPO, follow these steps:

1. Click the GPO you want to apply filtering to.

2. Click the Delegation tab.

3. Click the Add button to open the user/group selection dialog box.
4

. Find or enter the group or user you want to work with, and click
OK, which will bring up the Add Group Or User dialog box, as
shown in Figure 6.11. This dialog box allows you to choose the
base security level for the user or group you have selected.

Figure 6.11: GPO base security filter
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5. Choose the appropriate level from the three choices, and click
OK. Read will give the ability to read and apply the GPO, “Edit
settings” grants the ability for modifying the GPO settings them-
selves, and the last choice of “Edit settings, delete, modify secu-
rity” allows basic administration over the GPO link.

6. To further modify the security, click Advanced on the Delegation
tab, which will bring up an advanced view of the security settings,
as shown in Figure 6.12.

7. Click the user you want to modify, and choose the appropriate
security settings for the user. It is important to note that Deny
permissions supersede any Allow permissions. In other words, if
you have selected the user to have Allow for Read and Deny for
Read, the user would have Deny permissions for that setting. In
the example you saw earlier, if you did not want Keith to be able to
have the GPO applied, simply select Deny for Read, and deselect
Allow for Read, as shown in Figure 6.13. When you are finished
modifying permissions, click OK.
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Figure 6.12: GPO advanced security filtering

Figure 6.13: Denying Read fora GPO
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Advanced Group Policy Management Tool

Another tool you may be able to take advantage of is the Advanced
Group Policy Management (AGPM) tool.You can find this tool in
the Microsoft Desktop Optimization Pack (MDOP); it's available
only to volume license customers with Software Assurance as part
of the licensing agreement.You can also download the evaluation
version if you are an MSDN orTechNet subscriber.The tool does
provide some nice benefits to working with Group Policy, includ-
ing change management, auditing, reporting, and offline editing
of GPOs.To learn more and to see whether you can leverage this
tool, refer to http://technet.microsoft.com/en-us/library/
cc749396.aspx.

Use the Group Policy Management Editor

To access the Group Policy Management Editor, all you need to do
is select the GPO link or GPO to edit, and select Action & Edit (or
right-click the GPO and select Edit). Whether you choose to edit from
the link or from the GPO, they both will modify the GPO, meaning
any other scopes linked to the GPO will be affected. When you edit
the GPO, there are two main containers to work with the settings:
Computer Congifugration and User Configuration. To work with a
Group Policy setting, open the appropriate container, and click the set-
ting you want to edit.

If you have worked with GPO in previous versions, the interface
for the GPE was different. The new interface in Windows Server 2008
R2 is easier to use, and it displays all the settings for a particular set-
ting in one page, which means...no more tabs! This is a nice addition
to the Group Policy Management Editor. One of the great features in
Group Policy is the built-in documentation. With every setting in the
editor, you will see an explanation of what it does, and you can see the
explanation as you are expanding the tree or double-clicking a setting
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to configure it. Figure 6.14 shows an example of a setting and the
explanation. You will notice that the setting will include the minimum
required OS for the setting to be applied to the targeted system. This is

important when you are working with a variety of OSs connecting to
your domain.

Figure 6.14: GPO setting
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As mentioned previously, you can configure more than 1,000 settings.
In this section, you will see the main areas explained and what types of
settings you can expect to find. When working with the editor, the settings
are broken down into two main containers, one for computers and one
for users. Inside both Users Configuration and Computers Configurations,
you will see policies and preferences. Table 6.4 describes the computer
and user policies you’ll find in specific policy areas.
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Table 6.4: Overview of Computer and User Policies

Policy Area

Description

Software Settings

Computer Windows
Settings

User Windows Settings

In this section of Group Policy, you can configure installations
of software packages to the targeted computers or users.
Typically the packages are in the Windows Installer (MSI)
format. You can deploy applications by assigning or publish-
ing them to the target. If you assign an application in the
computer configuration, the application will be installed on
the targeted system the next time the system reboots. If you
assign the application to a user, the application will appear
on the Start menu, and the first time a user clicks the icon or
opens a file associated with the application, the application
will be installed.

Publishing an application is available only if the target is a
user. Publishing an application will allow the application to
appear in the Add or Remove Programs applet. The user will
need to go into the Control Panel to install the application.

This contains several important Windows settings specific

to the computer. This is where you would configure your
startup and shutdown scripts, networking Quality of Service
(QoS) settings, and security settings. In the security set-
tings, you can configure IPsec, wireless or wired network
configuration and security settings, the firewall, and a variety
of other security settings. You will also find a new policy in
Windows Server 2008 R2 called Name Resolution, which is
used for configuring DirectAccess, which only really applies to
Windows 7 computers and DNS security settings.

This contains several important Windows settings that are
specific to the user. This is where you configure your logon and
logoff scripts, additional networking QoS settings, and security
settings. The security settings for the users have two sections:
Public Key Policies and Software Restriction Policies. Public
key policies, commonly referred as PKI, are used for configuring
the client-side certificate security settings. Software restric-
tion policies allow you to configure which applications are
restricted on your client systems. You can also configure folder
redirection for users’ common directories, which is particularly
useful when your users have roaming profiles.
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Table 6.4: Overview of Computer and User Policies (continued)

Policy Area

Description

Administrative
Templates

This is where you find a majority of all the settings avail-

able for Group Policy and is where you can configure most

of the aspects of the interface for users and computers.
Administrative templates are also unique in that you can

add templates you have created or get from other software
applications. For example, Internet Explorer 8 has its own
administrative template with more than 1,300 settings just for
the browser.

There is also a new category in Windows Server 2008 R2
inside Administrative Templates called All Settings, which

is very useful when you are using filtering for searching for a
particular setting.

You can also work with preferences in the Group Policy Management
Editor. Table 6.5 gives you a quick reference for the type of settings you

will find in the tool.

Table 6.5: Overview of Computer and User Preferences

Preference
Area

Description

Window
Settings

Control Panel
Settings

You can configure system-wide environment variables and modify regis-
try settings and INI files for any application. You can also work with the
local file system by configuring files, folders, and network shares.

You can configure local system devices, local users, and groups. Also,
you can set power options here to help optimize the power consumption
of your desktop operating systems. This is also where you can configure
printers on the network and local-based devices. You also have the
ability to work with services and the Task Scheduler.

These two tables are meant to give you just a brief glimpse into the
setting areas. The best way to learn how to use the settings is to look
through them and their categories; it is worth your time to be familiar
with the setting locations.

Filter Group Policy with the Editor

Prior to Windows Server 2008, there was no built-in way to search
through Group Policy settings. You had to work with the Group
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Policy settings reference file, which is a free downloadable spread-
sheet. You can find the current Group Policy settings reference file at
www.microsoft.com/downloads/details.aspx?familyid=2043B94E-66CD-
4B91-9E0F-68363245C495&displaylang=en.

In Windows Server 2008 and Windows Server 2008 R2, you can
filter the administrative template settings inside the Group Policy
Management Editor. To work with the built-in filter, follow these steps:

1. Right-click Administrative Templates, and select Filter Options.
You will see a screen similar to Figure 6.15.

Figure 6.15: Filter options
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2. You can filter based on several criteria including keyword filters
and software requirements. You will also notice the two options
to filter: Managed and Configured. Managed policies are true
policies and are managed directly by Group Policy; unmanaged
policies are persistent settings, sometimes referred to as tattooing
the registry. Configured is a useful option to allow you quickly
find only the settings you have configured. By default all policies
are marked as not configured, so by setting the Configured option
to Yes, you will only find the settings that have been configured.
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3. After you’re done setting the options, click OK, which will enable
the filter. To turn the filter off, click the Filter icon.

Automate Group Policy Administrator Tasks

When you work with Group Policy, it is recommended that you per-
form common administrative tasks such as backup and recovery on a
regular basis. These tasks can be performed through the GPMC, as well
as PowerShell. In Table 6.6, you can see a few general PowerShell com-
mands to help you with working with Group Policy.

Table 6.6: Group Policy PowerShell Commands

PowerShell Command Description

Get-Help *-gp* Lists all the possible commands involved in working
with GPOs. As you learned in Chapter 3, you can
access help for individual commands listed by this

command.
Get-GPO -all Lists all the GPOs in your current domain.
Backup-GPO -all —path Backs up all the group policies in the domain to the
'c:\gpobackup\' c:\gpobackup directory.
Import-GPO Is a useful command for importing GPOs from a

backup server to a new server.

Restore-GPO -all -path Restores all the group policies in the domain from

'c:\gpobackup\' the c:\gpobackup directory. Typically, you would
use this command with the GUID for the GPO you are
restoring to find the GUID. In GPMC, click the GPO
located in the Group Policy Objects container, and
click the Details tab or use get-gpo cmdlet.

Get-GPResultantSetofPolicy  Generates an HTML report showing you the RSOP
-ReportType html -Path for the policy applied to a particular system. This is a
c:\rsop\rsop2.html particularly useful tool for troubleshooting.
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Troubleshoot Group Policy

When working with Group Policy, which has several moving parts,
learning some tools to troubleshoot the application of group policies
will help save you administrative time and hassle. Understanding the
processing covered in this chapter can offer a clue or two on why a
group policy is not being applied. In this section, you will see some
of the built-in tools designed to help you with troubleshooting Group
Policy.

The built-in tools focus on predicting how your policy settings will be
applied and how to find out the results on how the policy was applied.
The tools are the Group Policy Modeling Wizard (GPMW) and three
tools for generating the RSOP: the Group Policy Results Wizard (GPRW),
GPResult.exe, and the RSOP snap-in. Ultimately, these tools will allow
you to see the Group Policy order of precedence in action. You can see
which policies were applied to the system and which polices “win.”

In addition, since Group Policy relies on the network, all the tools
you use to test the network—from ping to name resolution—still apply
when troubleshooting Group Policy. For example, you can run the RSOP
tool, which will inform you if a policy was not applied. If you check your
GPO and it is all correct, this will generally indicate it’s a network or
replication issue.

Use the Group Policy Modeling Wizard

The GPMW allows you to preview your group policies. The tool models
the results of group policies before they are deployed. This tool compiles
reports based on what is configured at the site, domain, and OU levels
for both computer and user objects. Based on the rules for applying
group policies, the tool will give you a snapshot at what policies will be
applied. GPMW can also show you how any security or WMI filtering
will affect the application of group policies.

The GPMW is located in the GPMC, and you can find it in the Sites
container. It is important to note that the GPMW evaluates only the theo-
retical RSOP based on all GPOs and filtering set via AD. It does not take
into account any physical issues on the network that may affect GPO
application.
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To create a model, perform the following:

1.

10.

1.

12.

In the GPMC right-click Group Policy Modeling, and select
Group Policy Modeling Wizard.

On the welcome page, click Next.

Select the domain controller you will use to process the requests
for modeling, and click Next.

Determine what you want to model. You can choose an individual
user, individual computer, or a whole scope (domain or OU) for
either a user or a computer. You can also model a combination of
any of these. For example, you could model just one user for user
settings and an entire domain for computer objects. After you
have selected your target, click Next.

You also have the ability to simulate a slow network or a loopback
address in the Advanced Simulation dialog box, make your selec-
tion, and click Next.

In the Alternate Active Directory Paths dialog box, you have the
ability to choose other locations for the simulation. (You may not
see this dialog box option, based on what choices you made in step
3.) Make your selection, and click Next.

You can also simulate changes to a user’s security group. After you
make your selection, click Next.

Like with users, you can also simulate changes to a computer’s
security groups. After you make your selection, click Next.

The WMI Filters For Users setting allows you to control which
filters are used. After you make your selection, click Next.

The WMI Filters For Computers setting allows you to control
which filters are used for your computer accounts. After you make
your selection, click Next.

On the summary screen, review your selections, and click Next to
create the model.

When the model is done being created, click Finish to see the
report. The report is saved under the Group Policy Modeling node.
You can rerun the model at any time by right-clicking the model
and selecting Re-run. Figure 6.16 shows an example of the report.
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Figure 6.16: Group Policy modeling report
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Use Tools to See the RSOP

Several tools will allow you to see the RSOP. One of the tools is built
into the GPMC. The Group Policy Results Wizard is similar to the
GPMW, and it is also located in the GPMC. To run the GPRW, go the
Sites container, and perform the following steps:

1.

Right-click Group Policy Results, and select Group Policy Results
Wizard.

On the welcome page, click Next.

You can select the local computer or a remote computer. Make
your selection, and click Next.

Select the user account you want to see the RSOP for, and click
Next. It is important to note that you will see only users who have
already logged onto the system.

Review the summary screen, and click Next.

After the wizard runs successfully, click Finish to return to the
GPMC and view the report.
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7. Thereport is saved under the Group Policy Modeling node. You can
rerun the model at any time by right-clicking the report and select-
ing Re-run Query. Figure 6.17 shows an example of the report.

Figure 6.17: Group Policy results report
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The second tool is a command-line tool called GPResult.exe. This tool
will allow you to see the results of Group Policy either for the local system
and current user or for remote systems and other users. Like many other
commands, several switches/parameters are available providing additional
information. You can pipe the results to a text file and utilize the command
in batch files or scripts.

Lastly, the Resultant Set of Policy snap-in is available by loading
the Microsoft Management Console (MMC) and adding it. You can
also find the tool in the Active Directory Users And Computers tool, as
shown in Figure 6.18.

This tool is similar to the GPRW, but it is able to display the results
of multiple GPOs. This is a great tool to troubleshoot your GPOs if the
GPMC is not currently available. The tool also has two modes: plan-
ning mode and logging mode.
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Figure 6.18: RSOPin ADUC
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The main difference between the modes is how you are provided the
RSOP. Planning mode, which is similar to the GPMW, simulates the
processing of Group Policy. Logging mode queries a specific computer’s
WMI database, which is collected when Group Policy is applied. You
can view user information with this tool only if the user has logged onto
the system. Additionally, you will see only those policies that have been
processed by the system.

Both modes have benefits. The main benefit of planning mode is that
it generates a report based on what settings will be processed before
they are processed. Planning mode allows you to simulate behaviors and
troubleshoot your group policies before you apply them into production.
The main benefit of logging mode is accuracy since the report is based
on what has actually been processed.
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NOTE When you are working with Group Policy, one of the pop-
ular debates is how many settings to make per GPO. Do you create
one GPO with all of your desired settings, or do you create more
GPOs with a few settings? Well, the answer to the question is one
of the favorites in all of IT administration: it depends.

Seriously, you do not want to create one GPO for every individual
setting or create one massive GPO with all the settings.The
answer lies in balance, performance, how often you make
changes, and how you delegate administration.

Generally speaking, if your group policies do not change, you can
consolidate your policies into fewer GPOs, which will increase client
processing time. However, this method sometimes can be hard to
track changes and troubleshoot. Another method is to create GPOs
based on the settings they are processing and segment if they are
computer-based or user-based settings. For example, create a GPO
for just the security settings of a computer, and create another for
the security settings for the users. Although this method will cause
more client-side processing, it does help mitigate frequent changes
to your group policies.
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Configuring Folder Security,
Access, and Replication

IN THIS CHAPTER, YOU WILL LEARN TO:

IMPLEMENT PERMISSIONS (Pages 222-229)
= Set Standard NTFS Permissions (Page 223)
= Set Special NTFS Permissions (Page 224)
= View Effective NTFS Permissions (Page 226)
= Take Ownership of an NTFS Folder (Page 227)

SHARE FOLDERS (Pages 229-233)
= Create a Shared Folder (Page 229)
= Implement Advanced Sharing (Page 230)
= Resolve Permission Conflicts (Page 231)

CONFIGURE OFFLINE FILE CACHING (Pages 232-234)

SECURE FOLDERS AND FILES (Pages 234-243)
= Configure the Encrypting File System (Page 234)
= Configure BitLocker Drive Encryption (Page 237)
= Turn On BitLocker (Page 237)
= Recover BitLocker (Page 240)
= Use the BitLocker To Go Tool (Page 241)
IMPLEMENT THE DISTRIBUTED FILE
SYSTEM (Pages 243-251)
= Configure a DFS Namespace (Page 244)
= Configure Replication Groups (Page 247)
= Enable Previous Versions of Files (Page 249)

= Restore a Previous Version (Page 250)
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A network of servers has one central purpose, and that purpose is to
provide controlled access to resources that have been shared in that
network. The resources could be files, folders, web pages, databases,
printers, or a whole host of other things. The point of the servers is to
provide access to all this “stuff.” If there is no “stuff,” then there is noth-
ing to secure and protect and therefore no need for Windows Server. The
need for Windows Server 2008 R2 is greater now than ever before. The
sheer amount of data that you are storing in your networks is constantly
growing, while the demand for methods to secure and access that data
are keeping pace right along with amount of data.

Implement Permissions

A file system is by definition a hierarchical structure of folders that
house files and secure those files through a series of access control lists
(ACLs) and access control entries (ACEs) that define the type of permis-
sions that are granted or denied to those same folders and files. This
means that in the Windows Server 2008 R2 world, the primary meth-
odology for securing folders and their files is the use of permissions.

Permissions come in two varieties: share-level permissions and NTFS
permissions. If you think about it, this makes perfect sense. When you cre-
ate a folder in the file system, there is a default set of permissions that are
assigned to the folder. The system itself, the user who created the folder,
and the local Administrators group on the server where the folder was cre-
ated all need some level of access to the folder, as shown in Figure 7.1.

NTES permissions are assigned when the folder is created but can be
edited at any time by a user or group member who has the permission
to change permissions on the folder.

NTES folder permissions come in two types called standard
permissions and special permissions. Standard permissions come in
the form of Full Control, Modify, Read & Execute, List Folder Contents,
Read, and Write. Each of these permissions can be either allowed or
denied. Because you have the option to allow or deny permissions on a
folder in an N'TFS file system, you have incredible flexibility over the
level of access on a given folder.
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Figure 7.1: Default NTFS permissions
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In addition to the standard permissions, there are also special permis-
sions that can be set on each folder or file. Special permissions do more
than simply provide access to the folder on which they are applied. They
provide the basis for folder ownership as well as the ability to change
permissions for a folder and the hierarchy that could exist beneath the
folder in the file system.

Set Standard NTFS Permissions

Setting or changing standard N'TFS permissions is a straightforward
process. Follow these steps to get started:

1. Open Windows Explorer.
Locate the desired folder.
Right-click the folder.
Choose Properties.

Select the Security tab.
Click Edit.

o o & w N

223

Data Access and
Management

PARTIII



224

Chapter7 » Configuring Folder Security, Access, and Replication

At this point, you can select an existing user or group from the list
of users and groups that have existing permissions, or you can click the
Add button to add new users or groups to which permissions may be
assigned.

You can add users and groups from the local accounts available on
the physical machine or from the Active Directory database if the folder
resides on a server that is part of an Active Directory forest. In the event
that you are interested in removing permissions, you can simply select
the user or group account from the list of users and groups and then
click the Remove button, as illustrated in Figure 7.2.

Figure 7.2: Setting and removing standard NTFS permissions
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Please keep in mind that not just anyone can add, change, or remove
NTES permissions on a folder. You need to have permissions to a folder
in order to change its permissions. The permissions to change permissions
or take ownership of a folder are special permissions.

Set Special NTFS Permissions

Like with standard permissions, adding or changing special permissions
is a fairly straightforward process. Follow these steps to get started:

1. Open Windows Explorer.
2. Locate the desired folder.
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3. Right-click the folder.

4. Choose Properties.

5. Select the Security tab.

6. Click the Advanced button.

At this point, the Advanced Security Settings dialog box for this
folder is displayed, as shown in Figure 7.3.

Figure 7.3: Advanced Security Settings dialog box
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On the Permissions tab, you can click Change Permissions and add,
edit, or remove the special permissions. Note the check boxes at the
bottom of the window to include inheritable permissions from this
object’s parent and to replace all child object permissions with inherit-
able permissions from this object. NTFS file systems have a system of
inheritance that is built in to the file system. This means that permis-
sions added higher up in the file system hierarchy can flow down to the
folders that are beneath them in the hierarchy. This is valuable when
you want to assign permissions to users or groups to a section of the
NTES file system. It can also present some interesting challenges when
you are trying to figure out exactly what permissions a given user or
group has been granted on a given folder. To help with this issue, you
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can use the Effective Permissions tab in the Advanced Security Settings
dialog box as shown in Figure 7.4.

Figure 7.4: Advanced Security Settings dialog box
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View Effective NTFS Permissions

To view the effective NTFS permissions, follow these steps:
1. Open Windows Explorer.

Locate the desired folder.

Right-click the folder.

Choose Properties.

Select the Security tab.

Click the Advanced button.

Select the Effective Permissions tab.

Click Select.

© © N o g p» 0w N

Select the user or group whose effective permissions you want
to view.

=y
e

Click OK to view them, as shown in Figure 7.5.
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Figure 7.5: Effective Permissionstab
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Notice in Figure 7.5 that on the Effective Permissions tab you can
view both standard and special permissions for the user or group that
you select. This can be a very valuable tool to aid you in determining
the permissions on an NTFS folder.

Take Ownership of an NTFS Folder

By now you may have noticed that a set of default permissions is given
to each folder created in an N'TFS file system. There is a special set of
permissions given to the creator of an NTFS folder. These permissions
can be defined as “ownership” of the folder. The owner of the folder has
full control of the folder and both its standard and special permissions.
The Administrators group is also given special permissions, including
the permission to take ownership of the folder. This means that at any
given point in time anyone in the Administrators group might choose to
take ownership of an NTFS folder and thus take control of its associ-
ated permissions. In order to take ownership of a folder, though, you
need to have that special permission assigned to your user or group. If
you do not have permissions to take ownership of a folder, you cannot
simply “force” your way to ownership. By the same token, if you are the
owner, you can deny the ability to take ownership to all parties with the
exception of yourself. Now that’s control!
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If you have the permission to take ownership, the process works
like this:

Open Windows Explorer.
Locate the desired folder.
Right-click the folder.

Choose Properties.

Select the Security tab.

Click the Advanced button.
Select the Owner tab.

Click Edit. You’ll see Figure 7.6.

© N O o h~ w DN =

Figure 7.6: Taking ownership

Notice that when you click Edit, the current owner is displayed, and
the users or groups that can take ownership are displayed in the Change
Owner To box. It is also important to consider the Replace Owner On
Subcontainers And Objects check box. If you take ownership of a folder,
you also have the option to take ownership of the folders beneath it in
the hierarchy. This may be desirable if your intent is to take control of a
section of the file system.
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NTES folder and file permissions are a great way to control permis-
sions to a local resource. The problem you will have is that in a network
environment the users are almost never sitting at the server where the
resources are located. How do you provide access and permission controls
for folders that are not on the same physical system that the user is on?
You share them!

Share Folders

Sharing a folder makes it visible and accessible to the users and groups
that have been granted share-level permissions across the network. Share-
level permissions are different from NTFS permissions. NTFS permissions
are rooted in the file system, while share permissions provide for network
accessibility to a folder. When you implement folder sharing, you will also
set permissions for each of the shares that are created in your network.

Create a Shared Folder

When you are ready to start making folders available across your net-
work, you will need to do the following:

1. Open Windows Explorer.

Locate the desired folder.

Right-click the folder.

Choose Properties.

Select the Sharing tab.

Click Share. The File Sharing dialog box will open (see Figure 7.7).
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Type in the name of the user or group with whom the folder will
be shared, and click Add.

By default the user permissions will be assigned as Read unless
you change them to Read/Write.

8. Set the desired permission level.

9. Click the Share button.

Notice that the network path to the share is displayed.

10. Click Done.
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Figure 7.7: File Sharing dialog box
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Once a folder is shared, it becomes accessible from other network
locations. The permissions on the share provide some degree of control
on the level of access to the folder.

Share permissions are implemented with either an Allow or Deny
option. The levels of permission are Full Control, Change, and Read.

Implement Advanced Sharing

To implement advanced sharing, follow these steps:

o ok~ w N2

Open Windows Explorer.
Locate the desired folder.
Right-click the folder.
Choose Properties.

Select the Sharing tab.

Click the Advanced Sharing button. The Advanced Sharing dialog
box will open (see Figure 7.8).

At this point, you have the option to select the box to share the
folder. One of the great features of using advanced sharing is the
ability to limit the number of simultaneous users on a shared
folder. You will notice that by default “only” 16,777,216 users
can connect to this share. That seems a little high to us. Change
that to a number that is appropriate for your share.
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7. Click the Permissions button.
8. Click Add to include users or groups for permissions to this share.
9. Click OK to close the Permissions dialog box.

10. Click OK to close the Advanced Sharing dialog box.

Figure 7.8: Advanced Sharing dialog box
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We know you saw that extra button labeled Caching and wondered
why it was there. In short, caching can make the share available to users
when they are not actually connected to the network. There will be
more detail on offline file caching later in the chapter.

Resolve Permission Conflicts

When you implement shared folders from an NTFS file system, there
are two different permissions that are going to be applied to each user
or group that attempts access to the folder. If these two types of permis-
sions are complementary, meaning that they are both set to allow the
same level of access, then there are no real issues to address. However,
if there is a difference in the level of permissions assigned, then the level
of access will be limited.

When resolving disparate permissions in shared NTFS folders, a
couple of simple rules make this process easy to understand:

= Rule 1: Deny permissions always override Allow permissions.

= Rule 2: When the share and NTFS permissions are different from
one another, the most restrictive permission will be applied.
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Let’s say you had a shared folder that had a test user who was assigned
Read permissions to the share. The same test user is also assigned Write
permissions to the NTFS folder. The two permissions are not comple-
mentary, so the most restrictive takes precedent. The user would have
an effective permission of Read.

Let’s say that test user 2 has Full Control permission on the same
share and has been denied Read access on the NTFS folder. These per-
missions are definitely not complementary, and the Deny permission
would override Allow Full Control. The effective permission would be
Deny Read.

These two simple rules will suffice to handle the vast majority of cases
in which permissions are not complementary between NTFS and shared
folders. The recommendation is that you plan as you assign permissions
to folders in NTFS and folder shares.

Configure Offline File Caching

In today’s business world, you need access to information from many
different locations. You aren’t always connected to the network that
hosts your folders and file shares. If you take your laptop with you
when you leave your network, why not take the essential files that you
need with you too? With offline file caching, you can do just that.
Working with offline file caching is really pretty simple. You choose
the files and folders that you want to make available offline. Windows
Server will automatically create a copy of each file or folder as you con-
nect to it and store it on your computer. These files are called offline
files. The files can be opened, modified, and saved the same way as if
you were connected to your network. This means that the caching is
completely transparent to the user accessing the files. If the user accessed
the files by going to \\fileserver\share when connected to the net-
work, they could also type the same path when off the network and the
files would still be accessible. When you are offline, any changes that
are made to these files will be stored on your local computer and then
will be synchronized the next time you connect to your network.
Before you can use offline files on your server, you will need to
enable Desktop Experience under Features in Server Manager. Without
this feature enabled, offline files will not be an available option for
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you to enable. Offline files must be enabled before they can be used. To
enable offline files, follow these steps:

1.

Click Start.

. Type manage offline files in the search box.
. Press Enter.

2
3
4.
5

Click Enable Offline Files, as shown in Figure 7.9.

. Restart the computer.

Figure 7.9: Offline Files dialog box
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Once offline files have been enabled, you can right-click any file or
folder and select the option to make the files always available. These
files will be copied to your local machine for use offline. In the case of
a shared folder, you can click the Caching button to enable offline files
for the share. It is also possible to make offline files available through
the use of Group Policy objects (GPOs). If you had implemented folder
redirection using GPOs, for example, those redirected folders would be
made available using offline files.

When you use offline files, there is a potential for multiple versions
of the same file. If you have a file and are working with it offline and
another user in your network makes changes to the file in its online
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version, there is going to be a conflict. You can resolve these conflicts
using a tool called the Sync Center. You can find the Sync Center in the
Control Panel. The Sync Center is responsible for more than managing
conflicts. It is responsible for keeping offline files synchronized with
their online counterparts each time you connect to the network.

You can also access the Sync Center through the Manage Offline
Files tool. The Manage Offline Files tool has a component that will
allow you to view all your offline files. This allows you to see folders,
mapped network drives, and shares that you are caching for offline
access.

Secure Folders and Files

Files and folders contain data. That data may be innocuous data that
you use regularly and that requires little or no protection, or it might be
critically sensitive data requiring extensive protection. In each case, you
will need to implement a strategy to protect your sensitive data. A strategy
for protecting data will include but not be limited to a structured design for
permissions, storage, encryption, and auditing. So far, this chapter has
addressed permissions. Storage will be addressed in Chapters 8 and 9,
which cover backups and disk management, respectively. That leaves
encryption and auditing. You will need to understand both.

Configure the Encrypting File System

The Encrypting File System (EFS) is a feature of Windows that you can
use to encrypt files and folders on your hard drive to provide a secure
format of storage. EFS is a core file encryption technology used only on
NTFS volumes. An encrypted file cannot be used unless the user has
access to the keys required to decrypt the file. The files do not have to
be manually encrypted or decrypted each time you use them. They will
open and close just like any other file. Once EFS is enabled, the encryp-
tion is transparent to the user.

Using EFS is similar to using permissions on NTFS files or folders.
However, a user who gets physical access to encrypted files would still
be unable to read them because they are stored in an encrypted form.

You can encrypt or decrypt files or folders by setting the encryption
property attribute for the file or folder. The encryption property is an
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attribute that is applied much like the attributes of read-only, compressed,
or hidden files or folders, as shown in Figure 7.10.
To encrypt a file or folder, follow these steps:

1.
. Right-click the file or folder.

Select the file or folder you want to encrypt.

. Choose Properties.

2
3
4.
5

Click the Advanced button.

. Select the Encrypt Contents To Secure Data box.

Figure 7.10: Advanced Attributes dialog box
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It is important to note that the attributes of compression and encryp-
tion are mutually exclusive of one another. You cannot do both. If you
have a file that is compressed and you decide you want to encrypt it,
you must remove the compression bit before the file can be encrypted,

and vice versa.
The following are some additional considerations when using EFS:

Only files and folders on NTFS volumes can be encrypted. You
can use Web Distributed Authoring and Versioning (WebDAV),
which also works in NTFS volumes to transfer encrypted files and
folders in their encrypted form.

Encrypted files and folders are decrypted if you move them to a
volume that is not NTFS.
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= Moving unencrypted files or folders into a folder that has been
encrypted will result in the encryption of the moved files or fold-
ers; however, the reverse is not true. Files or folders that are moved
from an encrypted NTFS folder to an unencrypted folder will not
automatically be decrypted. Files must be explicitly decrypted.

= Files marked with the system files attribute and files residing in
the system root directory structure cannot be encrypted with EFS.

= Marking the encryption attribute of a file or folder does not pre-
vent a user with the appropriate NTFS permissions from deleting
or listing files or directories if their NTFS permissions allow those
functions. Use EFS in conjunction with NTFS permissions.

= You can encrypt or decrypt files and folders on a remote computer
that has been enabled for remote encryption. When you do, the
data is transmitted over the network in its decrypted form. Other
protocols such as Secure Sockets Layer (SSL) or Internet Protocol
Security (IPsec) must be used to encrypt the traffic.

As you would expect, you can also implement EFS through the use
of Group Policy. These settings are located in Computer Configuration\
Windows Settings\Security Settings\Public Key Policies\Encrypting File
System.

Through these settings, you can choose whether you want to allow
or deny the use of EFS for your entire network. You can also choose to
allow or deny the use of Elliptic Curve Cryptography (ECC) encryption.
ECC allows your network to be complaint with Suite B encryption stan-
dards. Suite B standards meet the Advanced Encryption Standard (AES)
with key sizes of 128 and 256 bits for symmetric encryption, Elliptical
Curve Digital Signature Algorithm (ECDSA) for digital signatures,
Elliptic Curve Diffie-Hellman (ECDH) for key agreement, and Secure
Hash Algorithm (SHA-256 and SHA-384) for message digest.

EFS is a great tool to help you secure files and folders. As you imple-
ment an EFS program in your network environment, you can provide
access to files and folders while maintaining very good security for those
same files and folders.

But what about those system files?
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Configure BitLocker Drive Encryption

In the previous section, you learned that EFS will not provide encryp-
tion to any files marked with the system attribute or files located in
the system root directory. So, what do you do with them? How do you
secure the system files? The answer is a tool called BitLocker. BitLocker
was designed to encrypt the partition on which the operating system
files reside. Unlike EFS, which allows the user to pick and choose files
and folders for encryption, BitLocker encrypts entire partitions or
drives. BitLocker can be used to encrypt the locally attached drives,
while a tool called BitLocker To Go can be used to encrypt devices
such as USB sticks that may be temporarily attached to the system. If
a hacker were to attempt to get at your system files, the files would

be encrypted. If your drive were stolen and put into another machine,
the data would be inaccessible. BitLocker makes use of a hardware
module on the motherboard called a Trusted Platform Module (TPM)
chip. BitLocker uses it to seal the keys that are used to unlock the
encrypted operating system drive. When you start your operating sys-
tem, BitLocker requests the key from the TPM chip and then uses it to
unlock the drive.

When using a BitLocker-encrypted drive, if you add new files to the
drive, they are automatically encrypted. Drives (fixed or removable) can
be unlocked with a password or a smart card, or you can set the drive
to automatically unlock when you log onto the computer.

BitLocker can be used in conjunction with EFS. We recommend a
strategy that maximizes the security needs of your data, while minimiz-
ing the impact on the users who will need access to that data.

Turn On BitLocker

BitLocker sounds like a good idea, but how exactly do you turn it on?
First you will need to turn on the TPM chip in your system BIOS.
This is required for use of BitLocker in Windows Server 2008 R2. Next
you will need to add the BitLocker feature through Server Manager and

install it:

1. Open Server Manager.
2. Right-click Features.
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Click Add Features.

Select BitLocker Drive Encryption, as shown in Figure 7.11.
Restart your computer.

Close the Server Manager window.

Click Start.

Type BitLocker in the search box.
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Hit Enter to open the BitLocker Drive Encryption tool, as shown
in Figure 7.12.

Figure 7.12 shows the BitLocker Drive Encryption tool. It is not

a bad idea to click What Should I Know About BitLocker Drive
Encryption Before I Turn It On? to read more about it. There is
some very good information there. Once you are comfortable with
the fact that you will be encrypting your drive, you can continue.

10. Click Turn On BitLocker.

Just after adding the BitLocker feature, although you may have
multiple drives and partitions on your system, only the system
partition is available for BitLocker. After you turn on BitLocker
and encrypt the system partition, the other drives and partitions
will then show up in the list as available for BitLocker encryption.

11. Click Yes to start the BitLocker setup.

12. If you haven’t turned on TPM in the BIOS, you will be prompted

to do so now, and the process will actually be automated for you.
Click Yes. (This is kind of cool.)

13. Log back on to your computer.
14. BitLocker will prompt you to encrypt the drive.

15. Click Next.

At this point, BitLocker asks how you want to store your recovery
key (Figure 7.13). This is important! If your BitLocker drive
becomes inaccessible, you are going to need this key.

16. Pick the option that works best for you, and click Next.

17. Select the box to run the BitLocker system check.

18. Click Start Encrypting.
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Figure 7.11: Installing BitLocker Drive Encryption
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Figure 7.13: Recovery key storage options
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At this point, the drive will begin its encryption process. Some words
to the wise: do not do the initial BitLocker drive encryption on your key
servers during peak operating hours. The initial encryption takes some
time and will slow down your performance. Find a time when the serv-
ers are less busy and initialize BitLocker on them then.

BitLocker can now be configured for other drives and partitions on
your system using the same BitLocker Drive Encryption tool.

Recover BitLocker

We don’t need to tell you that sometimes things can go wrong with
servers. What do you do if things go wrong with a server that is running
BitLocker?

What if the TPM module that contains the keys necessary to start the
operating system is unavailable? What if your user forgets their PIN?
What if the hardware crashes on the box and you are trying to salvage
the hard disk?

Luckily, there is a system for recovering BitLocker. The process relies
on one very important component, the recovery key. When you turned
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on BitLocker, you were prompted for a location in which to store the

BitLocker recovery key. If you have access to this key, you are well on
your way to recovering the BitLocker drive. The process is simple and
straightforward:

1. Boot the computer.

2. The computer will present a message indicating that it cannot
locate the keys necessary to start decrypting the operating system.
One of your options will be to recover BitLocker.

3. Type in the 48-digit (yes, 48 digits) recovery key.

4. The system will decrypt and start the operating system as normal.

At this point, you will need to make some decisions. If you still have
the original key, you can reestablish connectivity to that key. If you do
not have the original key, you will need to generate a new one by turning
off BitLocker, which will decrypt the drive, and then turn BitLocker back
on to create a new set of keys for the system.

Use the BitLocker To Go Tool

BitLocker To Go introduces the benefits of an encrypted partition to

a removable drive. Instead of using a file encryption tool, you can use
BitLocker to encrypt the contents of a removable drive. This drive could
be a USB device, a memory stick, an SD card, or some other type of
removable storage. The benefit of using BitLocker To Go is that you can
enjoy the ease and portability of a USB storage device without worrying
about the data on that device falling into the wrong hands. If someone
were to steal the device, the data would be encrypted and therefore
inaccessible.

Once you have added and enabled the BitLocker feature on your
Windows Server 2008 R2 machine, you will notice that there is an
option in the BitLocker Drive Encryption tool called BitLocker To Go.
If you insert a removable storage device, that device will be added to the
tool as an additional drive under the BitLocker To Go section, shown in
Figure 7.14.

241

Data Access and
Management

PART 111



242  Chapter7 » Configuring Folder Security, Access, and Replication

Figure 7.14: BitLocker To Go tool
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At this point, you can simply click the link to turn on BitLocker for
the removable drive. The setup tool will prompt you to start BitLocker
setup for this drive.

BitLocker To Go is a little bit different from the traditional BitLocker
tool in that there is no TPM chip to hold keys for BitLocker To Go. You
will need to make a choice about how you want to unlock the drive. It
can be unlocked through the use of a password that you supply during
setup or through the use of a smart card and PIN.

Just like traditional BitLocker, there is also a recovery key associ-
ated with BitLocker To Go. Save this file carefully to a location where
you will not lose it, or better yet, print it and add it to your network log
book. Remember, if the drive becomes inaccessible for whatever reason,
the recovery key is your only ticket back to that data.

The drive will be encrypted in much the same way as your system
drive was encrypted, albeit probably a little quicker since the size of the
removable device is likely much smaller than your system drive.

Once the drive is encrypted, when the user plugs the drive into a
physical machine, they will be prompted for the password or smartcard
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PIN in order to unlock the drive. Any files that are copied or moved to
the drive will be encrypted.

BitLocker To Go provides excellent security to files and folders
stored on a removable drive.

One of the cool things about BitLocker To Go is that you can use
Group Policy to require BitLocker To Go in order to use thumb drives
and require that the keys are stored in Active Directory.

Implement the Distributed File System

If you are trying to make data accessible, you have lots of options such
as creating shared folders and using offline files. If you want to extend
the availability of your files and folders, you might consider build-

ing more than one server to house the same data and then copying or
replicating that data between the various servers so that it stays con-
sistent. Replicating data to multiple servers increases data availability
and gives users in remote sites fast, reliable access to files. Replication
is configured via Distributed File System (DFS) namespaces. DFS
namespaces allow you to group shared folders located on different
servers by transparently connecting them to one or more namespaces.
A namespace is a virtual view of shared folders in an organization.
When you create a namespace, you select which shared folders to

add to the namespace, design the hierarchy in which those folders
appear, and determine the names that the shared folders show in the
namespace. When a user views the namespace, the folders appear to
reside on a single, high-capacity hard disk. Users can navigate the
namespace without needing to know the server names or shared folders
hosting the data.

The path to a namespace is similar to a universal naming convention
(UNC) path of a shared folder, such as \\serverl\shares\test. If you
are familiar with UNC paths, you know that, in this example, the shared
folder, Shares, and its subfolder, Test, are all hosted on the server called
serverl. Now, assume you want to give users a single place to locate data,
but you want to host data on different servers for availability and per-
formance purposes. To do this, you can deploy a namespace.

To build a namespace, you will need a namespace server. A namespace
server hosts a namespace. The namespace server can be a member server
or a domain controller.
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To install DFS, you will need to add the DFS role located under File
Services in Server Manager:

1.

10.
1.

o o M W N

Open Server Manager.

Right-click Roles.

Choose Add Roles.

Select File Services.

Click Next.

Check the box to add the Distributed File System.

This will add both the DFS Namespaces and DFS Replication role
services.
Click Next.

Click Create A Namespace Later Using The DFS Management
snap-in in Server Manager.

Click Next.
Click Install.
Click Close.

Configure a DFS Namespace

After you have installed the DFS role service, you can begin the process
of creating the DFS namespace and configuring the DFS root:

1.

o g 0w N

Open Server Manager.

Expand Roles.

Expand File Services.

Select the DFS Management snap-in.
Click New Namespace.

Type the name of the server, or click Browse to select it from a list
(see Figure 7.15).

Click Next.
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8. Type a name for the namespace. This is what the users will see
after the server name in the UNC path. If you want to edit the set-
tings of this share, you can click the Edit Settings button to change
those settings.

9. Click Next.

Figure 7.15: Creating a new namespace
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At this point, you are prompted to choose the type of namespace.
You can choose either a domain-based namespace or a stand-alone
namespace. The domain-based namespace begins with a domain
name, and its metadata is stored in Active Directory. A domain-based
namespace can be hosted on multiple namespace servers. A stand-alone
namespace is stored only on the namespace server, but it can be hosted
on a server cluster. The path begins with the namespace server name.

A dedicated namespace server should be used to host a namespace that
contains more than 5,000 replicated folders. Figure 7.16 summarizes the
settings and creates the namespace.
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Figure 7.16: Reviewing the DFS settings and creating the namespace
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You have just successfully created your first DFS namespace.

This namespace is called the DFS root. When you expand the DFS
Management tool in the Server Manager and then expand Namespaces,
you will see the existing namespaces. The namespace is really just the
location that will be used to hold targets that will point to the location
of resources located elsewhere on the network. A folder may have one
or more folder targets that may be added using the Add Folder Tool
displayed in Figure 7.17.

This is where you start to see the real potential of DFS. If you have
more than one target location that hosts shared data, you can config-
ure multiple targets for the same folder in your DFS namespace. The
namespace will route requests from users to the appropriate folder
target based on the site information for that user. This way, you can
maintain multiple shared folders containing the same data and maxi-
mize referrals to users using DFS namespaces. We know what you are
thinking here. What happens if a user changes the contents of one of
the shares? How will the other targets be updated? Not to worry, there
is a built-in replication system in DFS called Distributed File System
Replication (DFSR).
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Figure 7.17: Adding a new folder to DFS
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DFSR uses something called Remote Differential Compression (RDC),
which replicates only the changes in files. In Windows Server 2008 R2,
DFSR can even replicate SYSVOL using RDC, resulting in a dramatic
reduction in bandwidth consumption while maintaining the integrity of
your folder targets.

Configure Replication Groups

Replication groups define the relationships that DFS will use to replicate
data between partners in a DFS replication topology. You will choose
the partnerships and the types of replication that occur between those
partners.

1. Open the DFS Management tool, select Replication.
2. Inthe Actions pane, select New Replication Group.
3. Select the type of replication group.

4. Click Next.
5

. Type a name and a description, and select the domain for the
replication group.
Click Next.

7. Click Add to select two or more servers to become members of
the replication group.

o
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10.

1.
12.

13.
14.
15.

16.
17.

18.
19.

Click Next.
Select a topology for replication.

Select a replication schedule. This is one of the coolest things about
DFSR. You can pick the amount of bandwidth that will be used by
DFSR and the schedule for when the replication will occur.

Click Next.

Use the drop-down menu to select a primary member.

When you first set up replication, you must choose a primary
member. Choose the member that has the most up-to-date files
that you want replicated to all other members of the replica-

tion group, because the primary member’s content is considered
“authoritative.” This means that during initial replication, the
primary member’s files will always win the conflict resolution that
occurs when the receiving members have files that are older or
newer than the same files on the primary server. After the initial-
ization of the replicated folder, the “primary member” designation
is removed. The member that was previously the primary member
is then treated like any other member, and its files are no longer
considered authoritative over those of other members who have
completed initial replication.

Select the path to the folders that you want to replicate.
Click Next.

Define the local path on the other servers for the folder you want
to replicate on the other members of the replication group.

Click Next.

Review the summary settings for the replication group, as shown
in Figure 7.18.

Click Create.

Review the results of the wizard, and click Close.

Please keep in mind at this point that the replication will not start
immediately. Based on the settings and schedule that you provided dur-
ing setup, the initial replication will proceed when DFSR is ready and

only after the new configuration settings have been picked up by all the
members of the replication group. This can take some time depending
on how your Active Directory replication is occurring.



Implement the Distributed File System

Figure 7.18: Summary settings to create replication group
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Enable Previous Versions of Files

So, let’s say you have been working for the past few hours modifying a
file. Your boss calls and says he would like a copy of the same file you
are working on only without all the current changes. If you were really
lucky, you used Save As and started your editing with a new file. (We
know that’s not very likely.) But if you had enabled previous versions,
you could simply smile and say, “Sure, Boss! The file is on its way.”

You can use the previous versions feature to allow your users to
access previous versions of their files and folders that they have stored
on the network. The service that is working behind the scenes to make
this all possible is called the Volume Shadow Copy Service. To use pre-
vious version of files and folders, you will need to enable shadow copies
of shared folders on the file server.

1. Click Start.

2. Navigate to Administrative Tools, and then click Computer
Management.
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o ok w

In the console tree, right-click Shared Folders.
Go to All Tasks, and click Configure Shadow Copies.
Select the drive on which you want to enable shadow copies.

Click Enable.

You are going to get a notice warning you of the potential problems
of enabling shadow copies on servers that have high I/0O loads.
Heed the warning, as shown in Figure 7.19.

Click Yes to enable shadow copies.

Figure 7.19: Shadow copies warning
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Now your enabled shares will maintain previous versions of files.

Restore a Previous Version

Restoring previous versions of files and folders is a pretty straightforward
process:

1.

Locate the file or folder you want to restore.

2. Right-click, and choose Properties.
3.
4

Click the Previous Versions tab.

. Select the version of the file that you want to restore.

A warning message will appear about restoring a previous version

of a file or folder.

Click Restore.
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It is really important to understand this point! Restoring a previous
version will delete the current version. When you restore the shadow
copy, you will replace the current version with the file or folder at a
previous point in time, and your changes since that point in time will be
lost. To avoid losing your changes, you can choose to copy the previous
version to a different location, thus preserving your changes and allow-
ing you to use the previous version as well.

These are a few other things to consider when working with previous

versions:

If the Previous Versions tab does not appear in the Properties
dialog box, then shadow copies might not be enabled on that
server. Remember that shadow copies are enabled on a server-
by-server basis.

If there are no previous versions listed on the Previous Versions tab,
then that file has not changed since the oldest copy was created.
The Previous Versions tab shows only unique versions of the file.

When you restore a file to its existing folder, the file permissions
will not change. When you copy a previous version to a new folder
location, the files will inherit the permissions of the target folder.

If you choose to restore a large folder, it will put a heavy workload
on the file server and can result in previous versions being deleted.
Best practice is to restore individual files instead of folders or
directories.

Previous files should not be used as a substitute for a good backup
solution!

The previous versions feature is an excellent resource for your net-
work. It enables users to manage basic recovery operations of shared
files and folders.
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IN THIS CHAPTER, YOU WILL LEARN TO:

UNDERSTAND BACKUP AND RECOVERY (Pages 254-262)
= Understand Backup and Recovery Terminology (Page 255)
= Use Backup and Recovery Tools (Page 256)

MANAGE BACKUP AND RECOVERY (Pages 263-286)
= Back Up Your Server (Page 263)
= Recover Your Data (Page 274)
= Recover via Shadow Copy (Page 285)
PERFORM BACKUP AND RECOVERY WITH COMMAND
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= Use wbadmin.exe (Page 287)
= Use PowerShell (Page 290)
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ccidents happen. There are many scenarios in which data can get

lost, deleted, infected, or corrupted—from a user accidently deleting
a file to a hard drive failing to an operating system failing to a full disas-
ter scenario during which Mother Nature decides to go after your data.
It is time for you to shine as the hero for your data and bring it back!

One of the most important tasks you need to perform as an admin-
istrator is backing up your server. Performing regular backups on your
server is a necessity to help protect you from any number of potential
problems. Backups can save you time and money, and, more important,
they allow you to sleep well at night. If you have performed proper
backups and are proficient in the proper procedures to restore your
data, you can quickly identify the proper backup media to begin recov-
ering the data. No one wants to spend thousands of dollars to pay a
recovery company to bring back data that you could retrieve yourself
with the proper safety measures in place.

Backing up your data is just one part of the process. Learning recov-
ery techniques is just as important. Understanding recovery techniques
goes hand in hand with understanding backup solutions. Also, in certain
situations you may be able to enable your users to help recover their own
lost data. If you know your backup procedures backward and forward,
this will allow you to get your recovery operation underway quickly and
properly.

Knowing the terminology and when and where to perform backups
will allow you to perform the task of backing up and recovering your
date efficiently and effectively. This will also allow you to establish
proper policies and procedures to gain consistency in protecting your
organization. In this chapter, you will learn the tools and terminology
behind performing backups and recovery.

Understand Backup and Recovery

In this section, you will learn the terminology behind backup and recov-
ery, as well as the many tools at your disposal to perform the tasks nec-
essary to protect your data. The tools you will see in this chapter are all
built in to your Windows Server 2008 R2 server, so they will incur you
no additional costs. In fact, not having your data protected using these
simple tools can definitely have some cost consequences.
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In Windows Server 2008 R2, Microsoft has made several improve-
ments to the backup tool. You now have the ability to back up specific
files and folders. In Windows Server 2008 RTM, you had to back up
an entire volume. In Windows Server 2008 R2, you can include or
exclude folders or individual files. You can also exclude files based on
the file types, and you can perform incremental backups of system state.
Previously, you could only perform a full backup of the system state by
using the wbadmin.exe utility. Now you can perform incremental back-
ups of the system state by using the Windows Server Backup utility,
the wbadmin.exe utility, or a PowerShell cmdlet. You can also perform
scheduled backups to volumes or network shares. Lastly, Windows
Server 2008 R2 has built-in PowerShell cmdlets for managing backups

and restores.

Understand Backup and Recovery Terminology

When working with backup and recovery technologies in Windows
Server 2008 R2 or any Windows environment, it is necessary to learn
the lingo used by the operating system. Table 8.1 defines some of the
key terms you will see used throughout this chapter.

Table 8.1: Backup Terms

Term

Definition

Normal or full backup

Incremental backup

Normal backups, sometimes known as full backups, are the slow-
est for the backup process to complete. The time your backup
will take is determined by how much data you are backing up.
However, if you can perform a normal backup every night and
have it completed during off-hours, this is the preferred way to
protect your system. This is also the default setting for Windows
Server Backup.

Incremental backups are the fastest backup process because this
type of backup tracks only the changes to your data since the last
backup of any kind. Incremental backups will also control how
your restore process will work. When you want to restore data
with incremental backups, you first need to restore the latest
normal backup followed by all the incremental backup sets in
order. This method may also impact your servers’ performance.
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Table 8.1: Backup Terms (continued)

Term Definition

System state System state contains most of the system’s configuration infor-
mation. It does not contain all the needed configuration for your
system; you should always consider using this in conjunction
with a full backup. Also, the roles you currently have installed on
the server will determine what components make up the system
state. See the “Perform a System State Backup” section to see
what is backed up.

Bare-metal recovery A bare-metal recovery allows you to recover a full server envi-
ronment based on a backed-up image you had created previously
(without first installing an 0S). This allows you to recover a
server that may otherwise have been inoperable because of any
number of errors that a regular backup and recovery could not fix.
Bare-metal recovery is one of your last lines of recovery to bring
back a failed system.

Shadow copies Shadow copies are point-in-time copies of data typically located on
file shares. A shadow copy provides your users with a self-service
method of recovering files they have deleted or overwritten
accidentally.

Volume Shadow Copy  VSS is the master service inside Windows Server 2008 R2 gov-
Service (VSS) erning the majority of the backup infrastructure. It is also the
service providing you with the ability to create shadow copies.

Use Backup and Recovery Tools

Three tools allow you to access the backup and recovery tool set in
Windows Server 2008 R2. You have a fully functioning GUI manage-
ment tool called Windows Server Backup, you have a command-line
tool called wbadmin.exe, and lastly you have PowerShell cmdlets at your
disposal to perform these commands. On a Windows Server 2008 R2
Server Core installation, you only have wpadmin.exe and PowerShell
cmdlets to back up a Server Core installation.

In addition to these tools, another valuable tool you can leverage
to help protect data located in the file shares is Volume Shadow Copy
Service. This tool creates point-in-time backup copies of your file on
shared resources. This powerful utility gives your users the ability to
protect themselves from accidentally deleting or overwriting files and
even allows them to compare versions of a file.
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Install Windows Server Backup Tools on a Full Server

Before you can use any of these tools, you need to first install the
tools on their respective server environments. Even though you will
see the Windows Server Backup utility in the administrative tools on
your Windows Server 2008 R2 server, the feature is not installed by
default, and you will see a message similar to Figure 8.1 when you first
try to run it.

Figure 8.1: Windows Server Backup message
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To install the tools, you just need to install the built-in Windows
Server 2008 R2 feature:

1. Open Server Manager.
2. Click Features in the tree menu on the left.

3. Click Add Features in the details pane on the right to begin the
installation.

4. Scroll down the feature list to find Windows Server Backup
Features. Click the + sign next to the feature name. You will see
you have two options to install, as shown in Figure 8.2.
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Figure 8.2: Installing Windows Server Backup
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The Windows Server Backup choice installs the GUI management
tool for your backup administration, and the Command-Line
Tools option installs the wbadmin.exe command-line tool and the
PowerShell emdlets.

5. Select the management tools you want to install, and click Next.

6. Review the Confirm Installation Selections screen, and when
ready, click Install to install the backup tools.

7. After the installation completes, click Close to use the tools.

Install Windows Server Backup Tools on Core Server

Windows Server Core has the same built-in backup tools and function-
ality as a full Windows Server 2008 R2 server installation. Because
of the nature of the Server Core installation, there is no GUI tool; how-
ever, you can install either the wbadmin.exe command-line tool or the
PowerShell backup cmdlets. Just like the Windows Server 2008 R2 full
installation, the backup tools are not installed by default.
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Log on your Server Core server.

. Type the following command and hit Enter to see the current state
of the backup tools (as well as other features installed on Server

Core):

dism /online /get-features

You are looking for the two features called WindowsServerBackup
and WindowsServerBackupCommandlet, and by default the current
state for both will be Disabled.

Type in one or both of the following commands to install the
backup tools on the Server Core server.

To install the wbadmin.exe tool, type the following command, and
hit Enter:

dism /online /enable-feature
/featurename:WindowsServerBackup

Make sure you have enabled PowerShell on your Windows Server
2008 R2 server before you install the backup cmdlets. To install the
PowerShell commands for backup, type the following command,
and hit Enter:

dism /online /enable-feature
/featurename:WindowsServerBackupCommandlet

. To verify the tools installed properly, you can run the following
command and hit Enter. You will see the current state of your
backup tools as Enabled, and you will see a screen similar to
Figure 8.3.

dism /online /get-features

Figure 8.3: Server Core backup tools enabled
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Enable Shadow Copies

Shadow copies help protect data located in the file shares and drives of
your Windows Server 2008 R2 server. Shadow copies are point-in-time
backup copies of your files on shared resources. They’re enabled at the
volume level. This means that when you enable this on a volume you
protect all the resources and shares residing on the volume. While you
cannot select individual shares to turn this on or off for, you will still be
able to recover information individually if needed because the volume is
protected.

When a shadow copy is created for a file, only the incremental
changes are stored for the file. This means the amount of storage
needed for your network could be minimal, based on how many files
and changes are made to the files. The copies you create can be stored
on the same volume the data is stored. You can move the shadow cop-
ies to another volume, which will help the performance of the shadow
copies and the volumes themselves. Before you enable shadow copies,
you should also be aware you can have only 64 copies on the volume
at one time. This will impact the schedule you choose as well, which
is Monday through Friday from 7 a.m. to 12 p.m. (noon) by default.
Shadow copies are run by the Volume Shadow Copy Service (VSS).
When you enable shadow copies, there is a 100MB backup file auto-
matically created. Additionally, by default the maximum size used for
the backups is set to 10 percent of the volume’s total space. What this
means is that if you run out of space, VSS will start deleting older ver-
sions of your shadow copies.

Allowing your users to work quickly with these volumes will save
you from having to use your recovery media to help restore lost data.
However, shadow copies are not a replacement for your current backup
and recovery implementation. Rather, they provide a nice complement
for your backup and recovery tool belt.

For more information on Shadow Copy, take a look at the following:

http://technet.microsoft.com/en-us/Tibrary/cc771305.aspx

Enabling shadow copies is just a matter of enabling the volume, and
you can do this for both Windows Server 2008 R2 full and Server Core
installations.

1. Open Computer Management by selecting Start &> Administrative
Tools > Computer Management.
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2. Inthe Computer Management tree on the left, right-click Shared
Folders, and select All Tasks > Configure Shadow Copies. You
will see a screen similar to Figure 8.4.

Figure 8.4: Enabling shadow copies
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see a screen similar to Figure 8.5. The Settings screen will allow PARTIN
you to control the location and schedule for the shadow copies.
You can change the storage location for the shadow copies only
when they are disabled on the volume. So, you want to make sure
you change the location of the shadow copy storage before you
enable shadow copies.
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Figure 8.5: Shadow copy settings

5. After you have modified the settings, click Enable to enable shadow
copies on your selected volume; you will see the warning shown in
Figure 8.6.

Figure 8.6: Shadow copy warning

6. Click Yes to enable shadow copies. You can also select the Do Not
Show This Message Again check box to not see the warning again.
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Manage Backup and Recovery

Now that you have seen some of the tools for backups and recovery, it
is time to put them to use. When you perform backups traditionally,
you want to have the backups on a schedule so you are sure they are
happening at regular intervals. This will make finding the right media
for recovery easy. Even though backup and recovery are performed
separately, they are joined together in form and function. The type of
backup you perform will always dictate the recovery options available
to you. In reality, the backup strategy is determined by your recovery
requirements and what your service-level agreement is with your users
and business. Is it OK if a user has to wait 24 hours to recover a file?
What if the user is the CEO? Is it OK to turn off a server during work
hours? What if the server is mission critical to your organization? These
are all key questions, among many others, that you need to address
when defining your policies and procedures and determining the best
way to handle the needs of your organization.

Whether you choose to perform backup and recovery tasks with the
GUI, command-line tool, or the PowerShell cmdlets, you are essentially
performing the same task. In this section, you will learn how to use
the backup and recovery tools to perform your daily tasks. Not that to
perform either backup or recovery, you do need to be a member of the
Backup Operators or Administrators groups.

Back Up Your Server

After you have determined your backup strategy, it is time to back up
the server. When you back up your server, you want to make sure you
schedule your backup times to not impact your network or your users.
Try to schedule the backups after-hours, when the system is being used
the least. You also want to make sure your backups complete in a timely
manner; this is where knowing the difference between full and incremental
backups can offer value to you and your organization.

Configure Backup Settings

Before you perform your backup, you may need to define your backup
settings. You have only a few selections to make to configure your
backup. Specifically, you need to determine whether you want to perform
a full/normal backup, an incremental backup, or a custom combination
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of both of these methods. To configure your server, perform the follow-
ing steps:

1. Start Windows Server Backup by selecting Start &> Administrative
Tools &> Windows Server Backup.

2. Inthe right Actions task pane, click Configure Performance
Settings; you will see a screen similar to Figure 8.7.

Figure 8.7: Backup performance settings
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The three options listed determine how the backup will be per-
formed. It is important for you to know the choices you make here
will not be applied if you are backing up only system state.

= Normal Backup Performance is the default method for
Windows Server Backup, and this method will perform
a normal backup.

= Faster Backup Performance will perform an incremental
backup for your system.

= Custom will allow you to choose a combination of the pre-
vious two options for your drives. For example, you could
perform a full backup on your data volume but only an incre-
mental backup on your system drive.

3. Select the setting for your system, and click OK.
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Back Up Your Server

After you have installed the backup tools, it is now just a matter of set-
ting up the tasks to begin protecting your system. When you are ready
to perform the backup and you know what files and folders you want to
protect, you are ready to set up the backup test and schedule.

The first time you load the tool, you will see a message telling you
no backup has been configured and you need to either set up a backup
schedule or set up a backup once to begin protecting your system.
Whether you choose to create a backup schedule or perform a backup
once, the choices in the wizard are the same, with the exception of
configuring the schedule:

1. Start Windows Server Backup by selecting Start &> Administrative
Tools &> Windows Server Backup.

2. To launch the backup wizard, in the Actions pane on the right,
select Backup Schedule to create a regular backup task, or select
Backup Once if you just want to perform an immediate backup.
For this set of tasks, you will see the Backup Schedule choice.

3. Review the Getting Started screen, and click Next to see a screen
similar to Figure 8.8.

Figure 8.8: Configuring the backup
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4. Select Full Server (Recommended), and click Next.

5. Set your schedule; the default is once a day at 9 p.m. You can also
configure multiple times a day to perform the backup. After you
set your schedule, click Next.

6. On the Specify Destination Type screen, as shown in Figure 8.9,
you’ll see two new choices in Windows Server 2008 R2; these
allow you to store your backup to another volume and to a net-
work share. These methods provide flexibility for your backup
process that did not exist in prior versions of Windows servers.
However, make sure you make note of the performance costs to
your additional volume or network. You will have to decide what
the right balance is for you and your organization. After you make
your selection, click Next.

NOTE The firsttime you run the backup wizard, you may be
asked to format the destination drive. When you select the default
choice of BackupTo Hard DiskThat Is Dedicated For Backups, it will
reformat the selected disk before the backup process begins. Make
sure you have saved any necessary data off the drive.The format
of the drive has to be NTFS; also, make sure you have at least 12
times the free drive space compared to what you are backing up.

Figure 8.9: Backup destinations
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7. On the Select Destination Disk page, select where you want to
store your backups. For a scheduled backup, this can be another
hard drive or a network share. It cannot be an optical drive or
removable media. However, you can use optical drives or remov-
able media for backup-once backups, and these media choices
provide a great choice for bare-metal backups. After you make
your selection, click Next.

8. If you are presented with a warning to format the disk and you are
positive you want to use the selected disk, click Yes. Otherwise,
click No, and select another drive to store your backup.

9. Review the Confirmation screen, and click Finish to create the
scheduled task for backup and format the volume (if this is your
first time using Windows Server Backup). If you chose Backup
Once, you will click Backup to immediately perform the backup.

10. Review your Summary screen, and click Close.

NOTE After you have run the backup wizard the first time, the
next time you run it you will see a screen similar to Figure 8.10.This
allows you to modify the existing backup or stop the backup pro-
cess.You can still configure the backup once if you need to create
new backups for different files or needs, like bare-metal recovery.
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Back Up Specific Files

In Windows Server Backup in Windows Server 2008, you had to back
up the entire volume. In Windows Server 2008 R2, you now can include
or exclude folders or individual files. You can also exclude files based on
the file types with filters. For this purpose, you will see how to modify
an existing backup schedule.

1. Start Windows Server Backup by selecting Start &> Administrative
Tools =» Windows Server Backup.

2. To launch the backup wizard, in the Actions pane on the right,
select Backup Schedule.

3. On the Modify Backup Schedules screen, verify that Modify
Backup is selected, and click Next.

4. Select Custom, and click Next.

5. On the Select Items For Backup screen, you will see what you are
currently backing up. If want to add or remove from the backup,
click Add Items, and you will see a screen similar to Figure 8.11.

Figure 8.11: Backupitem selection
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6. Select the items you want to add to or remove from the backup
by selecting or deselecting the check boxes next to the items. If
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you want to select specific folders, click the + sign next to your
listed hard drives to expand the directory tree and then make your

folder selections. When you are done selecting items to back up,
click OK.

If you want to exclude certain files from your backup, such as tem-
porary files (*.tmp) or music files (.wmv, .mp3, and so on), click the
Advanced Settings button.

Click Add Exclusion to select the drive or folders you want to
apply your exclusions.

Select the drive you want to use. Typically you will want your full
volumes to have the exclusion applied. However, you can select
individual folders or files to exclude directly. When you’re done
selecting your locations, click OK.

To exclude certain files, click in the File Type column, and type in
your exclusion. You can also specify whether you want apply the
filter to the subfolders. For example, if you wanted to exclude . tmp
files from your backup, type *.tmp. Your screen would look simi-
lar to Figure 8.12.

Figure 8.12: Backup exclusions
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If you want to add more exclusions, click Add Exclusion, and
repeat the process. Likewise, if you want to remove the exclusion,
you can select it and click Remove Exclusion.

11. When you are finished creating exclusions, click OK to proceed
through the rest of the wizard.

12. Set or modify your schedule, and click Next.
13. Select your destination type, and click Next.
14. Select the destination disk, and click Next.

15. If you are presented with a warning to format the disk and you are
positive you want to use the selected disk, click Yes. Otherwise,
click No, and select another drive to store your backup.

16. Review the Confirmation screen, and click Finish to create the
scheduled task for backup and format the volume (if this is your
first time using Windows Server Backup). If you chose Backup
Once, you will click Backup to immediately perform the backup.

17. Review your Summary screen, and click Close.

Perform a System State Backup

When you back up the system state, you are backing up a majority of
the system configuration information. In Windows Server 2008 R2, you
can perform the system state backup inside the Windows Server Backup
Tool, and you do not have to solely use wbadmin.exe. Also, if you have
installed additional roles on the Windows Server 2008 R2 server, your
system state will contain more data. By default, on a server with no
additional roles, the system state backup always contains the following
components:

= Registry

= COM-+ class registration database

= Boot files, including system files
= System files under Windows File Protection
If the system is a domain controller in addition to the default system
state data, system state will contain the following:
= Active Directory service

=  SYSVOL directory
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If you have installed clustering on the server, the system state data
will contain the clustering services information.

If you have installed a certificate services server, the system state data
will contain the certificate services database.

If you have installed IIS, the system state data will contain the IS
metadirectory.

1.

N o o s ow

o

Start Windows Server Backup by selecting Start ©© Administrative
Tools &> Windows Server Backup.

To launch the backup wizard, in the Actions pane on the right,
select Backup Schedule to create a regular backup task, or select
Backup Once if you just want to perform an immediate backup.
For this set of tasks, you will see the Backup Schedule choice.

Review the Getting Started screen, and click Next.
Select Custom, and click Next.

On the Select Items For Backup screen, click Add Items.
Click System State, click OK, and then click Next.

If presented with a scheduling window, set or modify your sched-
ule, and click Next.

Select your destination type, and click Next.

9. Select the destination disk, and click Next.

10.

1.

12.

If you are presented with a warning to format the disk and you are
positive you want to use the selected disk, click Yes. Otherwise,
click No, and select another drive to store your backup.

Review the Confirmation screen, and click Finish to create the
scheduled task for backup and format the volume (if this is your
first time using Windows Server Backup). If you chose Backup
Once, you will click Backup to immediately perform the backup.

Review your Summary screen, and click Close.

Perform a Bare-Metal Backup

Another backup option that will provide you with a great option in case
of a catastrophic failure is a bare-metal backup. The bare-metal backup
will back up your system state, your system volume, and the system
reserved data. This backup set is also unique in that you will need the
Windows Server 2008 R2 installation media available during recovery.
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This is a good time to use a USB drive or another portable media to
store this backup. The main reason is because to perform the restore,
you need to boot the system into the Windows Recovery Environment
using a Windows Server 2008 R2 installation DVD.

1. Start Windows Server Backup by selecting Start &> Administrative
Tools => Windows Server Backup.

2. To launch the backup wizard, in the Actions pane on the right,
select Backup Schedule to create a regular backup task, or select
Backup Once if you just want to perform an immediate backup.
For this set of tasks, you will see the Backup Schedule choice.

Review the Getting Started screen, and click Next.

Select Custom, and click Next.

On the Select Items For Backup step, click Add Items.
Click Bare Metal Recovery, and click OK; then click Next.

N o g ks ow

If presented with a scheduling window, set or modify your sched-
ule, and click Next.

o

Select your destination type, and click Next.
9. Select the destination disk, and click Next.

10. If you are presented with a warning to format the disk and you are
positive you want to use the selected disk, click Yes. Otherwise,
click No, and select another drive to store your backup.

11. Review the Confirmation screen, and click Finish to create the
scheduled task for backup and format the volume (if this is your
first time using Windows Server Backup). If you chose Backup
Once, you will click Backup to immediately perform the backup.

12. Review your Summary screen, and click Close.

Look at the Scheduled Tasks

Whenever you create a backup schedule, you may be wondering where
the task is stored. The task is stored in the Task Scheduler tool, and you
can view your backup tasks there. You can also run the task directly
from the Task Scheduler. The tasks in the Task Scheduler have several
properties you can modify, as shown in Table 8.2.
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Table 8.2: Task Property Tabs

Property Tab  Definition

General Contains the description, author, and what account will be used to run
the command.

Triggers Determines when the task will be performed. In the case of a backup,
the trigger is date and time.

Actions Determines what programs or commands will be run.

Conditions Specifies additional options, combined with the triggers, that determine
whether the task should run.

Settings Controls additional behaviors of the task. An important setting here is
Allow Task To Be Run On Demand. If you want to be able to run your
tasks directly from the Task Scheduler, you have to select this setting to
turn it on.

History Shows the past history of the task when it was run.

1. Click Start & Administrative Tools &> Task Scheduler.

2. Expand the tree to view the backup tasks. Click the + to expand Task
Scheduler Library > Microsoft &> Windows, and then click Backup.

3. Double-click the task to view the properties of the backup task,

and you will see a screen similar to Figure 8.13.

Figure 8.13: Backup task
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You can also view the status of your backups and get more details
on the main console page of the Windows Server Backup window, as
shown in Figure 8.14.

Figure 8.14: Windows Server Backup
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From the main console window, you can view the details, status, and
next schedule for your backups and recovery processes. The Windows
Server Backup Tool will show all the events with your backups and
restores in this main console window.

Recover Your Data

I hope recovering your data is not a daily task. However, you should
know how to recover data just in case. Fortunately, the recovery tool is
straightforward to use presuming you have performed a proper backup.
The method used to back up your data will always determine what
recovery method you will need to perform. Your desired outcome will
impact what and how you need to perform your recovery.
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Restore Specific Files or a Full Volume

If the time comes that you need to recover the files, it is just a matter of
knowing what files and what time frame you need to restore.

1.

Start Windows Server Backup by selecting Start ©© Administrative
Tools &> Windows Server Backup.

To launch the recovery wizard, in the Actions pane on the right,
select Recover.

Select where you have stored the backup, and click Next. If the
backup is stored locally on an internal hard drive, verify This
Server is selected, click Next, and proceed to step 7. If the backup
is stored elsewhere, select A Backup Stored On Another Location,
and click Next.

Depending on the location of the backup, click Local Drives or
Remote Shared Folder, and click Next. If you specified Remote
Shared Folder, you will need to type in the UNC name for the
backup in the form of \\servername\sharename.

On the Select Backup Location screen, verify your backup set, and
click Next.

Select the server data you want to recover, and click Next.

On the Select Backup Date screen, select the date and possible
time for the backup set you want to recover from, and click Next.

. On the Select Recovery Type page, select what you want to recover.

= Select Specific Files Or Folders if you trying to recover a spe-
cific file or folder. When you select this option and click Next,
you will see a screen similar to Figure 8.15, allowing you to
expand the tree to recover the file from.

= Select Volumes if you need to recover the entire volume from
a backup set. When you select this option and click Next, you
will be provided with a list of volumes to select from.

= Select System State if you want to recover system state.

275

Data Access and
Management

PART 111



276  Chapter8 » Backing Up and Recovering Your Server

Figure 8.15: Recovering a specific file
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NOTE You may also notice a choice called Applications.

Depending what applications you have installed on your server,
some may have registered with Windows Server Backup. If they
have, you have the ability to recover those applications as well.

9. After you make your selection for the recovery of files, click Next.

10. The Specify Recovery Options screen will look like Figure 8.16.
This screen gives you a few options on how you want to recover
the file. You can recover to the original location or an alternative
location. You can also control whether you create a copy of the file
to make sure you have both versions, overwrite any existing ver-
sion of the file, or do not recover the file if one already exists. You
can also bring back any security permissions on the file. After you
make your selection, click Next.

11. Review the Confirmation screen, and click Recover.

12. After the recovery process is complete, review the results, and
click Close.
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Figure 8.16: Recovery options
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Perform a System State Restore

When you want to recover system state data, you need to take an extra
bit of precaution and planning when recovering this data. Because of
the nature of the data being recovered, you have the potential to ren-
der your system unbootable. Specifically, when this restore process is
started, it cannot be stopped or interrupted. If it is, this process could
render your server unbootable. In other words, use caution when recov-
ering the system state. Of course, if you are using this process, chances
are you are not too far from having to rebuild your server anyway.

1. StartWindows Server Backup by selecting Start &> Administrative
Tools &> Windows Server Backup.

2. To launch the recovery wizard, in the Actions pane on the right,
select Recover.

3. Select where you have stored the backup, and click Next. If the
backup is stored locally on an internal hard drive, verify that This
Server is selected, click Next, and proceed to step 7. If the backup
is stored elsewhere, select A Backup Stored On Another Location,
and click Next.
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10.

1.

Depending on the location of the backup, click Local Drives or
Remote Shared Folder, and click Next. If you specified Remote
Shared Folder, you will need to type in the UNC name for the
backup in the form of \\servername\sharename.

On the backup location screen, verify your backup set, and
click Next.

Select the server data you want to recover, and click Next.

On the Select Backup Date screen, select the date and possible
time for the backup set you want to recover from, and click Next.

On the Select Recovery Type screen, select System State to recover
the system state information, and click Next.

Select the area you would like to recover your system state data to,
either the original location or an alternate location. If you are try-
ing to recover, make your selection, and click Next.

On the Summary screen, review your selections, and then click
Recover.

After the recovery process is complete, review the results, and
click Close.

Recover System State Data Containing Active Directory Data

If your system state backup contains Active Directory information, you
will not be able to recover the data via the recovery wizard unless you
specify an alternate location to recover to. If you try to recover the data
in the Windows Server Backup tool, you will see an error message simi-
lar to the one shown in Figure 8.17.

Figure 8.17: System state with Active Directory data error
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To perform a system state recovery of your Windows Server 2008
R2 server containing Active Directory information, you need to boot
the operating system into Directory Services Restore Mode (DSRM).
Specifically, you will be performing an authoritative restore.

Before you can boot into DSRM, you need to configure your boot

process:

1. Click Start, type msconfig, and click the Msconfig program under
Programs.

2. Click the Boot tab.

3. Inthe Boot Options section, select the Safe Boot check box, and
select the Active Directory Repair option. Click OK. Your screen
should look like Figure 8.18.

Figure 8.18: Bootinginto DSRM
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4. Restart the server.

5. Log on to the server with the local administrator ID and the
DSRM password you created while installing the server.

6. Start Windows Server Backup by selecting Start &> Administrative
Tools &> Windows Server Backup.

7. To launch the recovery wizard, in the Actions pane on the right,

select Recover.
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8.

10.

1.
12.

13.

14.

Select where you have stored the backup, and click Next. If the
backup is stored locally on an internal hard drive, verify that
This Server is selected, click Next, and proceed to step 12. If the
backup is stored elsewhere, select A Backup Stored On Another
Location, and click Next.

Depending on the location of the backup, click Local Drives or
Remote Shared Folder, and click Next. If you specified Remote
Shared Folder, you will need to type in the UNC name for the
backup in the form of \\servername\sharename.

On the Specify Backup Location screen, verify your backup set,
and click Next.

Select the server’s data you want to recover, and click Next.

On the Select Backup Date screen, select the date and possible
time for the backup set you want to recover from, and click Next.

On the Select Recovery Type screen, select System State to recover
the system state information, and click Next.

Select Original Location, and select Perform An Authoritative
Restore Of Active Directory files, as shown in Figure 8.19.

Figure 8.19: Authoritative restore
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15. You will receive a warning noting that all replicated content on
the server will be resynchronized and that this can cause potential
latency on your server and network. Acknowledge the message by
clicking OK.

16. On the Summary screen, review your selections, and then click
Recover.

17. You will receive another warning message stating that system
state recovery cannot be paused or canceled once it has started.
Click Yes to proceed with the recovery, or click No to complete the
recovery at a later time.

18. After the recovery process is complete, review the results, and
click Close.

19. Before you restart the server, you need to turn off DSRM.

20. Click Start, type msconfig, and click the Msconfig program under
Programs.

21. Click the Boot tab.

22. Inthe Boot Options section, deselect the Safe Boot check box.
Click OK.

23. Restart the server, and log on with your normal domain credentials.

24. If you see a command prompt window notifying you the status of
your recovery, review the message, and press the Enter key.

Perform a Bare-Metal Restore

Sometimes you run into problems that a simple file restore or a system
state recovery cannot fix. If you have created a bare-metal recovery
image, then you can recover your full server using the recovery process.
This recovery process is different from recovering just files or the system
state. The bare-metal recovery process is part of the Windows Recovery
Environment, and to get to it, you need a Windows Server 2008 R2
DVD to boot the operating system to, and you need access to the drive
containing the bare-metal backup. Typical USB drives can work really
well in this scenario presuming your BIOS supports USB at boot.
Additionally, this recovery process is destructive, meaning when you
run a bare-metal recovery all the data on your drives will be replaced
with data from the system image. You also have the potential during
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the recovery process to partition and format the drives, in other words,
restoring the server completely to a previous working state.

1.

6.

Make sure your backup media is attached to the server, and insert
and boot to your Windows Server 2008 R2 DVD.

Select your language preferences, and click Next.

In the Install Now window, click the Repair Your Computer
option located in the lower left of the installation window.

To recover from your bare-metal backup, select the Restore
System Using A System Image You Created Earlier radio option,
and click Next. You can also get to the image via the Recovery
Tools option.

The system image will scan your system’s drives for an image for
you to restore from; you will see a screen similar to Figure 8.20.
You can select the image provided to, usually the most current,
or you can select a different image by selecting Select A System
Image. When you have the proper image selected, click Next.

Figure 8.20: Bare-metal image selection
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On the Choose Additional Restore Options screen, you have the
ability to control how your drives and partitions are handled, as
shown in Figure 8.21. You can repartition and format the drives.
You can also exclude drives from the partition, which is particu-
larly useful when you want to keep other drives intact. By clicking
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Advanced, you will see a window similar to Figure 8.22. This
window allows you to control whether you want restart upon
completion. It will also allow you to perform a hard disk scan to
check and possibly repair errors. After youre done, select your
options, and click Next.

7. Review your selections, and click Finish to begin the bare-metal
restoration.

Figure 8.21: Bare-metal recovery options
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Figure 8.22: Advanced options
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8. You will be presented with a warning reminding you that the pro-
cess will replace existing data from the bare-metal backup image.
If this is what you want to do, click Yes to finalize the restoration
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9.

process. This process could take a long time to complete based on

how much data you need to recover.

When the recovery is complete, you will prompted to restart, or
the system will restart automatically (the default option).

Windows System Recovery Tools

During the bare-metal restore process, you saw an option to load
the Windows system recovery tools.The Windows system recovery
tools provide you with three options to further troubleshoot your
environment:

»

| 2

System Image Recovery will take you to the bare-metal recov-
ery wizard to allow you to fully recover your system.

Windows Memory Diagnostics will perform diagnostic checks
on the memory of your system to see whether faulty memory
is to blame for any system errors. When you select this option,
you will asked to either restart the system immediately to
check for problems or schedule the memory check for the next
time you restart the system. Pressing F1 will allow to control
the types and number of memory tests you can perform.When
the testis running, you will see a screen similar to this one.

windows Mesary Dnagnoastics Toal
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Windows will restart the cosputer sutomatically, Test results will be
displayed again afrer you log on.
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Command Prompt will load a command prompt to allow you
to perform a variety of command prompt actions.
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Recover via Shadow Copy

Recovering files via a shadow copied shared volume is something you
can teach your users to do. It is very straightforward to work with when
it is enabled and as easy to access as right-clicking the file or folder

you want to perform the recover. To access the shadow copies on your
Windows Server 2008 R2 server, the users must be running an operating
system that supports the Shadow Copy Client. Windows Vista, Windows
7, Windows Server 2003, Windows Server 2008, and Windows Server
2008 R2 all have built-in support for the Shadow Copy Client. For
Windows XP or Windows Server 2000 SP3 or later, you need to down-
load the client located from this location:

http://support.microsoft.com/kb/832217

Using the Shadow Copy Client to recover a file is just a matter of
knowing where the file is located and knowing how you want to recover
the file. Shadow copies are great if a user has accidentally deleted a file
or folder or inadvertently overwritten a file, such as by choosing Save
instead of Save As. You can work with the shadow copy files or folders
just like you would any regular file or folder.

When restoring with shadow copies, you have three options, as listed
in Table 8.3.

Table 8.3: Shadow Copy Options

Option Usage

Open Allows you to open a shadow copy of the file or folder to view any changes.
You can copy and paste between the shadow copy and the original file or
folder. This method is very useful when you want only to recover a file from a
folder instead of the whole folder.

Copy This will make a copy of the shadow copy and store it in a different location.
This is also useful when you want to compare files or folders side by side.

Restore This will restore the file in the original location. Be careful if you restore a
folder with this method because it will restore all the contents of the folder.

You can access the shadow copies either locally if the shadow copy
has been enabled on your local volume or via a network share after you
have opened the folder or share where you want to recover data from.
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1. Right-click the file or folder you want to restore with the shadow
copy. You can also right-click the whitespace of an opened folder.

Select Properties.

w

Click the Previous Versions tab; your screen will look similar to
Figure 8.23.

Figure 8.23: Shadow copy restore
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4. Select the shadow copy you want to use; they are stored by date
and time.

Select Open, Copy, or Restore.
6. When you are finished, click OK.

NOTE If you do not see any shadow copies listed, the most
likely cause is that the file has not changed. Remember, shadow
copies store only the changes for the files, and if there are no cop-
ies listed, the file is the original.

Itis important you also know that shadow copy is not retroactive.
The feature will not protect you until the feature is enabled. In
other words, if a user makes changes to files or deletes a file prior
to enabling shadow copy, the act of enabling shadow copy will not
allow you to retroactively make copies of files and folders.
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Perform Backup and Recovery with
Command Tools

You may choose to back up and recover your systems with command-
line tools. Specifically, in the case of a Windows Server 2008 R2
Server Core installation, two options are available to you; they are the
command-line tool wbadmin.exe (the command-line equivalent of the
Windows Server Backup GUI) and PowerShell cmdlets.

Regardless of which tool you use, the techniques, terminology, and
processes in this chapter still apply. These tools provide the same capa-
bilities as the GUI for Windows Server Backup. Therefore, you do not
need to relearn all the previously mentioned information—the com-
mand-line versions are just an alternative way to access the tools.

In this section, you will see how to back up and recover your systems
with the command-line tools.

Use whadmin.exe

Using the command-line tool wbadmin.exe provides you with a method
to create scripts for backup as well as a method to back up servers

like Server Core installations where there is no GUI present. Table 8.4
describes some of the common switches for the wbadmin.exe backup. For
more information on how to use wbadmin.exe, in a command prompt,
type the following command and hit Enter:

wbadmin /?

Table 8.4: wbadmin.exe Common Switches

Switch Explanation

enable backup Allows you to modify or create a backup schedule
start backup Performs a one-time backup

get disks Lists the current disks available and online

start systemstatebackup  Allows you create a system state backup

start recovery Begins the recovery process from an existing backup
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whbadmin.exe Examples

Here are some examples on how you can use wbadmin.exe to perform
the various tasks of backup and recovery.

Before you back up the systems, you will need to see what drives are
available on the system. When you create a backup, you can use the
drive letter if one exists, or you will need the disk identifier. To see what
drives are available, run the following command:

wbadmin get disks

Your output will look similar to Figure 8.24.

Figure 8.24: Available online disks
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The following command will create a backup of the C and D drives
and would occur daily at 4 a.m. and 10 p.m. The backup would be
stored on the disk {7cabal66-0000-0000-0000-000000000000}.

wbadmin enable backup

-addtarget: {7cabal66-0000-0000-0000-000000000000}
-schedule:04:00,22:00 -include:c:,d:
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If you wanted the backup to occur just once, the command would

look like this:

wbadmin start backup
-backuptarget: {7cabal66-0000-0000-0000-000000000000}
-include:c:,d:

The following command would back up the system state to the disk
{7cabal66-0000-0000-0000-000000000000}:

wbadmin start systemstatebackup
-backuptarget: {7cabal66-0000-0000-0000-000000000000}

To be able to restore items with wbadmin.exe, you need to know two
things: the backup version identifier and what items are stored in the
backup. You use wbadmin get versions to find out what backups you
currently have available. Specifically, you are looking for the version
identifier, which is formatted as a date and timestamp. You would run
the following command to see the items backed up on June 30, 2009, at
2:05 p.m.

wbadmin get items -version:06/30/2009-14:05

The results would look similar to Figure 8.25.

Figure 8.25: wbadmin.exe getitems
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The following command would restore the C volume from the backup
taken on June 30, 2009, at 2:05 p.m.:

wbadmin start recovery —version:06/30/2009-14:05
-itemType:Volume -items:c:

Use PowerShell

Using the backup and recover cmdlets for Windows Server 2008 R2
follow the same syntax and language from Chapter 3. These cmdlets
provide another tool to perform your server recovery. If you choose to
install the command-line tools for Windows Server Backup, you will
have access to the PowerShell backup and restore cmdlets as well. Before
you can run these tools, you have to verify the PowerShell snap-in for
backing up has been loaded.

To verify the tools have been loaded, run the following command
from a PowerShell window. Then verify you see Windows . ServerBackup
as the loaded snap-in.

Get-PSSnapin

If you do not see Windows Server Backup in your loaded snap-ins,
you will need to run this command:

Add-PSSnapin windows.serverbackup

Working with the PowerShell is quite a bit more complex than work-
ing with wbadmin.exe to perform backup tasks. You need to create a
PowerShell script to accomplish your tasks. Although PowerShell can be
more complex, it does offer some nice flexibility to performing backups.
All the capabilities of PowerShell are determined by what backup policy
you set. The backup policy for PowerShell is stored in an object called
WBPoTlicy. The WBPoTlicy object contains all the settings for the backup,
including the schedule, backup types, backup targets, and so on.

Working with PowerShell and backup, you need to understand how
to set the values for the WBPolicy object. Table 8.5 describes some of the
common PowerShell commands used for backup and recovery and how
to set the parameters for WBPolicy. For a full listing of the PowerShell
cmdlets for backing up the system, run the following cmdlet:

Get-Command *wb* -CommandType cmdlet
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Table 8.5: PowerShell Backup Cmdlets

cmdlets Explanation

Get-WBPolicy Displays the current settings for the WBPo11 cy object on the
server

Set-WBPolicy Allows you to set the parameters for the WBPo1icy

Add-WBVolume Adds a volume to the WBPo11 cy object to be backed up

Add-WBSystemState  Adds the system state to the WBPo11 cy object to be backed up

Set-WBSchedule Sets the time for your daily backup schedule
Start-WBBackup Starts a one-time backup
Get-WBJob Shows the current status of a running backup job

PowerShell Examples

As you can see in Table 8.5, only a few of the commands are available
to work with PowerShell in Group Policy. This section gives a couple of
examples to allow you to get used to using PowerShell.

The following two lines will back up your system with your current
backup policy settings. You can create a PowerShell script to run these
commands, or you can run each line separately by hitting Enter after
each line:

$policy = Get-WBPolicy
Start-WBBackup -Policy $policy

This first line sets the $policy variable to the current settings in
WBPolicy. The second line starts the backup process with settings cur-
rently in the WPObject object’s $policy variable.

The following script will back up the C, D, and system state on your
system to your Z drive. Notice you will be using a variety of the Add
cmdlets to modify the value of the variable $policy, as well as variables
for target and paths:

$policy = New-WBPolicy

$volume = Get-WBVolume -VolumePath c:
Add-WBVolume -Policy $policy -volume $volume
$volumel = Get-WBVolume -VolumePath d:
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Add-WBVolume -Policy $policy -volume $volumel
Add-WBSystemState -Policy $policy

$target = New-WBBackupTarget -VolumePath Z:
Add-WBBackuptarget -Policy $policy -target $target
Start-WBBackup -Policy $policy
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n this chapter, you will learn some of the fundamentals of working

with the hard drives on your system. You will get to see the basics of
hard drive management and learn how to create, format, and delete your
partitions. You will look at the tools needed to make sure your disks are
running properly and are properly formatted.

You will also take a brief look at leveraging software RAID levels to
provide your Windows Server 2008 R2 server with some software-level
redundancy, and you will learn what levels are supported by Windows
Server 2008 R2.

This chapter will also introduce you to the built-in tools used to
manage large hard drive arrays and volumes. You will learn that some
built-in tools allow you to control how much space your users can use
on your server, preventing them from taking over the hard drive space on
your servers.

Understand the Basics

As you begin to work with managing the disks and storage for your
Windows Server 2008 R2 server, you need to have a firm handle on the
basics of the terminology used. We’ll define some key terms and then go
into how to work with storage, how to work with partitions, and how
to use DiskPart.

Learn Disk Management and Storage Terminology

Before you start creating and working with the drives on your server,
it is important to have a solid understanding of the basic terminology
associated with using the disk storage on your server. Table 9.1 defines
some of the basic terms.

Table 9.1: Basic Disk Management Terminology

Term Definition

Basic disk These are the default disk types in a Windows environment and have
been around since MS-DOS.

Dynamic disk Dynamic disks are used to create volumes that will span multiple hard
drives. These drives can also be used for simple volumes.
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Table 9.1: Basic Disk Management Terminology (continued)

Term Definition

Foreign disk You will see a Foreign Disk option when you take a dynamic disk from
one server and place it in another server.

Partitions These define how you break up your physical drives. Partitions can be
primary partitions, extended partitions, or logical drives.

Simple This is the most basic type of volume and can be created and used only

volume on one physical disk.

Spanned Spanned volumes combine two or more physical disks and allow you to
volume create a volume larger than a single physical disk on your system. The
disks in a spanned volume need to be dynamic disks.

Striped Striped volumes combine two or more physical disks. The data stored
volume on these volumes is striped, which means when data is written to the
drives, it is written alternatively in equal amounts across both physical

drives. Striped volumes are faster than spanned or mirrored volumes;
however, they do not provide any redundancy. The disks in a striped
volume need to be dynamic disks. This is also known as RAID 0.

Mirrored Mirrored volumes combine two disks that are duplicates of each other.

volume This provides you with an identical copy of data stored on two differ-
ent disks and therefore some protection against data loss. This is also
known as RAID 1.

RAID RAID stands for Redundant Array of Independent (or Inexpensive)
Disks. RAID drives are broken into different levels, and with the
exception of RAID 0, all levels of RAID offer data protection and
redundancy from a failed drive or volume.

Master boot The MBR is part of the hard drive system used by the BIOS. The MBR is

record (MBR) used to store all the initial boot-processing information for performing

GUID partition
table (GPT)

the initial boot sequence of the operating system. The MBR has been
around for a long time and is primarily used for smaller hard drives and is
not recommended if your drive is larger than 2TB.

The GPT, like the MBR, is another system used by the BIOS to load

the initial boot sequence of the hard drive. The GPT is a newer form of
the MBR but utilizes the extensible firmware interface for working
with the drives. GPT drives can have more than four partitions and are
designed to work with large and small drives, particularly drives larger
than 2TB. However, GPT drives are not recognized by all previous ver-
sions of Windows.
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Work with Your Storage

You’ll now learn how to work with your disks and create partitions.
Although these may not be day-to-day activities, this will create the
foundation for storing data on your server. To begin working with your
storage on your Windows Server 2008 R2 server, you’ll need to open
the Disk Management utility for your server. This utility will work
with your locally connected hard drives; however, USB- and FireWire-
connected drives are not supported by the Disk Management utility.

1. Open Server Manager by selecting Start &> Administrative Tools >
Server Manager.

2. In the Server Manager tree, click Storage.

3. In Storage, click Disk Management, and you will see a screen similar
to Figure 9.1.

Figure 9.1: Disk Management utility
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Convert a Basic Disk to a Dynamic Disk

In the Disk Management tool, you will see your volumes and disks
listed on your server. When you first put your physical disks on the sys-
tem, they will most likely be basic disks. You can choose to leave them
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as basic or convert them to dynamic. You will want to convert these
disks to dynamic disks when you need to create spanned and striped
volumes. It is recommended that you convert these disks prior to creat-
ing partitions or placing any data on the volumes.

To convert a disk to dynamic, follow these steps:

1. Open Server Manager by selecting Start &> Administrative Tools £
Server Manager.

In the Server Manager tree, click Storage.
In Storage, click Disk Management.
Right-click the disk you want to convert.

Select Convert To Dynamic Disk.

o o A w N

Select the disk or disks in the bottom window of the middle pane
you want to convert, and click OK.

Import a Foreign Disk

When you move a dynamic disk from one server to another server, the
drive will be labeled as Foreign. You can see an example of a foreign
disk in Figure 9.2.

Figure 9.2: Foreign disk
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Before you can use the drive, you need to import it:

1.

Open Server Manager by selecting Start ©© Administrative Tools =
Server Manager.

In the Server Manager tree, click Storage.

3. In Storage, click Disk Management.

Right-click the disk in the bottom window of the middle pane you
want to import.

Select Import Foreign Disks.

On the Import Disk screen, select the disks you want to import,
and click OK.

In the Foreign Disk Volumes dialog box, you will see what vol-
umes currently exist on the drive, as shown in Figure 9.3. Review
the volumes, and click OK.

Figure 9.3: Foreign volumes
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WARNING You may see a warning about some of your vol-
umes losing data, as shown here.This typically will occur when
you import disks and volumes that may have been part of a RAID
volume. If you are ready to import and have reviewed the mes-
sage about your volumes and lose data, click Yes.
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Create Simple Volumes

Before you can use your disks for storage, you will generally need to create
volumes on the drives for use within your server. Creating simple volumes

is fairly straightforward:

1.

b

® N o o

10.

Open Server Manager by selecting Start &> Administrative Tools e
Server Manager.

In the Server Manager tree, click Storage.
In Storage, click Disk Management.

Right-click the unallocated space in the bottom window of the
middle pane you want to create the volume on.

Click New Simple Volume.
On the Welcome screen, review the message, and click Next.
Select the size you want to make the volume, and click Next.

Select how you want to mount the volume. You can choose to

mount to a drive letter, mount to a folder on an existing drive,
or not assign any mount point. After you make your selection,
click Next.

Next, you can select how to format the drive. After you make your
selection, click Next. You will see a screen similar to Figure 9.4.

Review the summary screen, and click Finish.

Figure 9.4: Format partition options
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Create Spanned and Striped Volumes

Creating spanned and striped volumes is similar to creating simple vol-
umes. These types of drives require your disks to be dynamic disks, and
they require two or more drives to create. The ability to create these
types of volumes is determined by the number of drives and amount

of unallocated space you have available on your Windows Server 2008
R2 server. When you right-click the unallocated space and you see the
options grayed out, as shown in Figure 9.5, this will tell you do n#ot have
the needed disks or unallocated space to create the volumes.

Figure 9.5: Grayed-outoptions

Creating a spanned volume is similar to creating a simple volume:

1. Open Server Manager by selecting Start &> Administrative Tools
Server Manager.

2. Inthe Server Manager tree, click Storage.
3. In Storage, click Disk Management.

4. Right-click the unallocated space in the bottom window of the
middle pane you want to create the volume on.

5. Click New Spanned Volume.
6. On the Welcome screen, review the message, and click Next.

7. On the Select Disks screen, as shown in Figure 9.6, select the disks
you want to use for the volume, and click Add to place them in the
Selected section.
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Figure 9.6: Selecting disks
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Select the size you want to make the volume, and click Nexct.

9. Select how you want mount the volume. You can choose to mount
to a drive letter, mount to a folder on an existing drive, or not assign
any mount point. After you make your selection, click Next.

10. Next, you can select how to format the drive. After you make your
selection, click Next.

11. Review the summary screen, and click Finish.

12. You will see a warning dialog box, as shown in Figure 9.7, if the
drives need to be converted to dynamic drives for spanned vol-
umes. After you review the warning, click Yes.

Figure 9.7: Dynamic disk conversion warning
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Creating a striped volume is similar to creating spanned volumes. It
is important for you to understand that striping helps improve the per-
formance of your hard drive. However, it does have one risk. If you lose
one hard drive from the striped volume, you will lose all the data across
the entire volume. Take a look at the “Work with RAID Volumes” section
in this chapter to learn more about RAID and how it functions.

1.

Open Server Manager by selecting Start &> Administrative Tools >
Server Manager.

In the Server Manager tree, click Storage.

3. In Storage, click Disk Management.

10.

1.
12.

Right-click the unallocated space in the bottom window of the
middle pane you want to create the volume on.

Click New Striped Volume.
On the Welcome screen, review the message, and click Next.

On the Select Disks screen, select the disks you want to use for the
striped volume, and click Add to place them in the selected option.

Select the size you want to make the volume, and click Next.

Select how you want mount the volume. You can choose to mount
to a drive letter, mount a folder on an existing drive, or not assign
any mount point. After you make your selection, click Next.

Next, you can select how to format the drive. After you make your
selection, click Next.

Review the summary screen, and click Finish.

You will see a warning dialog box, as shown in Figure 9.7, if the
drives need to be converted to dynamic drives for striped volumes.
After you review the warning, click Yes.

NOTE When you create a striped volume, it will make the parti-
tions on all disks the same size. (You can see an example of a
striped volume later in the chapter in Figure 9.8.)
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Figure 9.8: Striped volume
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Work with Partitions

=
After you create your partitions, you can perform a variety of tasks on E =
the drives, including reformatting, deleting, and extending. All of these § g
tasks are done in the Disk Management utility. In addition, you can per- < %
form almost all of these tasks by merely right-clicking the volumes. g é

PARTIII

Format a Partition

You need to format a partition to prepare the drive for use. When you
format the volume, you will lose all your existing data, so make sure you
have a backup of the volume if you want to save any of the data on it.

1. Open Server Manager by selecting Start => Administrative Tools >
Server Manager.

2. Inthe Server Manager tree, click Storage.
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o ok w

In Storage, click Disk Management.
Right-click the volume you want to format.
Select Format.

Next, you can select how to format the drive. After you make your
selection, click Next.

Review the warning about erasing the data on the volume, and
click OK.

Delete a Partition

If you need to repurpose the drive or get rid of an existing partition, you
can delete your partitions. Remember, when you delete a volume, you
will lose all your existing data, so make sure you have a backup of the
volume if you want to save any of the data from it.

1.

o o M W N

Open Server Manager by selecting Start &> Administrative Tools >
Server Manager.

In the Server Manager tree, click Storage.
In Storage, click Disk Management.
Right-click the volume you want to delete.
Select Delete.

Review the warning about erasing the data on the volume, and
click Yes.

Extend a Partition

You may find you have an existing volume that is not large enough to
meet your current needs for data storage on your server. In that case, you
can extend the volume with disks that have unallocated space on them.
When you extend an existing volume, you create a new spanned volume.

1.

2.

Open Server Manager by selecting Start &> Administrative Tools >
Server Manager.

In the Server Manager tree, click Storage.



10.

Understand the Basics

In Storage, click Disk Management.

Right-click the volume in the bottom window of the middle pane
you want to extend.

Select Extend Volume.
On the Welcome screen, click Next.

On the Select Disks screen, select the disks you want to use to
extend the volume, and click Add to place them in the selected
option.

Select the size you want to make the volume. You can select a size
for each disk individually. Click Next.

Review the summary screen, and click Finish.

You may see a warning dialog box about the drives needing to
be converted to dynamic drives. After you review the warning,
click Yes.

Shrink an Existing Volume

If you have an existing volume you want to shrink, you can reduce the
size through the Disk Management utility. After you shrink the volume,
any space you removed from the volume will become unallocated space.

1.

Open Server Manager by selecting Start &> Administrative Tools >
Server Manager.

In the Server Manager tree, click Storage.
In Storage, click Disk Management.

Right-click the volume in the bottom window of the middle pane
you want to shrink

5. Select Shrink Volume.

You can select the size you want to shrink the volume by; you will
see a screen similar to Figure 9.9. This allows you to choose the
amount you want to reduce from the volume. You cannot shrink
the volume to smaller than the existing data on the volume. After
you make your selection, click Shrink.

305

Data Access and
Management

PART 111



306 Chapter9 » Managing Disks and Disk Storage

Figure 9.9: Shrinking a volume
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Use DiskPart

You may want to use the command prompt to work with your drive
partitions, and in the case of Server Core installation, you will need
to use the command prompt to work with your partitions. Windows
Server 2008 R2 provides a command-line utility called DiskPart that
you can use to work with disks and partitions. To access DiskPart,
follow these steps:

1. To open a command prompt, select Start > All Programs =
Accessories to Command Prompt.

2. Atthe command prompt, type diskpart, and hit Enter. You will
see a screen similar to Figure 9.10, with the DiskPart utility loaded
and waiting for you to enter commands.

Figure 9.10: DiskPart
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After you load DiskPart, you need to use commands to perform
tasks such as creating volumes, formatting partitions, extending vol-
umes, and so on. You can also take the commands, combine them in a
script, and then use DiskPart to process the commands in the file. For
example, typing diskpart /s c:\diskscript.txt will run DiskPart
with the commands listed in diskscript.txt.

Table 9.2 describes some of the common commands used in DiskPart.

Table 9.2: DiskPart Switches

Switch Description

select This allows you to select the disk, partition, or volume. Using the seTect
command allows you to access the information about the select object with
the detail or list command. Before you can use the detail or Tist com-
mands, you need to use the seTect command to set the object you want to
work with.

detail This displays detailed information about the object you have currently
selected.

Tist This displays existing information about your server’s storage; you can list
the disk, volume, or partitions.

create This allows you to create volumes, partitions, or volumes.

format This allows you to format the partitions. This command's true power comes
from using it in a script.

extend This allows you to use the command prompt to extend an existing volume.

NOTE When you are working with disks and using the select
command to target disks on your system, it is important to note
how the drives are numbered. Drives are numbered beginning
with 0.That means the first drive in your system is drive 0. So, if
you wanted to use the select command to select the first disk,
the command would look as follows:

select disk 0
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DiskPart Script Examples

Here are some examples of basic scripts you can run with DiskPart to
help you see how you can utilize this powerful command. You can cre-
ate simple script files using Notepad. If you have created the script file,
you can type diskpart /s <path and name of the script file>.

The following script will select and list the partitions of disk 1 and
output detailed information about partition 1:

select disk 1

Tist partition
select partition 1
detail partition

The following script will convert disk 2 to dynamic, format the disk
with NTFS, create a new volume that’s 1GB, assign a drive letter of G,
and add a label of “New DiskPart Drive™:

select disk 2

convert dynamic

create volume simple size=1000 disk=2

assign letter g

select volume g

format FS=NTFS label="New DiskPart Drive" quick

The following script will convert disk 2 and disk 3 to dynamic, create
a mirrored volume of 2GB, assign a drive letter of M, format the new
mirrored volume with NTFS, and add a label of “New Mirrored Drive”:

select disk 2

convert dynamic

select disk 3

convert dynamic

create volume mirror size=2000 disk=2,3

assign letter m

select volume m

format FS=NTFS label="New Mirrored Drive" quick



Work with RAID Volumes

As you can see, DiskPart is extremely powerful, and it provides a
great tool for scripting your disk management tasks.

Work with RAID Volumes

A Redundant Array of Independent Disks (RAID) is a special type of
volume providing you with redundancy on your drives or volumes.
RAID is designed to provide you with protection from failures of the
drives on your sever. RAID does not replace the need to perform regu-
lar backups of your systems; it offers an additional level of protection to
your system and is designed to work in conjunction with regular back-
ups. In most cases, RAID will tolerate a loss of one hard drive, mean-
ing you will not lose any data; however, the performance of the RAID
volume is reduced until you replace the failed drive. RAID is designed
to not only help protect your data but also to help improve the perfor-
mance of the overall drive system. RAID can be implemented either via
hardware or software. You will now see how Windows Server 2008 R2
implements RAID at the software level.

Understand RAID Levels

Essentially, RAID volumes (commonly called arrays) create duplicates
of the data and spread the data over the drives in the volume. In the
case of a RAID mirror, the data is completely duplicated in a one-to-
one fashion across two drives. However, in other versions of RAID, a
concept called a parity bit is introduced. One of the keys to understand-
ing how RAID works is knowing how the parity bit works. The parity
bit is the copy of the data; however, the parity is spread evenly across
the drives.

When you begin to work with RAID, it is important to know what the
implications are for the chosen level of RAID for your server. Windows
Server 2008 R2 supports only RAID 0, RAID 1, and RAID § at the
software level. Several of the more common RAID levels are listed in

Table 9.3.
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Table 9.3: RAID Levels

RAID Level

Description

RAID 0

RAID 1

RAID 5

RAID 6

RAID 10

RAID 0 is commonly known as striping. This is the only level of RAID that
does not provide you any protection from a failed volume. That means

if you lose one drive, you will lose all of the data across your volumes.
Striping is designed to provide improved drive performance.

RAID 1 is commonly known as mirroring. RAID 1 uses only two drives,
and as you write to one drive, a duplicate copy is written to the second
drive at the same time. If you lose one drive in the mirror, the second
drive contains the backup, and you will not lose any data unless you lose
the second drive. This is also the slowest version of RAID.

RAID 5, commonly known as striping with parity, is a combination of
performance and redundancy. RAID 5 requires three (or more) drives or
volumes and provides protection if one of the drives fails. RAID 5 spreads
the data and the parity (copy of the data) evenly across all three drives.
If a RAID 5 volume loses a drive, the overall performance of the drive will
be reduced until you replace the drive. Additionally, RAID 5 may cause

a performance impact for your memory and I/0. This will occur with all
writes, since the parity bit must be calculated and then written.

RAID 6 is commonly known as striping with dual parity. It is nearly identi-
cal to RAID 5, but it creates an additional copy of the parity information.
This provides you with the additional ability to lose up to two drives
without losing your data.

RAID 10, sometimes referred to as RAID 1+0, is a combination of striping
and mirroring. RAID 10 is essentially a striped mirror, which offers a nice
hardware-level version of RAID with performance and mirroring.

Say, for example, you create a RAID 5 volume with three hard drives
of 100GB each. Your total available hard drive space for the volume
would be 200GB. The reduced space is because of the parity bit, which
is the copy of the data. When your data is written to this volume, it will
be spread evenly across the drives, and during the write, a parity bit will
be written to help maintain the copy of the data in case a drive is lost.

Figure 9.11 shows an example of a RAID 5 volume. Additionally, if
you look at Figure 9.12, you will see the drive and how it appears in My
Computer. It is important to note the drive is only about 100GB even
though three 50GB drives were used to create the volume.



Figure 9.11: RAID 5volume
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Implement RAID

The number of drives or volumes you have available to you will deter-
mine what level of RAID you can implement. In this section, you will
see how to create a RAID 5 volume with three drives in the Windows
Server 2008 R2 software. If you want to use a hardware solution to
create RAID 5, please consult the manufacturer of your system.

Create a RAID 1 or Mirrored Volume

Creating a mirrored volume is similar to creating spanned and striped
volumes. Additionally, like with striped volumes, the partitions on the
mirrored disks will be the same size. Figure 9.13 shows an example of
a mirrored volume.

1. Open Server Manager by selecting Start &> Administrative Tools =
Server Manager.

2. Inthe Server Manager tree, click Storage.

3. In Storage, click Disk Management.

Figure 9.13: Mirrored volume
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4. Right-click the unallocated space in the bottom window of the
middle pane you want to create the volume on.

Click New Mirrored Volume.
6. On the Welcome screen, review the message, and click Next.

7. On the Select Disks screen, select the disks you want to use for
the mirrored volume, and click Add to place them in the selected
option.

8. Select the size you want to make the volume, and click Next.

9. Select how you want mount the volume. You can choose to
mount to a drive letter, to mount a folder on an existing drive,
or to not assign any mount point. After you make your selection,
click Next.

10. Next, you can select how to format the drive. After you make your
selection, click Next.

11. Review the summary screen, and click Finish.

12. You will see a warning dialog box if the drives need to be con-
verted to dynamic drives for mirrored volumes. After you review
the warning, click Yes.

Repair a Mirrored Volume

If you lose a hard drive in a mirror, the mirror has failed redundancy.
You will need to replace the failed drive, remove the existing mirror,
and then re-create the mirror.

1. Open Server Manager by selecting Start &> Administrative Tools &
Server Manager.

2. Inthe Server Manager tree, click Storage.
In Storage, click Disk Management.

4. Right-click the half of the mirror in the bottom window of the
middle pane that is still working.

5. Select Remove Mirror; you will a screen similar to Figure 9.14.
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10.

Figure 9.14: Removing a mirror
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Select the drive that has failed on your server to remove the mirror
from. When you remove the mirror for the drive, this will remove
the mirror. Then you are ready to re-create the mirror.

To re-create the mirror, right-click and select Add Mirror.

In the Add Mirror dialog box, select the new volume you want to
create the mirror on.

You will see a warning dialog box if the drives need to be converted
to dynamic drives for mirrored volumes. After you review the warn-
ing, click Yes.

You will see the drive status of synching, and when the drive has
completed the sync, you will see a status of Healthy.

Break a Mirror

You may choose to stop using an existing mirror. Maybe you want to
choose a different RAID level or need to repurpose one of your disks
for additional storage. You can at any time break your mirror. You do
not need to worry about seven years’ bad luck. Also, unlike when a real
mirror breaks, you will not lose any data. In fact, you will have two
copies of the data on two separate volumes.

1.

Open Server Manager by selecting Start & Administrative Tools =
Server Manager.

2. Inthe Server Manager tree, click Storage.
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In Storage, click Disk Management.

Right-click one of the volumes in the bottom window of the mid-
dle pane in the mirror.

Select Break Mirrored Volume.

Review the warning about removing the fault tolerance from the
drive. Remember, you will not lose data, just the redundancy of
the mirror. Click Yes to break the mirror.

Create a RAID 5 or Striped Volume with Parity

After you have determined which volumes you are going to use for your
RAID 5 volume, you will use Disk Management to create the RAID §
volume:

1.

Open Server Manager by selecting Start ©> Administrative Tools =
Server Manager.

In the Server Manager tree, click Storage.

3. In Storage, click Disk Management.

10.

1.
12.

Right-click the unallocated space in the bottom window of the
middle pane you want to create the volume on.

Click New RAID-5 Volume.
On the Welcome screen, review the message, and click Next.

On the Select Disks screen, select the disks you want to use for
the RAID 5 volume, and click Add to place them in the selected
option. Remember, you need at least three drives.

Select the amount of space to allocate on each disk selected, and
click Next.

Select how you want mount the volume. You can choose to mount
to a drive letter, to mount a folder on an existing drive, or to not
assign any mount point. After you make your selection, click Next.

Next, you can select how to format the drive. After you make your
selection, click Next.

Review the summary screen, and click Finish.

You will see a warning dialog box if the drives need to be converted
to dynamic drives for striped volumes. After you review the warn-
ing, click Yes.
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Repair a RAID 5 Volume

If you lose a hard drive in a RAID 5 volume, you will need to repair
the volume. When you are working with Disk Management and see a
screen similar to Figure 9.15, with the words failed redundancy, one of
your hard drives may have failed. To fix the RAID 5 volume, you need
to replace the failed drive and then use Disk Management to repair the
volume and reestablish redundancy.

1. Open Server Manager by selecting Start &> Administrative Tools &
Server Manager.

2. Inthe Server Manager tree, click Storage.

3. In Storage, click Disk Management.

4. Right-click one of the volumes, in the bottom window of the
middle pane, in the existing RAID 5 set.

5. Click Repair Volume.

6. You will see a screen similar to Figure 9.16, asking you which vol-
ume you want to use to repair the RAID 5 volume. Select the new
hard drive, and click OK.

Figure 9.15: RAID 5failure
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Figure 9.16: Repairing RAID 5
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You will see a warning dialog box if the drives need to be con-
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verted to dynamic drives for striped volumes. After you review the

warning, click Yes.

Your drives will begin the process of resynching. This process could

take several minutes. During the resync process, you will see a
screen similar to Figure 9.17.

Figure 9.17: Resynching RAID 5
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Manage Disk Storage

One of the keys to working with your drive storage is being able to
manage how your storage is being used and how the data is being stored
on the drives. With Windows Server 2008 R2, you have the ability to
create storage quotas for your drives. The quotas allow you to limit how
much space your users can use. In Chapter 5, you saw a little bit about
the File Resource Manager. In this section, you will learn how to enable
and manage storage quotas that are natively part of the Windows Server
2008 R2 disks.

Manage Disk Storage Quotas

Managing storage quotas is simply a matter of enabling quota manage-
ment on the volumes you want to have managed. Then, after enabling the
management of the volumes, you can set a quota for everyone using the
volume, or you can set individual entries for users or groups through
the quota management utility. Normally, you will want to enable quotas on
the drive before you enable access to your users. Before you can work with
disk quotas, you need to enable them on the drives. You can enable them
by accessing the properties for the drive or volume you want to man-
age. You can access the properties for the drive either through Windows
Explorer or through Disk Management. For the steps you see here, you’ll
use Disk Management:

1. Open Server Manager by selecting Start &> Administrative Tools >
Server Manager.

2. Inthe Server Manager tree, click Storage.
3. In Storage, click Disk Management.

4. Right-click the volume you want to enable quotas on, and click
Properties. You will see a screen similar to Figure 9.18.

5. Click the Quota tab.
6. Click Enable Quota Management to turn on quotas.

Click OK to close the properties window; you will see a screen
similar to Figure 9.19, which tells you the drive will be scanned to
verify and update current storage statistics.
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Figure 9.18: Volume properties
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If you want to turn off quotas, simply reverse the process you used to
turn on the quota system.

After you enable quotas, you can choose the amount of space all
the users are limited to on your server. You can also choose when they
receive a warning—when they are about to have the quotas be enforced
or just when they near their quota limit. You can also enable individual
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quota entries for your users or groups. This provides you with a tool to
allow exceptions for certain users or groups. You can create exceptions
that are less than your set default or exceptions exceeding your default.
By default, the Administrators group does not have quotas applied to it.

1. After you have enabled quotas on the volumes, you then need to
set defaults for all your users. You set the defaults by modifying
the select default disk space and warning levels for your users.
Figure 9.20 shows a quota limit of 100MB with a warning given
to the user at 90KB of usage space. You will always set the warn-
ing to be less than the limit. By default this quota applies to all of
your users.

Figure 9.20: Disk quota limit
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2. If you want to enable individual entries on the Quota tab, click the
Quota Entries button.

3. Click the New Quota Entry button, which looks like a blank piece
of paper.

4. Type in your users or groups, or click the Advanced button to
search. This process is similar to working with users and groups.
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When you’re done adding users, click OK; you will see a screen
similar to Figure 9.21.

Figure 9.21: Quota entry
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5. Modify the limits for the user or group, and when you are fin-
ished, click OK.

6. When you are done adding entries, close the window to return to
the quota management screen.

7. Click OK to close the volume’s properties when you are finished.

After you have enabled quota management and added your quota
entries, you now have a choice to make. By default the quotas are soft,
or unenforced, quotas, which means your users can exceed the limits
you have set. If you want to keep the soft quota, you should also enable
logging by selecting the logging options on the Quota tab, as shown in
Figure 9.22. This will allow you to track events in Event Viewer when
your users get warnings or exceed the limits.

Figure 9.22: Quota logging
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However, if you want to enforce your quotas, select the Deny Disk
Space To Users Exceeding Quota Limit box on the Quota tab. This will
ensure your users will not exceed the amount of space you have granted
them. Also, when you enforce the quota, your users will then see the
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visual notifications for warnings and when they exceed the limit. In
Figure 9.23, you can see an example of a user who has exceeded the limit.

Figure 9.23: Enforced quota
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Maintaining Your Web Server

IN THIS CHAPTER, YOU WILL LEARN TO:

INSTALL INTERNET INFORMATION
SERVICES (Pages 326-338)

= Understand Internet Information Services Role
Services (Page 326)

= [nstall IIS on Windows Server 2008 R2 Full Server
Installation (Page 332)

= [nstall IIS on Windows Server 2008 R2 Core
Server (Page 333)

= Install IIS on Windows Server 2008 R2 Web
Edition (Page 336)
MANAGE INTERNET INFORMATION
SERVICES (Pages 338-352)
= Work with the IIS Management Console (Page 339)
= Remotely Manage IIS Servers (Page 345)
= Manage IIS with PowerShell (Page 349)
WORK WITH WEBSITES (Pages 353-361)
= Understand the Basics of IIS Websites (Page 353)
= Work with Applications (Page 356)
= Integrate PHP Applications in IS (Page 358)
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n this chapter, you will learn how to work with Internet Information

Services (IIS). The IIS server role provides your environment with the
ability to have web services for both internal- and external-facing web-
sites. IIS also provides several other key components that you will see in
this chapter. IIS in Windows Server 2008 R2 is a new version, labeled
IS 7.5.

In addition, IIS has several key improvements to assist administrators;
it now includes PowerShell modules and supports the ability to install IIS
on Windows Server 2008 R2 Server Core. You will learn some of the
key features for application support for IIS, including support for PHP
applications. You will also take a look at installing IIS on a server and
will take a brief tour of where your web files are and the tools to man-
age your websites.

Install Internet Information Services

In this section, you will learn how to install Internet Information
Services. You will see how to install IIS on a full Windows Server
2008 R2 installation and on a Windows Server 2008 R2 Server Core
installation. You will also see how Windows Server 2008 R2 Web edi-
tion can be installed for the purpose of supporting an IIS server. Being
able to install IIS on Windows Server 2008 R2 Server Core provides

a new workload capability to Server Core. The ability to install IIS

on Windows Server 2008 R2 Server Core is available because of the
NET application framework provided by Server Core. You will also
get a brief overview of the various components IIS can provide to your
environment.

Understand Internet Information Services Role
Services

When you are installing IIS on your server, you will see a screen

of role services you can choose to install, as shown in Figure 10.1.
Understanding which components you will need to install will help you
support your web server requirements in addition to any needed web
applications. Prior to installing IIS, you need to talk with your web
developers to make sure you are providing the proper level of support
for their applications.
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Figure 10.1: 1ISrole services
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The role services are broken into three main categories:

= Web Server: This category contains all the components for your
websites from basic HTML websites to complex web applications.
This is the main role of an IIS server and has several components
and capabilities to provide you with the web infrastructure your
environment will need.

= Management Tools: This category provides you with the tools
necessary to manage and administer your web servers. You will
also be able to select management tools for previous versions of
I1S, mainly IIS 6.0.

= FTP Server: This category allows you to install and set up a
basic FTP server for your infrastructure.

The Web Server role service is broken into five major sections. The
first component is Common HTTP Features, which provides the web
server with basic functionality. Primarily basic and static HTML pages
are provided by these features, as described in Table 10.1.
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Table 10.1: Common HTTP Features

HTTP Feature

Description

Static Content

Default Document

Directory Browsing

HTTP Errors

HTTP Redirection

WebDAV Publishing

This provides the support needed for HTML pages and graphics
and provides the basic level of functionality for your IIS server.
This feature is installed by default.

This provides the web server with the ability to offer users of
your website a default document when they reference your site
without a specific file request. Essentially, the default document
is the home page for your web server. This feature is installed by
default.

This allows your users, if they have the proper permissions, to
browse the directory for the contents on your web server. This
feature is installed by default.

This provides the customizable error messages that users of your
website will see. For example, when you see an error message
like “Error 403: Access Denied/Forbidden,” this is the service that
provides the error message. This feature is installed by default.

This provides you with the ability to redirect users of your web-
sites to a different location. This is great to use when you want
to send users to a different URL than what they typed in. This is
useful when you want or need to rename or change your domain
for your website.

Web Distributed Authoring and Versioning (WebDAV) provides the
needed capability to allow files to be published via HTTP to your
web server. This is commonly used by web applications. Qutlook
Web Access is an example of an application requiring WebDAV.

The second category is Application Development. This unlocks the
true power of a web server by providing the web server with the neces-
sary infrastructure to support web applications and in general extend
the functionality of IIS. This component allows you to support the
many different programming languages your developers can use to
write web applications. It is vital that you understand how these com-
ponents are installed and configured. However, you may be wondering
which of the components, listed in Table 10.2, you need to install. This
is an important question, and generally speaking, this is for your web
developers to help you make the proper decision to support the applica-
tions they are programming. It is good to take some time and chat with
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the developers so you can install the proper components. By default,
none of the Application Development components are installed.

Table 10.2: Application Development Components

Component

Description

ASPNET

NET Extensibility

ASP

Cal

ISAPI Extensions

ISAPI Filters

Server Side
Includes (SSI)

ASP.NET is an object-oriented programming environment. Installing
this component will allow your web server to support sites built using
managed code via the ASP.NET framework. If you install this compo-
nent, you will also need to install ISAPI Filters, ISAPI Extensions, and
NET Extensibility to properly support this environment.

This allows your developers to change, add, and extend your web
servers. This component provides the necessary framework to sup-
port ASP.NET.

Active Server Pages (ASP) is a scripting environment commonly used
to build websites. ASP provides support for VBScript and JScript.
This is primarily used for older application support, and your develop-
ers may be using ASP.NET for any new projects. Installing ASP will
require that you install ISAPI Extensions.

Common Gateway Interface (CGl) is another scripting-based lan-
guage commonly used to create websites. Depending on the applica-
tions you need to support, you may need to install the support for
CGI. PHP applications typically will require CGl to be installed on the
IS server. This component provides a key framework for interoper-
ability for non-Microsoft-based applications.

Internet Server Application Programming Interface (ISAPI) provides
support for dynamic content that is written using ISAPI.

The ISAPI filters help determine how requests are processed by your
web applications. The filters are files allowing you to change the
functionality of IIS to support your web applications.

SSlis another scripting-based language allowing you to dynamically

include common web clients on other web pages in your environment.

For example, if you wanted to have a common menu appear on all the
web pages on your site, your programmers could use SSI to provide
the menu.

Health and Diagnostics provides the basic functionality to monitor
and tune your IIS server. Table 10.3 describes the features.
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Table 10.3: Health and Diagnostics

Component Description

HTTP Logging As the name implies, with this you can track website activity on your
IS server. The type of events logged are typically when an HTTP
transaction occurs (such as a web page request). This feature is
installed by default.

Logging Tools This allows you to manage your logs, as well as provide the function-
ality to automate common logging procedures.

Request Monitor  This provides the ability for you to monitor the health of your web
applications. This allows you to see when you have a process running
slowly or not responding. This allows you to identify the process to
help identify any issue. This feature is installed by default.

Tracing This is another tool allowing you to monitor your web applications,
typically used for hard-to-find problems in your website, such as
when your website times out or performs slowly because of poor
performance.

Custom Logging  This provides you with the ability to customize and create your own
logging format. You can create or use your own logging components
by installing this component.

0DBC Logging This provides logging for the Open Database Connectivity (ODBC)
activity generated by your web server when it is connecting to an
ODBC-compliant database. Most modern-day databases are 0DBC
compliant, which provides a framework for you to log web activity to
those databases.

The next section, “Security,” is vital in not only protecting your IIS
servers but also protecting your applications and data. The “Security”
section provides you with the ability to determine your level of secure
authentication support in IIS. By protecting the authentication mecha-
nisms, you can control how users will access your web server environ-
ment. You will also need to speak to your web developers to determine
which authentication mechanisms are supported by the applications
they are currently writing. You will need to find the right blend of
secure authentication, performance, and application compatibility. ITS
has the capability to have multiple authentications supported on the
server. In Table 10.4, you can find a list of the different authentication
mechanisms and descriptions.
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Table 10.4: Security Components

Component

Description

Basic
Authentication

Windows
Authentication

Digest
Authentication

Client Certificate
Mapping
Authentication

IS Client
Certificate Mapping
Authentication

URL Authorization

Request Filtering

|P-and Domain
Restrictions

This method is the weakest of the authentication methods; this
method stores passwords in an easily decrypted format during
transmission. If you need to use basic authentication, make sure
you also use SSL. Basic authentication is used generally when you
need to offer compatibility to a variety of web browsers.

This is a secure authentication mechanism, allowing you to lever-
age your existing Windows Active Directory domain environment
for authenticating your users. You should use this solution for
internal websites only, not for users who access your website from
behind proxy servers or firewalls.

This provides a more secure authentication methodology over
basic authentication. This method will also leverage your Windows
Active Directory domain environment, by sending a secure
password hash to the domain controllers. This method should be
considered if you need your users to have access to your website if
they are behind proxy servers or firewalls.

This allows you to use client certificates to authenticate your
Active Directory users, in a one-to-one mapping across multiple
web servers.

This is a faster performance model than client certificate mapping
but also uses client certificates to identify your users. This method
can use either one-to-one or many-to-one mappings and is typically
used in heterogeneous directory environments.

This provides you with a security mechanism to prevent access to
wehbsites in your web servers. URL authorization gives you a tool
to explicitly allow or deny access to a directory on your web server
either by username or by role. You can use rules based on users,
groups, or the header verbs of your HTTP pages.

This method provides a layer of security at the web server to

help prevent many common hacking attacks to your server. This
helps filter attacks that may make odd requests or that may use
long URLSs to target your server. This method screens all inbound
requests of your server. This provides you with a mechanism to help
mitigate attacks on your server. This feature is installed by default.

This allows you to allow or deny access to your web content,
based on the IP address or domain name of the requestor. This
provides an additional layer of security to your groups, your roles,
or even your NTFS permissions.
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The last section is Performance. There are two choices in this section:
Static Content Compression and Dynamic Content Compression. Static
Content Compression is installed by default and provides your server
with the ability to improve bandwidth utilization. As the name implies,
this is useful only for static content on your web server, and it has the
additional benefit of not affecting the CPU performance on your server.

Dynamic Content Compression also allows you to improve the band-
width utilization of dynamic content for your web server. However, this
method will also potentially have a negative impact on your server’s
CPU performance. If your Windows Server 2008 R2 server is already
heavily taxed for usage with your CPU, you should not install this
component.

Install 1S on Windows Server 2008 R2
Full Server Installation

After you have determined which components you want to install

for your version of IIS, you now have to install the IIS role with the
required components. Like all the roles on Windows Server 2008 R2,
you begin the process in Server Manager:

1. To open Server Manager, select Start &> Administrative Tools >
Server Manager.

In Server Manager, click Roles.
Click Add Roles.

Review the welcome screen, and click Next.

g 0w N

On the Select Server Roles screen, select Web Server (I1S), as
shown in Figure 10.2, and click Next.

6. On the Server Role services screen, review the notes, and click Next.

7. Select the necessary role services to support your web application
platform, and click Next.

8. Review the confirmation screen and your selections, and when
you are ready, click Install.

9. Review the summary screen, correct any error messages, and

click Close.
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Figure 10.2: Installing IIS
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NOTE If you accept just the default selections, you will have a
basic web server.The web server will have basic static content and
functionality. More than likely, you will want to add some develop-
ment components to provide your developers with a platform to
build applications to support your company’s business internally
and externally.

Install 1IS on Windows Server 2008 R2 Core Server

The inclusion of the .NET Framework on Windows Server 2008 R2
Server Core provides you with another platform to install web server
roles. Like many other roles, you will use the Deployment Image
Servicing and Management (dism) command-line tool on the server to
install the IIS role. Because of the complexity and the numerous addi-
tional roles required, you will want to add the components separately
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as you build your IIS server, even though you can run this all in one
command.

1. After you log on to Server Core, type the following command to
install the NET Framework:

DISM /Online /Enable-Feature
/Featurename:NetFx2-ServerCore

2. After the NET Framework is installed successfully, you then can
proceed to install the IIS role on Server Core. To begin the pro-
cess, type the following command. Please note the name of the
role, in this case WebServerRole, is case sensitive. This command
will install IIS with all the default components on Server Core:

DISM /online /enable-feature
/featurename:IIS-WebServerRole
/featurename:IIS-WebServer

3. To verify the installation and the necessary components, you can
run the get-features switch for the dism command, as in dism /
online /get-features. You will see a screen similar to Figure 10.3.

After you run the command, you will see all the IIS features (enabled
or disabled) listed in the feature list. These are all the role services for IIS,
and they all begin with IIS.

Before you install any additional features on your IIS server, it’s
important to install the prerequisite features. For example, if you want
to install ASP.NET on Windows Server 2008 R2 Server Core, you need
to install the following features: ISAPI Filters, ISAPI Extensions, and
NET Extensibility. When you are installing these components on a
Windows Server 2008 R2 full server edition, the GUI wizard will handle
the prerequisite installation for you. Figure 10.4 shows an example of
what you will see on a Windows Server 2008 R2 full edition server.

This is not the case for Server Core; you will need to install the
required features prior to installing the main feature. For example,
if you ran the command to enable ASP.NET, prior to installing
the required features, you would see an error message similar to
Figure 10.5.
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Figure 10.3: 11S Server Core role services
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Figure 10.5: ASP.NET error
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The error message will inform you of the required features you need to
install. In the example of installing ASP.NET on Server Core, you would
need to run the following command prior to installing the ASP.NET feature:

dism /online /enable-feature
/featurename:IIS-ApplicationDevelopment
/featurename:IIS-ISAPIFiTlter
/featurename:IIS-ISAPIExtensions
/featurename:IIS-NetFxExtensibility

After the command runs successfully, you can then enable the
ASP.NET feature by running the following command:

dism /online /enable-feature /featurename:IIS-ASPNET

Install 1IS on Windows Server 2008 R2 Web Edition

If you purchased Windows Server 2008 R2 Web edition, you probably
purchased this server edition with the sole purpose of it being a web
server for your organization. To install the Web edition server, you
simply need to select the Web edition on the operating system selection
screen, as shown in Figure 10.6.

The Web edition can be installed on either a full edition or Server
Core. After you install the Web edition server, then all you need to do is
install the IIS role. What makes the Windows Server 2008 R2 Web edi-
tion unique is that the server contains only two server roles, DNS and
Web Server (IIS). When you go to add the roles on the Web edition, you
will see a screen similar to Figure 10.7.
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Figure 10.6: Web edition
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Even though you can install only two roles on the Web edition, IIS
will install like IIS on a Windows Server 2008 R2 full edition server.

1. To open Server Manager, select Start &> Administrative Tools >
Server Manager.

In Server Manager, click Roles.
Click Add Roles.
Review the welcome screen, and click Next.

On the Select Server Roles screen, select Web Server (I1S),

o o~ W N

On the Server Role services screen, review the notes, and
click Next.

7. Select the necessary role services to support your web application
platform, and click Next.

8. Review the confirmation screen and your selections, and when
you are ready, click Install.

9. Review the summary screen, correct any error messages, and

click Close.

Manage Internet Information Services

After you have installed IIS, you will have access to the default tool

to manage the web server. This tool is the ITS Management Console.
However, you may need to install additional components depending on
the management needs for your Windows Server 2008 R2 web server
or web server farm. The IIS Management Console will also provide you
with the ability to manage IIS 7.0 from Windows Server 2008.

IIS also provides the ability for you to manage and support your pre-
vious IIS 6 installations. If you need to have these capabilities, simply
select them during the IIS server installation. This section will focus on
managing IIS 7.5, which is built into Windows Server 2008 R2.
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Work with the 1IS Management Console

You can access the IIS Management Console in one of two ways. You
can access the tool via Server Manager under Roles, or you can access
the console via the administrative tools. Depending on the screen reso-
lution of the workstation you are managing the server on, you may
consider using the selection in the Administrative Tools group. The IIS
Management Console can take up a lot of screen real estate. To load the
IIS Management Console from the Administrative Tools group, simply
select Internet Information Services (IIS) Manager. To access the con-
sole, click Start & Administrative Tools = Internet Information Services
(ITS) Manager. When you load the console, you will see a screen similar
to Figure 10.8.

The start page gives you some basic tasks, allowing you to connect to
other websites and applications. You will also be able to access online
websites and help files. One resource specific for IIS you will want to
make note of is ww.1i1is.net, which is great website with tons of refer-
ences and examples for you to use when maintaining your web server.

Figure 10.8: 11S Management Console
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lIS Configuration Files

In prior versions of IS, configuration was stored in a location
called the metabase.You may have used this very unwieldy file.
Now in IIS, the configuration is XML-based and is centralized on
the server.Three main files make up the IIS manager configura-
tion.The files, by default, are located in your Windows directory
in the System32\Inetsrv\Config folder:

= administration.config:This configuration file contains all the
management settings for your IIS server and your manage-
ment console.

= applicationhost.config:This stores all the settings for the
websites located on your web server.

= redirection.config:This file allows you to have centralized
settings.You can use this file to redirect the IS server’s configu-
ration to a centralized server location.

These files create the main default settings for your web server. A
good reference for you to learn more about the configuration files
isathttp://learn.iis.net/page.aspx/122/getting-started-
with-iis-7-configuration/.

The true power in the IIS Management Console is when you first
click a server in your management console; you will see a screen similar
to Figure 10.9.

As you can see, this screen is broken up into three panes, typical of
most Microsoft Management Consoles, with tree navigation on the left
pane, details of the selected object in the middle pane, and actions in
the far-right pane. As you navigate the tree or components regarding
your website, your details and actions will change.

When you first click your server in the IIS Management Console,
your IIS Management Console will show only the components you have
currently installed for IIS. With a default installation of IIS only, you
will notice your management screen will be broken into three areas:
ASP.NET, IIS, and Management. This allows you to navigate quickly
around the areas on your IIS server you want to manage. You can also
change the view to Category or just list the different areas for you to
manage on your server. To change how the IIS management tasks are
organized, you can click the Group By option on the toolbar in the
console and select your desired view. In Figure 10.10, you can see an
example of an IIS server with ungrouped tasks.



Figure 10.9: 1IS server tasks
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When you click a site, you will see several of the same administrative
tasks you can perform. When you are working with sites, it’s important
you select the proper level you want to administer. When you first select
the server level, all the changes you make will impact the websites on the
server. However, you can override the settings by making changes at the

website level. The website level allows you to have customized settings

of that website.

One of the things you will notice is the tasks all work the same way,

and once you learn how to manage tasks at the server level, it is quite easy

to apply the same knowledge to the website level. Table 10.5 describes
some of the common tasks you can perform when managing IIS.

Table 10.5: Common IS Tasks

Task Name

Description

Authentication

Default
Document

Error Pages

Handler
Mappings

Logging

This allows you to control which authentication mechanisms are
currently enabled. As you may recall, when you install IIS, you

can have multiple authentication methods installed. With the
Authentication task, you can control which sites use which authen-
tication mechanism.

Default Document is an important setting for you to use when users
connect to a website or server but do not specify a specific page.
The default document is what is displayed. You can list many default
documents to be used, and they are processed in order.

When a user encounters an error on your web server or site, you can
customize the error messages that users will see. This provides you

with a tool to assist the user but also to assist your troubleshooting

efforts.

Handler mappings work similarly to file extensions for documents.
For example, when you double-click an . x1sx file, Excel opens. In
the web server handler, mappings work with requests for applica-
tions. For example, if you open a web page, IIS will know to open
the page and, if necessary, open the proper application as in the
case of .php websites, for example.

If you have installed the logging role service, you will be able to
control the default location, how log files are generated, and when
logging will occur.
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Table 10.5: Common |IS Tasks (continued)

Task Name Description

Management If you have installed the remote management service, you will be
Service able to configure the service with this task.

Request Request filtering allows you to work with and filter content based
Filtering on protocol or even IP settings. This essentially allows you to set

what content will be served to users of your websites.

Work with Failed Request Tracing Rules

One of the tasks you can use to help troubleshoot errors on your web
server is failed request tracing. To be able to take advantage of failed
request tracing, you need to install the Tracing role service of IIS.

1. To open Server Manager, click Start &> Administrative Tools =
Server Manager.

In Server Manager, click + next to Roles.
Right-click Web Server (IIS), and select Add Role Services.
Select Tracing, and click Next.

Review the summary screen, and click Install.

o o A w N

Review the installation summary, and click Close.

Once you have successfully installed the Tracing role service, you will
be able to trace requests to your websites that have failed. This allows
you to set certain rules and conditions that, when met, allow you to see
what happened and why the error occurred. You can then, ideally, track
down the source of the error.

You can create failed request tracing rules at the server level or the
site level. However, by default failed request tracing is not enabled at the site
level. To enable failed request tracing, you need to modify the site settings:

1. To open the IIS Management Console, click Start >
Administrative Tools = Internet Information Services (IIS)
Manager.

2. Inthe navigation tree, click Sites.

3. Click the site on which you want to enable failed request tracing.
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4. In the Actions pane on the right, click Failed Request Tracing; you

will see a screen similar to Figure 10.11.

Figure 10.11: Enabling site failed requesttracing
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5. Click Enable, and set your directory for the log and how many

trace files you want to maintain.

6. Click OK;you will then be able to create tracing rules.

Creating tracing rules at the web server or site level follows the same
procedures; the only difference is the scope of the rule. Creating failed
request tracing rules follows a similar procedure to creating an email rule:

1.

To open the IIS Management Console, click Start &> Administrative
Tools > Internet Information Services (IIS) Manager.

In the navigation tree, click the server or sites you want to manage.
Double-click Failed Request Tracing Rules in the center pane.

In the Failed Request Tracing Rules screen, click Add in the right
Actions pane.

Select the content you want to look for, and click Next.

On the Conditions screen, set the conditions you are looking to
trace; you can trace status codes, timeouts, and even the sever-
ity level. Before you can continue, you must select either Status
Code or Time Taken. Even though these are check boxes that do
not seem to be dependent on each other, one of the first two must
be selected even if you just want the event severity. When you are
done selecting your conditions, click Next.

In the Trace Providers step, you can select which providers you
want to trace and to what level of detail you want to see in your
log. The more verbose your logs, the bigger the files, but the better
chance for you to trace the error. When you are done, click Finish.
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Remotely Manage IIS Servers

While you’re using the IIS console to manage your local web server, you
can also manage other IIS servers by using the IIS Management Console
to connect to them. However, before you can remotely manage IIS on
other servers, you have to configure remote management of the services.
Specifically, you need to add the IIS management service and configure
and start the service to be able to remotely manage your web servers.

First you need to install the remote management component of IIS
either via Server Manager or via the command prompt. To add the com-
ponent in Server Manager, follow these steps:

1. Open Server Manager by selecting Start &> Administrative Tools &
Server Manager.

2. Right-click the Web Server (IIS) role; you will see a menu similar
to Figure 10.12. Select Add Role Services.

Figure 10.12: Adding role services
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3. Select the Management Service box to add the remote manage-
ment service; you may also want to select the IIS Management
Scripts And Tools box to provide management capabilities via the
command prompt. You can see an example of these services being
installed in Figure 10.13.

Figure 10.13: IS remote management and scripting services
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4. Review the confirmation screen and your selections, and when
you are ready, click Install.
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5.

Review the summary screen, correct any error messages, and click

Close.

To add the IIS management service via the command prompt, as in
the case of a Windows Server 2008 R2 Server Core installation, type in
the following command:

dism /online /enable-feature
/featurename:IIS-ManagementService

After you have installed the service, you then need to configure the
registry to enable the remote management service:

1.
2.

Click Start = Run.
In the Run dialog box, type regedit.exe, and press Enter.

In the registry, open the following location: HKEY_LOCAL_MACHINE\
Software\Microsoft\WebManagement\Server.

Set the EnableRemoteManagement key to the value of 1; you can see
an example of this service enabled in Figure 10.14.

Close the registry editor.

Figure 10.14: Enabling web managementin the registry
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After you have enabled the service in the registry, you need to con-
figure the service to start and run. You can configure the service in the
Services control panel, or you can use the command prompt to start the
service. To use the Services control panel, follow these steps:

1. Open Services by selecting Start > Administrative Tools >
Services.

2. Select Web Management Service, and click Start. If you want
the service to start automatically, you can right-click the
service and click Properties. You will see a screen similar to
Figure 10.15.

3. Set the service to start automatically, and click OK.

Figure 10.15: Web management service
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If you want to start the service temporarily or start the service from
the command prompt, you can just run the following command. This
will not change the startup properties of the service, and the service is
only temporary until the service is stopped or the server is rebooted.

net start wmsvc

If you want to have the service started automatically, for example,
you are configuring Windows Server 2008 R2 Server Core, you can
type in the following command:

sc config wmsvc start= auto

After you have followed those steps, you can remotely manage IIS
web services from the IIS Management Console on a centralized work-
station or server system. To connect to the remote servers, follow this
procedure:

1. Open the IIS Management Console by selecting Start >
Administrative Tools = Internet Information Services (IIS)
Manager.

2. On the tree root on the left side of the console, right-click Start
Page, and click Connect To Server.

3. Typein the FQDN name or IP address of the server you want to
remotely manage, and click Next.

4. If you are prompted for credentials, type in the necessary adminis-
trative credentials, and click Next.

5. Give your connection a new name if you desire, and then click
Finish.

You then will be able to manage the new web server from your
centralized console. This will make working with your web servers,
particularly your Server Core installations, easier and more efficient.
The new servers will appear in the tree on the left side of the console.
You can see an example of the IIS Management Console connected to
three web servers (the local server, Web edition, and a Server Core) in
Figure 10.16.
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Figure 10.16: 1S managing multiple servers

G.ﬂ (9] b erece e 8 s
L
oy * TN | ﬂ; Care Wl Server Heme [T —
3 bt P - — 2 hesiut
B T ee— it | HiEe - Fremm jwsste s i) s
| S -
R 3 asrmn ey
T — & | e y
4 ¥ g = & - ‘;.- ] I= [ :-..r.-.
o W wT N P HT WTTrad  hhoslos  Corvacion =
. I A, Gl FEm Sl s == [
i re—r— - e P—
“ e & T B & &
Matvery  Paoriad P Sewn Sl TS
Gart
"
P .
i 9 s = h -
Mafarhate Cwwmsie Dok Dy Brefuse  Feds i
Crs e
. = Ly ']
T o B r M = 3
EAMLwdOE BAFI MRy Gaong  MPETows  Molln Outad Begast
e e vy ey
&
ke
e
Hamsarmsrst
1 R @ g
g |
s {15 E T ) (B

Manage IIS with PowerShell

One of the new additions to Windows Server 2008 R2 server is for the
support of PowerShell cmdlets and IIS. Managing IIS with PowerShell
gives you another avenue to manage and maintain your web servers.
Also, with the added PowerShell support to Windows Server 2008 R2
Server Core, PowerShell provides you with an alternative to work with
and configure your IIS servers on Server Core installations.

Before you can use the PowerShell utilities in IIS, you need to install
the IIS Management Scripts and Tools role service for IIS:

1. Open Server Manager by selecting Start &> Administrative Tools =
Server Manager.

In Server Manager, click + next to Roles.

Right-click Web Server (IIS), and select Add Role Services.
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Select IIS Management Scripts And Tools, and click Next.

Review the summary screen, and click Install.

© g M w N

Review the installation summary, and click Close.
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After you have installed the scripts and tools, you have to make sure
your PowerShell cmdlets, specifically your Web Administration module
on your IIS servers, has been loaded.

1.

4.

Load PowerShell by selecting Start ©> Administrative Tools And
Windows PowerShell Modules.

Run the following command:

Get-Module -all | Where {$_.moduletype -eq "Binary"}
|Format-List moduletype, name

Verify Microsoft.IIS.Powershell.Provider is listed in your output
list; you can see an example of this command in Figure 10.17.

Figure 10.17: 11S PowerShell module
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If you do not see the IIS PowerShell provider loaded, run the fol-
lowing command to load the IIS PowerShell module:

import-module WebAdministration

After you have loaded or verified the IIS PowerShell module is
loaded, you can then work with IIS Web Administration module.

After you have loaded the module, you can manage several aspects of
the IIS environment from in PowerShell; if you want to see all the com-
mands, you can type the following command in PowerShell:

get-command —-pssnapin WebAdministration
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You will see a list of all the PowerShell commands, as shown in

Figure 10.18.

Figure 10.18: 11S PowerShell cmdlets
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Table 10.6 describes some of the common cmdlets in IIS.

Table 10.6: IIS cmdlets

cmdlets

Description

get-website

backup-webconfiguration

restore-webconfiguration

stop-website

new-website

This shows the basic configuration of the website,
including the directory location for the web files,
port bindings, and locations.

This backs up your existing weh configuration
information.

This allows you to restore the backup in case of an
IS failure.

This stops the website, . You can start, remave, or even
stop websites from the PowerShell command prompt.

This allows you to create a new website with any
settings you want to use.
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If you wanted to create a new website called business portal on port
8080 with the website stored on the c:\bp drive, you would run the fol-
lowing PowerShell command:

new-website "business portal" -port 8080
-physicalpath "c:\bp"

You will notice there is one function listed, which is the IIS: func-
tion. This function allows you to navigate directly into the IIS configu-
ration. When you type in the following command, you will be able to
navigate the IIS configuration using common commands:

cd IIS:\

You can then navigate three different areas of IIS configuration:
application pools, sites, and SSL Bindings. You can view or modify any
of those areas by using directory navigation commands, such as cd and
dir to view the information. For example, if you wanted to view some
basic information about all the websites currently on the IIS server, you
can perform the following steps:

1. Open PowerShell, and verify the IIS administration module has
been loaded.

2. Enter cd iis:\, and hit Enter.

3. At the command prompt, type the following to navigate to the site
information: cd sites. Then hit Enter.

4. Your command prompt should read PS I1S:\sites>. Type in
dir, and you will see basic information about your websites.
Figure 10.19 shows an example.

Figure 10.19: Sitesin IIS PowerShell
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Work with Websites

After you have learned to work with the many tools in IIS to manage the
environment, you will need to learn how a website is stored and how to
work with the applications your website may need to support. In this sec-
tion, you will see a basic understanding on how IIS can provide support
for your websites.

Understand the Basics of IS Websites

Before you can work with applications, you need to understand the
basics of how websites are used in IIS. Even though your websites may
have a combination of simple static web pages and complex applica-
tions, all websites have one thing in common. The files supporting the
website are stored on the server. Being able to quickly navigate and
work with these files provides you with a quick path to fix, replace, or
even troubleshoot your applications.

Typically, before you start to work directly with your websites by
looking into the directories, you will normally have a testing process in
place. The testing process is essential so that when you modify the web-
site currently in production, you do not crash the website or cause your
users or even customers any issues.

By default your websites files are stored on your system drive under
the inetpub\wwwroot directory. When your website programmers want
to change the files, they can quickly navigate directly to the directory
and work with the files on your websites. You can also view the website
contents directly in the IIS Management Console. This is especially use-
ful if the website is on a Windows Server 2008 R2 Server Core installa-
tion. To view the content in the IIS Management Console, you need to
be in the content view.

1. Open IIS Management Console by selecting Start =
Administrative Tools = Internet Information Services (IIS)
Manager.

2. Inthe navigation tree, click the server where the website you want
to manage is located.

3. Inthe middle pane toward the bottom of the IIS Management
Console window, click Content view.
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4. Double-click the site you want to manage, and you will see a
screen similar to Figure 10.20.

Figure 10.20: Contentviewin IS
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5. From the content view window, you can right-click any whitespace
in the console and select Explore. This will take you directly to the
Windows Explorer view of the directory where you can modify and
work with your files.

One of the nice things about being able to work with your websites
directly like this is that it does not require a lot of administrative burden
when you need to move the application’s files and settings. Even if the
application is connected to a server, at the end of the day you are just
moving files and not changing the configuration of the applications. You
still want to test and verify your applications prior to moving the files.

Moving the location of your websites from one physical location
to another involves two steps. First you configure the website’s physi-
cal directory, and second you copy/cut and paste the files into the new
directory. Moving the physical path for your websites is the same proce-
dure regardless of the application you are moving. You could be moving
a .NET application or a PHP application. Keep in mind you are just
changing the location of the files, not the configuration. Changing the
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physical directory is just a matter of modifying a setting inside the IIS
Management Console:

1. Open IIS Management Console by selecting Start ©> Administrative
Tools > Internet Information Services (IIS) Manager.

2. Inthe navigation tree, click the server where the website you want
to manage is located.

3. Double-click Sites in the middle details pane, and click the site you
want to change.

4. In the right Actions pane, click Advanced Settings; you will see a
screen similar to Figure 10.21.

Figure 10.21: Website advanced settings
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5. Click the physical path parameter, and either type in the new path ot
location or click the ellipsis button to browse to the new location. g
6. After you have configured your new directory, click Finish. =

After you have changed the configuration in IIS, go to the original
file location for the website, and copy and paste the contents to the
new location.
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Work with Applications

Most of your websites will contain some type of dynamic content,
most likely generated from an application on your web server. One of
the areas you need to understand is how IIS works with applications.
Specifically, you need to understand the nature of application pools and
how they provide your server stability.

Application pools allow you to separate running applications on your
web server. Therefore, if one application crashes on your server, it will
not impact any other applications currently running on your web server.
Working with application pools allows you to configure how applica-
tions are run on your server. However, working with application pools
means you need to understand how the applications need to run on
your server. Often times, you will need to speak to a website developer
to make sure you provide the proper support for the application.

When you create an application pool, you will need to know a couple
of aspects about the application you are going to support. First, you
need to know whether the application is running using managed code;
this typically means the application requires the .NET Framework to
run properly. Second, you will want to know how the application pipe
will be managed so you know if you should choose either Integrated or
Classic. Classic is provided for backward compatibility for application
support and simply means IIS will not use the IIS integrated pipeline
for managed code. Again, take the time for a quick conversation to help
provide adequate support to your web developers.

Recycle Applications

One last task you may need to perform from time to time is recycling
your application pool. This will help free up resources on your web
server in case an application encounters an error. Recycling your appli-
cation pools periodically will allow you to maintain your applications
and keep them running smoothly. You can set recycling to occur on
regular intervals, or you can recycle an application pool immediately.
When you recycle an application pool, you essentially clear up system
resources and system state information. This could negatively impact
users of your website, so you need to try to recycle the applications in
off-hours. When you recycle an application pool on your server, all
existing session state data will be lost on your server. If the application
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you are recycling depends on the session state data, any users with
active connections may encounter problems when you recycle the appli-
cation pool. This is why you should try to make sure you recycle the
applications during downtime, if possible, to minimize the impact on
your users.

1.

Open IIS Management Console by selecting Start =
Administrative Tools = Internet Information Services (IIS)
Manager.

. In the navigation tree, click the + sign next to your server to

expand the container.
Click Application Pools.
Click the application pool you want to recycle.

If you want to recycle the application pool immediately, click
Recycle in the Actions pane on the right. The recycle request will
process immediately. If you want to set regular recycle intervals,
click Recycling in the Actions pane on the right.

If you clicked Recycling, you will see a screen similar to
Figure 10.22.

Figure 10.22: Recycling application pools
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7. The recycling conditions will allow you to set a variety of condi-
tions when you recycle. You can set the time, number of requests,
specific time, or even the memory usage of an application. When
you are done selecting your conditions, click Next.

8. You can also create event log entries when a recycling process
has occurred on your server. The choices you will see here will
be based on the selections you made on the recycling conditions.
When you are done selecting your logging options, click Finish.

Integrate PHP Applications in IS

One of the tasks you may be asked to perform as a web administrator is
to provide support of PHP applications on your IIS web server. At first
you might be inclined to think that PHP applications are not supported
on a Microsoft platform like IIS. Fortunately, IIS provides full support
for working with PHP applications on the IIS platform. All you need to
do from an IT perspective is to know how the components in IIS provide
support for these applications and how you can maintain them. One of
the great things about this support is that to IIS, whether the application
is PHP or not, it is treated like any other applications. It will have appli-
cation pools, and you will be able to support multiple versions of PHP
on the same server.

Before you can begin working with your PHP applications in IIS,
you need to make sure you have installed the proper IIS component to
provide the PHP applications with the back-end support they will need.
In the case of IIS, you will need to install the CGI component located
under the Application Development section of IIS. This component
installs the underlying framework called FastCGI that provides the nec-
essary support for PHP applications to run properly on IIS.

Install CGl on IS

You can install CGI during the normal install of IIS or after you have
already installed IIS. To install CGI if you already have installed IIS,
you will need to install the additional role service.

1. Open Server Manager by selecting Start &> Administrative Tools >
Server Manager.
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Click the + next to Roles to expand the tree.
Right-click Web Server (IIS), and select Add Role Services.

Select CGI in the Application Development section, and click Next.

o AW N

Review the confirmation screen and your selections, and when
you are ready, click Install.

6. Review the summary screen, correct any error messages, and click

Close.

After you have installed CGI onto your IIS server, you will then need
to download the version of PHP required for your web server. When
you go to download the PHP package, you will see two versions for
Windows; one titled thread-safe, and another is non-thread-safe. You
want to download the non-thread-safe version of PHP for your IIS
server on Windows Server 2008 R2. The built-in FastCGI component
will handle the necessary thread process checks for process integrity
normally handled by the thread-safe version of PHP. This means better
performance for the PHP applications loaded on your server.

Thread-Safe vs. Non-Thread-Safe in IIS FastCGI

Using thread-safe PHP will typically ensure your applications’
threads run properly, in order, and safely. Typically this is a very
good thing. Even though this may impact performance, making
sure the applications run properly and smoothly is vital.

Non-thread-safe applications are going to try to execute the
threads process as quickly as the threads can be called and exe-
cuted.This sometimes means the threads bump into other threads
or run improperly. The advantage of non-thread-safe applications
is typically performance.

So, this is the age-old question of performance vs. reliability and is
why IIS is so special. The FastCGl component builtin to IIS on
Windows Server 2008 R2 will make sure the threads are executed
safely. In a sense, it takes the place of the thread-safe version of PHP
in regard to thread safety.You can expect the non-thread-safe PHP
package to run faster with reliability on your IIS server.
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You also need to make several changes to your PHP.ini file for the
applications to run properly. You have to locate and uncomment the fol-
lowing sections in your PHP.1ini file:

= Set fastcgi.impersonate=1.
= Setcgi.fix_pathinfo=1.
= Set cgi.force_redirect=0.

= Setopen_basedir to point to a folder or network path where the
content of the website is located. By default, on a IIS server, this is
c:\inetpub\wwwroot.

= Set extension_dir to the location where the PHP extensions reside.
If you have installed PHP with the default settings, you would
most likely set this parameter to extension_dir = "./ext".

Lastly, you need to set the application association for PHP applica-
tions when they are accessed by your web server. In IIS this is called
the handler mappings and is similar to mapping a file extension to a
program such as .doc for Microsoft Word. The PHP applications will
have the .php extension. IIS will need to know how to process the files
when the requests come in. With the newer PHP for Windows packages,
this handler mapping is created; however, if it does not exist, you will
have to configure the IS handler mapping. This will make sure that
when it processes a .php file, it passes the component to the FastCGI
component.

1. Open IIS Management Console by selecting Start
Administrative Tools = Internet Information Services (IIS)
Manager.

2. Click your server or website in the console tree on the left.

3. Double-click Handler Mappings in the center pane of the IIS
console.

4. Look for an option in the Path column with a value of *.php. If
one exists, double-click the mapping, and your settings should be
similar to Figure 10.23.
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Figure 10.23: PHP handler mappingin IS
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5. If you do not see a *.php handler mapping, click Add Module
Mapping on the right action list. Configure the mapping with the
following settings, which assumes you used the default installa-
tion settings for PHP:

= Request Path: *.php
=  Module: FastCGI

= Executable: Location of PHP installation (for example,
c:\program files\php\php-cgi.exe)

= Name: Can be any value you want

For more information on providing support for PHP applications,
take a look at this website:

http://learn.iis.net/page.aspx/246/using-fastcgi-to-host-
php-applications-on-iis-70
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Administering DNS

IN THIS CHAPTER, YOU WILL LEARN TO:

ADD AND REMOVE DNS SERVERS (Pages 364-372)

Add a DNS Server (Page 364)

Configure a New DNS Server (Page 366)

Add Query Forwarding (Page 368)

Configure a Caching-Only DNS Server (Page 369)
Remove a DNS Server (Page 372)

MANAGE A DNS SERVER (Pages 373-392)

Change the Address of a DNS Server (Page 373)

Configure a DNS Server to Listen Only on a Selected
Address (Page 374)

Scavenge Properties for DNS (Page 375)

Manage DNS Integration with Active Directory (Page 377)
Change Zone Replication (Page 381)

Manage Zone Database Files (Page 383)

Configure Single-Label DNS Resolution (Page 390)

TROUBLESHOOT DNS (Pages 392-394)
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ame resolution services are critically important in every network!

They provide name resolution for Active Directory, applications,
and the Internet, and they provide the mechanism for network connec-
tivity. DNS is the service responsible for name resolution in Windows
Server 2008 R2, and a clear understanding of DNS and how to admin-
istrate it effectively will ensure both internal and external connectivity
for the users, computers, and applications in your network.

Add and Remove DNS Servers

Domain Name System (DNS) servers are used to provide name resolution
services to your TCP/IP network. DNS is built on a client-server model
where the server stores a database of records that maps TCP/IP addresses
to the corresponding name type. Clients send queries to the DNS server
in order to resolve names to their corresponding TCP/IP address. If your
clients cannot resolve names to IP addresses, then communication will
be limited at best and nonexistent at worst. If you can ensure that your
clients have access to a DNS server, your ability to facilitate network
connectivity increases.

DNS is very flexible; it can be run on a Windows Server machine in a
stand-alone environment or as part of a domain-joined Active Directory
(AD) network. If Active Directory is running in your network, you will
want to add the DNS Server role to your domain controllers. The really
cool thing about this is that you can maintain the directory services
database and the DNS database simultaneously. One option for DNS is
to install what is called a caching-only DNS server. These servers simply
perform name resolution and maintain a list of the results of the queries
they receive. They do not have authority for any DNS zone. This option
can be very desirable in situations where you have multiple sites connected
by wide area network (WAN) links that have limited bandwidth.

There is no right or wrong way to deploy DNS; the key is that you
understand the name resolution needs of your network and then deploy
the DNS servers to meet your network’s needs.

Add a DNS Server

As you install your first DNS server, begin with a simple configuration
change. Whether you are planning on running DNS with Active Directory
or running it on a stand-alone server, you will want to configure the local
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network adapter card with a static IP address. Please don’t use a dynami-
cally assigned IP address with a DNS server. The headaches are just not
worth it.

The interesting thing about DNS is that it is required for Active
Directory installation. If you were building a new AD forest, you would
actually need to configure DNS first. What if you didn’t know you had
to configure DNS before you ran DCPromo (dcpromo.exe) and installed
AD? Not to worry. The AD installation wizard will actually install and
configure a local DNS server for you. Although this process is certainly
easy and it works just fine, we recommend you take the time up front to
install your own DNS.

So, how exactly do you install DNS? First you will need membership
in the Administrators (or better) group in order to add DNS. Then fol-
low these steps:

Open Server Manager.
Right-click Roles, and choose Add Roles.
Click Next on the Before You Begin page.

Select the DNS Server box, as shown in Figure 11.1.

g w N =

Read the DNS info page. There is a lot of good information here.

Figure 11.1: Installing the DNSrole
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6. Click Next.
7. Click Install.
8. Click Close.

Now that DNS is configured as a role service on the server, you need
to configure the DNS server. You can do this with two different tools:
DNS Manager, which is a GUI tool, or dnscmd, which is a command-line

tool. Although it is technically possible to use a standard text editor to
work with DNS entries, it is 70t recommended.

Configure a New DNS Server

When you install DNS on a server that is not an Active Directory
domain controller, you will need to do three main things:

Create a forward lookup zone to facilitate name resolution to IP
address, and create a reverse lookup zone to facilitate IP address
to name resolution, as shown in Figure 11.2.

Configure each zone for updates and determine how those updates
will occur (secure or nonsecure).

Define what happens when your server gets a query that it cannot

solve. Usually you will want to forward unsolved query requests
to another DNS server.

Figure 11.2: Configured forward and reverse lookup zones
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To configure a new DNS server, follow these steps:

1.
2.

© ® N o

10.
1.
12.

13.

14.

15.

16.

17.

Start DNS Manager.

Right-click the name of the DNS server, and choose Configure A
DNS Server.

Click Next on the Welcome page of the Configure A DNS Server
Wizard.

Select the radio button to create the zones you desire. You will
likely choose to create both forward and reverse lookup zones on
your initial server. Click Next.

Select the Yes radio button to create a forward lookup zone, and
click Next.

Select the type of zone you want to create, and click Next.
Type in the zone name, and click Next.
Choose Create A New File With This File Name.

Choose the type of updates you will allow this zone to accept. (If
you are installing DNS on a DC, the option to allow only secure
dynamic updates will be enabled.) Click Next.

Choose to create a reverse lookup zone, and click Next.
Select the type of zone you want to create, and click Next.

Choose to create a reverse lookup for IPV4. You can come
back and create a reverse lookup zone for IPV6 at a later time.
Click Next.

Enter the network ID, and click Next.

Accept the new filename for the reverse lookup zone, and
click Next.

Choose the type of updates you will allow for the reverse lookup
zone, and click Next.

Choose whether you will forward unresolved queries, add the
address of the server that queries will be forwarded to, and click
Next.

Click Finish.

367

=
=]
=
[
b
E
(=]
=
=
o
o
=
T
g
-
@
=

and Communication




368

Chapter 11 » Administering DNS

Of course, you could do all this configuration from the command
line using the dnscmd tool. To view the options and syntax, open a com-
mand prompt, and type dnscmd /config /help.

Now that you have configured your initial forward and reverse
lookup zones, have specified how updates will occur, and have chosen
forwarders for unresolved DNS queries, your DNS server is ready to
service host name resolution requests from your clients. Of course, you
will need to tell your clients that you have a DNS server for them to use.
You can do this by directly configuring the DNS server entry on each
network adapter card configuration, or you can build an option for
DNS into your Dynamic Host Configuration Protocol (DHCP) server.

Once the clients know to look to the DNS server for name resolution,
your DNS infrastructure is ready to go.

Add Query Forwarding

Once the DNS Server is installed and configured, you will want to con-
sider how to get name resolution for names that your DNS servers are
not authoritative for. If you think about the way DNS servers resolve
names, you’ll realize they use a process of recursive queries to find an
authoritative server that will resolve a name to an IP address. Your DNS
servers simply do not know all the possible host names and IP addresses
in the world’s networks. To resolve host names for domains outside of
the ones your servers are authoritative for, you will need to configure
query forwarding.

Your network will likely have several DNS servers. If you configure
one of those servers to pass queries from inside your network to the
Internet, you have really just designated that server as a forwarder.

You would change your network firewall settings to allow that DNS
traffic from the forwarder through the firewall and out to the Internet.
Queries will be returned from the Internet to the forwarder, and then the
forwarder will pass those responses to the appropriate internal server.
Do not host a local DNS zone on your forwarder! It is exposed to the
Internet, and any zone stored on the forwarder will also be exposed to
the Internet. You really don’t want your internal DNS zone data becom-
ing available online.

Maybe you don’t want to simply forward all your unresolved queries
through a single forwarder. Maybe you want to forward requests for
certain domains through a specific forwarder. This concept of setting
conditions under which queries are forwarded and through which server
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they are forwarded is called conditional forwarding. It offers a little
more flexibility than traditional forwarding, and it can be far more
effective than traditional forwarding if you are in a private network that
hosts multiple domains, each with their own DNS zones. To add forwarders
to your DNS architecture, you will use DNS Manager:

1.

Open DNS Manager.

. Right-click the server name.
. Choose Properties.

2
3
4,
5

Select the Forwarders tab.

. Click Edit. The Edit Forwarders dialog box opens, as shown in

Figure 11.3.

At this point you can add the desired server to your forwarders list.

Figure 11.3: Adding DNS forwarders
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Configure a Caching-Only DNS Server

All DNS servers resolve queries and then cache the results of queries

for a limited time. They also perform other functions such as updating
records and doing zone database maintenance. You might want a server
that simply resolves queries and caches the results. A caching-only
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server is especially useful when DNS resolution is needed but when you
don’t want to create a separate zone for that location.

With a caching-only server, query information is gathered over time
from other DNS servers as the caching-only server resolves client queries.
That information is then stored by the caching-only server for future use.
This process usually results in a decreasing amount of network traffic over
time between the location containing the caching-only server and those
other locations that contain full-version DNS zones. The benefit comes
in the reduced use of the WAN link for DNS resolution while increasing
name resolution performance for the local clients. The caching-only
server does not perform zone transfers like other DNS servers, and so
the WAN is not impacted by this traffic.

1. On the server where you want to configure the DNS caching-only
server, open DNS Manager.

2. Right-click the name of the server, and select Configure A DNS
Server.

3. Choose to configure the root hints only. Do not configure a for-
ward or reverse lookup zone.

4. Click Finish.

This process really could not be much easier. You now have a cach-
ing-only DNS server that will take client requests and perform recursive
DNS name queries. When the server resolves a query, it will store the
answer locally. There are no zones to maintain or update. No zone
transfers are necessary, and the clients get the benefit of a local DNS
server.

Manage Root Hints

We know some of you out there are scratching your heads and thinking,
“What in the world is a root hint?” By definition, a root hint is a piece
of DNS data stored in the DNS database that identifies the authoritative
servers for the root of a given DNS namespace. If you want to resolve

a query for a namespace, you have to find the server responsible for
resolving requests for that space. DNS names are hierarchical in struc-
ture, and each level of the hierarchy is separated by a period (or a dot).
So, for example, if you had a client who was trying to resolve the
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hierarchical name www.microsoft.com, you would begin the process at
the root, which in this case is com. Where is the com server? Wouldn’t it
be nice if you already had a list of commonly used roots (like com, mi1,
gov, edu, net, org, and so on) and their corresponding IP addresses?
These are the root hints.

By default DNS contains a standard list of commonly used root
hints. The root hints contain the name server (NS) records and the host
(A) resource records for the internet root servers. All of this works very
well if you are on the Internet. What if you are on a private network
and want to configure your own root servers? You can configure your
own root zone and add the associated NS and A records to root hints as
follows:

1. Open DNS Manager.
2. Right-click your DNS server, and choose Properties.

3. Select the Root Hints tab, as shown in Figure 11.4.

Figure 11.4: Managing root hints
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At this point you can add, edit, or remove root hints, or you can
choose to copy the root hints from another server.
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Remove a DNS Server

There may come a time when you want to remove a DNS server from
your network. When you remove a DNS server, it is important to
remember that your DNS server is likely part of a larger DNS infra-
structure, and it likely performs key functions and contains records
referencing those functions to the other DNS servers and clients in your
organization. You would not want to simply delete the server from DNS
and remove the DNS Server role from Server Manager without first
making sure that there will not be an interruption of the name resolution
service. Make sure that as you remove a DNS server that its functions are
being taken over by another server and that the records and references to
those services have been updated in your DNS database.

This process consists of four steps:

1. Delete the host (A) record for the server.

2. Modify the NS records for the zone so that the server being
removed is no longer included on the list of authoritative servers.

3. Modify the Start of Authority (SOA) record for the zone to point
to the new server responsible for the zone. (If you are using an
Active Directory integrated zone, this is not necessary.)

4. Use the NSLookup tool to verify zone delegation to be certain that the
resource records used for delegation are functioning with the appro-
priate changes and that they no longer look to the removed server.

a. Openacommand prompt.
b. Type nslookup (rootserveripaddress), and press Enter.
Type nslookup, and press Enter.

d. Type set norecurse (this tells the root server not to perform a
recursive query), and press Enter.

e. Type set g=ns (this sends the query for name server records to
the root server).

f. Type the fully qualified domain name of the domain you are
testing followed by a period. A list of name servers will be
displayed.

g. Verify the NS and A records for the existing name server in
the domain.
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Manage a DNS Server

After you have installed a DNS server, you might perform several dif-
ferent tasks to maintain or enhance the operation of DNS in your
network. For example, you might need to make changes to the IP address
of the server, change the way that DNS works with Active Directory,

or maybe change the default settings of DNS to improve the security of
your environment. Each of these tasks will change the function of DNS
slightly, allowing you some flexibility in how you implement DNS in
your network and, more important, how DNS operates within your
network infrastructure.

Change the Address of a DNS Server

If circumstances arise that demand you to change the IP address of
your DNS server, you will need to make a simple change to the A
record. If the name of the server has not changed, then neither the NS
record nor the SOA record will need to be changed. Make sure that you
make the change in the zone records as well as check the records of the
parent zone. Remember that your DNS server is updating records to
zone database files. Therefore, a change in a single location does not
guarantee updates to parents or other zones. Verify that these changes
are made; otherwise, your zone updates may fail because of inconsis-
tent records.

Open DNS Manager.
Expand the server.
Right-click the forward lookup zone, and choose Properties.

Select the Name Servers tab.

g DN =

Edit the IP address of the chosen name server, as shown in
Figure 11.5.

6. Click OK to accept your changes.
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Figure 11.5: Changing the DNS server IP address
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Configure a DNS Server to Listen Only on a
Selected Address

Let’s say you have a server that has more than one network adapter con-
nected to your network. If the server is running DNS, you may want to
configure the server so that DNS listens for queries on only a single net-
work adapter. This can actually increase the security of your server by
allowing DNS to listen to queries only on the network IP address that
you have configured on the clients.

The process is fairly easy to complete:

1. Open DNS Manager.
Right-click the DNS server, and choose Properties.
Select the Interfaces tab.

On the Interfaces tab, select Only The Following IP Addresses.

g > w BN

Select the boxes of the addresses you want to use, as shown in
Figure 11.6.

6. Click OK.

By restricting the IP address that the DNS server listens to, you can
effectively limit access to the single routed segment that your clients
will be using to query DNS and eliminate potential threats or unwanted
queries from other unrelated subnets.
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Figure 11.6: Configuring listening interfaces
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Scavenge Properties for DNS

The DNS server performs queries and then stores the results of those
queries as part of the zone database files. Over time the size of a DNS
database can really grow. Because of the nature of host name records,
they will change over time. IP addresses are changed, names are changed,
or both. It doesn’t make sense to simply keep resolved queries in the zone
database file indefinitely. Instead, it is desirable that you age records in
the database and then scavenge them out of the database when they are
no longer valid. This is where things get a little tricky. How long should
a record stay in DNS? How old is too old? What is the usable life of a
cached DNS record? Windows Server 2008 R2 uses two values associated
with aging and scavenging called the refresh interval and the no-refresh
interval.

= The refresh interval is the time between the earliest moment when
a record timestamp can be refreshed and the earliest moment
when the record can be scavenged. By default this value is set to
seven days. The question is, “Is seven days the right value?” The
answer is, “Probably!” We know that is not really an answer, but
in most cases seven days will work just fine. If you have a reason
to change the value, you are more than welcome to do so. Please
do not feel like you have to keep the default value if something else
will work better for your network.
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The no-refresh interval is the time between the most recent refresh
of a record timestamp and the moment when the record can be
refreshed again. This value is also set by default to seven days. Like
the refresh interval, the no-refresh interval can be changed to suit
the needs of your organization. In layman’s terms, the no-refresh
interval is really just a definition of how long DNS should wait until
it refreshes a record. You want to make sure that your DNS server is
not constantly refreshing records. Once a record is refreshed, the no-
refresh interval defines how long to wait until the record is refreshed.

You can change both of these values using DNS Manager:

1.
2.

Open DNS Manager.

Right-click the DNS Server, and choose Set Aging/Scavenging for
all zones.

Select Scavenge Stale Resource Records. (This is not enabled by

default.)

Change the no-refresh interval to your desired value.

5. Change the refresh interval to your desired value, as shown in

Figure 11.7, and click OK.

Figure 11.7: Changing DNS aging and
scavenging properties
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Manage DNS Integration with Active Directory

One of the great things you can do with DNS is integrate it with Active
Directory. As you might recall from earlier in the chapter, DNS is

a requirement for installing AD. Active Directory has the ability to
integrate DNS zone database information into the NTDS.DIT Active
Directory database. This can have significant benefits for the security
and replication of DNS data. In a typical Active Directory forest, there
is more than one DC. When the AD database is replicated, the DNS
database is replicated right along with it. This adds a degree of fault tol-
erance to the DNS data. Even if a server fails, you still have other DCs
running DNS that can pick up the workload.

When you install AD using the dcpromo.exe tool, you are prompted
to install DNS on the DC. This is the most common way of building
DN integration within AD. It is also possible to build something called
Active Directory integrated zones that are not actually part of your AD
namespace.

Integrate DNS with AD Domain Services

When you install Active Directory from Server Manager by adding

the Active Directory role service, you will need to run dcpromo.exe to
complete the installation of Active Directory. You will be given the
option to install and configure a DNS server, as shown in Figure 11.8.
If you choose to do this, the resulting server will be integrated with AD
Domain Services. The nice thing about having your DNS integrated
with AD is that when it comes to replication, the DNS zone information
is going to be replicated along with the AD database. If you add DNS

to the several DCs in your network, you get a built-in secure replication
topology for DNS and a built-in fault tolerance strategy.

Build a DNS Application Directory Partition

The Active Directory database consists of partitions. Data from DNS
zones can be stored in the domain partition or a partition called the
application directory partition. If you store DNS zone data in the
domain partition, it will inherit the replication parameters of the parti-
tion, which in short means you don’t really control how the DNS data is
replicated. Whatever the replication rules are for the domain partition
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become the rules for the DNS zone. That is not necessarily a bad thing.
What if you wanted to control the replication parameters independent
of the domain partition? You would build an application directory par-
tition for DNS. By building an application directory partition, you have
differentiated the DNS zone data from the AD domain data. In short,
this gives you the opportunity to control the replication of the applica-
tion directory partition without influencing or affecting the domain
partition.

Figure 11.8: Installing AD with DNS
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To create your own application directory partition for DNS, you will
need two things. First, you will need membership in the Enterprise
Admins security group, and second, you will need to know enough
about dnscmd to enter a one-line command:

dnscmd (yourservername) /CreateDirectoryPartition (FQDN)

Your server name can be specified by name or by IP address. If you
are working from the local DNS server, you could simply use a period to
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indicate the local server. When you use this command, it is important to
know that the FQDN will specify the name of the new application direc-
tory partition. You must use an FQDN, such as dnspartition.xyz.com.

With a DNS application directory partition, you have a great tool for
managing replication and fault tolerance. When you create the parti-
tion, there is only a single DNS server that is part of the partition. If
you want to have additional servers participate as part of the partition,
you need to add them to the partition. The technical term for this pro-
cess is called enlisting a DNS server in an application directory parti-
tion. Much like creating the partition, enlisting servers requires that you
use the dnsemd tool with the following syntax:

dnscmd (servername) /EnlistDirectoryPartition (FQDN)

The parameter requirements are similar to those you used in creat-
ing the application directory partition, where (servername) is the server
name you are enlisting and (FQDN) is the fully qualified domain name
of the application directory partition you created earlier, dnspartition.
Xyz . com.

There is one last concept associated with application directory parti-
tions that you need to be aware of before moving to another topic. It is
essential that once you create your application directory partition and
enlist your DNS servers in the partition that you verify the application
directory partition and its enlisted members. Again, you will use the
command line:

dnscmd /EnumDirectoryPartitions

This command will execute and display all the directory partitions in
which this server is enlisted.

The following command will display the information related to the
specified directory partition. This way, you can verify your application
directory partition and the enlisted members of the partition.

dnscmd (servername) /DirectoryPartitionInfo (FQDN)
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Remove a DNS Server from an Application Directory Partition

As your network evolves and you add, modify, and remove servers,

the situation may arise when you need to remove a server from your
application directory partition. Remember that once a DNS server is
removed from the partition, it will no longer participate in DNS repli-
cation. In other words, make sure you want the server out of the loop
before you remove it from your application directory partition. Just like
you used the dnscmd tool to create application directory partitions and
enlist servers, you will also use dnscmd to remove a DNS server from an
application directory partition. You will need DNS Admins or Domain
Admins permissions to complete this configuration change.

dnscmd (servername) /UnenlistDirectoryPartition (FQDN)

Here again, (servername) is the name of the DNS server you want to
remove, and (FQDN) is the fully qualified domain name of the applica-
tion directory partition.

Finally, although you are free to enlist or unenlist DNS servers from
application directory partitions that you have built, you cannot unenlist
DN servers from the DomainDnsZones or ForestDnsZones application
directory partitions.

Change Security for a Directory Integrated Zone

As you saw in Figure 11.8, it is possible to change the security of a
directory integrated zone in DNS. Each object in Active Directory has
something called a discretionary access control list (DACL), which
defines the users and groups that have access to the object. You can set
the permissions of the DACL to allow specific users or groups access to
update your DNS zone database files.

1. Open DNS Manager.
Find the zone you are interested in maintaining.
Right-click, and choose Properties.

Click the Security tab.

o w0 N

Edit the permissions as needed, as shown in Figure 11.9.

Remember that this procedure works only for Active Directory inte-
grated zones. If you have a standard primary, standard secondary, or
other zone type, this procedure is not available.



Manage a DNS Server

Figure 11.9: Changing DACL permissions fora DNS zone
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Change Zone Replication

Controlling zone replication allows you to be able to decide the parame-
ters for replication for the DNS zone. These parameters are often called
the replication scope. When DNS is integrated with Active Directory, it
is replicated along with the other AD partitions between domain con-
trollers. Active Directory consists of forest and domain structures, and
there are domain controllers at both logical levels of this hierarchy. This
structure lends itself to four replication scope options:

All DNS servers in the Active Directory forest: This scope option
will replicate DNS zone data to all DNS servers in the Active
Directory forest. That’s a broad scope, and depending on the size
and physical layout of your forest, it could have some significant
impact on replication.

All DNS servers in the Active Directory domain: This scope
option will replicate DNS zone data to all DNS servers that are
running on domain controllers in the Active Directory domain.
This seems like a tighter scope than the forest scope, but if you
think about the size limitations on a domain (functionally there
really aren’t any), this could present the same issues as the forest
scope, albeit with the limitations of the domain.

All domain controllers in the Active Directory domain: In this
scope, you would replicate DNS zone data to all domain control-
lers whether they were DNS servers or not.
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= All domain controllers in a specified application directory partition:
This scope allows you to replicate DNS zone data to the domain
controllers that you have enlisted in the application directory
partition.

Each of the scope options can be used effectively depending on
the network environment and DNS implementation in which they
are implemented. If you had taken the time to create an application
directory partition, it would make sense to change the replication
scope to all domain controllers in a specified application directory
partition. To make changes in replication scope, you will use the
DNS Manager:

1. Open DNS Manager.

2. Locate and right-click the zone, and then choose Properties.
3. On the General tab, locate Replication, and click Change.
4

Select your desired replication scope, as shown in Figure 11.10.

Figure 11.10: Configuring replication scope
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Manage Zone Database Files

When you work with DNS, you have many files to manage. Each DNS
server may be responsible for many different DNS zones. Each zone
contains its own files and folders that will require some degree of effort
in order to create, maintain, update, manage, and secure.

As you work with your DNS environment, you will likely break
down your forest into smaller segments that in DNS are referred to as
zones. If the records in your DNS zone database are designed to allow
the resolution of a name to an IP address, you would say the zone is
working forward, and the zone database type you would create is called
a forward lookup zone. If your object is to provide an option for the
finding of names based on a provided IP address, then you would say
your zone is working in reverse, or you would create a reverse lookup
zone. What if you wanted a DNS server that only resolved the names of
other authoritative DNS servers in your environment? You would create
a stub zone to serve your purposes.

Each of the different zone types serves a particular purpose in DNS.
You will likely want more than one server for each zone in order to
maximize availability to your clients and to add some degree of fault
tolerance to your network.

Creating a Forward Lookup Zone

As you learned earlier, when you install DNS as part of Active
Directory, the appropriate forward lookup zones for the domain are
created automatically. If you choose to add zones or if you are not
using DNS as an integrated part of Active Directory, you will use DNS
Manager to create and manage forward lookup zones. Not all forward
lookup zones are created equally; there are actually three different
types, called primary zones, secondary zones, and stub zones.

Primary zones are zones that are created and stored on the local
server. They can be updated and maintained directly on the server and
can also receive replicated updates from other servers.

Secondary zones are zones that are stored on the local server; how-
ever, all of their information comes from updates received from another
designated primary server. Secondary servers are a good way to help
share the workload that might otherwise be forced onto a standard pri-
mary server.
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Stub zones create a copy of only the name server records for a given
zone. This zone type is useful in helping clients find and query the
appropriate internal DNS name server.

To create a new forward lookup zone, follow these steps:

1.

o o w0 N

Open DNS Manager.

Right-click the name of the server.

Choose New Zone.

Click Next in the Welcome To The New Zone Wizard.
Select the type of zone you want to create.

Choose whether you want the zone stored in Active Directory by
selecting the box at the bottom of the Zone Type screen, as shown
in Figure 11.11.

Figure 11.11: Adding a new forward lookup zone
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Depending on what type of zone you choose, the wizard will offer
you the appropriate options from this point forward, including options
for replication, zone name, and the types of updates you will allow.

Changing the Zone Type

One of the nice things about DNS zones is that they are pretty flexible.
If you needed, you could actually change a primary zone to a secondary
or stub zone, or vice versa. Usually you would do something like this if
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you were doing maintenance on a server and wanted to limit the effect
on DNS or the clients that rely on DNS services. Changing the zone
type is a simple procedure:

1. Open DNS Manager.

2. Find the chosen zone, and right-click it.
3. Choose Properties.
4

. Next to Type on the General tab, as shown in Figure 11.12, click
Change.

5. Select the new zone type, and click OK.

Figure 11.12: Changing the DNS zone type
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Managing Resource Records

DN zones contain resource records of various types. These records are
created as you create DNS servers, clients, services, and applications.
Generally speaking, once a resource record has been created, there is not
much you need to do to maintain these records. You may want to change
the DACL security permissions if your resource records are part of
Active Directory, or you may need to modify a record or even delete one.
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You can manage records in the DNS zone using DNS Manager or
dnscmd. You simply need to find the resource record in the designated zone.
If you are interested in changing the DACL for a resource record,

follow these steps:

1. Open DNS Manger.

Locate the zone that contains the resource record.
Right-click the resource record.

Choose Properties.

Select the Security tab.

o o w0 N

Edit the permission to the resource record, and click OK.

If you want to delete the record, simply right-click the record, and
choose Delete. When the message appears asking for confirmation to
delete the record, simply click OK.

Configuring Dynamic Update

When you work with DNS servers, it is ideal to have them update one
another with their information. Windows Server 2008 R2 allows the
use of dynamic updates between configured DNS servers. This really
eliminates the need for you to spend your valuable time administer-
ing zone databases. Clients who use DHCP can easily get access to
an updated DNS server without having to call your help desk. You
can configure each of your zones for dynamic updates. If you are
using Active Directory integrated zones, you can also specify that the
updates are done in a secure fashion and are based on the information
in the DACL.

1. Open DNS Manager.

2. Locate the zone where you want to enable dynamic updates.
3. Right-click the zone, and choose Properties.
4

. On the General tab, open the Dynamic Updates drop-down list, as
shown in Figure 11.13.

5. Choose the type of updates you want to allow, and click OK.



Manage a DNS Server

Figure 11.13: Configuring dynamic updates
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As you probably noticed, dynamic updates can be configured as non-
secure and secure. We know some of you are wondering why you would
ever consider using nonsecure updates. Imagine if all the DNS servers
for the zone were residents of your own private network. You already
have tight control over the servers, so you might not choose to enable
secure updates only. If your DNS zones are not part of Active Directory,
you will not have the option for secure dynamic updates only.

If you are using Active Directory integrated zones, it really does not
make sense to use nonsecure updates. Nonsecure updates will provide
exposure to your DNS servers to accept updates from unknown, disrep-
utable, or downright malicious sources, and they will open your DNS
infrastructure to potential threats. It just doesn’t make sense to use any-
thing but secure updates.

Zone Transfer Settings

DN servers transfer zone data between one another based on a sched-
ule. You can control how the zone is transferred based on the follow-
ing settings. Each of the settings can be changed or updated, so it is
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important to note that these settings will be limited if your DNS servers
are Active Directory integrated.

Whether or not the zone is transferred to any other server and to
which servers it may be transferred

The refresh interval, which describes how often the zone files will
be transferred

The retry interval, which describes how long a DNS server will
wait to request a transfer after a transfer has failed

The expire interval, which describes how long the DNS zone data
is valid

The list of servers that are notified when zone data changes

To configure zone transfer settings, follow these steps:

o gk w N =

Open DNS Manager.

Locate the chosen zone.

Right-click the zone, and choose Properties.
Click the Zone Transfers tab.

Select the box to allow zone transfers.

Specify the servers that you will allow transfers with, as shown in
Figure 11.14.

Figure 11.14: Configuring the zone transfer settings
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When you configure zone transfers, you can also build something
called a notification list, which contains a list of servers that will be
notified by the master DNS server in your domain when changes are
made to the zone. Simply click the Notify button on the Zone Transfers
tab to build a notification list.

The settings for Refresh Interval, Retry Interval, Expires After, and
Minimum (Default) TTL are on the SOA tab.

1. Open DNS Manager.

. Locate the chosen zone.

2
3. Right-click the zone, and choose Properties.
4. Click the Start Of Authority (SOA) tab.

5

. Set the values for the selected interval or TTL, as shown in
Figure 11.15.

Figure 11.15: Configuring the interval values
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Securing a Zone

DNS provides name resolution services to clients. The information pro-
vided by DNS has a direct effect on the functional operation of your
network. You want to make sure that you take security into consider-
ation for each of your DNS zones. Generally, DNS has two potential
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security problems that you would worry about. First, you want to make
sure that the zone files are secure from unauthorized changes. If an
illicit source can update your zone database files, they could really cause
problems for your network. Generally, these attacks occur as dynamic
updates are pushed to your DNS servers from outside your organization.
The easiest way to prevent this type of attack is to enable only secure
dynamic updates.

Second, you want to make sure you have taken precautions to pre-
vent unauthorized access to your zone files. Imagine if someone outside
your organization set up a secondary server and managed to get updates
from your internal primary server. You would effectively be sharing your
DNS zone information with an imposter. The easiest way to prevent this
type of attack is by configuring a list of servers to which you will allow
zone transfers.

If your zones are Active Directory integrated, you can of course use
the DACLs associated with the zone to further control access to the
files.

Window Server 2008 R2 moves one step further when it comes to
protecting the zone database files and adds something called Domain
Name System Security Extensions (DNSSEC). DNSSEC allows the DNS
zone and all the records in the zone to be cryptographically signed.
When a DNS server receives a request for the signed zone files, it
returns the files along with the digital signatures. By obtaining a public
key, a resolver can verify that the files have not been tampered with.

As you will note, we’ve discussed each of these topics in earlier sections
of this chapter, and we’ve demonstrated how to do the configurations.
Much of securing a DNS infrastructure really comes down to the way
it is configured.

Configure Single-Label DNS Resolution

The vast majority of networks use DNS as the primary name resolu-
tion system, but there are alternatives. For example, for many years
Windows Internet Name Service (WINS) was used as an alternative,
and in many networks it still is in use. Unfortunately, as you move for-
ward to the next version of TCP/IP, which is called IPV6, there is no
support for WINS. You will need another way to resolve single-label
host names besides WINS. If there is no WINS, a DNS client can still
resolve a single-label name by appending a dns suffix to the name and
trying to find it in DNS.
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If you are planning on using IPV6, all name resolution will go through
DNS. If you still have single-label names in your network, Windows
Server 2008 R2 uses a special zone called a global names zone (GNZ)
to house these records and facilitate the resolution of those names
through DNS. GNZ is not a replacement for WINS; instead, it pro-
vides an avenue for name resolution while you transition WINS out of
your network. The GNZ is created and managed much the same as a
standard primary zone. You should not enable dynamic updates for the
GNZ to prevent its resource records from being registered into the zone.

Creating the GNZ

The process of creating the GNZ begins with DNS Manager:
Open DNS Manager.

Right-click the name of the server.

Choose New Zone.

Click Next in the Welcome To The New Zone Wizard.
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Select the Primary Zone type, make sure the Store In Active
Directory check box is selected, and click Next.

6. Select All DNS servers running on Domain Controllers in this
forest.

Click Next.
8. Click Forward Lookup Zone.
9. Click Next.
10. Type GlobalNames in the Zone Name box, and click Next.
11. Select Do Not Allow Dynamic Updates, and click Next.
12. Click Finish.

It is also possible to enable GNZ from the command line using the
dnscmd tool and the following command:

DNSCMD /config /enableglobalnamesupport 1

Either method will work to enable GNZ, and in both cases you will
still need to configure the appropriate records for the zone.

After the forward lookup GNZ has been created, you will need to
add the alias resource records (called the CNAME), for each of the
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single-label clients in the network. This can prove to be a daunting task
if you have lots of single-label clients and may provide the motivation
necessary to quickly upgrade them to traditional DNS clients. To add
new CNAME records for the single-label clients, follow these steps:

Open DNS Manager.

Locate the GNZ.

Right-click the zone, and choose New Alias (CNAME).
Type in the alias name.

Type in the fully qualified domain name.

Click OK.
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Troubleshoot DNS

DN is an essential resource for name resolution. When something goes
wrong with DNS, it can have far-reaching effects in your network. An
understanding of how to troubleshoot DNS can be incredibly valuable.
The thing you will love about DNS is that your ability to troubleshoot
DNS is directly associated with your understanding of basic DNS oper-
ations and the specific DNS configuration you are working with.

TIP Readthe DNS technical reference at http://technet.micro-
soft.com/en-us/Tibrary/cc732997(WS.10).aspx.

With a good understanding of DNS and a strong understanding of
your network, you are well positioned to deal with most of the issues
that will crop up in DNS. One of the really good things about DN is
that although there are occasional problems that fall outside the realm
of what is considered normal, most of the problems are seen over and
over again in networks that are running DNS and are fairly easy to iso-
late and fix.

When you are trying to troubleshoot a problem in DNS (or anywhere
else in your network, for that matter), you should use a root cause anal-
ysis approach. What exactly is root cause analysis? It can be described
with a single sentence:

Discover the problem before you “fix” anything.



Troubleshoot DNS

When troubleshooting DNS, you will notice that problems seem to
fall into four categories:

= DNS clients
=  DNS servers
= Dynamic updates

= Zone problems

As you encounter an issue with DNS, begin by trying to isolate the
source of the problem. You will find that the majority of the time the
problem will easily fit into one of these four categories. If it doesn’t, don’t
worry—all is not lost. You can keep working to identify the source of the
problem.

The most common problems with DNS servers are actually not really
problems with the DNS servers at all; they are hardware- or network-
related. For example, say your users suddenly flood your help desk with
calls indicating they cannot “find” anything on your network. Shares
are unavailable, the Internet seems to be down, and some cannot even
log in. This sounds like a DNS problem. It is! Where does it fit among
the four categories? It sounds like a DNS server problem. At this point,
you can begin troubleshooting by checking the physical hardware that
supports the DNS server. Is everything actually plugged in and work-
ing? You notice that the network cable that connects your DNS server
and its network interface card has been laying across a sharp steel beam
on top of your server rack, and the weight of the other cables has some-
how managed to sever this one. You put in a new cable, and in minutes
the network is up and running. Don’t just assume that the hardware
is fine and move on to other things. Check it out. Many, many times a
simple hardware fix is all that is necessary.

If the hardware checks out, then you can start going down your
check list of items to identify the problem and then apply the solution.
Microsoft maintains a troubleshooting tool specifically for DNS. It is
excellent! Not surprisingly, it is broken down into four categories. The
vast majority of DNS issues can be solved by using these simple trouble-
shooting tools. They provide a great level of detail and solutions at each
step of the process to help you not only identify the problem but also fix
the problem.

TIP Use the troubleshooting DNS tools at http://technet
.microsoft.com/en-us/library/cc731991.aspx.
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The vast majority of DNS issues will be within your troubleshooting
reach if you use the tools discussed in the previous section. If you run
into a problem that you cannot solve quickly on your own using the
troubleshooting tools, then use other resources at your disposal. The
Internet can be a great source of information to help you isolate your
problem and find a solution. If you have any kind of support contacts,
use them. Support incidents on the phone or in person may make sense
if you have exhausted your knowledge without finding a solution. The
key is not to give up. Use your root cause analysis skills and your under-
standing of the environment to find and fix the problem.
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Troubleshooting TCP/IP

IN THIS CHAPTER, YOU WILL LEARN TO:

UNDERSTAND TCP/IP BASICS (Pages 396-397)

TROUBLESHOOT TCP/IP (Pages 397-400)
= Understand Troubleshooting Tools (Page 398)

TROUBLESHOOT IPV6 (Pages 400-408)
= Verify Connectivity for IPV6 (Page 401)
= Verify Responsiveness (Page 402)
= Check the Routing Table for IPV6 (Page 405)

= Validate DNS Name Resolution for IPV6
Addresses (Page 406)

= Flush the DNS Cache (Page 407)
= Test IPV6 TCP Connections (Page 408)

TROUBLESHOOT IPV4 (Pages 408-415)
= Use the Network Connection Repair Tool (Page 409)
= Verify IPV4 Connectivity (Page 409)
= Verify Responsiveness (Page 411)
= (Check the Routing Table for IPV4 (Page 412)

= Validate DNS Name Resolution for [PV4
Addresses (Page 413)

= Flush the DNS Cache (Page 413)
= Test IPV4 TCP Connections (Page 415)

=
=]
=
[
b
E
=
=
=
o
o
=
T
g
-
@
=

and Communication




396

Chapter 12 » Troubleshooting TCP/IP

he basis for all network communication is the network protocol,

and no other network protocol is more ubiquitous than TCP/IP. It
is the core building block for all communication between network serv-
ers, clients, routers, switches, and even phones. If you understand how
to troubleshoot TCP/IP, you will be able to solve many of the network
communication problems that will arise in your networks.

Understand TCP/IP Basics

TCP/IP is a suite of protocols that have been the basis for network com-
munication and traffic control for more than a decade. Although there
are other network communication protocol suites, TCP/IP has emerged
as the de facto standard in the vast majority of operating systems.

The TCP/IP suite of protocols has undergone a series of revisions.
There are currently two versions of TCP/IP: IP version 4 (IPV4) and 1P
version 6 (IPV6). IPV4 has been popular as a network protocol since the
early versions of Windows NT. It has a simple 32-bit addressing scheme
and provides a relatively easily routed protocol for inter-network accessi-
bility. The 32-bit address space offers a total of 232, or 4,294,967,296,
addresses. Although that seems like a pretty large number, when you think
about the number of client computers connected to the Internet, add the
number of networked appliances like switches and routers, then add the
websites and web servers of the world, and finally add the servers of the
world’s businesses, it becomes glaringly apparent that just over 4 billion
addresses is not nearly enough to meet the demand. The shortfall of IPV4
addresses was addressed (no pun intended) in the mid-1990s and resulted
in the formation of a new suite of protocols called IPV6.

First supported in Windows NT 4, IPV6 offers some significant
upgrades to IPV4, including but not limited to a much larger 128-bit
address space. This means that the number of potential addresses in
IPV6 is 27128, an astonishing 340,282,366,920,938,463,463,374,607,
431,768,211,456 addresses. If you are wondering how you would suc-
cinctly express that number, you would say “340 undecillion,” but we
think it is much easier to understand the full impact and potential of
the address space to see it listed in all its base-10, comma-separated,
39-digit glory. Now, 340 undecillion addresses should at least tide the
world’s IP address appetite over for a little while. That is a big number!

Even though IPV6 has been supported since the Windows NT days,
few networks have adopted this new version of IP despite its potential
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benefits. Like the old proverb states, the network world seems to
believe “Better the devil you know than the devil you don’t.” Choosing
between IPV4 and IPV6 is a topic that has engendered debate and even
arguments in networking channels worldwide.

The question still remains, “Which IP version should you use?”

While Microsoft was developing the Windows Vista and Windows
Server 2008 operating systems, its Windows Core Networking prod-
uct team had a revolutionary idea. What if there were a protocol that
understood both IPV4 and IPV6 natively? This idea resulted in the
development of a protocol suite called the Next Generation TCP/IP
stack. This stack represents a complete redesign of TCP/IP in both IPV4
and IPV6 and provides needed functionality to meet the communica-
tion, connectivity, and performance requirements of the modern net-
work. This means you can have all of the well-known benefits of IPV4
and get all the cool new functions and features of IPV6. You don’t have
to choose one or the other. You can have both!

Be careful what you wish for, though! Before you begin the process
of troubleshooting TCP/IP, it is a good idea to read one of the many
books currently available on the inner workings of TCP/IP. The volume
of information needed to fully understand TCP/IP will simply not fit
into a single chapter, unless of course the chapter was 400 to 500 pages
in length. The focus here is on troubleshooting TCP/IP. Troubleshooting
is a broad term and could also cover hundreds of pages if we tried to
cover every possible situation. Instead, this chapter will give you a good
methodology to use to discover many of the standard issues associated
with TCP/IP troubleshooting and point you to additional tools and
resources to help you solve more isolated problems as well.

Troubleshoot TCP/IP

To effectively troubleshoot TCP/IP, it is necessary that you have an
approach to troubleshooting that will allow you to systematically iden-
tify the source of a problem and then, once the source is identified,
allow you to take corrective action that will rectify the problem. This
approach to troubleshooting is called root cause analysis. Do not simply
“try something” to fix the problem. Often you will mask the problem
with attempts to fix it and create a more complex environment for
future troubleshooting scenarios. The old saying “If it ain’t broke, don’t
fix it!” applies to troubleshooting.
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You will want to employ a step-by-step approach to troubleshooting
TCP/IP problems and utilize a number of different tools to help you in
your quest for problems and the solutions to resolve those problems.

These are some common questions you might ask:

What are the symptoms of the problem?
What could cause these symptoms?
What stuff is working?

What stuff is not working?

Is there any kind of relationship between the things that don’t
work?

Is this a new problem or one that has been persistently around for
a long period of time?

Have any recent changes been made to the network or systems
involved?

What were the changes?
What is the scope of the problem?

Is one machine, a group of machines, or the whole network having
problems?

What do the machines that are having problems have in common?

Often if you can ask the right questions, the answers will lead you
to the right place to start troubleshooting, or at very least they can help
you narrow the possible problems to a manageable set of issues that you
can begin testing in order to identify the culprit.

Understand Troubleshooting Tools

One of the best things about running Windows Server 2008 R2 is that
you have a full complement of tools that are included or freely avail-
able to you to help you troubleshoot TCP/IP. These tools are included
with the installation of Windows Server or can be downloaded from the
http://technet.microsoft.com website.

Event Viewer The Event Viewer is found in the Control Panel
and is likely the most valuable of the troubleshooting tools. Using
the Event Viewer, you will find informational, warning, and error
events that will help you identify system problems and their associ-
ated causes. Remember that Event Viewer can display information



Troubleshoot TCP/IP

and events about other systems in your network through the use

of subscriptions and so can be used to monitor not just the local
machine but many machines throughout your network. We recom-
mend you begin your troubleshooting efforts with the Event Viewer,
and when you have a good idea what you are really dealing with,
then you can move to the tools listed next.

Performance The Performance tool lets you configure hundreds of
different functions of your systems, including some great information
related to TCP/IP and its associated traffic. If you are already captur-
ing IP information in your network, you will likely want to view the
results from captures before and after a problem is reported.

Command-line tools

you can use, as shown in Table 1.1.

Table 12.1: TCP/IP Troubleshooting Command-Line Tools

There are also several command-line tools

Tool

Description

Common Commands

IPCONFIG

HOSTNAME

PING

PATHPING

TRACERT

This command-line tool is generally the place
where your troubleshooting begins. This com-
mand will display detailed information about the
adapters attached to a system and the addressing
information associated with each adapter. This
command uses a series of switches that allow
you to customize the output you receive and even
do some basic address updates.

This command-line utility will display the host
name of the local system.

This command-line utility sends Internet Control
Message Packets (ICMP) across an inter-network
to verify connectivity. It is commonly used to
verify the operation of TCP/IP at different levels
of the TCP/IP protocol stack.

This command-line tool allows you to see the
path that an IP packet takes through an inter-
network and will show you information about
packet losses and where they occur.

This command-line utility will display informa-
tion about the network route taken from source
to destination.

IPCONFIG /ALL

HOSTNAME

PING 127.0.0.1

PATHPING

XXX o XXX 2 XXX o XXX
where x's represent IP
Address

TRACERT

XXX o XXX . XXX o XXX
where X's represent
destination IP address.
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Table 12.1: TCP/IP Troubleshooting Command-Line Tools (continued)

Tool Description Common Commands

ROUTE This command-line utility will display and allow ROUTE PRINT
the editing of routing table information in IPV4.

ARP This command-line utility will let you view the ARP -A
Address Resolution Protocol cache.

NBTSTAT This command-line utility can be used to display ~ NBTSTAT -C
information about packets that running NetBIOS
over TCP/IP.

NETSTAT This command-line utility will show you informa- ~ NETSTAT -A
tion about current connections.

NETSH This command-line utility is not so much a NETSH INTERFACE
troubleshooting tool as it is a configuration tool IPV4
for TCP/IP and a whole bunch of other services.
It uses something called a naming context and
allows the configuration of items within its
context. The command has a standard IP context
an IPV$ context and an IPV6 context that can
be used to fix configuration problems in TCP/IP
interfaces.

TELNET This command-line utility will let you establish TELNET
a TCP connection between two systems on your
network.

Each of these tools will allow you to identify, diagnose, change, or
update the TCP/IP environment of your network. As you use the tools,
you will find a methodology that works for you and, more important,
gives you the right information about the critical segments of your TCP/
IP configuration and management.

Troubleshoot IPV6

As you work with TCP/IP networks, you will probably run into some
problems. Hardware will fail, users will make changes to their systems
that inhibit communication, and applications or updates might install
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with unintended consequences. Regardless of whether the changes are
malicious or unintended, if they impact your TCP/IP infrastructure, you
will need to troubleshoot the problems and find solutions quickly and
efficiently. There is no one “right” way to do this. There are lots of tools
and lots of methods of implementing those tools to help you discover
the source of the problem and then craft a solution that will work for
your environment. The best advice we can give you regarding your abil-
ity to troubleshoot TCP/IP problems doesn’t include a troubleshooting
methodology. It’s this:

“Know your network!”

If you clearly understand the operation of your network, it will be
much easier to troubleshoot problems as they arise.

We have used a simple methodology for troubleshooting TCP/IP for
a long, long time. We occasionally tweak it a little and add some new
tools. Depending on the circumstance, we might change the protocol
just a little bit, but the basic operations stay the same. Please keep in
mind there is no one “right” way to do this; this just happens to be one
of the ways we use.

The vast majority of problems that we have investigated related to
TCP/IP have begun with the same complaint: “I can’t connect to ...”

Whether it is a network resource, the Internet, a printer, a file share,
or any number of other things, when we hear that phrase, the TCP/IP
alarm bells sound. If TCP/IP problems are primarily problems of con-
nectivity, then you would be well served to make your primary efforts
focus on discovering and resolving connectivity problems.

Verify Connectivity for IPV6

The first thing you will want to do when troubleshooting TCP/IPV6 is
to verify that TCP/IP is actually set up and configured correctly. This is
generally where you will find the cause and can implement a solution.
Consider the following steps when verifying connectivity for TCP/IPV6:

1. Check the physical hardware. Check the network cable. Is it plugged
in? Check the connections at switches, hubs, and routers. Don’t
laugh—you will solve a lot of TCP/IPV6 problems right here in step 1.
You might even be well served to simply unplug the cable and plug
it back in on the off-chance that the cable somehow became loose
even if it looks connected.
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2. Verify the function and configuration of the network interface,
using the following commands:

ipconfig /a1l This will display the status and configura-
tion of the IPV6 interface. Verify that the interface has an
address and is in fact enabled. Check the DNS settings for
the interfaces to be certain that they are configured correctly.

netsh interface ipv6 show address This will show you the
TCP/IP address of the IPV6 interface, as shown in Figure 12.1.

Figure 12.1: Results of netsh interface ipv6 show address
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In the event that there is in fact a problem in the TCP/IP configura-
tion, you can change the configuration using the netsh interface ipv6
set command.

We always start here because statistically we have found that many
of the problems related to IPV6 have to do with configuration. Once
you get the configuration right, TCP/IP works correctly, and your user’s
connectivity will be restored.

Verify Responsiveness

Of course, not every problem is going to be fixed with a simple check
of the hardware and address configuration. Responsiveness is also
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important. Responsiveness takes into account that communication takes
at least two endpoints. If either of the endpoints fails to respond, then
the communication cannot take place. If you have checked the local
configuration and everything is in order, you should check that the
machine is responding.

IPV6 uses something called a neighbor cache to store link layer
addresses that have been resolved recently. If for some reason the neigh-
bor cache holds incorrect information, it can impede connectivity. You
can flush the neighbor cache with no negative effects to TCP/IP:

netsh interface ipv6 delete neighbors

If you are thinking to yourself, “Hey, that’s a lot like the ARP cache
from IPV4,” you are right!

There is another cache you should also check in conjunction with
responsiveness, called the destination cache. The destination cache is
used to maintain a list of next hop addresses for addresses recently used.
As shown in Figure 12.2, you can view the contents of the destination
cache using the following command:

netsh interface ipv6 show destinationcache

Figure 12.2: Results of netsh interface ipv6 show destinationcache
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As shown in Figure 12.3, if you decide you want to delete the cache,
you can do so with the following command:

netsh interface ipv6 delete destinationcache

Figure 12.3: Results of netsh interface ipv6 delete destinationcache
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Both of the previous steps, deleting the neighbor cache and deleting
the destination cache, act as preemptive actions to eliminate the pos-
sibility that your machine is being incorrectly directed to a link address
that is not going to respond. To truly troubleshoot responsiveness, you
will need to start sending packets onto the network and watching for
responses. There are a couple of tools that are uniquely suited for this
exercise.

PING uses the Internet Control Message Packet to send echo request
packets to a host and then measures the response time as the host
responds to those echo requests. This tool can be incredibly valuable
in verifying responsiveness in IPV6. Traditionally, when you use the
PING tool, you begin with the process of pinging the local host address
and then move on to the local IP address, then an IP address on the
same subnet, next the default gateway of the local router, and finally an
address on another network segment. You might have learned that you
can skip right to pinging a remote host on another segment; if you get
a response, you know everything in the cascade is working. As tempt-
ing as that is, in the event that you do not receive a response from the
remote host, you really don’t know anything about where your problem
is located. Start with the local host, and work your way through the list.
When you don’t receive a response, you have reached the area that is
having the problem.

One more very important point concerning PING is that ICMP packets
can be considered a security risk, and often network administrators will
configure their computers to not accept or respond to ping echo request
packets. If you ping a machine and get no response, make certain that
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the reason you are not getting a response is because there really is no
connectivity, not that the system you pinged does not support ping
packets. This process of removing or limiting response to specific packet
types is often termed packet filtering. Packet filtering is a common rea-
son for lack of responsiveness.

If you are confident that TCP/IP has been installed and is configured
correctly and you are still not getting connectivity, it may well be an
issue of filtering. Consider checking the following:

= Windows Firewall rules
= IPsec policies

= Remote access policies
= IPV6 packet filters

= Router policies

Check the Routing Table for IPV6

If you find yourself unable to connect to remote resources using

IPV6, one of the things you will want to check is the routing table.
Specifically, you will be looking for routes that have been incorrectly
identified or erroneously entered into the routing table. Use ROUTE PRINT,
as shown in Figure 12.4.

NETSTAT -R
NETSH INTERFACE IPV6 SHOW ROUTE

Each of these commands will show you the IPV6 entries on the rout-
ing table. To correct or enter a missing route, you will need to use the
following:

NETSH INTERFACE IPV6 SET ROUTE, ROUTE ADD, or ROUTE CHANGE.
It is also possible to remove erroneous or incorrect routes using this:
NETSH INTERFACE IPV6 DELETE ROUTE command or ROUTE DELETE.

In each of these cases, it is important that you have a clear under-
standing of what the correct routing table entries should look like and
that you are able to recognize entries that are not correct or are simply
not there. As we discussed earlier, you really need a good knowledge of
the way things are supposed to work in your network infrastructure in
order to troubleshoot them effectively.
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Figure 12.4: Routing table displayed using ROUTE PRINT

Jnlnrfnr: Lizt
A X BR T Ta Lh ..
Bl 21 Sc¢ Te Jdb 91 ntel{Rr Wireleas WiFi Li
iFtware Loophackh [Tote
3 AR B AA B0 80 B B el Torsilo '[mmuilln: Froud
15...Ak DA OA AR 00 M B R Microcsale FRATAP Adsptar I\'.'E
if...00 BB B0 a8 99 69 ™ o Microsele [ISATAP Rd-n:nt" L ¥
14 Route Tahle
:I':l:ll.ll' Roures: 17
twork Dentination Hetmash GCatesway Interface Metrie
W.@.W, .o 8.4 192.168.8.1 i¥i.le68.8.8 2%
1F7.4.0.8 255 . 4.8.9 ﬂu-lluh 13V .8.4.1 s
127.0.8,1 Zhh 2h5 OnG UL 12¥.H.4.1 TG
137,355 055 355  Zhh, FLYG UN5 0Lh 12V.H.H.1 Fieh
167 . 2154.8.A 55 255 A.A IAT. 254, 178 .19 |
1A 254 178 .1%s I6HG.,255.3%55. 255 17,254, 178 . 196 e |
IhT_ 254 255255 I6%5.255.3255. 255 1A7. 254, 17R. 196 e |
192 _iLE @A agL 2L 2L . A A%3 InE A 8 A1
192.168.8.8 25%.2505.265.255 172.168.0.8 281
192.168.8.255 25%.255.255.255 LA08.08.8 81
.0.8.A 240.0.A.A 7.0.08.1 ¥
224.8.8.4 240.8.8 169.254. 10,194 261
Ii4.4.8.8 Z48.4.8.0 1¥Z.10H. 8.8 1
TLL IG5 GLE QL5 TLL TLL ULE ALS 12¥.8.8.1 Jik
2H5 %% JLE QL5 ZLL LG ULE . 2LE 169, 2541, 18 . 1% 261
2hY 355 3% 255 Z0% ThS 95 3% I¥2.168. 8.8 281
Peraistonl Houlesi
Hune
4
8 AEL6 FedW: heferl¥2. 168 8 B 128
On=1ink
16 261 Feld: :6¥I4:chbe :cHEY i hled 128
Dhi—Link
12 P FedB: e iZhbibAFE i BETC 12H
- link
1 I0G FFRARI AR On=link
ik 261 FFPR:CAR Dn=1link
iz ZR1 FFPRI-AR On=link
Percistont Heutes®
ni
C:sllsersidainistratork
=

Validate DNS Name Resolution for IPV6 Addresses

If the IPV6 addressing configuration and response checks out, you will
want to move up and check on the resolution of host names to TCP/IP
addresses, which means DNS. DNS resolves host names to IP addresses
for both IPV4 and IPV6. You can perform some simple tasks to ensure
that IPV6 host name to IP address resolution is occurring properly.

First verify that your DNS server has been configured to resolve
host names to IPV6 addresses and that it is acting upon name resolution
requests that it receives. To begin, use the HOSTNAME utility to check
the host name of the server and to check the DNS suffix.
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Next, open the DNS Manager tool, and verify that all your config-
ured DNS servers appear on the DNS Manager’s list of authoritative
servers. You can also use the DNS Manager to check the process of
forwarding in the event that a host name cannot be resolved to an IP
address on the local DNS server. If you need to make changes to the
DNS suffix or to connection-specific DNS suffix information, you can
do it using DNS Manager.

Flush the DNS Cache

Each IPV6 client maintains a list of recently resolved DNS to IPV6
addresses. This list is called the DNS resolver cache. If for some reason
a record in the cache had an incorrect address for a given host name, it
would limit connectivity. In cases like this, you can flush the contents of
the DNS resolver cache using IPCONFIG /FLUSHDNS. See Figure 12.5.

Figure 12.5: Results of IPCONFIG /FLUSHDNS
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This command will remove all entries from the cache and force the
machine to resolve the address with recursive queries sent to the local
DNS server hierarchy and get the correct host name to IP address
information.

You can quickly check for the function of DNS resolution using
the PING tool. PING can be used in conjunction with IP addresses, host
names, or FQDNs. For example:

=
=]
=
[
b
E
(=]
=
=
o
o
=
T
=]
£
@
=

and Communication

PING Computer 1



408

Chapter 12 » Troubleshooting TCP/IP

or

PING www.microsoft.com

Test IPV6 TCP Connections

So, what if everything works from an IP perspective but you still cannot
get a TCP connection to occur between systems? In the majority of cases,
this is a problem with packet filtering. You learned earlier in the chapter
about packet filtering locations for IP packets. You will need to check the
same locations for TCP filtering. Since you will be checking your filters
when you are validating IP connectivity, it makes sense to check for TCP
filters at the same time. If you didn’t check for TCP filtering earlier, it is
time to do it now.

One of the easiest ways to check TCP connections is with the TELNET
tool. TELNET is a command-line tool that establishes TCP connections
between systems. TELNET uses a syntax similar to the PING command;
simply use the TELNET command followed by the IPV6 address.

If the connection is possible, TELNET will create it. TELNET connects to
a service, so once you connect to a machine, you can execute commands
against the machine to test, configure, or view the contents of the remote
machine. TELNET is sometimes seen as a potential security risk, so please
don’t be surprised if the local firewalls or security policies do not allow
TELNET packets. If they do not, you may be able to test TCP connectivity
with a tool called Test TCP (TTCP). This tool allows you to build TCP
connections and also monitor for incoming TCP connection requests.
You can configure a computer to “listen” for TCP connections on a spe-
cific port, which is good because you can test TCP connections without
having any specific services installed or configured.

Troubleshoot IPV4

Troubleshooting IPV4 requires many of the same practices as trouble-
shooting IPV6. Remember, TCP/IP is a stack of protocols working at
different layers of the Open Systems Interconnect (OSI) model for net-
work communication. There is no right way to go about troubleshoot-
ing IPV4; you simply need to find a methodology that works for you.
We encourage you to take a similar root cause analysis approach to
troubleshooting IPV4 as you did with IPV6. The goal of troubleshooting
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is to identify the reason or reasons preventing connectivity and then
make the necessary adjustments to restore connectivity.

Use the Network Connection Repair Tool

When you find a problem with connectivity, it makes sense to begin
your troubleshooting in some common areas. The Network Connection
Repair Tool will check for some of the most common connectivity prob-
lems. If it finds them, it will make the necessary adjustments and recon-
nect the system.

The Network Connection Repair Tool automates a list of functions
including the following;:

= Checking that DHCP is enabled and refreshing the IP address
lease

= Flushing the ARP cache

= Flushing the DNS cache using IPCONFIG /FLUSHDNS

= Reregistering DNS names using IPCONFIG /REGISTERDNS
= Flushing the NetBIOS name cache

= Reloading the NetBIOS name cache

The really cool thing about the Network Connection Repair Tool
is that the whole process is automated, and it can be initiated from the
client and requires no administrative intervention. This means you can
resolve the most common IPV4 problems with very little administrative
effort.

To start the Network Connection Repair Tool, you will need to go to
the Network Connections folder. Right-click the connection you want
to repair, and choose Repair.

Verify IPV4 Connectivity

If the Network Connection Repair Tool does not fix the connectivity
problem, you will need to dig a little deeper to identify and resolve your
IP connectivity issues. We recommend you begin at the Event Viewer.
The Event Viewer shows events, warnings, and error messages from
the local system or any system to which you have subscribed for event
updates. This means the local Event Viewer will collect data about PART IV
the local system and other systems you choose. You can effectively use the
Event Viewer as a central resource to monitor key clients and servers

Network Configuration
and Communication
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throughout your network. The Event Viewer will likely display any

related events that are affecting TCP/IP connectivity.

You will want to make sure that the TCP/IP configuration is cor-

rect before you do anything else. Does the current configuration match

the defined configuration for this network connection? Knowing your

network and how the configurations are supposed to be will have tremen-

dous value when you are troubleshooting.

1. Check the physical hardware. Check the network cable. Is it

plugged in? Check the connections at switches, hubs, and routers.
Don’t laugh—you may solve a lot of TCP/IP problems right here in

step 1.

2. Verify function and configuration of the network interface.

Ipconfig /a1l will display the status and configuration of the
IPV4 interface. Verify that the interface has an address and is in

fact enabled. Check the DNS settings for the interfaces to be cer-

tain that they are configured correctly, as shown in Figure 12.6.

Figure 12.6: Results of IPCONFIG /ALL
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You can use the command-line tool NETSH INTERFACE IP SHOW
CONFIG to display the configuration of the IP interfaces and to
modify or delete incorrect configuration information.
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Verify Responsiveness

Of course, not every problem is going to be fixed with a simple check of
the hardware and address configuration. Responsiveness is also impor-
tant. Responsiveness takes into account that communication takes at
least two endpoints. If either of the endpoints fails to respond, then the
communication cannot take place. If you have checked the local con-
figuration and everything is in order, you should check that the machine
is actually responding to IP requests.

IPV4 uses something called an Address Resolution Protocol (ARP)
cache to store IPV4 addresses that have been resolved recently. If for
some reason the ARP cache holds incorrect information, it can impede
connectivity. You can flush the ARP cache with no negative effects to
TCP/IP using this command:

ARP -D

If you are thinking to yourself, “Hey, that’s a lot like the neighbor
cache from IPV6,” you are right!

The previous step, deleting the ARP cache, acts as a preemptive
action to eliminate the possibility that your machine is being incorrectly
directed to an IPV4 address that is not going to respond. To truly trou-
bleshoot responsiveness, you will need to start sending packets onto the
network and watching for responses. There are a couple of tools that
are uniquely suited for this exercise.

PING uses the Internet Control Message Packet (ICMP) to send echo
request packets to a host and then measures the response time as the
host responds to those echo requests. This tool can be incredibly valu-
able in verifying responsiveness in IPV4. Traditionally when you use the
PING tool, you begin with the process of pinging the local host address
and then move on to the local IP address, then an IP address on the
same subnet, next the default gateway of the local router, and finally an
address on another network segment. You might have learned that you
can skip right to pinging a remote host on another segment; if you get
a response, you know everything in the cascade is working. As tempt-
ing as that is, in the event that you do not receive a response from the
remote host, you really don’t know anything about where your problem
is located. Start with the local host, and work your way through the list.
When you don’t receive a response, you have reached the area that is
having the problem.

Network Configuration
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IPV4 has a tool called Trace Route (TRACERT) that allows you to do
exactly as its name suggests and trace the route from source to destina-
tion in a TCP/IPV4 connection. This tool will help you identify any
routing issues that might exist on the route from source to destination
computer. Its syntax is as follows:

TRACERT -D XXX .XXX.XXX.XXX

where x is the IP address of the destination computer.

One more very important point concerning PING and TRACERT is that
ICMP packets can be considered a security risk, and often network
administrators will configure their computers not to accept or respond
to ping echo request packets. If you ping a machine and get no response,
make certain that the reason you are not getting a response is because
there really is no connectivity, not that the system you pinged does not
support ICMP packets. This process of removing or limiting response
to specific packet types is often termed packet filtering. Packet filtering
is a common reason for lack of responsiveness. If you are confident that
TCP/IP has been installed and is configured correctly and you are still
not getting connectivity, it may well be an issue of filtering. Consider
checking the following:

= Windows Firewall rules
= IPsec policies
= Remote access policies
= IPV4 packet filters
= Router policies
Although you are checking for IP filtering issues, you will also want
to identify any potential TCP filtering issues. This will save you a

troubleshooting step later if you happen to have a problem with TCP
connectivity.

Check the Routing Table for IPV4

TCP/IP connectivity issues could be caused by incorrect entries on the
IPV4 routing table. You can use the ROUTE PRINT command to show the
IPV4 routing table. Here again you will need to be familiar with what
the correct routes should look like and then check for any erroneous
information on the routing table.
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You can add new routes with the ROUTE ADD command. If you find
erroneous routes and want to update them with correct information,
you can modify the entries with the ROUTE CHANGE command. If you find
entries that should just not be there, you can delete routes using the
ROUTE DELETE command.

Although you are working with the router and routing table, it makes
sense to trace a path through routers from source to destination. You
can use the PATHPING xxx.xxx.xxx.xxx command to trace the route.
Remember, this tool will display packet losses for each router along the
path. Some administrators like to use the -d switch with PATHPING in
order to speed up the display of results by preventing the reverse DNS
lookup at the internal interface of each router on the path. We like the
additional detail provided, and we don’t mind waiting. You choose
what works best for your situation.

Validate DNS Name Resolution for IPV4 Addresses

If the IPV4 addressing configuration and response checks out, you will
want to move up and check on the resolution of host names to TCP/IP
addresses, which means DNS. DNS resolves host names to IP addresses
for both IPV4 and IPV6. You can perform some simple tasks to ensure
that IPV4 host name to IP address resolution is occurring properly.

First verify that your DNS server has been configured to resolve host
names to IPV4 addresses and that it is acting upon name resolution
requests it receives. To begin, use the HOSTNAME utility to check the host
name of the server and to check the DNS suffix.

Next, open the DNS Manager tool, and verify that all of your con-
figured DNS servers appear on the DNS Manager’s list of authoritative
servers. You can also use the DNS Manager to check the process of
forwarding in the event that a host name cannot be resolved to an IP
address on the local DNS server. If you need to make changes to the
DNS suffix or to connection-specific DNS suffix information, you can
do it using DNS Manager.

Flush the DNS Cache

Each IPV4 client maintains a list of recently resolved DNS to IPV4
addresses. This list is called the DNS resolver cache. If for some reason
a record in the cache had an incorrect address for a given host name, it
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would limit connectivity. In cases like this, you can flush the contents of
the DNS resolver cache using this:

IPCONFIG /FLUSHDNS

This command will remove all entries from the cache and force the
machine to resolve the address with recursive queries sent to the local
DNS server hierarchy and get the correct host name to IP address
information.

You can quickly check for the function of DNS resolution using the
PING tool, as shown in Figure 12.7. PING can be used in conjunction with
IP addresses or host name or an FQDN. For example:

PING Computer 1
or

PING www.microsoft.com

Figure 12.7: Results of PING www.microsoft.com
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Test IPVA TCP Connections

What if everything works from an IP perspective but you still cannot
get a TCP connection to occur between systems? In the majority of
cases, this is a problem with packet filtering. You learned earlier in the
chapter about packet filtering locations for IP packets. You will need to
check the same locations for TCP filtering. Since you will be checking
your filters when you are validating IP connectivity, it makes sense to
check for TCP filters at the same time. If you didn’t check for TCP fil-
tering earlier, it is time to do it now.

One of the easiest ways to check TCP connections is with the TELNET
tool. TELNET is a command-line tool that establishes TCP connections
between systems. It uses a syntax similar to the PING command; simply
use the TELNET command followed by the IPV4 address.

If the connection is possible, TELNET will create it. TELNET connects
to a service, so once you connect to a machine, you can execute com-
mands against the machine to test, configure, or view the contents of the
remote machine. TELNET is sometimes seen as a potential security risk, so
please don’t be surprised if the local firewalls or security policies do not
allow TELNET packets.
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= Understand the Remote Desktop Services Role Services
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= Install Additional Role Services and Prerequisites for
Remote Desktop Services (Page 422)
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I n this chapter, you will learn how to manage remote access to your
server. Often when you think of remote access, you do not think about
virtualization. However, remote access is another variation of virtualized
access to your servers—whether that comes in the form of a remote
desktop or application virtualization. They both factor into you how
you grant users on your network access to your servers remotely. You
may have heard remote access referred to as Terminal Services in the
past. You will see an overview of the new Remote Desktop Services in
Windows Server 2008 R2.

You will also see how Windows Server 2008 R2 can offer remote
clients the ability to connect via traditional VPNs as well as DirectAccess
for Windows 7 clients.

Understand Remote Desktop Services

One of the improved areas in Windows Server 2008 R2 is Remote
Desktop Services (RDS). RDS is not fundamentally new; in prior ver-
sions of Windows, RDS was known as Terminal Services. Table 13.1
shows the Terminal Services features from Windows Server 2008 with
the newly named equivalent services in Windows Server 2008 R2.

Table 13.1: Remote Desktop Services

Windows 2008 Terminal Services Windows Server 2008 R2 RDS
Terminal Server Remote Desktop Session Host
Terminal Services Licensing Remote Desktop Licensing
Terminal Services Session Broker Remote Desktop Connection Broker
Terminal Services Gateway Remote Desktop Gateway

Terminal Services Web Access Remote Desktop Web Access

In addition to these new role services in Windows Server 2008 R2
RDS, Windows Server 2008 R2 also has a new service called Remote
Desktop Virtualization Host. This service provides your organization
with the ability to create a Virtual Desktop Infrastructure (VDI). VDI
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is an architectural model where a desktop OS runs in a server-based

virtual machine environment. This allows you to connect to the desktop

using the Remote Desktop Protocol (RDP) and work with the desktop
as if the desktop were locally on the user’s physical machine. For an
overview of the Remote Desktop Services, see Table 2.1 in Chapter 2.

Understand the Remote Desktop Services Role

Services Requirements

After you have determined which RDS role services you want to use
on your server, you need to install appropriate prerequisite services for
the roles. Table 13.2 lists which RDS role services require additional

services.

Table 13.2: Role Services Prerequisites

RDS Role Service

Prerequisites

Remote Desktop Virtualization Host

Remote Desktop Connection Broker

Remote Desktop Gateway

Remote Desktop Web Access

This new role to Windows Server 2008 R2
requires you have the Hyper-V role installed
on your server. In combination with other
RDS role services, this service is key to
providing your network with a VDI.

This role service requires your server be a
member of a domain before you can install
the service. If the Windows Server 2008
R2 server is not a member of a domain, you
will see a message similar to Figure 13.1.

This role service requires the Web Server
role, which includes IIS 6 management com-
patibility for the metabase. Also, this will
install IS security including basic Windows
authentication, and client certificate map-
ping authentication. Additionally, it requires
the Network Policy Server and the RPC over
HTTP Proxy feature.

This role service requires the Web Server
role, which includes common HTTP fea-
tures (HTTP Redirection) and Windows
authentication for security. Additionally,
some IIS 6 management compatibilities for
the metabase are required.

421

Manage Desktop and
Server Virtualization



422

Chapter 13 » Managing Remote Access to Your Server

Figure 13.1: RD Connection Broker error
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Install Additional Role Services and Prerequisites for
Remote Desktop Services

The installation for Remote Desktop Servers can be easy if you are just

installing the core Remote Desktop Session Host or can be complicated
if you choose to install all the role services. In Chapter 2, you saw some
of the basic choices. In this section, you will see some of the additional

choices you will have when you install other RDS role services.

1. To open Server Manager, select Start = Administrative Tools >
Server Manager.

2. Click Roles in the tree menu on the left.

3. Click Add Roles in the details pane on the right to begin installing
Remote Desktop Services.

4. On the Add Roles Wizard welcome page, click Next. You can also
select “Skip this page by default” to ignore the page for future role
installations.

5. On the Select Server Roles page, select Remote Desktop Services.
Then click Next.

6. Read the welcome screen, and then click Next.

7. On the Select Roles Services page, select which role services you
need to install.

Depending on what role services you have selected, you may see addi-
tional choices during your installation. If you choose to install these roles
after you have already installed the core Remote Desktop Services, you
will need to add role services via Server Manager. Whether you add the
role services during your initial install of RDS or after you have installed
RDS, the process is similar.
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Install Remote Desktop Gateway

Remote Desktop Gateway provides an access mechanism for your
Windows Server 2008 R2 Remote Desktop Services via the Internet.
The RD Gateway allows your users who are outside your network
to securely connect to the RDS server with the SSL protocol over the
Internet without having to use a VPN.

When you make the choice to install Remote Desktop Gateway, you
may see a screen similar to Figure 13.2 prompting you to install the pre-
requisite services.

Figure 13.2: Remote Desktop Gateway prerequisites

[addrabmweand ]

\-i‘__ Aadd roke services amd features roquined for Remole Deskiop Galieway ?

_ T Wi paeve maisl Fanete Desboop Cobssy urisss the mguined mis senacey and lasturey e miss motsbed
Floke Serdces Tebcroban

= ikl Server 15 Viek St [I15) prondes a rehable
B Management Took manageable. mnd scalsbis Vieh spphcaton
H Wb 5 infrastrosione

= Mabwidk Poboy and Acceas Sanvicai

Hastwor, Fobey Seroer

AP e HTTF Frey

wl Aerobe Server Admirssinsen Tosl
B Floke Acdrrsstration ook

Akl Regured Fode Serviom Carnel I
A} Waltes avm hade ol pervicnd nd Tamures regrsd?
al .

To add the Remote Desktop Gateway service after you have installed
RDS, follow these steps:

1. To open Server Manager, select Start ©» Administrative Tools >
Server Manager.

2. Expand Roles by clicking the + sign, and click Remote Desktop
Services.

Right-click Remote Desktop Services, and select Add Role Services.
On the Add Role Services screen, select Remote Desktop Gateway.
Click Add Required Role Services (if prompted).

Click Next in the Add Role Services screen.

N o o s ow

Select your server certificate required for the SSL communication

between clients and the Remote Desktop Gateway server, and
click Next.
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8.

10.

1.

12.

13.
14.

15.
16.
17.

Select Now if you want to configure your connection authoriza-
tion policy (CAP). The RD Gateway server requires a CAP allow-
ing you to determine which users are allowed to use the gateway.
You can configure these later by selecting Later. Select Now, and
then click Next.

Click Add if you want to add groups allowed to use your RD
Gateway server. By default administrators are the only group
allowed to connect. After you have added your groups, click Next.

Provide a name for your CAP, and you can also choose which
authentication mechanism you want to use; by default you will
see password and smart card. You can choose one or the other or
both. After you have made your selection, click Next.

A part of your CAP is also the Resource Authorization Policy
(RAP). The RAP allows you to control which computers a user
may access via the gateway. You can choose a preconfigured group
of computers, or you can choose all computers on the network.
Choosing the All option will allow users through the gateway to
connect any computer they have permissions to on your network,
so you want to use this option with caution. If someone compro-
mises the gateway, they will be able to access any computer on
your network. After you have made your selection, click Next.

If you have installed the prerequisites prior to installing the Re-
mote Desktop Gateway role, you may not see the following steps.
On the Introduction to Network Policy and Access Services page,
review the information, and then click Next.

Review the installed role services, and click Next.

On the Introduction to Web Server (1IS) page, review the informa-
tion, and then click Next.

Review the installed role services, and click Next.
Review the confirmation screen, and then click Install.

Review the summary screen, and click Close.

Install Remote Desktop Web Access

Remote Desktop Web Access provides a way for your users to access
your RDS applications via a website on your network. This allows your
users to use a browser to connect and leverage RDS.
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When you make the choice to install Remote Desktop Web Access,
you may see a screen similar to Figure 13.3 prompting you to install the
prerequisite services.

Figure 13.3: Remote Desktop Gateway prerequisites
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To add the Remote Desktop Gateway service after you have installed
RDS, follow these steps:

1.

To open Server Manager, select Start &> Administrative Tools =
Server Manager.

Expand Roles by clicking the + sign, and click Remote Desktop
Services.

Right-click Remote Desktop Services, and select Add Role Services.

On the Add Role Services screen, select Remote Desktop Web
Access.

5. Click Add Required Role Services (If Prompted).

10.
1.

Click Next in the Add Role Services screen.

If you installed the prerequisites prior to installing the RD Web
Access, you may not see the following steps.

Review the installed role services, and click Next.

On the Introduction to Web Server (IIS) page, review the informa-
tion, and then click Next.

Review the installed role services, and click Next.
Review the confirmation screen, and then click Install.

Review the summary screen, and click Close.
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Manage Remote Desktop Services

In Chapter 2, you saw a brief overview on how to install Remote Desktop
Services. In this chapter, you will see a more detailed look at working
with the Windows Server 2008 R2 RDS. You will also learn the prerequi-
sites required for each role. Typically, there are a few extra requirements
for the services before you can manage them.

Administer Remote Desktop Session Host

The main component you will need to administer when working with
RDS is the Remote Desktop Session Host. This is the main component
for the services and replaces the core terminal server component from
previous versions of Windows Server.

There are two main areas of the licensing server you will configure
when working with the Remote Desktop Session Host. You will config-
ure the general settings of the server as well as the connection protocol
or protocols users can use on your network to properly connect to the
RDS server.

Configure General Settings

When you need to modify settings potentially impacting your entire
RDS server, you can find them in the general settings for the RD
Session Host on the main page of the administrative tool.

1. Open Remote Desktop Host Session Configuration by selecting
Start &> Administrative Tools &> Remote Desktop Services &> Remote
Desktop Host Session Configuration. You will see a screen similar
to Figure 13.4.

2. To modify any of the settings, double-click any of the settings
in the middle task pane, and you will see a screen similar to
Figure 13.5.

3. Click the tab of the settings you want to modify. The different
settings you can find here are listed in Table 13.3.

4. When you’re finished, click Apply if you want to modify other
tabs, or click OK to save your settings.
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Figure 13.4: RD Session Host configuration
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Figure 13.5: Editing RD Session Host settings
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Table 13.3: RD Session Host Configuration Settings

Tab Setting Description
General Delete During an RDS session, temporary folders are cre-
Temporary ated to support applications. To help maintain server
Folders On Exit drive space, this setting deletes the folders on the
RDS server when the session ends. By default, this
option is selected.
Use Temporary During an RDS session, temporary folders are cre-
Folders Per ated to support applications running properly. By
Session default this option is selected.
Restrict Each This prevents users from logging on to the RDS
User To A Single  server with multiple sessions. This will help mini-
Session mize the amount of resources the RDS server uses.
User Logon The settings allow you to perform maintenance or
Mode other routine administrative procedures on your
RDS server. By preventing new logons, users who
are currently connected will be able to reconnect to
their RDS session, while any new connections will
be denied.
Licensing Licensing Mode  This allows you to set or change the licensing mode
for the server. You can set the licensing mode to Per
User or Per Device, and this setting must match the
type of RDS CALs you have purchased. This setting
can be changed here if you set it during installation
of the RDS role.
Licensing Server  This is where you specify the RDS licensing server
for your RDS deployment.
RD Server Purpose This determines how your RDS server will work. This
Connection setting can be used to join the RDS server to a large
Broker number of other RDS servers to create a farm for

Load Balancing

Reconnection

load balancing. You can also set whether this server
will participate in remote desktop virtualization if
you want to redirect desktop virtualization.

If you have multiple servers in an RDS farm, you can
use load balancing settings to control how the servers
are best utilized.

This specifies what adapter and IP will be used for
reconnections to the RDS server.
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Table 13.3: RD Session Host Configuration Settings (continued)

Tab

Setting

Description

RD IP
Virtualization

Enable IP
Virtualization

|P Virtualization
Mode

These settings are new to Windows Server 2008
R2 and are used to assign IP addresses unique to
the session or the application being utilized by the
server. In prior versions of Windows Server, every
session used the IP address of the server. Now this
allows better control for application and session
IP-based filtering and security. IP virtualization will
require a DHCP server to assign a virtual IP address
for the sessions.

Per Session will assign a virtual IP address from

a DHCP pool to the session. If you choose Per
Program, you will then be able to assign individual IP
addresses per application on your RDS server.

Configure Connections for RDS

Configuring connections to your RDS server governs how your clients
will connect to the RDS server. When a user connects to RDS, the main
protocol used to send information to the client is the Remote Desktop
Protocol. RDP essentially consists of screen refreshes sent from the
server to the client. The RDP packets travel over TCP protocols, and
you can control the communication by modifying or creating new con-
nections. You modify these settings via the following steps:

1. To open Remote Desktop Host Session Configuration, select
Start &> Administrative Tools &> Remote Desktop Services &
Remote Desktop Host Session Configuration.

2. To modify any of the settings, double-click any of the settings in

the middle task pane.

3. Click the tab of the settings you want to modify. The different set-
tings you can find here are listed in Table 13.4.

4. When you’re finished, click Apply if you want to modify other
tabs, or click OK to save your settings.
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Table 13.4: RD Session Host Configuration Settings

Tab

Setting

Description

General

Log On Settings

Sessions

Environment

Remote Control

Security

Encryption Level

Certificate

Client Log On Information

Override User Settings

Initial Program

Remotely View

This determines the security for the
communication channel between the
client and server. The default value is
Negotiate, which will be determined
by the capabilities of the client. In
most cases, the security layer used
will be SSL(TLS 1.0).

This setting is also determined by
the client and controls the strength
of the encryption for the traffic
between the client and the server.

You can specify or change the security
certificate used to encrypt/decrypt
the traffic on your server.

This setting allows you to control
how users will authenticate against
your server. The default is for the
user to specify their credentials;
however, you can always specify a
certain account to be used by the
RDS server.

These settings allow you to control
how sessions are disconnected on
your RDS server. These settings will
free up resources not used on the
server for idle sessions, improving
the overall performance of your
server and other users’ sessions.

This setting will determine what is
the program loaded into memory
when the user connects to the
server.

You can configure these settings if
you want to view a user’s active ses-
sion remotely. This will allow you to
verify users’ connections and use.
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Table 13.4: RD Session Host Configuration Settings (continued)

Description

Tab Setting

Client Settings Color Depth
Redirection

Network Adapter ~ Adapter Settings

Security

The settings in client settings control
how the RDP session will appear

to the user and what the remote
desktop interface will look like. You
can set the color depth, which will
control how the display looks. The
better the quality of color, the truer
the remote desktop will look to being
a native desktop.

This allows you to disable certain
aspects of how the remote client is
used. The more features you disable,
the less functionality and traffic that
is sent to the client. The more fea-
tures you leave enabled, the closer
the remote client will look to a real
desktop.

This allows you to control which
adapter or adapters your RDS server
can use, as well as how many con-
nections are limited for the network
adapter selected.

This allows you to set which users or
groups can connect to the RDS com-
ponents. When you first open this
tab, you will see a warning similar
to Figure 13.6. Even though you can
modify the users in this option, it is
recommended you use the Remote
Desktop Users group to control
access.

Figure 13.6: RDS security warning
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Activate Remote Desktop Licensing Server

The RD Licensing component of RDS plays a vital role in your net-
work. This server governs the RDS CALs for your server. If this server
is not properly configured or activated, your RDS environment could
stop working and prevent connections to your RDS server.

You have two choices for the licensing mode of your RDS server.

You can license the server per device or per user. Per device allows one
device on your network to connect to the RDS server regardless of
which user is logged onto the device. This licensing mode is useful when
kiosk computers are used heavily in conjunction with RDS for your
infrastructure. Per user allows you a user to log on to the RDS services
from any computer in your network. This mode is useful when you have
users who use a variety of workstations to perform their tasks.

One of the key steps you will need to perform on the license server is
activating the server. You need to have legitimate RDS CALs you have
purchased and then activate your server. To activate the server, you need
to go into the RD Licensing Manager tool.

1. To open the RD Licensing Manager, select Start &> Administrative
Tools => Remote Desktop Services & Remote Desktop Licensing
Manager, and you will see a screen similar to Figure 13.7.

2. You will notice your server has an activation status of Not
Activated.

3. Right-click your server, and click Activate Server.
4. Review the welcome screen, and click Next.

5. Choose your activation method, which determines how you will
verify your RDS CALs. You can connect through the Internet by
using a browser or by calling with your telephone. After you have
selected your method, click Next.

Figure 13.7: RD Licensing Manager
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6. No matter which method you choose, you will need your licensing
server ID; after you have entered it, click Next.

7. Your server will then be activated.

After your server has been activated, you will then be able to install,
configure, and remove your licenses easily. It is just a matter of purchas-
ing the licenses through legitimate sources and having a properly acti-
vated server.

Configure Remote Desktop Gateway

The RD Gateway component of Remote Desktop Services provides
a tool to allow your users to access the RDS server without using a
VPN client. After you have installed the role service, then it is just a
matter of working with your Connection Authorization Policy (CAP)
and Resource Authorization Policy (RAP) to ensure the security of your
server.

The Remote Desktop Gateway Manager will allow you to monitor
current connections to the service. You can also modify or create new
policies; you just need to open the Remote Desktop Gateway Manager:

1. To open the RD Gateway Manager, select Start > Administrative
Tools &> Remote Desktop Services ©» Remote Desktop Gateway
Manager.

2. Inthe RD Gateway Manager, click your server, and you will
notice a dashboard screen similar to Figure 13.8. The dashboard
allows you an overview picture of what is currently on your server.

3. To view either your CAP or RAP policy, click the + sign next to
your server and policies.

4. To modify your existing CAP policies, click Connection
Authorization Polices. Click the policy you want to modify and
then Properties, located in the right Actions pane.

5. To modify your existing RAP policies, click Resource
Authorization Polices. Click the policy you want to modify and
then Properties, located in the right Actions pane.
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Figure 13.8: Gateway dashboard
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Configure Remote Desktop Connection Broker

Remote Desktop Connection Broker provides a valuable role to your
Windows Server 2008 R2 RDS components. This service provides
the connection “middle man” between Remote Desktop Web Access
and the desktop connection for your remote applications and virtual
desktops.

To configure the RD Connection Broker server, you will load the
Remote Desktop Connection Manager. The configuration settings you
will work with are straightforward after you have loaded the tool. You
can do this in Server Manager, or you can use its own dedicated tool. You
can find the Remote Desktop Connection Manager by selecting Start >
Administrative Tools ©> Remote Desktop Services > Remote Desktop
Connection Manager. You will see a screen similar to Figure 13.9.

One of two major aspects of working with the broker is configuring
your RD Web Access servers. The other aspect is configuring Remote
Desktop Virtualization Host, which you will see in the next section. To
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do that, you will need to configure the RD Web Access server. You can
add the server manually via the RD Connection Manager tool:

1. To open the RD Connection Manager, select Start >
Administrative Tools &> Remote Desktop Services &> Remote
Desktop Connection Manager.

2. Click Add RD Web Access Servers on the Actions pane on the
right side of the console window.

Enter the FQDN of your RD Web Access server.

4. Click OK.

Figure 13.9: RD Connection Manager
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You can also add the RD Web Access server by adding the computer
accounts for those servers to the TS Web Access Computers group
located in your Active Directory. When you add the servers to the TS
Web Access Computers group, they will automatically be displayed in

the tool.
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You will also need to configure RemoteApp source servers to make
sure connections can be brokered by this service:

1. Open the RD Connection Manager by selecting Start >
Administrative Tools &> Remote Desktop Services &> Remote
Desktop Connection Manager.

2. Click Add RemoteApp Source on the Actions pane on the right
side of the console window.

3. Enter the FQDN of the server that has the RemoteApp tools
configured.

4. Click OK.

This will enable RDS components like RD Web Access to provide
applications through the RD Connection Broker.

Configure Remote Desktop Web Access

One of the other avenues that your users can access the RDS compo-
nents on your Windows Server 2008 R2 server is via their local web
browser. RD Web Access allows your users to log on to an RDS ses-
sion via the browser. In RD Web Access, you can let your clients access
services from around the world. When you are configuring RD Web
Access, you will also need to understand RemoteApp Manager and how
you configure applications to run via the RDS components.

What you first need to do to configure RD Web Access is control
how the website gets the applications you want to provide. You can
choose either a local RemoteApp server or an RD Connection Broker to
control your access. Your RDS infrastructure will determine how your
users receive applications via the RD Web Access server.

1. Open Remote Desktop Web Access Configuration by select-
ing Start = Administrative Tools &> Remote Desktop Services &
Remote Desktop Web Access Configuration.

2. Type in your administrative credentials, and click Sign In.
After you are authenticated, you will see a screen similar to
Figure 13.10.

3. Select your option, either a Connection Broker server or the
RemoteApp server, and enter the FQDN name (usually you will
want the full name instead of the NetBIOS name).

4. Click OK, and your server will provide the applications and desk-
tops based on your chosen configuration.
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Figure 13.10: RD Web Access configuration

P — L [ R R S T

Admin Remaote Access

th.——n—...m...r..—u.—
EmMLARE PregRE  AEmaes DesEp  Casngeevees Wap g s

Tibn Tt 4 A e PR WO Rl Y Bre w4 N Pt s il Frsitn st i Pan wBia be il P it 1 B mardo B
D e T o 1 S e P T e e e ]
Ly tals e lall oy tod LAY AR AR W D W A0

Lo o e by W e L) b B Lo

[ TR —

R — 3

To connect to the RD Web Access server, you need to open the web-
site. By default the website is named RDWeb and is enabled for Secure
Sockets Layer (SSL) encryption security. For example, if your server is
named R2RTM and your domain is admin, the URL you would type
in your browser by default would be https://r2rtm.admin.com/rdweb.
After you typed in your authentication, you would see a screen similar
to Figure 13.11.

Figure 13.11: RD Webh Access
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Use the RemoteApp Manager

The RemoteApp Manager is a tool you will use to make applications
accessible via RDS. Before you can add applications through RemoteApp,
you have to make sure the applications are installed or configured correctly
with RDS. Although most applications you will use will work with RDS,
other applications, such as Microsoft Office, need to have special instal-
lations or licensing done in order for them to work properly on an RDS
server. Before installing the applications, you may want to consult the
documentation to see whether they will run with RDS, or look for direc-
tions for Terminal Services.

To configure applications in RemoteApp, you need to load the
RemoteApp Manager either in Server Manager or via its own tool in
the administrative tools.

1. Open RemoteApp Manager by selecting Start &> Administrative
Tools => Remote Desktop Services & RemoteApp Manager. You
will see a screen similar to Figure 13.12.

2. To add an application, click Add RemoteApp Programs in the
right Actions pane.

3. Read the welcome screen, and click Nexct.

Figure 13.12: The RemoteApp Manager
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4. Select your applications; you can also browse for your applications

if they are not currently listed. You can also modify the proper-
ties of a selected application. After you add an application, click
Properties, and you will see a screen similar to Figure 13.13.

Figure 13.13: Application properties
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From the properties list you can modify any command-line argu-
ments needed for the program to run or even specify which user
accounts or groups can access the particular application. When
you are done adding applications, click Next.

5. Review your final settings, and then click Finish.

After you have added remote applications, you can offer the applica-
tions to your users. You can make your applications available via the
RD Web Access front end, an RDP package, or an .msi package. By
default if you have RD Web Access installed, your applications will
automatically be available via RD Web Access. If you want to hide the
application for RD Web Access, simply click the application and click
Hide In RD Web Access in the Actions pane on the right side of the
console.
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You can create an RDP package and place it on a share or in another
location to give it to your users:

1.

Open the RemoteApp Manager by selecting Start &> Administrative
Tools > Remote Desktop Services &> RemoteApp Manager.

Click the application for which you want to create an RDP
package.

Click Create .rdp File in the middle details pane or in the right
Actions pane.

Review the welcome screen, and click Next.

5. Enter the location for the . rdp file (usually a shared folder or some

other location your users can gain access to quickly). You can also
modify the basic session, gateway, and certificate settings. When
you are finished modifying the session settings, click Next.

Review the summary screen, and click Finish to create the
package.

Creating an .msi package will allow you to create a installation file
that will place the remote connection file on the user’s Start menu. In
the case of applications with files, the .msi package will also set up an
extension association. Windows Installer files also offer the flexibility
to deploy the applications via scripts.

1.

Open the RemoteApp Manager by selecting Start &> Administrative
Tools > Remote Desktop Services &> RemoteApp Manager.

Click the application for which you want to create the .msi file.

Click Create Windows Installer Package in the middle details pane
or in the right Actions pane.

Review the welcome screen, and click Next.

5. Enter the location for the .msi file (usually a shared folder or some

other location your users can gain access to quickly). You can also
modify the basic session, gateway and certificate settings. When
you are finished modifying the session settings, click Next.

Select where you want the shortcuts created, either on the desktop,
in the Start menu, or in the folder you specify. You can also set file
extension association, which will automatically launch the RDP
session when the user opens a file with the extension.

Review the summary screen, and click Finish to create the package.
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Connect with Remote Desktop Connection

In addition to using RD Web Access to allow your users to connect

to the RDS components, your users also have the ability to connect
through programs located on the host computer. In the Microsoft OS,
this connection program is called the Remote Desktop Connection and
has been typically located in the Accessories group on the Start menu.
This connection tool will allow you to connect directly to the RDS com-
ponents and control many aspects of the connection.

1.

Open Remote Desktop Connection by selecting Start > All
Programs > Accessories > A Remote Desktop Connection.

If you do not want to modify any of the settings, you can fill in the
server name and your credentials to log on. However, if you want
to modify some of the settings, click Options, and you will see a
screen similar to Figure 13.14.

General: This tab contains the basic connection settings, the
server name, and the username. You also have the ability to
save these settings to your own RDP file.

Display: This tab controls the resolution and colors supported
for the RDP session.

Local Resources: This tab allows the RDP session to leverage
your existing local resources. Specifically, you can config-
ure audio, keyboard, printers, and the clipboard, as well as
other local resources. These were new additions to Windows
Server 2008.

Programs: You can specify which programs will load when
the RDP session starts.

Experience: This is new to Windows Server 2008 R2 and
allows you make the RDP session appear very crisp and natu-
ral. The goal of these settings is to make the remote connection
appear as close to a real desktop as possible.

Advanced: This tab will allow you to control how server
authentication failures are handled and also control the RD
Gateway server if configured to allow a secure connection
over the gateway.
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Figure 13.14: Remote Desktop Connection
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3. When you are done modifying the settings, click Connect, and
you will be connected to the RDP services, provided you have per-
missions and the server is available.

Working with Virtual Desktop Infrastructure

One of the new, key aspects you can take advantage of when using all
the RDS components available to your Windows Server 2008 R2 server
is the virtual desktop infrastructure. What this allows you to do, in a
nutshell, is take a virtual machine created in Hyper-V on your server
and enable remote desktop connections to the virtual machine. This
provides a flexible desktop access solution for you and your users, as
well as giving you centralized management of the desktop sessions.
Since the sessions are stored in a virtual machine, you can quickly man-
age these systems.

What happens under the covers is the user using the VDI to con-
nect to the desktop will initiate the connection with either RD Web
Access or a Remote Desktop Connection file. This connection will be
routed through the RD Connection Broker, with verification to AD
and the RD Session Host, and then the client will be able to access the
Remote Desktop Virtualization Host. As you may recall, the Remote
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Desktop Virtualization Host role service requires Hyper-V configured
on the server. It is the Hyper-V virtual machines loaded on the Remote
Desktop Virtualization Host that will provide the desktop to your users.
In Figure 13.15, you can see a diagram on how this works.

Figure 13.15: VDIl overview
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There are numerous services to make this work from end to end.
However, the RDS tools make this as straightforward as possible. After
you have created the virtual client machine to be used for VDI, then
you need to configure the various components to properly handle the
requests. A majority of your configurations will be completed in the RD
Connection Manager.

Configure Virtualization Hosts

One of the first steps is to configure the Remote Desktop Virtualization
Host to use the virtual machine you have chosen:

1. To open Connection Manager, select Start ©> Administrative Tools >
Remote Desktop Services > Remote Desktop Connection Manager.

2. In RD Connection Manager, click Add RD Virtualization Host
Server in either the middle pane or the Actions pane on the right.

3. Typein the FQDN of the server you installed the Remote Desktop
Virtualization Host service on, and click Add; you will see a
screen similar to Figure 13.16. You will then need to configure
how you will connect to the virtual desktops.
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Figure 13.16: RD Virtualization Host Servers
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Click Configure Virtual Desktops in the right Actions pane.
Review the welcome screen, and click Next.

You should see the name of your RD Virtualization Host server; if
you do not, type in the name, and click Next.

You may need to configure your RD Session Host server. This
may also already have been configured; if you do not see the RD
Session Host server specified, type in the FQDN of the server, and
click Next.

You may need to configure your RD Web Access Server; this
may also already have been configured. If you do not see the RD
Web Access server specified, type in the FQDN of the server, and
click Next.

Review your summary information. You will also notice a check
mark in the check box Assign Personal Virtual Desktop. Leave the
box selected, and click Finish.

To assign a virtual machine, you need to select a user from your
AD environment and a virtual machine that exists on the RD
Virtualization Host server. It is required that your virtual machines
have been named with an FQDN in Hyper-V. If they have not
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been, you will see an error message, as shown in Figure 13.17.
After you have entered your username and assigned a virtual
machine, click Next.

Figure 13.17: RD FQDN error
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Review the confirmation screen, and click Assign.

Review the assignment summary; you will also notice a check box
if you need to assign another virtual machine that is checked by
default; if you need to assign more users or groups, click Continue.
Otherwise, clear the check box, and click Finish.

One last configuration you will need to make is to the RD Session
Host server. You will need to set the connection broker’s server purpose
to Virtual Machine Redirection. This is necessary so the server redirects
the requests properly to the Remote Desktop Virtualization Host server.

1.

To open RD Session Host Configuration, select Start =
Administrative Tools &> Remote Desktop Services ©» Remote
Desktop Session Host configuration.

Double-click the setting under the heading RD Connection
Broker.

Click Change Settings.

Select the radio button Virtual Machine Redirection under the
Remote Desktop Virtualization heading.

Enter the server name of your RD Connection Broker server. The
server will need to be in the Session Broker Computers group

in your Active Directory. Your screen should look similar to
Figure 13.18.

Click OK, and you will see a notification similar to Figure 13.19.
Review the message, and if you accept the changes, click Yes.

Click OK to exit the settings dialog box.
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Figure 13.18: RDS virtualization configuration
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This section gave a brief overview of working with VDI. For more

information, visit http://technet.microsoft.com/en-us/library/
dd941616(WS.10).aspx.
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Work with Remote Clients

In Windows Server 2008 R2, in addition to the RDS components,

the server can also be configured to provide powerful capabilities for
remote clients to your network. Remote clients like your road war-
riors, your telecommuters, and other users are not connected to your
network on a daily basis. In Windows Server 2008 R2, you still have
access to the Routing and Remote Access services that were available in
Windows Server 2008. However, you also have a powerful alternative
to a normal VPN with a new component to Windows Server 2008 R2
called DirectAccess. You will now get broad overview of working with
both solutions.

Install and Configure Windows Server 2008 R2 VPNs

Creating a VPN on your Routing and Remote Access server provides
secure remote access to private networks. When you decide to install a
VPN and install the Routing and Remote Access role services, you get
several capabilities for your network. RRAS can be used in a variety of
configurations, as you can see in Table 13.5.

Table 13.5: RRAS Options

Component Description

VPN Access This allows clients to connect to your network across the Internet.

Dial-Up Access This allows clients to connect to your network via a modem or other
dial-in equipment.

Demand-Dial This allows your server to initiate and receive demand-dial connections.
Connections Demand-dial connections allow your modem communications to be
cost effective by dialing the connections only when needed.

NAT Network Address Translation allows your users on your network to
share a single Internet connection. NAT translates between the public
Internet address and your private network IP address scheme.

LAN Routing This option allows your RRAS server to forward packets from one LAN
segment to another.
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Understand the Windows Server 2008 R2 Role Services

There are several core services you can choose to configure on your
Windows Server 2008 R2 server when you install your VPN for your
network. Table 13.6 describes the role services and what their function is.

Table 13.6: Network Policy and Access Role Services

Role Service

Description

Network Policy
Server (NPS)

RRAS Remote
Access Service

RRAS Routing

Health Registration
Authority (HRA)

Host Credential
Authorization
Protocol (HCAP)

This role service gives you the ability to create access policies
governing connection requests for authorization and authentica-
tion. This role service also allows you to install a client health
enforcement tool called Network Access Protection (NAP).

The core RRAS services provide the VPN capability for your server.
The connections can also be made with dial-up connections.

This role service will provide LAN and WAN routing services for
your network as well as NAT, RIP, and IGMP proxy routers.

This is used in conjunction when you roll out your NAP solution. The
HRA will validate the health of remote clients connecting to the
server by issuing certificates with the health status of the connec-
tion client. This role service will require the IS Management tools,
specifically, the IIS 6 WMI and Scripting tools.

This is another component for a NAP solution in your network; spe-
cifically, the HCAP component is designed to work with the Cisco
Network Access Control. This role service will require the IIS Client
Certificate Mapping Authentication and Digest Authentication
components from the IIS services.

Install Routing and Remote Access Services

You install the Routing and Remote Access Services (RRAS) by adding
the role services in Server Manager:

1. Select Start &> Administrative Tools > Server Manager.

Click Roles on the tree menu on the left.

2
3. Click Add Roles in the details pane on the right.
4

. In the list of roles, select Network Policy And Access Services, and

click Next.

5. Review the welcome screen for Network Policy And Access
Services, and click Next.
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6. Select Routing And Remote Access Services; normally you will
select both Remote Access Services and Routing. After you have
selected the components, click Next.

Review the confirmation screen, and click Install.

8. Review the installation results, and click Close.

Configure the VPN

After you have installed the RRAS solutions, you will need to enable and
configure the role service. In Windows Server 2008 R2, you will notice
there is a wizard drive utility designed to help you configure the VPN.

When you configure RRAS, you will have several choices. Follow
these steps:

1. To open Routing And Remote Access, select Start >
Administrative Tools &> Routing And Remote Access.

2. Click your server in the tree on the left. When you first launch
the Routing and Remote Access management tools, you will see a
screen similar to Figure 13.20.

3. Select Action » Configure And Enable Routing And Remote
Access.

Figure 13.20: Enabling RRAS
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Review the welcome screen, and click Next.

5. On the configuration screen, select Remote Access (Dial-Up or

10.

1.

VPN), and click Next.

How your users will connect and what hardware you have on your
server will determine whether you select VPN or Dial-Up. After
you have selected your option, click Next.

Select the network interface you are using on your Windows
Server 2008 R2 server to connect to the Internet. After you have
selected your Internet network interface, click Next.

Select the internal network adapter in which you want to assign to
your remote VPN users.

On the IP Address Assignment screen, you can use a DHCP server
in your network, or you can create a specific range of IP addresses

for the VPN connection. After you make your selection, click Next.
If you choose your own range of addresses, you will have an addi-

tional step to configure the range.

On the next screen, you will see a choice to configure a Remote
Authentication Dial-In User Service (RADIUS). You will see a
screen similar to Figure 13.21. The RADIUS server is useful if you
have several RRAS servers and you want to have a central authen-
tication point. If you have only a single RRAS server, you can click
No, as in this walk-through; then click Next.

Review the summary screen, and click Finish. You may also
receive a few additional warning prompts, which you will need to
acknowledge before you can finish your setup. These additional
prompts are determined by the other options you may have config-
ured during the setup of these services.

After you have completed enabling and configuring your RRAS
server, your Routing and Remote Access management console will look
similar to Figure 13.22.

The completed console provides you with the ability to modify any
of your VPN settings. Traditionally, once you have configured the VPN,
you will not need to perform many day-to-day duties for maintenance.
However, the console does provides some nice monitor tools to view
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server status as well as the ability to see which clients are currently con-
nected via VPN to your server.

Figure 13.21: RADIUS
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Network Access Protection (NAP)

One of the additional capabilities you have with RRAS is the ability
to verify the health of your VPN clients to your network. NAP provides
amethod for you to quarantine your VPN clients before they are
allowed to connect to your server. NAP can also be instrumental in
providing remediation for clients not meeting the computer health
requirements of your network.To learn more about configuring and
working with NAP, please visit http://technet.microsoft.com/
en-us/network/bb545879.aspx.

Install and Configure DirectAccess

One of the new features in Windows Server 2008 R2 is DirectAccess.
In addition to requiring a Windows Server 2008 R2 server, this feature
is available only to Windows 7 clients. This new capability allows you
as the IT administrator a great amount of control over your remote
clients. DirectAccess will enable your Windows 7 clients the ability to
always be connected to your corporate network regardless of how they
are connected to the Internet. DirectAccess is a connection solution for
Windows Server 2008 R2 servers and Windows 7 clients, surpassing
existing VPN solutions. Having your clients always connect provides a
consistent management model for you. This provides you with a consis-
tent way to manage, patch, and secure remote workstations that in the
past may not have always been connected on a frequent basis. For your
users, DirectAccess provides an “always-on” secure connection to cor-
porate networks and resources.

The installation for this tool set can be lengthy and complex, although
in the end this work could be worth your time and effort if you have or
are planning to have Windows 7 clients in your environment. In this
section, you will see an overview of the steps required to configure
DirectAccess on your Windows Server 2008 R2 server. There are also
numerous prerequisites needed to be configured. Among many other
things, DirectAccess requires an understanding of IPv6 (with IPv4
translation), Public Key Infrastructure (PKI), and the use of certificates,
as well as a firm understanding of DNS to make this solution work.
Microsoft created a nice step-by-step guide located here, which will
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also include all the necessary prerequisites and client-side configuration:
www .microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=
8d47ed5f-d217-4d84-b698-139360d82fac.

Although the installation can be complex, the tool set on the Windows
Server 2008 R2 server, which you will see in this section, is designed
to help you through the process. The built-in tools in Windows Server
2008 R2 will make sure you have dotted your #’s and crossed your #’s
for the installation and configuration of DirectAccess.

Install the DirectAccess Management Console

When you need to configure DirectAccess, you will need to install

the DirectAccess management console. The management console is a
Windows Server 2008 R2 feature and can be installed by adding the
feature. The DirectAccess console is a tool designed to step you through
the process of properly configuring your server.

1. Open Server Manager by selecting Start => Administrative
Tools = Server Manager.

Click Features on the tree menu on the left.
Click Add Features in the details pane on the right.
Select DirectAccess Management Console, and click Next.

Review the confirmation screen, and click Install.

o o AW N

Review the summary screen, and click Close.

After you have installed the console, you can find the tool in the
Administrative Tools group, and when you open the tool, you can begin
the process of setting up DirectAccess. When you first open the con-
sole, you will see a link to help titled Checklist: Before You Configure
DirectAccess. This link will take you through all the necessary prereq-
uisite steps.

1. Open the DirectAccess management console by selecting Start c»
Administrative Tools &> DirectAccess Management Console.

2. On the tree on the left of the console, click Setup; you may see a
screen with some errors like Figure 13.23. If you have errors, take
corrective action, and click Retry.

3. After you have fixed any error messages, you will see a screen
similar to Figure 13.24.
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Figure 13.23: DirectAccess error

-

Figure 13.24: DirectAccess setup




Work with Remote Clients

As you can see, the DirectAccess tool provides you a visual step-by-
step guidance in properly configuring this powerful connection com-
ponent. Each configuration step for DirectAccess can be modified after
you have done your initial configuration. You also have to complete the
steps in order to get a properly configured DirectAccess server:

1.

Remote clients: In this step, you will configure which clients will
be able to use DirectAccess. You will add the appropriate computer
groups in your AD infrastructure that contain your preprovisioned
DirectAccess systems. Remember, only Windows 7 clients can par-
ticipate in DirectAccess.

DirectAccess server setup: In this step, you will configure the
connection aspects of your network adapters. You will need to
specify which network adapters are used for the Internet and your
internal network. You will also have the ability to configure your
DirectAccess server to accept logins via smart cards. You will
also need to configure your certificate authorities (CAs) for the
DirectAccess server used to provide secure communications.

Infrastructure servers: In this step, you will configure how your
clients will access your core infrastructure services such as the AD
domain controllers and DNS servers your users will need to access
to work with your network infrastructure. You can also configure
in this step an internal web server with the ability to provide loca-
tion services for infrastructure components to your DirectAccess
clients.

Application servers: In this step, you will configure your end-to-
end authentication and security for the DirectAccess components.
DirectAccess allows you to secure the communication channel from
the beginning to the end to keep a safe and secure channel. You
also have to ability to control which servers your DirectAccess
clients can connect to; you have the ability to restrict communica-
tions to certain servers in your network.

As you have seen, this was a brief overview of the configuration for
DirectAccess. This is a new solution and provides a secure and fast con-
nection method for your remote clients to connect to your environment
in addition to any VPNs you may currently have.
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Understand Virtualization with Hyper-V

Windows Server 2008 R2 has many opportunities for I'T administra-
tors to implement a virtualization strategy. Virtual Server, Application
Virtualization, Remote Desktop Gateways, and Remote Desktop all
provide opportunities for virtualization. Although all these tools offer
something uniquely valuable to the virtual environment, when we think
of virtualization with Windows Server 2008 R2, we think of Hyper-V.

Hyper-V enables you to create and host an entire virtualized environ-
ment in which you can host client and server operating systems. Hyper-V
offers the benefits of running multiple operating systems simultaneously
on the same set of physical hardware. The problem of ever-increasing
numbers of servers (called server sprawl), and its associated costs in
both implementation and administration, can be effectively controlled
with a Hyper-V environment. There are also benefits related to the test-
ing and development areas of IT because test machine and development
environments can be easily built, maintained, and reused. On a system
running Hyper-V, the hardware utilization typically goes way up while
the hardware and administration costs go way down. These benefits have
made Hyper-V a very popular addition to the Windows Server 2008 R2
network.

Install Hyper-V
To install Hyper-V, your system must meet certain requirements:
= It must have an x64-based processor.

= The machine must support hardware-assisted virtualization.
The processors must support Intel Virtualization Technology
(Intel VT) or AMD Virtualization (AMD-V) enabled through
the system BIOS.

= Your system must have hardware-enforced Data Execution
Prevention (DEP) via a BIOS-enabled Intel XD bit or AMD NX bit.

= Your system must have Windows Server 2008 R2 Standard edition,
Enterprise edition, or Datacenter edition installed.
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Hyper-V is installed as a role on Windows Server 2008 R2. You will
use Server Manager to install Hyper-V components and the Hyper-V
Manager tool:

1.

8.
9.

N o o s w N

Open Server Manager.

Select Roles.

Choose Add Roles.

Select the box for the Hyper-V role.

Click Next.

Click Next to verify the informational messages.

Select a network adapter to use with your virtual machines. (You
can modify this later with the Virtual Network Manager.)

Click Next.
Click Install.

The server will install the components and services for Hyper-V. See
Figure 14.1.

Figure 14.1: Installing Hyper-V
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Once the installation of Hyper-V has completed, you will need to
restart your computer.

After the restart, you can use a new tool called the Hyper-V Manager
to manage your virtual networks and virtual machines. You can open
Hyper-V Manager by opening Server Manager, expanding Roles, and
selecting Hyper-V. You can also open Hyper-V Manager as a stand-
alone tool from the All Programs menu or the Administrative Tools
menu depending on how you have configured your Programs menu.

Hyper-V Manager consists of three panes, as you can see in Figure 14.2.
The tree pane is on the left side, the details pane is in the center, and the
Actions pane is on the right. As you select the server by its name in the tree
pane, the options available in the details and Actions panes will update.

Figure 14.2: The Hyper-V Manager
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Work with Virtual Networks

The first things you will want to do after installing Hyper-V is to build
the virtual network infrastructure you will use to connect your virtual
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machines to one another and to make them available to the rest of your
network, or even the rest of the world.

You can build and manage virtual networks using the Virtual Network
Manager tool in the Hyper-V Manager. When the Hyper-V server is
selected, you will find the Virtual Network Manager option in the Actions
pane, as shown in Figure 14.3.

Figure 14.3: Virtual Network Manager option
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When you click the Virtual Network Manager option, you will see
the default network that was created when you installed Hyper-V, and
you have the opportunity to create additional virtual networks. Virtual
networks come in three distinct types:

External This type of virtual network binds to the physical network
adapter so that virtual machines can access the physical network.

Internal This creates a network that can be accessed only by the
virtual machines hosted by the local Hyper-V server and the host
physical server.

Private This creates a virtual network that can be accessed only
by the virtual machines hosted by the local Hyper-V server.
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When you are working with virtual machines, you might want to
have some machines connected to private virtual networks, such as in
a testing environment. Or you might want to have machines connected
to the physical network, such as a hosted web server, or a legacy server
running as a virtual machine. The cool thing is that Virtual Network
Manager does not limit you to creating a single virtual network. You
can build multiple virtual networks and link virtual machines to the
various virtual networks based on your network needs.

To create a virtual network, follow these steps:

1. Open the Hyper-V Manager.

2. Select the server name in the tree pane.

3. Click Virtual Network Manager in the Actions pane.
4

Select the type of network you want to create (External, Internal,
or Private).

Click Add.

Enter the name of your virtual network, as shown in Figure 14.4.

Figure 14.4: Create Virtual Network Wizard
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7. Enter any details or notes about the virtual network into the Notes

field.

8. Under Connection Type, select the network interface (for an
external network), or select the Internal Only or Private Virtual
Machine Network radio button.

9. In the event that you are using an external network, you can
also enable and use a VLAN ID in conjunction with this virtual
network.

10. Click OK.

The nice thing about the Virtual Network Manager tool is that you
can easily add new virtual networks and make adjustments or changes
to existing networks with relative ease. If you open the Virtual Network
Manager, the virtual networks you have already created are visible in
the details pane on the left. You can select them by name and make any
changes, including removing the entire virtual network, by simply adjust-
ing the settings in the details pane.

Build Virtual Machines

A virtual machine is nothing more than an installed operating system. It
is installed, and operates, inside a single special file called a virtual hard
disk (VHD) file. The VHD file and the specific settings that define the
hardware specifications combine to form the overall virtual machine.

Create a Virtual Machine

To create a virtual machine, click the New option in the Actions pane
and select Virtual Machine. This will start the New Virtual Machine
Wizard. This wizard will guide you through the rest of the process of
creating a virtual machine. The process goes as follows:

1. Click Next on the Before You Begin screen.
2. Provide a name for your virtual machine.

3. If you do not want the virtual machine stored in the My Virtual
Machines folder, you will need to supply an alternate location.

4. Click Next.

5. Specify how many megabytes of RAM you will allocate to the vir-
tual machine.
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Click Next.

Choose which of your virtual networks you would like to connect
to this virtual machine.

Click Next.

9. Specify the virtual hard disk. You can create a new one, use an

10.
1.

12.
13.

existing one, or defer and attach a hard drive later.
Click Next.

Choose to install an operating system later, install from a DVD/CD,
install from a boot floppy, or install an operating system from a
network installation server. This option is available only if you
choose to create a new VHD. If you choose another option, you
would be taken directly to step 13.

Click Next.

Read the summary information, and if it is correct, hit Finish (see
Figure 14.5).

Figure 14.5: Creating a virtual machine
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Create Virtual Hard Disks

You undoubtedly noticed when you created a virtual machine that it
is possible to create a virtual machine and create the VHD later. The
virtual hard disk is the storage component for the virtual machine. It
is the location you will install the files for the operating system and
applications.

Virtual hard disks have some degree of portability. It is possible to
import and export VHD files using Hyper-V and “move” them from
one server to another.

All VHDs are not created equal. There are actually three different

types. When you build a VHD, you will choose which type to
create:

Dynamically expanding VHD Dynamically expanding VHDs do

exactly what the name suggests. The VHD starts relatively small

and then dynamically increases in size to accommodate the storage
needs of the virtual machine. It is important to note that although
the disk automatically increases in size as new data is added to the
VHD, it does not automatically shrink in size if data is deleted from

the VHD. To resize the VHD file, you will need to run the Edit
VHD Wizard.

Fixed VHD A fixed virtual hard disk provides a specific amount
of storage space that is defined at the time the hard disk is created.
The size of the VHD will remain fixed regardless of how much data

is added to the VHD. It is possible to use the Edit Virtual Hard

Disk Wizard to increase or decrease the size of the fixed VHD should

the need arise for additional storage space.

Differencing VHD A differencing virtual hard disk provides stor-
age to enable you to make changes to a parent virtual hard disk with-

out altering the parent disk. The changes are actually made to
the differencing disk while maintaining the original integrity of the
parent disk.
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Create a Virtual Hard Disk

To create a new VHD, follow these steps:

1.

Y
e

© © N o a kN

Open the Hyper-V Manager.

Click New in the Actions pane.

Select Hard Disk.

Click Next on the Before You Begin page.

Select the type of VHD you want to create.

Click Next.

Name the VHD.

Click Next.

Specify the size of the disk, or copy the contents of a physical disk.

Review the settings you have made, as shown in Figure 14.6, and
click Finish.

Figure 14.6: Creatinga VHD
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It should be noted here that these steps reflect the process of creat-
ing a virtual hard disk with either the fixed or dynamically increasing
types. If you were to create a differencing disk to use in conjunction
with an existing fixed or dynamically increasing disk, the process would
be slightly different.

Use an Existing VHD

The nature of the VHD makes it relatively portable. As of this writ-
ing, Microsoft is providing VHD files that can be used by individuals
to evaluate Windows Server and other associated platform products.
These VHD files can be downloaded and used as the base of a virtual
machine. You might create your own virtual machine files complete
with operating system and applications and then export the VHD file
and use it on another Hyper-V server. The portability and versatility
of the VHD file make it very desirable. In fact, it is actually possible
to deploy physical copies of Windows Server 2008 R2 and Windows 7
from a VHD file.

You will remember that when you created a virtual machine, you
were presented with the option of creating a virtual hard disk to go
along with the virtual machine or waiting until later to associate a
VHD with the virtual machine. If you selected to associate the VHD
file later, you will need to modify the settings of the virtual machine
you created.

To add a VHD file to a virtual machine, do the following;:

1. Open the Hyper-V Manager.

2. Select the virtual machine to which you want to connect
the VHD.

3. Click Settings in the Actions pane.

4. Select Controller IDE 0 or IDE 1, and select Hard Drive, as shown
in Figure 14.7.

5. Click Add.
6. Click the Browse button, and locate the VHD file.
7. Click OK.
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Figure 14.7: Associating a VHD to a virtual machine

Work with Virtual Machine Settings

Every virtual machine consists of two components: a virtual hard disk
and the virtual machine settings. As you saw in the previous example,
the settings are what tie the VHD to the virtual machine. They define
the operating environment of the virtual machine. You can manage the
settings to maximize the performance of both the virtual machines and
the physical server that is hosting the virtual machines.
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The settings are broken down into two parts, the hardware settings
and the management settings.
The hardware settings include the following:

Add Hardware, as shown in Figure 14.8 This setting allows you
to add a SCSI controller, a network adapter, or a legacy network
adapter.

Figure 14.8: Add Hardware setting
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BIOS, as shown in Figure 14.9 Using this setting you can modify
the order of the devices in the BIOS start order using the up and
down arrows.

Figure 14.9: BIOS setting
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Memory, as shown in Figure 14.10 Memory is critical to the
operation of a virtual machine. This setting specifies the amount
of physical RAM that is allocated to the virtual machine.

Figure 14.10: Memory
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Processor, as shown in Figure 14.11 You can modify the number
of virtual processors assigned to a virtual machine based on the
number of physical processors and cores on each processor. You can
also balance the usage of your processing resources between virtual
machines. In addition, you can limit the processor features that a
virtual machine can use to make it more compatible with different
versions of processors, such as to make a processor more compat-
ible with an older operating system like Windows NT.

Figure 14.11: Processor
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Controller settings, as shown in Figure 14.12 The Controller set-
tings specify the IDE and SCSI controllers and what they are con-
nected to. Traditionally, IDE 0 is connected to the VHD file that is
the base of the operating system. IDE 1 is generally connected to the
DVD drive, and you can define exactly what media you want to use
with that DVD/CD drive; for example, you may have an ISO image
of an operating system and want to install the OS using the image
file. You can associate the ISO image with IDE 1.

Figure 14.12: Controller settings
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Network Adapter, as shown in Figure 14.13 The Network Adapter
setting allows you to define which of the available virtual networks
you will connect to.

Figure 14.13: Network Adapter
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COM settings, as shown in Figure 14.14 The COM settings allow
you to configure the virtual machine to communicate with the phys-
ical computer through a named pipe.

Figure 14.14: COM settings
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Diskette Drive, as shown in Figure 14.15 Floppy disks are almost
nonexistent in modern physical servers. However, they were common-
place in legacy hardware and often were the vehicle for delivering
data, applications, and even operating systems. Should you need to
use a floppy disk with a virtual machine, you will use this setting. A
floppy disk is virtualized by using a virtual floppy disk file (.vfd).

Figure 14.15: Diskette Drive
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The management settings associated with the virtual machine are as
follows:

Name, as shown in Figure 14.16 Each virtual machine has a
name. The name can be whatever you choose. It is recommended
that you choose a name that allows you to easily recognize your
virtual machines. The name of the virtual machine is not perma-
nent. Like any other file, the virtual machine can be renamed.

Figure 14.16: Name setting
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Integration Services, as shown in Figure 14.17 Running a virtual
machine can present some interesting challenges and opportunities for
interaction between the operating system hosting the Hyper-V server
and the virtual machines. These services are called the integration
services, and you can adjust them based on need. You can also
rename the virtual machine with the link in the Actions pane. It
will update the value in the settings file.

Figure 14.17: Integration Services setting
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Snapshot File Location, as shown in Figure 14.18 The snapshot
file location defines the physical location where snapshots of virtual
machines will be stored. The snapshot allows the administrator to
make a point-in-time snapshot of a virtual machine, and then if
desired, the administrator can apply the snapshot file to return the
virtual machine to the point in time when the snapshot was taken.
You will learn more about snapshots later in this chapter.

Figure 14.18: Snapshot File Location
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Automatic Start Action, as shown in Figure 14.19 The automatic
start action defines what you want the virtual machine to do when
the physical machine is started. This setting makes it possible to start
a virtual machine automatically each time its associated physical
machine is started. You can also configure an automatic start delay so
that the virtual machine is not competing with the physical machine
for resources necessary to start up.

Figure 14.19: Automatic Start Action

Automatic Stop Action, as shown in Figure 14.20 The Automatic
Stop Action setting defines what you want this virtual machine to
do when the physical machine that is hosting it shuts down. The
default value saves the virtual machines state. You could of course
shut down the virtual machine or let it turn off (not recommended
since this is the equivalent of pulling the plug).
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Figure 14.20: Automatic Stop Action
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Install an Operating System

The whole point of virtual hard disks, virtual machines, and Hyper-V
is to let more than one operating system run on a single set of hard-
ware. When you build the virtual machine and its associated hard disk,
the operating system is not included. You will still need to acquire and
install the operating system of your choice. Hyper-V is very versatile,
allowing you to run Windows operating systems and even SUSE Linux
if you so desire. The process of installing an operating system on a vir-
tual machine is very much the same as installing to physical hardware,
with a few exceptions.

You will recall from our earlier discussion that a VHD file is an allo-
cation of disk space used to install operating systems and applications
and to store data. When you install an operating system, you are actually
installing to the VHD.
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Install from DVD

One of the most common methods used to install an operating system
is to install it directly from the DVD/CD media. Each virtual machine
has a setting for the DVD/CD drive. This setting can be configured to
capture the physical DVD drive:

1. Seta controller to capture the DVD/CD.

Set the boot order to ensure that the DVD/CD is first.
Insert the DVD/CD into the physical DVD/CD drive.
Start the virtual machine.

When prompted, hit a key to boot from DVD/CD.

g > 0w N

At this point, the install will proceed as normal.

Install from ISO

DVD/CD is a great methodology for install, but it is certainly not the
only option. In fact, many in the IT world have picked up a subscription
to TechNet or MSDN that will allow them to download an ISO image
of a DVD that can be used to burn a physical DVD. Or, in this case,

it can actually be used to install the operating system directly to the
virtual machine. The process is similar to a traditional install with one
simple setting change:

1. Seta controller to capture the DVD/CD.

Select the DVD/CD drive.

In the Media section, select the Image File option.

Browse to the location of the ISO file, as shown in Figure 14.21.
Click OK.

LA I

You can get the same effect by using the connection window for the
virtual machine. You can use the Media menu, select DVD Drive, and
use the Insert Disk option.

When you install an operating system to a virtual machine, remember
that all the files are being installed to the virtual hard disk. The operat-
ing system is no different from if it were installed to the local hardware.
There are not different versions of operating systems for the virtual world.
They are the same installs and have the same operational capacity as any
other operating system install.
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Figure 14.21: Capturing an ISO image

Connect to a Virtual Machine

Once you have a virtual machine created and the operating system is
installed and functional, there is one remaining obstacle. The operat-
ing system is running in an environment that is essentially invisible to
the user. There is no default video output in Hyper-V. You will need

to connect an application to the video output of the virtual machine in
order to interact with the VM and to see what’s going on. The applica-
tion that you will use to connect to the virtual machine was installed
automatically when you installed Hyper-V. The application is called the
Virtual Machine Connection tool. Using this tool, you can connect to
the virtual machine, control the state of the virtual machine, take snap-
shots of the virtual machine, and modify some of the settings of the
virtual machine.
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When you connect to a virtual machine using the Virtual Machine
Connection tool, it will automatically use the credentials that you used
to log in to the physical machine to establish the connection to the virtual
machine. If you want to use other credentials, you can configure those
in Hyper-V. By default Administrator permissions are the minimum
required permissions necessary to connect to the console. Please note
that this does nzot mean that the Virtual Machine Connection tool will
log you on to the virtual machine. The credentials supplied are simply
used to connect to the virtual machine. You will still need to supply the
appropriate credentials to log on to the virtual machine.

To connect to a virtual machine, you can open the Hyper-V Manager
and locate the desired virtual machine. Double-click the virtual machine,
and the Virtual Machine Connection tool will start. You can also right-
click the selected virtual machine and choose Connect, as shown in
Figure 14.22.

Figure 14.22: Connecting to a virtual machine
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Use Snapshots

The coolest thing about virtual machines is that they are virtual
machines. We know you are thinking “Duh!” So, what’s the big deal?
Virtual machines are really compact. The operating system is located in
a VHD file and the settings that go with it. This makes it really easy to
take a point-in-time picture of the state of the operating system and the
settings associated with the virtual machine. This process is called tak-
ing a snapshot. The value in this is that you can take a snapshot, work
away making changes and updates to the virtual machine, and then
(and this really rocks) apply the snapshot to take the virtual machine
right back to the state it was in when you took the snapshot.

Virtual machine snapshots are file-based snapshots of the state, disk
data, and configuration of the virtual machine. The snapshot creates
a file called an AVHD file. You can take multiple snapshots of a single
virtual machine, and you can even take a snapshot while the virtual
machine is up and running. You can revert or apply snapshots to get to
the virtual machine configuration you desire.

You can create snapshots using the Hyper-V Manager or the Virtual
Machine Connection tool. Applying snapshots, listing available snap-
shots, and editing snapshots are tasks available through the Hyper-V
Manager only.

Snapshots can help you create specific environments such as those
needed in validation and testing. It is easy to reproduce the same envi-
ronment and settings over and over again. Snapshots are perfect for
building a staging server to test hotfixes, patches, and updates before
deploying them to your network.

It is important to consider that the things that we love about snap-
shots can also be the thing that we hate about snapshots. When you
take a snapshot, all the data and settings are in the snapshot. Anything
you create, delete, save, or install will be reverted to the snapshot state
when you revert or apply a snapshot. This means if you create a bunch
of documents and then revert to a previous snapshot, all the data cre-
ated since the snapshot was taken will be gone. If you know this ahead
of time, it is not a big deal because you can simply take another snap-
shot to maintain the current data and state. If you didn’t know this
ahead of time, it could be really painful.
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To make a snapshot of a virtual machine, follow these steps:
1. Open the Hyper-V Manager.
2. Select the virtual machine you want to snapshot.

3. Click Snapshot in the Actions pane, as shown in Figure 14.23.

Figure 14.23: Taking a snapshot
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The snapshots will show up in the Snapshots pane in the center of the
screen. It is important to note here that when you take a snapshot of a
running virtual machine, the performance of the virtual machine will
be impacted as the snapshot file is made. Snapshots are stored in a hier-
archy. As you create additional snapshots, you will see them show up in
the Snapshots pane of the Hyper-V Manager.

After a snapshot is taken, it is labeled with the virtual machine name
and a date and timestamp. This is an easy logical way to keep track of
snapshots. If for some reason you want to change the name of a snap-
shot, you can do so using the Rename option in the Actions pane while
the snapshot is selected.

To apply a snapshot, you will also use the Actions pane with the
snapshot selected. This will allow you to apply the snapshot directly to
the virtual machine.
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It is possible to export the snapshot for use with a virtual machine
using the Export option in the Actions pane.

Finally, it is possible to delete a snapshot, or a snapshot subtree,
from the Actions pane with the snapshot selected. When you delete a
snapshot, be aware that although the snapshot is no longer listed in the
snapshot tree structure, the AVHD file is not deleted until the virtual
machine is shut down. When a snapshot is deleted, the data and settings
that were stored in the snapshot are merged, and this process can be

very time-consuming.

These options, shown in Figure 14.24, provide significant flexibility
in working with snapshots.

Figure 14.24: Snapshot options
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One final note concerning snapshots is that although snapshots can
be used to make a point-in-time picture of a running virtual machine,
they do not use the Volume Shadow Copy Service (VSS) and therefore
are not a substitute for a permanent backup system. Snapshots can
make a great temporary backup. However, you should still configure a
backup structure to protect your virtual machines.
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Import a Virtual Machine

One of the things you will love about virtual machines is that they

are really pretty portable. When it comes right down to it, a virtual
machine and a virtual hard disk are easy to move. It is easy to see some
of the reasons you might want to import virtual machines. Imagine
Microsoft is releasing a new operating system. You decide you would
like to try it before you buy it. What if Microsoft made a VHD file
available for you to load in Hyper-V so you could try the new operat-
ing system? This is actually happening today. Or imagine a situation
where you are a software developer, and you have a standard develop-
ment environment you use for testing. Why not build that environment
in Hyper-V, export those files from the machine where they were built,
and then import them on other machines throughout your development
network?

You can import virtual machines using two different methodologies.
The method you choose really depends on what you have to work with
to begin with.

If you have a .vhd file and no settings information, you will create
a new virtual machine using the Virtual Machine Creation Wizard.
When you are given the option for creating a virtual hard disk or using
an existing virtual hard disk, simply locate the VHD file and create the
virtual machine.

Now if you are lucky, you will have more than just the VHD, and
you might have the settings files associated with the virtual machine as
well. If this is the case, you don’t need to create a new virtual machine.
You already have the virtual machine, so you just need to get that virtual
machine and its settings associated with Hyper-V Manager and running
on this server. It is important to remember that virtual machines can be
reused or imported to more than a single Hyper-V server. To import a
virtual machine more than once, it is important that when you import,
you make a copy of the virtual machine files so that the VM can be
imported again elsewhere. To accomplish this task, you use the import
tool in the Actions pane.

1. Open the Hyper-V Manager.
2. Click Import Virtual Machine in the Actions pane.

3. Inthe Import Virtual Machine Wizard, shown in Figure 14.25,
browse to the location of the virtual machine.

4. Select the desired import settings.
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Figure 14.25: Importing a virtual machine
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Remember that a virtual machine will stay in the directory from
which it is imported. If you want the virtual machine to be housed in
a specific location on your server, you need to copy it there before you
import it to Hyper-V. Once you have imported the VM, it cannot be
moved. Importing a virtual machine is a great way to configure a vir-
tual machine with limited up-front configuration work. What if you
had taken the time to build a great virtual machine and wanted to save
it so that it could be used again, perhaps on another server in your net-
work? You would want to export that virtual machine.

Export a Virtual Machine

The process of exporting a virtual machine is really the process of saving
the name, configuration, VHD, and snapshots associated with a virtual
machine. You have already seen how virtual machines are named, how
the virtual hard disks are created, and how to make snapshots. The
only part of the export process you have not seen is that although each
virtual machine has a canonical name that you configured, each virtual
machine also has a globally unique identifier (GUID), and each snapshot
that you make also has its own unique GUID. Armed with this informa-
tion, you can begin the process of exporting a virtual machine.

1. Open the Hyper-V Manager.
2. Select the virtual machine you want to export.

3. Click Export in the virtual machine section of the Actions pane.
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4. In the dialog box that opens, shown in Figure 14.26, provide a
directory location to save the virtual machine.

5. Click Export.

Figure 14.26: Exportdirectorylocation
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Depending on the size of the virtual machine and its contents, this
process can take some time, so be patient. There is no status bar to tell
you how much of the export has completed.

During the export process, a new file will be created in the directory
you chose for the export directory. The new file will be named with

the name of the virtual machine. Inside the new file will be a series of
subfolders:

Virtual Machines This folder will contain an export (.exp) file
named for the GUID of the virtual machine. There is also an addi-
tional folder here that can be used for an additional .exp file for
machines that were exported in their saved state configuration.

Virtual Hard Disks This folder will contain a copy of each of the
virtual hard disks associated with the virtual machine.

Snapshots  This folder will contain an .exp file for each of the snap-
shots you created in the virtual machine. There are some additional
folders here named after the snapshot IDs for any saved state snap-
shot data and a folder named after the virtual machine ID that will
contain the AVHD files for the snapshots.

Once the export has completed, you can use the files in the export
directory at will. You can copy them, move them, save them to DVDs
(if they are small enough), compress them (if they are not small enough),
and of course import them.
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While talking about importing, we said that if you want to import
a virtual machine more than once, you need to copy all the associated
files. The reason for this is that during import Hyper-V will delete the
EXP files and replace them with XML files. If there are no EXP files,
then the virtual machine cannot be imported. If you plan on using a
virtual machine more than once, then you will need to copy the exported
virtual machine and its associated EXP files to be certain it can be
imported again.
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Tuning and Monitoring
Performance

IN THIS CHAPTER, YOU WILL LEARN TO:

ANALYZE SERVER ROLES (Pages 496-507)
= Understand the Best Practices Analyzer (Page 496)
= Use the Best Practices Analyzer (Page 499)
= Use PowerShell with the Best Practices
Analyzer (Page 503)
VIEW SERVER PERFORMANCE DATA (Pages 508-520)
= Create a System Health Report (Page 508)

= Understand Performance Monitor (Page 512)

VIEW SERVER EVENTS (Pages 520-529)
= Work with the Event Viewer (Page 521)
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W e all want our servers to run faster and perform at their peak
capabilities. However, how do you make your server perform
faster without adding hardware? In this chapter, you will see many of
the powerful tools designed to help you improve your Windows Server
2008 R2 server. You will see how the built-in Best Practices Analyzer
will help you improve the server roles currently installed on your server.
You will also learn how the Best Practices Analyzer provides feedback
for your environment.

In addition, you will see the Performance Monitor and several of the
tools designed to assist you in maintaining and improving the health of
your server.

Finally, you’ll learn how to read and use the information your
Windows Server 2008 R2 server provides you via system-wide events,
and you will get an overview of the built-in Event Viewer.

Analyze Server Roles

Installing server roles, with proper planning, on a Windows Server
2008 R2 server can be a fairly straightforward process. But even with
the proper planning, sometimes your server roles can be made to run
more efficiently. You may also want to make sure your servers and the
roles installed on the servers are running properly.

When you install a server, you usually have planned out how it will fit
the needs of your business and your network infrastructure. However,
what happens when you are not in control and you “inherit” servers
from a new customer, from an acquisition, or because you took a new
role in your organization? How do you know if the servers and roles are
running properly? In the following sections, you will learn about a tool
called the Best Practices Analyzer (BPA) that will provide you with guid-
ance to help run your servers more efficiently.

Understand the Best Practices Analyzer

Microsoft has provided the Best Practices Analyzer for several years
for the various server platforms currently available. These analyzers
were available through a free download from the Microsoft site. With
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Windows Server 2008 R2, the Best Practices Analyzer is now built in
to the server platform and is available for you to use when you install
certain roles on your server. Currently in Windows Server 2008 R2, the
BPA is provided only for the following roles:

Active Directory Certification Services (AD CS)
Active Directory Domain Services (AD DS)
DNS

Remote Desktop Services (RDS)

Internet Information Services (I1S)

The BPA is like a mini I'T consultant running around your Windows
Server 2008 R2 server and checking your roles to make sure the ones on
your server are running properly. This tool provides you with the abil-
ity to manage your servers proactively and get in front of any potential
issues or concerns before they happen. The BPA helps you make sure
your configurations are good and helps reduce the amount of trouble-
shooting you have to do when issues do occur.

When you use the BPA, it will analyze your current environment
and compare this against common best practices for the particular role.
What makes the guidance from the tool unique is that Microsoft is not
the only one providing feedback; the feedback comes from IT admin-
istrators and customers like yourself, from support professionals, and
even from the many folks in the field working for Microsoft.

When you invoke a BPA scanner against one of your server roles, you
start the BPA runtime. The runtime is the main process responsible for
collecting and comparing the configuration settings on your Windows
Server 2008 R2 server. Regardless of which role you are currently scan-
ning, the BPA follows the process illustrated in Figure 15.1.

1.

The BPA scans and verifies the current role configuration settings.

2. Asthe BPA service scans and verifies, the BPA runtime uses a BPA

Windows PowerShell script to collect configuration data and store
itin an XML document.

The BPA runtime then validates the XML document against an
XML schema. The schema defines the format and structure of
the XML document.
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4. The BPA runtime then applies the BPA rules (these are the best-
practice configurations) for the environment against the XML
document.

5. From there the guidance is used to produce the BPA report. The
report is used to help make adjustments to your environment if
needed.

Figure 15.1: BPA process flow

BPA
runtime

BPA
PowerShell
script

XML document Compare to XML
\ / schema
BPA l

e Validated XML BPA rules

document uiiina%ce
g BPA
report

BPA
runtime BPA

runtime

When you first review a report, you may see violations in the report.
You do not need to panic when you see violations in your BPA report.
These violations do not always indicate a major problem for your server.
Remember, the BPA tool is trying to help identify for you server con-
figurations that can result in poor performance, poor reliability, unex-
pected conflicts, increased security risks, or other potential problems.

Although the guidance in the tool can be a tremendous help in report-
ing your actual configuration vs. the known best practices, you should
always look carefully at the suggestions. The best practices are sound;
however, sometimes based on your business rules and the demands
of your infrastructure, they may not improve your configuration. So,
review the recommendations very carefully.
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Use the Best Practices Analyzer

The BPA is located in Server Manager and becomes available after you
install the supported roles. You will find the BPA on the role summary
screen for the supported roles on your server. The summary screen for
the roles provides a wealth of information for your server, and if the
role has a BPA available, you will see it there.

1. Open Server Manager by selecting Start &> Administrative Tools
and clicking Server Manager.

2. Click the + sign next to Roles in the tree menu on the left to
expand the roles.

3. Click the role you want to scan, and you will see a role summary
screen similar to Figure 15.2.

Figure 15.2: Role summary screen

4. Next to Best Practices Analyzer, click Scan This Role, and you
will see the BPA process begin to scan your selected role, as shown
in Figure 15.3. The scan could take several minutes.
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Figure 15.3: BPA scanning
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After the scan is complete, you will see the BPA report, as shown
in Figure 15.4.

Figure 15.4: BPAreport
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Understand the BPA Report

When you create a BPA report, it considers several factors for your
server role. For example, when you run an AD DS BPA scan, the ana-
lyzer is checking these aspects of your configuration:

DNS rules

Operation master connectivity rules
Operation master ownership rules
Number of controllers in the domain
Required service rules

Replication configuration rules
W32time configuration rules

Virtual machine configuration rules
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You can view all the rules scanned for the different roles at http://
technet.microsoft.com/en-us/Tibrary/dd392255(WS.10).aspx

As you can see, the scan is very thorough. Regardless of what scan
you run, you will see several aspects of the report on the summary
screen. Your report will have one of three severity levels for each rule.
The three levels of severity for the scanned rules are as follows:

Non-Compliant (indicated by an X in a red circle) This means
your scanned role is not compliant with the particular BPA rule

scanned.

Warning (indicated by an ! in a yellow triangle) This means your
current role is compliant, but your current configuration of the role
does not meet all the conditions specified by the rule. In general,
this means your role will work; however, there may indications the
role is not fully functional.

Compliant (indicated by a v' in a green circle) This means your
scanned role is compliant with the particular BPA rule scanned.

In addition to the severity level, each rule is categorized into one of
eight categories. The categories are designed to help you further target
and work with the BPA report. In a sense, the categories, as listed in
Table 15.1, help you prioritize the tasks you will need to take action on.

Table 15.1: BPARule Categories

Category Definition

Security These rules help you examine the areas of your server with poten-
tial security risks; you'll want to pay close attention to them.

Performance These rules are designed to help you tune or improve the perfor-

Configuration

Policy

Operation

mance of your servers. These rules help to make sure your server
can perform the appointed tasks properly.

These rules allow you to verify the configurations of certain roles
on your server. These help the role(s) run properly and free of con-
figuration errors.

These rules identify which areas in the registry or Group Policy
need improvements to make sure your role is running in a secure
and best-possible fashion.

These rules will identify whether a role is failing and how to correct
the role to get it up and running properly.
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Table 15.1: BPA Rule Categories (continued)

Category Definition

Pre-deployment These rules allow you to identify any issues or possible errors prior
to the deployment of a particular role in the enterprise.

Post-deployment These rules allow you to identify any issues or possible errors after
the role has been deployed to the enterprise.

BPA Prerequisites These rules are for the BPA scanner. In order for certain BPA rules
to be included in a report, there may be some prerequisites that
need to be met in order for a rule to be scanned. If you have a BPA
prerequisite error, this simply means the BPA tool could not scan
your role with a particular rule.

Work with the BPA Report

Now that you understand how the report is categorized, you will want
to see how to fix any issues the BPA scan detected for you. After the
report is processed and you have identified the events you want to view,
you will start to see the power behind the BPA reports. Each rule has
properties you can view that will tell you what violated the BPA rule.
The properties of the report are broken into three sections: what the
issue is, what is the impact of the violation, and most important what
the resolution is. To see this information, you need to view the proper-
ties of the rule:

1. Inthe BPA report, click the rule you want to view.

2. To view the properties, you can either double-click the rule,
right-click the rule and select Properties, or click Properties to the
right of the BPA report. After you have done this, you will see a
Properties dialog box similar to Figure 15.5.

3. When you are done viewing the information, click Close.

You also have the ability to exclude your BPA rule information from
future reports. With a rule highlighted, you can click Exclude This
Item, and it will be removed from the report. It will be moved to the
Excluded tab of the report.

As you can see, the BPA reports provide some excellent analysis for
your server. After you have viewed the error messages and corrected any
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errors, you should also consider rerunning the BPA for the role to verify
the issue has been properly resolved.

Figure 15.5: BPArule properties
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Use PowerShell with the Best Practices Analyzer

The BPA tools also have full PowerShell cmdlet support. You can
accomplish the BPA tasks in PowerShell as well. The BPA PowerShell
cmdlets are also built in to the server and do not require any additional
tools or packages to be installed to use them. The PowerShell tools also
provide you with the additional capability to run BPA scans of multiple
roles at one time.

To be able to run the BPA PowerShell commands, you need to load
both the Server Manager PowerShell module and the Best Practices
Analyzer module. You can either load them separately or run Windows
PowerShell modules.

1. Load the Windows PowerShell modules by selecting Start c»
Administrative Tools and clicking Windows PowerShell Modules.
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2. To load the modules separately, after you have opened an admin-
istrative PowerShell session, run the following procedure below.
If you do not run the BPA commands from an administrative win-
dow, you may see a message similar to Figure 15.6 reminding you
to run the command in an administrative window.

Figure 15.6: BPA administrator required

Follow these actions, referenced previously in Step 2:

1. Open administrative PowerShell by selecting Start = All Programs
> Accessories & Windows PowerShell.

2. Right-click Windows PowerShell, and select Run As
Administrator.

3. If prompted by User Account Control, click Yes.

4. From the PowerShell prompt, type the following, and then hit
Enter:

Import-Module ServerManager

5. From the PowerShell prompt, type the following, and then hit
Enter:

Import-Module BestPractices

There are really four commands you will need to learn, as shown in
Table 15.2.
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Table 15.2: BPA PowerShell Commands

Command

Usage

Get-BPAModel

Get-BPAResult

Invoke-BPAModel

Set-BPAResult

This command will allow you to view the roles installed on the
server where you can run BPA scans; this tool will also show you
when the last scan on a particular role was created.

This command will allow you to view the results for any given
BPA scan you have performed.

This command will allow you to run a BPA scan on your server
for a particular role you want to scan.

This command allows you to filter the BPA report from the Get-
BPAResu1t command to allow you to see only the information
you want to view in the report.

BPA PowerShell Examples

To determine which roles are currently installed on the server that you
can run a BPA scan against, or to see if a BPA scan has been run, you
can use the following command:

Get-BPAModel

You will see results similar to Figure 15.7.

Figure 15.7: Get-BPAMode1 sample results
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The important part of the Get-BPAMode1 command are the model
IDs displayed in the results. The model IDs are used in the other BPA
commands to perform designated tasks. Currently there are only five
IDs you can use to support the five roles currently leveraging the BPA;
they’re listed in Table 15.3.

Table 15.3: BPARole IDS

BPA Role ID Role
Microsoft/Windows/CertificateServices Active Directory Certification Services (AD
CS)
Microsoft/Windows/DirectoryServices Active Directory Domain Services (AD DS)
Microsoft/Windows/DNSServer DNS
Microsoft/Windows/TerminalServices Remote Desktop Services (RDS)
Microsoft/Windows/WebServer Internet Information Services (IIS)

To scan the Internet Information Services role on your server, run the
following command:

Invoke-BPAModel -id Microsoft/Windows/WebServer

To scan all the roles currently supported by the BPA tool, you could
run the following command on your Windows Server 2008 R2 server:

Get-BPAModel | Invoke-BPAModel

To view the BPA report for the Internet Information Services BPA
scan, run the following command, and you will see results similar to
Figure 15.8:

Get-BPAResult -id Microsoft/Windows/WebServer
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Figure 15.8: Get-BPAResult sample results
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Although you can view the results in the PowerShell window, remem-
ber that you can always view the results in the Server Manager interface
regardless of where you ran the scan from (the GUI or PowerShell). So
if you want to view the full report, we recommend using the Server
Manager interface. If you want to filter results, you can do this in
PowerShell with the Set-BPAResult command or with the Where clause.

If you want to view a BPA report for Internet Information Services
but only with the rules in the Security category, you could run the fol-
lowing command:

Get-BPAResult -id Microsoft/Windows/WebServer
| Where { $_.Category -eq "Security" }
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View Server Performance Data

Working with your performance data is part science and part art.
Windows Server 2008 R2 has thousands of performance counters
with which you can view, track, and perform analysis. Part of the trick
to doing analysis is to understand how the different counters work
together to give you an overall picture of the server.

You will see in the following sections some of the new tools in
Windows Server 2008 R2, such as the system health report, that will
provide you with some excellent pictures of your server from the hard-
ware and software perspectives.

You will also see the basics of how to work with the Performance
Monitor and the built-in reliability tools on your server to keep your
server running properly.

Create a System Health Report

One of the tools you can use to help troubleshoot problems is the system
health report. The system health report includes suggestions to help
improve the overall health and performance of the Windows Server
2008 R2 server. The report provides suggestions based on the perfor-
mance of your server across many aspects:

= Software configuration

=  Hardware configuration

= CPU
= Network
= Disk
= Memory

The system health report is also a handy report if you have no knowl-
edge about a server and want to learn more about the server quickly.
When you run the report, it will take some time to run to generate infor-
mation you will be able to use improve the performance. You will need
to be a member of the local Administrators group to generate the report.
The system health report is located in the Control Panel on your server.

1. Open Control Panel by selecting Start &> Control Panel.
2. Click System And Security.
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3. Click Generate A System Health Report, which is located in the
Administrative Tools section.

After you click Generate A System Health Report, you will see a
screen similar to Figure 15.9; the report will take up to 60 seconds
to generate.

After the report is generated, you’ll see a screen similar to
Figure 15.10.

Figure 15.9: Generating a system health report
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When you start looking at a report, you will notice the several cat-
egories and the arrows next to the category headings to allow you to
expand the sections to view more information about the report. You
may also notice in the middle of each heading bar there is an icon that
looks like a three-column table. This icon allows you to open the table
of contents for the report. When you click one of the icons, you will see
a screen similar to Figure 15.11.
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Figure 15.10: System Diagnostics Report
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Figure 15.11: System health report contents
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The contents screen will allow you to quickly view any portion of
the report. In addition to the individual categories you see in the report,
you’ll see a wealth of summary information for your server. There is
also one area that will provide a quick snapshot of the overall perfor-
mance of your server. This area is called the resource overview, and you
can see an example of it in Figure 15.12.

Figure 15.12: Resource overview

This report not only will give you a general utilization of your server
but will also tell you which areas of your server are being the most uti-
lized. For example, when you look at the network utilization, the report
will tell you what the most utilized network adapter on your server is.

If the report has warnings, you will see a screen similar to
Figure 15.13.

Figure 15.13: System health report with warnings
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As you can see, the warnings will tell you the issue and give you steps
for resolution. Depending on the nature of the warning, the resolutions
may be basic. For example, if you have a hardware warning because of
a faulty driver, the system health report will tell you what to do, but the
advice is fairly generic:

1. Verify the correct driver is installed.

2. Try updating the drivers using Windows Update.

3. Check with the manufacturer for an updated driver.
4

. Attempt to uninstall and then reinstall the device using the Device
Manager.

Understand Performance Monitor

When you look at all the tools on your Windows Server 2008 R2 server
providing you with performance data, you’ll see they are all derived in
some fashion from the same data you can generate in the Performance
Monitor. As your server’s operating systems become more sophisti-
cated, you have many new and useful tools like the system health report
allowing you to make sense out of the performance data on your server.
This section will give you a brief look at how to leverage the data in the
Performance Monitor.

When you look at the reports you can generate, you may want a
more detailed picture of what is going on under the hood of your server.
This is where the Performance Monitor can help you get into the details
of all the data. You can use it to see how many of the different per-
formance data points relate to each other and get the bigger picture.
Learning to use the Performance Monitor is a combination of knowing
what you are looking for, knowing how to use the tool, and knowing
what counters can help you find the areas for improvement.

For example, if you want to monitor memory usage on your system,
it is not enough to just look at the counters on the Memory object in the
Performance Monitor. You may also want to look at disk I/O. You may
be wondering why disk I/O is important. Remember, part of the mem-
ory usage on your system is done by the paging file on your system. For
example, if you notice memory is not performing optimally, you may
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decide to add more RAM to your server but then see some of the same
issues. Your problem really could have been because of slow reads and
writes for the page file because of a slow or faulty hard drive. In other
words, you had a false positive test, but you only looked at one portion
of the story to determine your issue. The moral is simply that there are
many factors to help you determine the performance of your server, and
you need to try to do your best to look at as many factors as you can.

You also need to have some historical perspective when you are using
the Performance Monitor. What does this mean to you? It offers you a
baseline. Sure, you can turn on the Performance Monitor any time you
want to peek at the system data. However, factors such as the time of
day, the current workload on the server, the number of users logged on,
and many other factors could skew your results. Normally, when you
run the Performance Monitor, you want to run the counters before, dur-
ing, and after the workload you are testing on the server. This will give
you the most accurate and thorough results. This will also allow you to
put your results in context. More important, the Performance Monitor
will also allow you to save your results and compare them to a report
run several months after you ran the original report.

Work with the Resource Monitor

To begin using the Performance Monitor, you can load the tool via Server
Manager and use the Performance Monitor located under the Diagnostics
node. You can also load the Performance Monitor in the administrative
tools (by selecting Start &> Administrative Tools and clicking Performance
Monitor), as shown in Figure 15.14.

Before you start to add your own Performance Monitor counters
and build your own data collector sets, you need to look closely at the
summary screen when you first load the tool. You have a nice collec-
tion of summary information provided for you initially. From the base
summary screen, you can gain some nice summary information about
the four main resources on your server: memory, CPU, hard drive, and
network.

You will also find a tool new to Windows Server 2008 R2 called the
Resource Monitor. In the top section of the summary screen you will
see a link called Open Resource Monitor. When you click the link, you
will see a screen similar to Figure 15.15.
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Figure 15.14: The Performance Monitor
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You can also load the Resource Monitor directly. The Resource
Monitor is part of your system tools. Select Start => All Programs
Accessories = System Tools, and click Resource Monitor.

The Resource Monitor is similar to Task Manager; however, the
Resource Monitor has been greatly enhanced. Just like Task Manager,

you get real-time information about what processes, disk resources, net-
work performance, and memory access are currently being used by your

server. The Resource Monitor offers much greater detail and access for
you to see what is happening under the hood on your server. You will
also have the ability to stop processes and start and stop services. You
can also get even more valuable information to help the developers in
your organization help debug applications. In the Resource Monitor,
you get debuggers to diagnose application hangs and deadlocks. One
option for working with application problems is by looking at a wait
chain. Essentially, a wait chain is the order in which your threads of
process execution occur. Each thread in a chain will wait for the addi-
tional threads following the initial thread; by analyzing the wait chain,
you can potentially discover what is causing your application to have
delays or not function.

Run Windows Memory Diagnostics

One of the more frustrating issues you may run into is memory issues.
There can be many issues with memory, including poorly written
applications, insufficient memory, or even a possible faulty memory
chip. How do you know what could be the cause? You generally want
to rule out a faulty chip. In Windows Server 2008 R2, you have the
ability to run the Windows Memory Diagnostics tool; select Start
Administrative Tools, and click Windows Memory Diagnostics. You
will be presented with a choice to restart your server and check your
memory or schedule a memory check for the next time you reboot your

system. Whichever choice you make, when your server is rebooted, your

physical memory will go through several checks to ensure the integrity
of your memory chips.

When your system reboots, you will see a screen similar to
Figure 15.16.
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Figure 15.16: Windows Memory Diagnostics tool

windows Memory Diagnostics Tool

wWindows is checking for memory preblems...
This might take several minutes.

Running test pass _ of _: _% complete
Overall test status: _% complete
Status:

No problems have been detected yet.

Although the test may appear inactive at times, it is still running. Please
wait until testing is complete...

windows will restart the computer automatically. Test results will be
displayed again after you log on.

Fl=Options ESC=EXit

When you press F1, you will be given a choice to perform a basic,
standard, or extended test. Each test will perform a series of tests on
your server’s memory. The more memory you have, the longer the test
can take. When the tests are complete, your server will be rebooted
automatically. To view the report, you need to open the Event Viewer:

1. Open the Event View by selecting Start &> Administrative Tools
and clicking Event Viewer.

2. Inthe Event Viewer, expand the following tree location appli-
cations, and select Services Logs > Microsoft ©» Windows =
MemoryDiagnostics-Results.

3. Click the event to see any errors that may have been reported.
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Work with the Performance Monitor

Utilizing the Performance Monitor will allow you to see a variety of
system aspects of your server, and when you load the Performance
Monitor, your first task will be to load counters to begin measuring and
testing your server.

When you add counters to measure, you have a variety of choices
to add. First you will be able to choose which systems you want to
measure; by default, your local computer is selected. You can also add
counters from several main categories. In addition to each counter, there
may be several instances you can monitor. For example, when you mea-
sure the processor, you will be able to monitor your processor cores, or
if you measure physical disk, you will be able to measure the physical
drives on your system.

As you look into the sheer volume of counters and instances in the
Performance Monitor, this may be a little overwhelming. Try not to get
overwhelmed by the data by trying to understand each and every coun-
ter. More important, inside the Add Counters dialog box, there is an
option to show a description that will explain the counter and, in most
cases, explain what values the counter should be if it is running healthy.

1.

Open the Performance Monitor by selecting Start =
Administrative Tools and clicking Performance Monitor.

Click the + sign next to Monitoring Tools.

Click Performance Monitor; by default you will have one counter
being measured, your %processor time.

Click the green + sign in the Performance Monitor toolbar to add
counters you want to measure. You will see a screen similar to
Figure 15.17.

To add a counter, click the category, click the counter, select the
instance you want to monitor, and then click the Add button. Your
counter will show in the list to the right, called Added Counters.
Likewise, you can also remove a counter by selecting the counter
and clicking Remove.

When you are done adding your counters, click OK to begin moni-
toring the selected data. You will see your monitor begin, and
your screen may look like Figure 15.18.
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Figure 15.17: Performance Monitor's Add Counters dialog box

Figure 15.18: Countersin Performance Monitor
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Now you will sit back and wait for the data to populate. You may
want to also start your applications you are monitoring here as well
to see how certain applications impact your system. You can also save
your Performance Monitor counters for future logging use.

1. Inside the Performance Monitor, right-click Performance Monitor
in the tree on the left.

Select New > Data Collector Set.
Provide a name for your data collector set, and click Next.

Select a storage location, and click Next.

oA @ N

Verify the creation of the set, and click Finish.

Use Data Collector Sets

Using the Performance Monitor to measure data by adding counters
one at a time is a very reactionary way to measure your server’s perfor-
mance. In the Performance Monitor, you can save your existing coun-
ters into a data collector set. Data collector sets are another built-in
feature allowing you some proactive measurement for your server.

Data collector sets allow you to organize multiple performance coun-
ters and data collection counters into one logical object. This allows you
to easily access and work with frequently used object counters. With
data collector sets, you can create log files to track up to three areas for
your performance:

Performance Monitor Allows you to log data about your selected
performance counters.

Event Trace Data Allows you to log data about various service
providers on your server. For example, you can track the perfor-
mance of built-in services.

System configuration information Allows you to log data to reflect
changes to your configuration. For example, you can modify spe-
cific registry keys.

Additionally, you can also use data collector sets to proactively mea-
sure data by creating Performance Monitor alerts. An alert will fire a
set of actions you determine when a counter meets a certain threshold.

1. Inside Performance Monitor, click the + sign to expand data col-
lector sets, and right-click User Defined in the tree on the left.
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2. Select New = Data Collector Set.

3. You can use predetermined templates from previous collector sets.
Select Create Manually (Advanced), and then click Next. You will
see a screen similar to Figure 15.19.

Figure 15.19: New data collector set
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4. Select Performance Counter Alert, and click Next.

5. Add the performance counters you want to set the alert on, set
your threshold (either above or below) for the alert, and then click
Next.

6. Verify the creation of the set, select Start this Data Collector Set
(to start the set), and click Finish.

To view the logs or reports created by the data collector set, you need
to look for the name of your data collector set in the Reports section of
the Performance Monitor tree.

View Server Events

The ability to look at the events occurring on your server has always
provided useful information to help you find the source and resolution
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for any issues your server may encounter. The Event Viewer is one of
the more powerful troubleshooting utilities you can use on your server.
More important, this tool has been built in to Windows-based operat-
ing systems for years and years. This tool keeps getting more robust and
easier to use with each new version of Windows. In the following sec-
tions, you will take a brief look at the Event Viewer and how this tool
can help manage your environment.

Work with the Event Viewer

The Event Viewer provides you with a wonderful utility to be able to
view and track your system-wide events on your server. You can view
events from all aspects of your server. You can view the traditional
Windows logs (such as Application, Security, Setup, and System). Also,
since Windows Server 2008, the Event Viewer provides a method to
view events for individual applications and services.

Before you start working with log files in the Event Viewer, you
need to know a couple of things. Every log entry and file is stored in an
XML format, which will help get the log files small and streamlined.
However, log files can take up space on your server, and you need to
know how to control how big the log files can become. By default, each
log file will take up to 20MB in space. You can also control what hap-
pens when the log file reaches the space limit; you have three choices:

Overwrite Events As Needed This means the oldest events will be
overwritten first.

Archive The Log When Full, Do Not Overwrite Events This will
take your full log, save it to disk, and clear the log.

Do Not Overwrite Events Clear The Log Manually This will force
you to clear the log when it becomes full. Before you can see any
more events, you will need to clear the log.

You can change the log retention policy by going into the properties
of the log file (by right-clicking the log file and selecting Properties) and
setting the option for retention. Figure 15.20 shows a picture of the log
properties.
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Figure 15.20: Log properties

If you choose to clear the log manually, you will want to save the log
file. Additionally, saving a log file will also provide you with a way to
share data with another administrator or support professional who may
be assisting you with your problem. To save the events to a log file, sim-
ply right-click the log file and select Save All Events As. This will allow
you to save your event log to a file and archive it to a file share or other
archival method.

Also, when you look at the many different events located in the log
file, they will have one of the following four levels:

Critical Critical events represent a failure of a service and nor-
mally result in the service being shut down or crashing.

Error Events result from some application error or other fatal soft-
ware issue on your server.

Warning This will indicate potential events that can occur on
your server.



View Server Events 523

Information This includes general events about tasks, normally
along the lines of a service turning on successfully or a process
starting.

In addition to the four levels, in your Security log, you have two
additional event types specific to the security log file: audit success and
audit failure. These allow you to see what tasks were audited on your
server. For example, the Security log could show you when a person is
successful in logging on to your server or accessing an audited file.

To work with the Event Viewer, you need to load the tool and go to
the log to review the events for a particular log:

1. Open the Event Viewer by selecting Start ©> Administrative Tools
and clicking Event Viewer.

2. Click the log you want to view, and you will see events in the
pane to the right of the tree; your screen will look similar to
Figure 15.21.

Server Tuning
and Maintenance

Figure 15.21: Event Viewer

R
>
=
S
=

3. To view an event, double-click the event, or right-click and select
Properties; you will see a screen similar to Figure 15.22.
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Figure 15.22: Event properties
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When you view the properties of the event, you can view all the
details of the event, the source of the event, the event ID, the classifica-
tion, and a variety of other information. Looking at the event properties
arms you with the information needed to troubleshoot the problem,
either by researching help or by performing a search on the Internet.

Filter Events and Creating Custom Views

One of the aspects of the Event Viewer you may have noticed is that
there is a lot of server noise. In other words, there are thousands of
events, so how do you find the one event or group of events that will
be of the most use to you when you are trying to solve a problem? In
the Event Viewer there are two ways to do this. You can either filter an
existing log or create a custom view for the events.

You can filter on a variety of criteria, date, level, event ID, source,
computer, user, keywords, and tasks. This will allow you to reduce the
amount of event noise and quickly get to the events you are interested in.

Both of these filter mechanisms utilize very similar steps and proce-
dures. The difference is when you filter a log, you are filtering a specific
log. With custom views, you can create a custom filter that will span
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multiple log files on your server. To filter an event log on your server,
perform the following:

1. In the Event Viewer, select the log you want to filter.

2. Click Filter Current Log either in the action pane on the right side
of the console or from the menu if you right-click the log. You will
see a screen similar to Figure 15.23.

Figure 15.23: Filtering an eventlog

3. Select the criteria you want to filter, and when you are finished,
click OK.

Once you create a filter for a log file, the filter will stay on until you
turn it off. To turn off the filter on a log file, click Clear Filter in the
right Actions pane of the console, or right-click the log you want to
clear the filter.
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Creating a custom view follows a similar process to filtering a file:

1.

In the Event Viewer, click Create Custom View, and you will see a
screen similar to when you filtered a log file. The only difference is
that a custom view provides you with the capability to span multiple
logs. If you select all the log files, you may see an error message
informing you that the view could take some time, memory, and
processor time to create, as shown in Figure 15.24.

Figure 15.24: Custom view of all logs: error
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After you select your options, click OK.

Name your view, choose a location to store the view in your man-
agement tree, and click OK.

If you want to use your view, click the view in your management
tree. By default, the views are stored under the management tree in
Custom Views.

Save Event Logs

One other aspect of working with logs is saving them for future perfor-
mance, analysis, and archival. You can save individual logs or even
custom views you have created to files. This allows you to open logs
from your own server as well as have another administrator send logs
from another server for you to review. To save a log file or a custom
view, you just need to right-click the log or the view.

1.

In the Event Viewer, right-click your custom view or the log you
want to save.

Select Save All Events As ... when you select a Windows log to
save or select Save All Events in Custom View As ... when you
select one of your custom views.
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3. Typein a name, and select a location for the file. After you have
named the file and selected a location, click Save.

4. You will see a dialog box asking you to save display information
for proper viewing. This is important if you need log files to be
viewed in alternate languages from your own. After you have
made your selection, click OK.

You can also open saved log files or custom views by right-clicking
the custom view or log files in the tree and selecting Open Saved Log.

Subscribe to Events

The Event Viewer also provides you with the ability to subscribe to
events on your server or other servers. Subscribing to events allows you
to see particular events as they occur. By subscribing to events, you can
also view events from multiple servers in one view, since you can have
events sent to one central location. Subscribing to events provides you
with a similar filter mechanism as you used to create custom views.

To create a subscription on your server, you need to have the
Windows Event Collector Service running on your server. The Event
Viewer will help turn on this service for you. The first time you click
Subscriptions in the Event Viewer management tree, you may see a
screen similar to Figure 15.25. You will need to click Yes to take advan-
tage of Event Viewer subscriptions.

Figure 15.25: Event collector server
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1. In the Event Viewer, click Subscriptions.

2. If prompted to turn on the Windows Event Collector Service,
click Yes.
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3. Click Create Subscription in the right Actions pane; you can
also right-click Subscriptions. You will see a screen similar to
Figure 15.26.

4. After you set the computers and filter criteria, click OK; your sub-
scription will be complete.

Figure 15.26: Creating a subscription
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Attach a Task to an Event

One of the more proactive capabilities you can do in the Event Viewer is
to attach a task to a particular log or event. Normally you attach tasks
to specific events. When you attach a task to an event, you can perform
one of the three following actions: start a program, send an email,

or display a message. This allows you to be notified if a certain event
occurs or run a program that will fix the issue. You can also assign a
task to a custom view you may have created.

1. In the Event Viewer, click the event or log you want to create a
task for.

2. Give your task a name and description, and when you are done,
click Next.
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3. Review the event you have selected, and click Next.

. Select your option; the default is to run a program. Then click Next.

. Depending on your action you have chosen, you may need to find
the program or set up the email or message.

. When you are done, click Next.

Review the summary, and click Finish. You will see a screen
informing you that the task was created in Task Scheduler, as
shown in Figure 15.27. Click OK to clear the message.

Figure 15.27: Task Scheduler
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Keeping Your Servers Up-to-Date

IN THIS CHAPTER, YOU WILL LEARN TO:

WORK WITH WINDOWS UPDATES (Pages 532-544)

Find Out What Updates Are (Page 532)
Use Windows Update (Page 533)
Enable Automatic Updates (Page 535)
View Installed Updates (Page 538)
Remove an Update (Page 539)

Install Automatic Updates Between Scheduled
Times (Page 540)

Use Group Policy to Configure Automatic
Updates (Page 541)

WORK WITH WINDOWS SERVER UPDATE
SERVICES (Pages 544-549)

Do a Simple WSUS Deployment (Page 545)

Get WSUS Updates on Disconnected Networks (Page 546)
Use WSUS with Branch Cache (Page 547)

Choose a Database for WSUS (Page 547)

Learn the WSUS Requirements (Page 548)

Get More Information on WSUS (Page 549)
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Work with Windows Updates

Windows Servers are interesting from a product evolution standpoint.
When a server product is “released,” it is really just a point in time
where Microsoft burns a DVD with the current operating system files
from that designated point in time. In actuality, Windows Server is con-
stantly being monitored through various customer and community tools
that provide feedback, and Microsoft is constantly writing new updates,
hotfixes, and patches for Windows Server. This process has been going
on so long that there is an established rhythm of updates often referred
to as Patch Tuesdays, because the updates are released on Tuesday
mornings. This ecosystem of regular monitoring and regular updating
creates two unique situations.

First, because the Server operating system is being updated at regular
intervals, the further removed in time you are from the Windows Server
release to manufacturing (RTM) date, the more updates you will need
to apply after installation to get that Server up-to-date.

Second, because the Server operating system is being constantly
monitored and updates are being released at regular intervals, there
is really no such thing as a completed installation of Windows Server.
Windows Server 2008 R2 machines are really only as good as the most
recent updates you have installed on the servers. This means you will
be updating your Windows Server 2008 R2 machine on a regular basis
throughout its usable life cycle. There are a couple of methods that you
can use to do this and a number of methods to put these updates into
production on your Windows Servers.

Find Out What Updates Are

When you consider that Windows Server is constantly being moni-
tored, reviewed, and updated, it is important to consider what exactly
is defined as an update. Updates are additions to software that can fix
or prevent problems, enhance security, or even improve performance.
In the help files for Windows Server 2008 R2, Microsoft makes the fol-
lowing recommendation:

We strongly recommend that you turn on Windows Automatic
Updating so that windows can install security and other important or
recommended updates for your computer as they become available.

This recommendation provides both insight into the paradigm that
Microsoft uses in regard to updates and allows you to see the reality of
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the frequent changes and updates being made to Windows Server. These
updates can be in the form of operating system updates, hotfixes to oper-
ating systems or applications, or patches to adjust operations of the
operating system or applications.

Use Windows Update

Microsoft has been updating client and server operating systems for the
last couple of decades. The company pretty much has the process down
to a science. As of this writing, Microsoft makes its updates available
publicly at http://update.microsoft.com. You can use this Windows
Update site to install a simple application to your server that will review
the status of the local server and then compare it to the currently avail-
able updates on the website. The administrator can then install the
desired updates directly from Windows Update. Each copy of Internet
Explorer also has a built-in link to Windows Update, as shown in
Figure 16.1. You can access this link in Windows Server 2008 R2 by
opening Internet Explorer 8, clicking the Safety menu, and then select-
ing Windows Update.

Figure 16.1: Accessing Windows Update through Internet Explorer
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When you select Windows Update, you will notice that instead of
opening a web address, Windows Update is actually a program that
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is running in the Control Panel under the system and security tools.
As you can see in Figure 16.2, the Windows Update tool allows you
to check for updates, change settings for updates, view update history,
restore hidden updates, and link to frequently asked questions about
updates.

Figure 16.2: Windows Update
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When working with Windows Update, you can specify several set-
tings for your updates. If you click the Change Settings option in
Windows Update, you can choose one of the following settings to meet
your network needs:

Install Updates Automatically This setting allows the server to
download and install updates automatically. This setting removes
much of the administrative effort necessary to keep a Windows
Server up-to-date. In addition to this setting, you can also define
the frequency and time to install new updates. The default setting
installs new updates daily at 3 a.m. You will learn about additional
options for setting up your automatic update configuration in the
next section.
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Download Updates But Let Me Choose Whether To Install Them
This option ensures the most current updates are downloaded to the
local server but are not actually installed until you choose to allow
them. This option is beneficial in an environment where you want
to test and validate updates before deploying them to your servers.

Check For Updates But Let Me Choose Whether To Download
And Install Them This option further segments the server from
the updates by giving you the opportunity to review the available
updates online before downloading or installing the updates.

Never Check For Updates This option is self-explanatory. It is not
recommended for the seemingly obvious reason that if you never
check for updates and thus never install updates, your servers will
likely be out-of-date. Before you dismiss this setting altogether,
though, it might be important to consider that this setting would
not necessarily be a bad thing if you were using some other system
outside of Windows Update to provide updates to your Windows
Server and simply did not want the additional network traffic of hav-
ing the servers check for updates they should already be receiving
them from another source.

It is important to note that the previous settings are only for what
Microsoft has deemed “important updates.” There are also “recom-
mended updates,” which can be configured the same way as important
updates. There are also optional updates that will be downloaded and
installed based on administrative input. Of course, you can also config-
ure Windows Update to provide updates for additional software run-
ning on your Windows Server, such as Office, Exchange, SQL Server,
and so on.

Enable Automatic Updates

Windows Update provides a convenient location and process for keep-
ing your Windows Server up-to-date. Windows Update is a great tool,
but to make the process even more effective, you can automate it by
enabling automatic updates. By using automatic updates, you can
eliminate the necessity of going to Windows Update and checking for
updates, downloading the updates, and then installing the updates by
hand. Depending on the settings you choose, you can download the
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updates only or install the updates at a specified time (by default at

3 a.m.), as shown in Figure 16.3. All of this can be configured to be
totally automated by using the settings in Windows Update. It is worth
noting here that although automatic updates can simplify the process
of installing updates to a server, there is also the possibility that as the
updates are installed, the server may reboot if the update requires an
operating system restart. Consider this implication before you enable
automatic updates on your servers.

Figure 16.3: Enabling automatic updates with Windows Update
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You can also enable automatic updates by using another tool that
will automatically be shown after initial installation. When you install
Windows Server 2008 R2, you will see a special tool called the Initial
Configuration Tasks tool. This tool is broken down into three parts.
The first part allows you to provide computer information such as acti-
vating windows, setting time zone, and so on. The third part allows you
to customize this server by adding roles and features and configuring
Remote Desktop and Windows Firewall. The middle area of the Initial
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Configuration Tasks tool is the part that you can use to set the update
settings for this server, as shown in Figure 16.4.

Figure 16.4: Initial Configuration Tasks tool
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When you enable automatic updates, you will be given the opportu-
nity to enable automatic updates or to configure the settings for updates
manually. You will also notice that you can download and install
updates using this tool.

Whether you choose to configure automatic updates using Windows
Update in the Control Panel or during the initial setup of the server
using the Initial Configuration Tasks tool, your Windows Server will
still check for, download, and install updates using the online Windows
Update site. You will not have to go and manually check on which
updates are available or which updates have or have not been installed.
The updates are installed based on the schedule you define when you set
up the automatic updates.
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View Installed Updates

With automatic updates enabled, it is easy to forget that the process of
updates is occurring in the background. You may want to check peri-
odically which updates have been installed:

1. Select Start > All Programs > Control Panel.
2. Select System And Security.

3. Double-click Windows Update.

4. Select View Update History.

As shown in Figure 16.5, when you view the update history, you
will see the names of the updates that have been installed, their unique
identifiers in parentheses, the status of the install, the importance of
the update, and the date each update was installed. Each update can be
right-clicked to view its details. One of the cool features of Windows
Update in Windows Server 2008 R2 allows you to right-click any
update in your update history and copy the details of the update to the
Windows clipboard so you can save them to your network log file or
print them for your network logbook.

Figure 16.5: Viewing the update history
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Remove an Update

All updates are not created equally. There are updates for drivers, secu-
rity, Internet Explorer, Windows Defender, and a whole host of others.
Operating system updates for Windows Server 2008 R2 are shown in
the Windows Update history; however, they are also shown in another
interface utility called simply Installed Updates. This tool not only
allows you to see which updates have been installed but also allows
you to select any of the installed updates and remove them, as shown
in Figure 16.6.

Figure 16.6: Removing updates
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Once you remove an update from your Windows Server, it is highly
probable that you will see it on the list of recommended updates again.
To avoid this problem, you will need to go to the list of available updates
and right-click the update. At this point, you can choose Hide Update so
that it will no longer be presented to you as a recommended update.

But what if you were to remove an update and then hide it, only to
find out that you actually really do want it installed on your server? The
process couldn’t be easier, as shown in Figure 16.7:

1. Open Windows Update.
2. Select Restore Hidden Updates.
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Figure 16.7: Restoring hidden updates
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Please keep in mind here that when Microsoft addresses an issue
with an update, it may address the same or similar issues again with
future updates. Sometimes when you restore updates, you may not see
all the updates you had previously hidden, especially if Microsoft since
released another more recent update that addresses the same problem.
You will only see the new update in the list.

Install Automatic Updates Between Scheduled Times

Automatic updates are great if your computer is up and running all the
time. In today’s world of green computing and as businesses attempt
to save money by minimizing power consumption, it is possible that a
scheduled update may occur at a time when your computer is powered
off. If this should occur, you have a few options.

When you boot the computer, it will check for available updates
and, if configured to do so, will download them. At this point, you will
be prompted to install the updates or to postpone the installation to
a future time. The updates will automatically be installed with other
available updates when the next configured installation time is reached.
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If you choose to shut down the computer and updates are waiting to
be installed, you will notice a yellow shield on the shutdown button as
an indicator. At this point, you can choose to install the updates and
then shut down the server.

Use Group Policy to Configure Automatic Updates

Automatic updates are great because you really don’t want to go from
server to server checking for updates and then installing those updates
manually. You probably would much rather have the server take care of
that. In addition, you don’t need to go to each server in your network
to enable the automatic updates on that server in the first place. Group
Policy is a great resource for administrators to enforce configurations
for automatic updates not only on a single server but on groups of serv-
ers and clients in your network.

To configure Group Policy to enable automatic updates, you will
need to do the following:

1.

© ® N O o AW N

Open the Group Policy Management console.
Select the policy you will edit (or create a new one).
Right-click the policy, and choose Edit.

Expand Computer Configuration.

Expand Policies.

Expand Administrative Templates.

Expand Windows Components.

Select Windows Update, as shown in Figure 16.8.

You will notice that there are 16 options in this policy container
having to do with Windows Update. When working with policies,
remember that policies have three possible states: enabled, dis-
abled, and not configured. To configure automatic updates using
Group Policy, you will need to select the policy called Configure
Automatic Updates, as shown in Figure 16.8. Double-click the
policy, and then choose Enabled.
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Figure 16.8: GPME for Windows Update
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The Configure Automatic Updates policy setting has four different
values that you will need to choose from when you enable this policy.
They are numbered from 2 through 5, as shown in Figure 16.9:

2 This notifies you before downloading any updates and notifies
you again before installing any updates.

3 This is the default setting. This downloads the updates automat-
ically and then notifies you when they are ready to be installed.

4 This automatically downloads the updates and then automati-
cally installs them based on a time scheduled in the Configure
Automatic Updates policy setting.

5 This allows local administrators to select the configuration
mode for automatic updates. This means the local administrators
can choose when the updates will be installed by using their local
Windows Update; however, they cannot turn off automatic updates.

Once you have selected one of the four options, you will likely need
to establish the scheduled install day and time. There are eight options
labeled O through 8. Don’t ask us where the crazy numbering comes
from—first 2 through 5, and now 0 through 8. Just smile and configure
the settings.
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Figure 16.9: Configure Automatic Updates policy setting’s options

ethe enportsed downloads through the Windows. sutomatic
uplating wervide.

This setting lets you specily f autsmatic updates are enabled en
this computer, ¥ the service is enabled, you must select one of the
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When Windows finds updates that spply to this computer, an icon

If you want the updates to install every day, choose option 0. If you
want the updates to be installed only once a week on a given day, then
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install:

0 = Every day

1 = Sunday
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5 = Thursday
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You will also need to establish a time for the updates to be installed
on the scheduled day. The default here is 3 a.m. This setting is made
using a 24-hour time setting, so if you wanted to have updates installed
in the late evening hours, say at 11 p.m., you would select 23:00. Once
this policy is set, you can apply it to servers in your network’s sites,
domains, or organizational units.

There is an additional setting here that will make automatic updates
immediately install. When this setting is configured, it will allow an
update to install immediately if the update does not require a restart of
the Windows operating system or the interruption of Windows services.

Windows Server 2008 R2 will check for updates using an automatic
update detection frequency of 22 hours by default. If you want to
change that frequency, you can do so using the policy setting entitled
Automatic Updates Detection Frequency. This setting when enabled will
specify the number of hours between automatic update checks. The set-
ting is interesting because the server will actually choose a value located
somewhere between the actual setting in hours and 20 percent less than
its value. This means that if you use a value of 20 hours, the server will
check for automatic updates every 16 to 20 hours. This policy works in
direct conjunction with Configure Automatic Updates and with Specify
Intranet Microsoft Update Service Location.

The policy called Specify Intranet Microsoft Update Service Location
is used to enable Windows Update from a server within your corporate
network. This means you can provide a central network location to
provide updates to your server and client computers inside your net-
work. This can be very desirable in many cases because your server
and clients are not getting their updates from an Internet property but
rather from an internal network location that can be tightly monitored
and controlled.

The desire to move to an even more automated system of updating
servers located inside the corporate network and to provide as much
automation as possible for Windows Updates will eventually lead you to
a group of resources called Windows Server Update Services.

Work with Windows Server Update Services

Windows Server Update Services (WSUS) 3.0 SP2 is a comprehensive
resource to help you deploy updates to the servers and clients in your
network. This tool is a free download from the Microsoft website. It is
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incredibly flexible and can be used in very small to very large network
environments. WSUS is installed on a server or group of servers in your
network and acts as an intranet-based Windows Update server.

Do a Simple WSUS Deployment

In its most basic form, a WSUS deployment consists of a single server
on the local intranet inside the DMZ and inside the Internet firewall.
This server will be used to connect to Microsoft Update and download
available updates in a process that is called synchronization. You will
synchronize the WSUS server with the Windows Update servers on a
regular basis, and the WSUS server will verify that available updates
have been synchronized to the WSUS server. The initial synchronization
will take an extended period of time if your Internet connection speed is
good and longer if it is not. Subsequent synchronizations will be faster
because the WSUS server is only synchronizing new updates that have
been made available.

WSUS uses standard HTTP ports 80 and 443 to access and down-
load the updates from Microsoft Update. These ports are likely already
open on your firewall; if they are not, you will need to open them in
order to use the WSUS server. It is possible to change the default com-
munication ports to meet your network’s specific needs.

Depending on the size and structure of your network, you may
choose to add a WSUS server to your network. These additional servers
can be configured to get their updates from the existing WSUS server.
This process is called chaining servers together. As you chain more and
more WSUS servers together, the WSUS deployment can become quite
complex.

Automatic Updating is the client-side part of WSUS deployments.
The service has to use the port assigned to the WSUS website in IIS. If
there are no websites running on the server where you install WSUS,
you can choose to use the default website (port 80) or a custom website
(ports 8530 or 8531).

Use Computer Groups

One of the coolest things about WSUS deployments is the use of com-
puter groups. Computer groups allow you to target updates to specific
groups of computers on your network. There are two default computer
groups called All Computers and Unassigned Computers. Each com-
puter that is added to WSUS is added to these two groups. You will
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create additional groups to allow WSUS to target updates to specific
groups of computers, and you will add computers to your new groups
from the Unassigned Computers group. It is important to remember
that you cannot remove computers from the All Computers group.

Computer groups allow you to structure your machines in such a
way to make it possible to test updates on a small group of machines
before deploying those same updates on a broader scale to the rest of
your network. If the testing works well, then broad deployment can be
easily accomplished. If there is a problem in testing, then you have lim-
ited the scope of the problem to a small computer group instead of the
whole network.

Use WSUS Server Hierarchy

As mentioned earlier, it is possible to chain WSUS servers together.
There are two ways to build those links:

= Inautonomous mode, the upstream server, or the server con-
nected to Microsoft Update, shares synchronization information
with its downstream partner but does not share its computer
group information. This way, the available updates are passed
from WSUS server to WSUS server while maintaining the integrity
of the individual computer groups.

= Inreplica mode, the upstream server shares its synchronization
information and its computer group information with its down-
stream partners. The downstream partners hold the same informa-
tion and are thus functional replicas of the upstream WSUS server.

It is recommended that you do not create hierarchy beyond three lev-
els deep. At that point, the synchronization lag time introduced to the
process becomes prohibitive.

Get WSUS Updates on Disconnected Networks

It is sometimes necessary to operate servers and clients on a network
that is not connected to the Internet or to other networks. Servers and
clients operating in isolation still need updates. WSUS makes it pos-
sible to supply updates to isolated network segments through a simple
process:

1. Connect WSUS to Microsoft Update on a connected network.

2. Synchronize the available updates to the WSUS server.
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3. Export the updates to media.

4. Hand carry the media to the isolated network segment.
5. Import the updates to the isolated WSUS server.
6

. Deploy the updates to the isolated servers and clients.

This method not only makes it possible to deliver updates to iso-
lated or disconnected networks but can also be used to limit the band-
width in traditional connected WSUS deployments. For example, you
might choose to have a single WSUS server synchronize updates with
Microsoft Update and then export those updates to DVDs; then you
can send the DVDs to be imported to each of your other WSUS servers
instead of downloading the same information and slowing performance
on the WAN.

Use WSUS with Branch Cache

One of the features of Window Server 2008 R2 is branch cache. This
feature can improve WAN performance by caching content on branch
servers in order to make that content available to local clients with-

out the need of constant WAN access. If the branch cache feature is
installed on Windows Server 2008 R2, it can be used to cache the
WSUS synchronization and computer group information. This can
really improve the responsiveness of your WSUS servers that are located
in branch-office locations.

Choose a Database for WSUS

WSUS requires a database in order to operate; however, you do not need
to purchase a database product in order to use WSUS. When you install
WSUS 3.0 SP2, it will check for an available database. If it does not find
one, it will install one for you. The database it will install by default
is called the Windows Internal Database. This is a small-scale version
of SQL Server. This version of SQL Server is very simple and does not
require hardly any management. (If you want to install full-version SQL
Server to host the database for WSUS, you are welcome to do so, but
it is not required.) The WSUS database stores the WSUS configuration
information, a metadata description of each update, and information
about the client computers, updates, and interactions.

Although there is a database that will store information about
the updates and the clients that will use the updates, you will not be
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managing WSUS through the database. There is a built-in management
tool called WSUS Manger where you will manage the WSUS servers,
updates, clients, and computer groups.

Learn Where to Store the Updates

The ideal place to store the updates from Windows Update is on the
local WSUS server. This saves the network bandwidth of clients access-
ing the WSUS server only to be pointed to another network location to
download the updates. There is one caveat here; the updates are going
to take up a fair amount of space. Microsoft recommends that you have
at least 20GB of local storage at a minimum and actually recommends
30GB. Keep in mind that these numbers are only estimates and could
go higher than 30GB depending on your network needs and particular
situation.

It is possible to use WSUS to approve updates for your network and
then store those updates remotely. The most extreme example of this
design would be to use the WSUS server to approve updates for your
local clients and then point them to the Internet-based Windows Update
servers for the updates. This effectively eliminates the requirement to
store updates locally while still allowing you to test and approve the
updates coming in to your network.

WSUS uses the Background Intelligent Transfer Service 2.0 (BITS
2.0) protocol for all of its file transfer needs. Each time files are down-
loaded from servers to clients, they are moved using “spare” bandwidth.
This technology also makes it possible to continue downloads, even if
the computer is shut down in the middle of a download, once the com-
puter is restarted.

Learn the WSUS Requirements

To run WSUS, your servers must meet the following minimum
requirements:

=  CPU: 1GHz minimum. 1.5GHz or better is recommended.

= Graphics card: 16 MB hardware accelerated or better is
recommended.

= RAM: 1GB minimum; 2GB or better is recommended.

= Page file: At least 1.5 times the physical memory is recommended.
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= I/O: Fast ATA/IDE 100 hard disk or equivalent SCSI drives are
recommended.

= Network adapter: 10MB minimum; 100MB or better is
recommended.

= The system partition and the install partition for WSUS must be
formatted with the NTFS file system.

= 1GB minimum free space on the system partition is recommended.

= 2GB minimum free space on the volume on which the database
files will be stored is recommended.

= 20GB minimum free space on the volume where the content will
be stored; 30GB is recommended.

= WSUS cannot be installed on compressed drives.

The current hardware requirements for WSUS should be easily met
if you are running Windows Server 2008 R2. If you are not running
Windows Server 2008 R2 as your WSUS machine, it is possible to
use Windows Server 2003 SP2 or later as your WSUS server and install
WSUS 3.0 SP2.

Get More Information on WSUS

WSUS is a great tool for controlling the update process in your net-
work. To understand its true potential and the details associated with
deploying and using WSUS, you will want to get the WSUS 3.0 SP2
deployment guide, as well as the WSUS step-by-step guides, available at
http://technet.microsoft.com/en-us/wsus/default.aspx.

The information provided there will provide a strong base for using
WSUS in your network.
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Distributed COM Users, 113
Distributed File System (DFS),
243-251
Distributed File System Replication
(DFSR), 246-247
Distribution groups, 137
DNS (Domain Name System)
AD role installation, 53, 57
Best Practices Analyzer, 497
defining forests, 44
flushing cache with IPV4,
413-414
flushing cache with IPV6,
407-408
migration, 69-72
validating name resolution
for IPV4 addresses, 406—
407,413
DN resolver cache, 407, 413-414
DNS servers
adding, 364-366
changing address, 373-374
configuring caching-only,
369-371
configuring new, 366-368
configuring single-label
resolution, 390-392
configuring to listen only on
selected address, 374-375
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DN servers (continued)
controlling zone replication,
381-382
managing integration with AD,
377-381
managing zone database files,
383-390
query forwarding, 368-369
removing, 372
scavenge properties for,
375-376
troubleshooting, 392-394
dnscmd, 368, 378-380
DNSSEC (Domain Name System
Security Extensions), 390
domain controllers (DCs). See DCs
(domain controllers)
domain local groups, 136
Domain Name System (DNS). See
DNS (Domain Name System)
Domain Name System Security
Extensions (DNSSEC), 390
domain naming master
changing, 162
defined, 159
domain partitions, 177
domain-based namespaces, 245
domains
in AD structure, 41-42, 44-45
configuring AD, 55
fine-grained password policy,
171-172
joining AD as member, 138
order of precedence, 190-191
replication scope options, 381
as scope of Group Policy
Management, 189
downloading updates, 535
drive space requirements, 5-6
driver installation, 16
drives
encryption with BitLocker,
237-243
installing Windows Server 2008
R2,16

setting for virtual machines, 476
Windows Server 2008 R2
requirements, 5—6
Dynamic Content
Compression, 332
dynamic disks
converting basic disks to,
296-297
defined, 294
dynamic update configuration,
386-387
dynamically expanding VHD, 465

E

ECC (Elliptic Curve Cryptography)
encryption, 236
editing, 172-176. See also GPME
(Group Policy Management
Editor)
editions
licensing considerations, 12
understanding Windows Server
2008 R2, 7-11
effective NTFS permissions,
226-227
EFS (Encrypting File System),
234-236
Elliptic Curve Cryptography (ECC)
encryption, 236
enable backup, 287
enabling
AD Recycle Bin, 154
auditing in AD, 169-171
disk storage quotas, 318-320
GPO, 203
offline file caching, 232-234
PowerShell v2, 82-84
PowerShell v2 remoting,
102-103
previous versions of replicated
files, 249-251
shadow copies, 260-262
Encrypting File System (EFS),
234-236



encryption, 237-243
enforcement
controlling order of
precedence, 191
with GPO links, 201
password history, 133
policies vs. preferences, 186
quotas, 321-322
enlisting DNS servers, 379
Enterprise edition, 7
Environment settings, 430
error messages
ASP.NET, 336
customizing with IIS, 342
DirectAccess, 454
disabled execution of scripts,
83-84
Event Viewer log, 522
FQDN, 445
HTTP features, 328
local user account password
complexity, 119
RD Connection Broker, 422
trusted hosts, 104
Error Pages, 342
Event Log Readers, 113
Event Viewer
attaching tasks to events,
528-529
custom views and event filtering,
524-526
overview of, 520-524
saving event logs, 526-527
subscribing to events, 527-528
troubleshooting with, 398-399
verifying IPV4 connectivity,
409-410
events
attaching tasks to, 528-529
filtering, 524-526
subscribing to, 527-528
tracing with data collector
sets, 519

filtering

Everyone group, 124
-ExampTe switch, 88-89
excluding files from backup,
269-270
Export/Import
defined, 95
working with objects in different
formats, 98-101
exporting
commands in PowerShell v2,
94-95
migration tools, 75-76
snapshots, 487
virtual machines, 489-491
extend, 307
extending partitions, 304-305
external virtual networks,

461-462

F

failed redundancy, 316
Failover Clustering, 50
features
AD role installation, 54
of IIS role services, 326-332
installing on Server Core, 68
understanding Windows Server
2008 R2,49-52
files
backing up specific, 268-270
recovery, 275-277
files systems
defined, 222
implementing DFS, 243-251
offline file caching configuration,
232-234
security, 234-243
filtering
events, 524-526
with GPMC, 203-207
with GPME, 210-212
with GPO links, 201
packet filtering, 404-405
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filtering (continued)
requests with IIS security
services, 331
verifying IPV4
responsiveness, 412
fine-grained password policies,
171-172
fixed VHD, 465
folders
backing up specific, 268-270
implementing DFS, 243-251
implementing permissions,
222-229
offline file caching configuration,
232-234
security, 234-243
share folders, 229-232
ForEach
defined, 94
executing on objects, 97
foreign disks
defined, 295
importing, 297-298
forest
in AD structure, 41, 44
configuring AD, 55
replication scope options, 381
setting functional levels, 56-57
format, 307
Format
defined, 95
using to display, 96
formats
partition, 303-304
using Export/Import to work
with objects, 98-101
forward lookup zones, 366-367,
383-384
FQDNs (fully qualified domain
names), 379
FSMO roles
maintaining, 159-161
transferring, 161-165

FTP Server role, 327
full backups
defined, 255
settings for, 263-264
full installation of Windows Server
2008 R2, 12-19
-Ful11 switch, 88-89
fully qualified domain names
(FQDN:), 379
functions
Network Connection Repair
Tool, 409
PowerShell v2, 82
RDS, 48
setting forest levels, 56-57

G

get disks, 287
Get-Command cmdlet, 86-88
Get-Help cmdlet, 86-90
Get-Member cmdlet, 91-92
Get-SmigServerFeature, 75
Global groups, 136
global names zone (GNZ),
391-392
globally unique identifier (GUID)
defined, 178
virtual machine, 489
GNZ (global names zone),
391-392
GPMC (Group Policy Management
Console)
defined, 185
enabling policy auditing,
169-170
filtering with, 203-207
understanding, 196-198
GPME (Group Policy Management
Editor)
defined, 185
filtering with, 210-212
working with, 207-210



GPMW (Group Policy Modeling
Wizard), 213-215
GPMW (Group Policy Results
Wizard), 215-218
GPOs (Group Policy Objects)
configuring offline file
caching, 233
controlling order of precedence,
189-191
defined, 185
links, 185, 201-202
status, 202-203
working with, 199
working with starter, 199-201
GPResult.exe, 216-217
GPT (GUID partition table), 295
Gridview, 98
Group, 94
Group Policy
automating Group Policy
administrator tasks, 212
BitLocker To Go, 243
configuring EFS, 236
controlling order of precedence,
189-191
filtering with GPMC, 203-207
filtering with Group Policy
Management Editor,
210-212
GPMC, 196-198
GPO links, 201-202
GPO status, 202-203
GPOs, 199
Group Policy Management
Editor, 207-210
vs. preferences, 185-188
processing, 191-196
scope of, 188-189
starter GPOs, 199-201
troubleshooting, 213-218
understanding, 184-185
using to configure automatic
updates, 541-544

hardware

Group Policy Management
defined, 50
scope of, 188-189
Group Policy Management Console
(GPMC). See GPMC (Group
Policy Management Console)
Group Policy Management Editor
(GPME). See GPME (Group
Policy Management Editor)
Group Policy Modeling Wizard
(GPMW), 213-215
Group Policy Objects (GPOs). See
GPOs (Group Policy Objects)
Group Policy Results Wizard
(GPMW), 215-218
groups
AD and, 139-140
in AD structure, 43
configuring replication, 247-249
creating in AD, 144-145
creating local, 120-122
creating PSOs for, 172-176
fine-grained password policy,
171-172
local. See local users and groups
permissions. See permissions
special identity, 123-124
Guest accounts, 112-113
GUTI tools for transferring FMSO
roles, 161-164
GUID (globally unique identifier)
defined, 178
virtual machine, 489
GUID partition table (GPT), 295

H

handler mappings, 342, 360-361
hard disks. See disks
hard drives, virtual, 465-468
hardware
verifying connectivity for
IPVe6, 401
verifying IPV4 connectivity, 410
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hardware requirements

hardware requirements
Hyper-V, 58,458
for Windows Server 2008
R2, 5-7
Windows Server Update Services,
548-549
hardware settings for virtual
machine, 468-476
hardware-assisted BIOS, 59
HCAP (Host Credential
Authorization Protocol), 448
Health and Diagnostics, 330
Health Registration Authority
(HRA), 448
Help command, 89-90
hidden updates, 539-540
high watermark vector
(HWMV), 178
Host Credential Authorization
Protocol (HCAP), 448
host name error message, 104
HOSTNAME
troubleshooting TCP/IP with, 399
validating DNS name resolution
for IPV4 addresses, 413
validating DNS name resolution
for IPVe6, 406
HRA (Health Registration
Authority), 448
HTML (HyperText Markup
Language) objects, 100-101
HTTP (HyperText Transfer
Protocol)
features of IIS role services,
327-328
logging, 330
HWMYV (high watermark
vector), 178
HyperText Markup Language
(HTML) objects, 100-101
HyperText Transfer Protocol
(HTTP)
features of IIS role services,
327-328
logging, 330

Hyper-V
connecting to virtual machine,
483-484
importing virtual machine,
488-489
installation, 458-460
planning for, 45-46
RDS role services
requirements, 421
role installation, 58-61
taking snapshots with, 485-487
VDI, 442-446
hypervisor, 45

ICM (invoke command), 103-106
ICMP (Internet Control Message
Packet), 404-405
IDE controllers, 473
IIS (Internet Information Services)
Best Practices Analyzer, 497
installing on Server Core,
333-336
installing on Web edition,
336-338
installing on Windows Server
2008 R2,332-333
integrating PHP applications in,
358-361
Management Console, 338-344
managing with PowerShell,
349-352
RDS role services
requirements, 421
remote management, 345-349
role services, 326-332
website applications, 356-358
websites, 353-355
IIS Client Certificate Mapping
Authentication, 331
images, restoring from, 282
implementing DFS, 243-251



importing
Export/Import, 95
foreign disks, 297-298
migration tools, 76
PowerShell v2 modules, 82-83
virtual machines, 488-489
working with objects in different
formats, 98-101
incremental backups
defined, 255
settings for, 263-264
information events, 523
infrastructure master, 159
infrastructure servers, 455
inheritable permissions, 225
Initial Configuration Tasks tool,
536-537
Ink and Handwriting Services, 50
installation
AD database, 158-159
automatic update, 534
automatic updates between
scheduled times, 540-541
BitLocker Drive Encryption,
238-239
CGlIonIIS, 358-359
core Windows Server 2008 R2,
20-21
DirectAccess, 453-455
DNS server, 364-366
full Windows Server 2008 R2,
12-19
Hyper-V, 458-460
IIS on Server Core, 333-336
IIS on Web edition, 336338
I1S on Windows Server 2008 R2,
332-333
operating systems for virtual
machines, 481-483
PowerShell v2 on Server Core,
84-86
RDS, 46-47
role service and prerequisites for
RDS, 422-425
roles on Server Core installation,
65-68

IP (Internet Protocol) addresses

Server Core, 10-11
unattended Windows Server
2008 R2,27-30
updating files when upgrading to
Windows Server 2008 R2,
24-25
viewing updates, 538
VPN, 447-452
Windows Server 2008 R2
migration tools, 32-37
Windows Server 2008 R2 roles,
52-65
Windows Server Backup tools,
257-259
Integrated Scripting Environment
(ISE), 106-107
Integration Services setting for
virtual machines, 478
Interactive groups, 124
internal virtual networks, 461-462
Internet Control Message Packet
(ICMP), 404-405
Internet Information Services (IIS).
See I1IS (Internet Information
Services)
Internet Printing Client, 50
Internet Protocol (IP) addresses.
See IP (Internet Protocol)
addresses
Internet Server Application
Programming Interface
(ISAPI), 329
Internet Storage Name Server, 50
intersite replication, 179
Intersite Topology Generator
(ISTG), 180
interval values, 389
intrasite replication, 179
invoke command (ICM), 103-106
IP (Internet Protocol) addresses
AD and DNS migration, 72
changing DNS server, 373-374
configuring DNS server to listen
only on selected, 374-375
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IP and Domain Restrictions

IP and Domain Restrictions, 331
IPCONFIG
flushing DNS cache with, 407
troubleshooting TCP/IP with, 399
verifying connectivity for
IPV6, 402
IPV4
checking routing table for,
412-413
flushing DNS cache, 413-414
Network Connection Repair
Tool, 409
testing TCP connections, 415
troubleshooting, 408-409
validating DNS name resolution
for, 413
verifying connectivity for,
409-410
verifying responsiveness for,
411-412
IPVe6
checking routing table for,
405-406
flushing DNS cache, 407-408
testing TCP connections, 408
troubleshooting, 400-401
validating DNS name resolution
for, 406-407
verifying connectivity for,
401-402
verifying responsiveness for,
402-405
ISAPI (Internet Server Application
Programming Interface), 329
ISE (Integrated Scripting
Environment), 106-107
ISTG (Intersite Topology
Generator), 180
Itanium-based systems edition, 7
Item-Level Targeting, 187-188

K

KCC (Knowledge Consistency
Checker), 180

Knowledge Consistency Checker
(KCC), 180

L

LAN (Local Area Network)
routing with RRAS, 447
language of PowerShell v2. See
PowerShell v2
latency, 180
LDIFDE (LDAP Data
Interchange Format Directory
Exchange), 172
licensing
activating RD Licensing Server,
432-433
installation, 14-15
options, 11-12
RD Session Host
configuration, 428
RDS functions, 48
RDS role installation, 63
links, GPO, 185, 201-202
Tist, 307
Local Area Network (LAN)
routing with RRAS, 447
local policies
Local Security Policy MMC,
128-130
order of precedence, 189-191
local users and groups
AD and local groups, 139-140
AD terminology, 136-138
administration, 114-117
automated management,
148-155
creating local group, 120-122
creating local user account,
118-120
default, 112-114



joining AD domain as
member, 138
local account policies, 130-135
managing, 124-127
managing in AD, 140-148
special identity groups, 123-124
understanding rights, 127-130
lockout policies, 135
Log On settings, 430
log retention policy, 521
logging
application recycling, 358
data collector sets, 519-520
Event Viewer. See Event Viewer
Health and Diagnostics
features, 330
with IIS Management
Console, 342
MMC mode, 216-217
loopback processing mode,
192-193
LPR Port Monitor, 50

M

machines, virtual. See virtual
machines
maintenance
desktop with Group Policy. See
Group Policy
FSMO roles, 159-161
virtual machine. See virtual
machines
Web server with IIS. See IIS
(Internet Information
Services)
Management Console
I1S, 338-344
remotely managing IIS servers,
345-349
viewing website contents in,
353-354

Microsoft Management Console (MMC)

Management Service, 343
management settings for virtual
machine, 477-481
Management Tools, 327
MAP (Microsoft Assessment and
Planning) Toolkit, 5
master boot record (MBR), 295
Maximum Password Age, 134
MBR (master boot record), 295
MDOP (Microsoft Desktop
Optimization Pack), 207
Measure, 94
membership
in AD domain, 138
creating local group, 120-122
local user and group
management, 125
replication groups, 248
special identity groups, 123-124
memory
Performance Monitor, 512-513
running Windows Memory
Diagnostics, 515-516
setting for virtual machines, 471
Windows Server 2008 R2
requirements, 5—6
merge mode of loopback
processing, 193
Message Queuing, 50
metabase, 340
metadata and AD replication,
178-179
Microsoft Assessment and
Planning (MAP) Toolkit, 5
Microsoft Desktop Optimization
Pack (MDOP), 207
Microsoft Management Console
(MMC)
administering local users and
groups, 114-117
viewing RSOP with, 216-217
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migration

migration
role to Windows Server 2008 R2,
69-76
upgrading to Windows Server
2008 R2 as, 21-27
to Windows Server 2008 R2,
31-37
Minimum Password Age, 134
Minimum Password Length, 134
mirrored volumes
breaking, 314-315
creating, 312-313
defined, 295
repairing, 313-314
mirroring, 310
MMC (Microsoft Management
Console)
administering local users and
groups, 114-117
viewing RSOP with, 216-217
monitoring
Best Practices Analyzer. See BPA
(Best Practices Analyzer)
with Event Viewer. See Event
Viewer
Health and Diagnostics
features, 330
Performance Monitor, 512-520
system health report, 508-512
msconfig, 278-281
.msi packages, 440
Multipath /0, 50

N

name resolution. See DNS (Domain
Name System)
Name setting for virtual
machines, 477
namespaces, DFS, 243-251
naming context, 400
NAP (Network Access
Protection), 452

NAT (Network Address
Translation), 447
NBTSTAT, 400
neighbor cache, 403
NET 3.51 Framework, 49
net command, 126-127
.NET Framework
extensibility with IIS, 329
installing IIS on Server Core,
333-334
installing PowerShell v2 on
Server Core, 84-85
NETSH
troubleshooting TCP/IP with, 400
verifying connectivity for
IPV6, 402
NETSTAT, 400
Network Access Protection
(NAP), 452
Network Adapter settings
RD Session Host
configuration, 431
for virtual machines, 474
Network Address Translation
(NAT), 447
Network Configuration
Operators, 113
Network Connection Repair
Tool, 409
Network groups, 124
Network Load Balancing, 50
Network Policy Server (NPS), 448
networks
configuring offline file caching,
232-234
creating virtual, 59
getting WSUS updates on
disconnected, 546-547
sharing folders, 229-232
TCP/IP and. See TCP/IP
virtual, 460-463
working with DNS servers. See
DNS servers
Next Generation TCP/IP stack, 397



no override, 191
non-compliant roles, 501
non-thread-safe CGI, 359
no-refresh interval, 375-376
normal backups
defined, 255
settings for, 263-264
notification lists, 389
NPS (Network Policy Server), 448
NTDS.DIT, 158
NTDSUTIL
offline defragmentation,
167-168
transferring FSMO roles with,
164-165
NTES permissions
configuring EFS, 234-236
defined, 222-223
encryption and, 236

0

objects
listing with PowerShell
commands, 151
PowerShell v2,94-101
ODBC (Open Database
Connectivity) Logging, 330
offline defragmentation, 167-168
offline file caching configuration,
232-234
online defragmentation, 165-166
Open Database Connectivity
(ODBC) Logging, 330
opening shadow copies, 285
operating systems
activating Windows Server
Core, 21
installation for virtual machines,
481-483
virtual machines as, 463
Windows Server 2008 R2
migration requirements, 32
Windows Server 2008 R2
requirements, 6—7

partitions

order of precedence in Group
Policy, 189-191
organizational units (OUs). See
OUs (organizational units)
organizing updates, 178
OUs (organizational units)
in AD structure, 42-43, 44-45
creating, 142
creating with PowerShell
command, 152
order of precedence, 190-191
passwords and, 172
putting local users and groups
in, 137
as scope of Group Policy
Management, 189
Out
creating table with Gridview, 98
defined, 95
outputting commands, 95
ownership of NTFS folder,
227-229

P

packet filtering
defined, 405
testing IPV6 TCP
connections, 408
verifying IPV4
responsiveness, 412
parameters
for domain join, 66—-67
PowerShell v2, 79-82
parent OUs, 190
parity bits, 309
partitions
AD and DNS migration, 70
AD replication, 177
bare-metal restore, 282-283
building DNS application
directory, 377-380
defined, 295
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partitions

partitions (continued)
encryption with BitLocker,
237-243
installing Windows Server 2008
R2,16
in striped volumes, 301
working with, 303-306
Password Must Meet Complexity
Requirements, 134
password recovery disk, 19
password settings objects (PSOs)
creating, 172-176
defined, 171-172
passwords
BitLocker To Go, 242-243
creating local user account,
118-120
Default Domain Policy, 198
fine-grained AD policy, 171-172
installing Windows Server 2008
R2,17-19
local account policies, 130-135
local user and group
management, 124-125
setting user with PowerShell
commands, 152
PATHPING
checking routing table for
IPV4, 413
troubleshooting TCP/IP with, 399
paths for upgrading to Windows
Server 2008 R2,22-23
PDC (primary domain controller)
emulator, 160
Peer Name Resolution Protocol, 50
performance
BPA rules, 501
IIS role services, 332
thread-safe CGI vs. non-thread-
safe CGI, 359
performance data
attaching tasks to events,
528-529
commands for monitoring, 97

custom views and event filtering,
524-526
Event Viewer, 520-524
Performance Monitor, 512-520
saving event logs, 526-527
subscribing to events, 527-528
system health report, 508-512
Performance Log Users, 113
Performance Monitor, 512-520
Performance Monitor Users, 114
Performance tool, 399
permissions
changing for directory integrated
zone, 380-381
default local users and groups,
112-114
encryption and, 236
GPO, 204
implementing, 222-229
vs. local user rights, 130
PSOs and, 172
recovery, 276
for removing DNS server from
application directory
partition, 380
share folders, 229-232
special identity groups, 123-124
PHP application integration,
358-361
PING
troubleshooting TCP/IP
with, 399
verifying connectivity for IPV6,
404-405
verifying IPV4
responsiveness, 411
planning
for AD, 41-45
for Hyper-V, 45-46
MMC mode, 216-217
for roles, 40-41
for Windows Server 2008
R2,4-12



policies
auditing, 169-170
auditing AD, 168
BPA rules, 501
fine-grained AD passwords,
171-172
Group Policy. See Group Policy
local account, 130-135
PowerShell backup, 290-291
vs. preferences, 185-188
viewing local user rights,
128-130
Power Users, 114
PowerShell v2
automating Group Policy
administrator tasks, 212
automating user and group
management, 148-155
backup and recovery with,
290-292
commands and objects, 94-101
enabling, 82-84
installing on Server Core, 84-86
ISE, 106-107
learning to help self, 86-93
managing IIS with, 349-352
remoting, 102-106
terminology and structure, 78-82
using with Best Practices
Analyzer, 503-507
Windows Server Backup tools,
256-259
precedence, controlling order of,
189-191
preferences
overview of, 210
vs. policies, 185-188
prerequisites
BPA rules, 502
RDS, 422-425
previewing with GPMW, 213-215
previous versions, 249-251
primary domain controller (PDC)
emulator, 160

queries

primary members, 248
primary zones
changing, 384-385
defined, 383
PRINT
checking routing table for IPV4,
412-413
checking routing table for IPV6,
405-406
Print Operators, 114
private virtual networks, 461-462
$process variable, 92-93
processing Group Policy, 191-196
Processor setting for virtual
machines, 472
processors
Hyper-V requirements, 58
Windows Server 2008 R2
requirements, 5—6
properties
BPA report, 502-503
changing zone type, 385
encryption, 234-236
event, 524
Event Viewer log, 521-522
PSO, 174-175
RemoteApp, 439
scavenging for DNS servers,
375-376
user accounts, 125-126
viewing user with ADAC, 148
PSOs (password settings objects)
creating, 172-176
defined, 171-172

Q

Quality Windows Audio Video
Experience (qWave), 50
queries
configuring DNS server to listen
only on selected address,
374-375
forwarding, 368-369
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questions, TCP/IP troubleshooting, 398

questions, TCP/IP
troubleshooting, 398

quotas, 318-322

qWave (Quality Windows Audio
Video Experience), 50

R

RADIUS (Remote Authentication
Dial-In User Service), 450-451
RAID (Redundant Array of
Independent Disks)
defined, 295
implementation, 312-317
levels, 309-311
RAP (Resource Authorization
Policy)
configuring for RD Gateway, 433
for RD Gateway, 424
RDP (Remote Desktop Protocol),
61,421
RDS (Remote Desktop Services)
Best Practices Analyzer, 497
DirectAccess installation and
configuration, 453-455
installing role services and
prerequisites for, 422-425
RD Connection Broker
configuration, 434-436
RD Gateway configuration,
433-434
RD Licensing Server activation,
432-433
RD Session Host administration,
426-431
RD Web Access configuration,
436-442
role installation, 61-65
role services requirements,
421-422
understanding, 46-48, 420-421
Virtual Desktop Infrastructure,
442-446
VPN installation and
configuration, 447-452

read-only domain controllers
(RODCs)
in AD database, 158
in AD structure, 43
recommended updates. See
Windows Update
records, resource, 385-386
recovery
bare-metal restore, 281-284
cmdlet for IIS management, 351
command tools, 287-292
creating password disk, 19
data, 274
managing, 263
previous versions of replicated
files, 250-251
specific file or full volume,
275-277
system state, 277-278
system state data containing AD
data, 278-281
TCP/IP, 408
terminology, 255-256
tools, 256-262
understanding, 254-255
via shadow copy, 285-286
recovery keys
BitLocker To Go, 242
recovering BitLocker, 240-241
recycling
AD Recycle Bin, 153-155
applications, 356-358
redirection.config, 340
Redundant Array of Independent
Disks (RAID). See RAID
(Redundant Array of
Independent Disks)
refresh interval, 375-376
registries
Group Policy, 186
preferences, 186-187
Relative ID (RID) master, 160
Remote Assistance, 50
Remote Authentication Dial-In User
Service (RADIUS), 450-451



remote clients
DirectAccess installation and
configuration, 453-455
VPN installation and
configuration, 447-452
Remote Control settings, 430
Remote Desktop Connection
Broker
configuration, 434-436
RD Session Host
configuration, 428
role services requirements, 421
Remote Desktop Gateway
configuration, 433-434
functions and requirements, 48
installation, 423-424
role services requirements, 421
Remote Desktop Licensing Server,
432-433

Remote Desktop Protocol (RDP),
61, 421

Remote Desktop Services (RDS).
See RDS (Remote Desktop
Services)

Remote Desktop Session Host
administration, 426-431
configuring for VDI, 445-446

Remote Desktop Users, 114

Remote Desktop

Virtualization Host
configuring for RD Connection
Broker, 434
configuring for VDI, 442-444
role services requirements, 421

Remote Desktop Web Access
configuration, 436-442
configuring servers for RD

Connection Broker, 434-435
functions and requirements, 48
installation, 424-425
role services requirements, 421

Remote Differential

Compression, 50
Remote Interactive Logon, 124

requests

remote management with IIS,
345-349
Remote Server Administration
Tools, 50
RemoteApp
configuring for RD Connection
Broker, 436
functions and requirements, 48
Manager, 438-440
remoting PowerShell, 102-106
removing
DNS server from application
directory partition, 380
DNS servers, 372
updates, 539-540
REPADMIN, 181
repairing
mirrored volumes, 313-314
striped volumes, 316-317
replace mode of loopback
processing, 193
replica mode, 546
replication
building DNS application
directory partitions,
377-379
configuring groups, 247-249
controlling zone, 381-382
DEFSR, 246-247
understanding AD, 176-181
replication models, 179-180
replication partners, 178
replication scope, 381
Replicator, 114
reports
Best Practices Analyzer, 498
system health report, 508-512
understanding BPA, 500-503
Request Filtering
with IIS, 343
IIS role services, 331
requests
Request Monitor, 330
tracing with IIS, 343-344
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Reset Account Lockout Counter After

Reset Account Lockout Counter
After, 135
resolver cache, 407
Resource Authorization Policy
(RAP)
configuring for RD Gateway, 433
for RD Gateway, 424
Resource Monitor, 513-515
resource overview, 511
resource records, 385-386
responsiveness
verifying IPV4, 411-412
verifying IPV6, 402-405
Restartable Active Directory, 166
restoration. See recovery
Resultant Set of Policy (RSOP)
defined, 185
tools to see, 215-218
reverse lookup zones, 366-367, 383
RID (Relative ID) master, 160
rights
Default Domain Policy, 198
local user and group, 127-130
role analysis
understanding Best Practices
Analyzer, 496-498
using Best Practices Analyzer,
499-503
using PowerShell with Best
Practices Analyzer, 503-507
role services
I1S, 326-332
installing for RDS, 422-425
RDS requirements, 421-422
Routing and Remote Access,
447-449
role transfer
defined, 161
FSMO, 161-165
roles
Hyper-V, 459-460
installing, 52-65
installing on Server Core
installation, 65-68

maintaining FSMO, 159-161
migration to Windows Server
2008 R2,69-76
overview, 40-41
planning for AD, 41-435
planning for Hyper-V, 45-46
transferring FSMO, 161-165
understanding RDS, 46-48
understanding Windows Server
2008 R2, 8-11
understanding Windows Server
2008 R2 features, 49-52
root cause analysis, 397-398
root hints, 370-371
ROUTE
checking routing table for IPV4,
412-413
checking routing table for IPV6,
405-406
troubleshooting TCP/IP
with, 400
Routing and Remote Access
Services (RRAS), 447-449
routing tables
checking for IPV4, 412-413
checking for IPV6, 405-406
troubleshooting commands, 400
RPC over HTTP Proxy, 51
RRAS (Routing and Remote
Access Services), 447-449
RSOP (Resultant Set of Policy)
defined, 185
tools to see, 215-218
rules, BPA report, 501-502

S

SACLs (system access control lists)
auditing AD with, 169
configuring auditing in object,

170-171
saving event logs, 526-527
scavenging properties for DNS,
375-376



scheduling
backups, 263, 265-267
installing automatic updates,
540-541
tasks of backup, 272-274
schema controls, 169
schema master
defined, 159
viewing, 162-164
schema partitions, 177
sconfig, 20-21
scope
of Group Policy Management,
188-189
replication, 381
scripts
DiskPart, 308-309
PowerShell v2. See PowerShell v2
SCSI controllers, 473
searching
with ADAC, 146
Group Policy settings, 210-212
secondary zones, 383, 384-385
security
auditing AD service, 168-171
BPA rules, 501
changing for directory integrated
zone, 380-381
configuring DNS server to listen
only on selected address,
374-375
configuring dynamic
updates, 387
Event Viewer log, 523
filtering with GPMC, 203-206
folders, 234-243
Group Policy processing, 193
ICMP packet, 404-405
IIS role services, 330-331
local account policies, 131-135
permissions. See permissions
RD Session Host
configuration, 431

session hosting

viewing local user rights,
128-130
working with GPMC, 197-198
zone, 389-390
Security groups, 137
Security Support Provider
(CredSSP), 47
seizing roles
defined, 161
with NTDSUTIL, 164-165
select, 94, 307
Server 2008 R2. See Windows
Server 2008 R2
server backup, 265-267
Server Core
installation, 20-21
installation warning, 14
installing IIS on, 333-336
installing roles on, 65-68
local user and group
management, 126-127
local user and group
management tools, 115-117
migration and, 32
PowerShell v2 installation on,
84-86
understanding editions and roles,
10-11
using DiskPart, 306-309
Windows Server Backup tool
installation, 258-259
server events. See events
Server Manager, 140-148
server roles. See roles
Server Side Includes (SSI), 329
server sprawl, 458
server-side Group Policy
processing, 194-195
Services tool, 166
session hosting
RDS configuration, 430
RDS functions, 48
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settings

settings
configuration. See configuration
configuring backup, 263-264
overview of, 209-210
virtual machine. See virtual
machines
Windows Update, 534-535
zone transfer, 387-389
shadow copies
defined, 256
enabling, 260-262
recovery via, 285-286
share folders
configuring offline file caching,
232-234
defined, 229-232
implementing DFS, 243-251
share-level permissions
defined, 222
sharing folders, 229-232
shortcuts in PowerShell v2 syntax,
81-82
shrinking volumes, 305-306
SIM (System Image Manager),
28-30
Simple TCP/IP Services, 51
simple volumes
creating, 299
defined, 295
single-label resolution, 390-392
sites
AD replication, 179
in AD structure, 43
I1S, 353-355
IIS applications, 356-358
order of precedence, 189-191
as scope of Group Policy
Management, 188
slow links, 193-194
SMTP Server, 51
Snapshot File Location setting, 479
snapshots, 485-487
SNMP Services, 51
soft quotas, 321

software requirements
AD Recycle Bin, 153
AD role installation, 54
Hyper-V, 458
for RDS services, 48
Software Settings, 209
Sort
defined, 94
monitoring performance with, 97
using to display, 96
spanned volumes
creating, 300-301
defined, 295
special identity groups, 123-124
special NTFES permissions
defined, 222-223
setting, 224-226
Specify Intranet Microsoft Update
Service Location, 544
SSI (Server Side Includes), 329
stand-alone namespaces, 245
Standard edition, 7
standard NTFS permissions
defined, 222-223
setting and removing, 223-224
start backup, 287
start recovery, 287
start systemstatebackup, 287
starter GPOs, 199-201
Static Content Compression, 332
status
GPO, 202-203
viewing backup, 274
storage
creating virtual hard disks,
465-468
managing, 318-322
terminology, 294-295
updates, 548
working with disk, 296-303
Storage Manager for Storage Area
Networks, 51
Store Passwords Using Reversible
Encryption, 134



striped volumes
creating, 302-303
creating with parity, 315
defined, 295
repairing, 316-317
striping, 310
striping with dual parity, 310
striping with parity, 310
stub zones, 383-385
subscription, event, 527-528
Subsystem for UNIX based
Applications, 51
support
integrating PHP applications in
I1S, 358-361
WINS, 390
switches
DiskPart, 307
PowerShell v2, 88-89
wbadmin.exe, 287
Synch Center, 234
synchronization, 545
synchronous Group Policy
processing, 194-195
syntax, PowerShell v2, 78-82
system access control lists (SACLs)
auditing AD with, 169
configuring auditing in object,
170-171
SYSTEM account, 123
system files
encryption and, 236
securing with BitLocker,
237-243
System group, 124
system health report, 508-512
System Image Manager (SIM),
28-30
System Image Recovery, 284
system requirements, 32
system state
backup, 270-271
bare-metal backup, 271-272
defined, 256

TCP/IP

recovering data containing AD
data, 278-281

recovery, 277-278

taking snapshot, 485-487

T

tab completion, 93
tables, 98
tables, routing. See routing tables
Targeting Editor, 187-188
targeting preferences, 187-188
Task Manager, 515
Task Scheduler
attaching tasks to events,
528-529
for backups, 272-274
tattooing registry, 211
TCP connections
testing IPV4, 415
testing IPV6, 408
troubleshooting commands, 400
TCP/IP
basics, 396-397
checking routing table for IPV4,
412-413
checking routing table for IPV6,
405-406
flushing DNS cache with IPV4,
413-414
flushing DNS cache with IPV6,
407-408
Network Connection Repair
Tool, 409
recovery, 408
testing IPV4 TCP
connections, 415
testing IPV6 TCP
connections, 408
troubleshooting, 397-398
troubleshooting IPV4, 408-409
troubleshooting IPV6, 400-401
troubleshooting tools, 398-400
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TCP/IP (continued)
validating DNS name resolution
for IPV4 addresses, 413
validating DNS name resolution
for IPV6,406-407
verifying connectivity for IPV4,
409-410
verifying connectivity for IPVe,
401-402
verifying responsiveness for
1IPV4,411-412
verifying responsiveness for
IPVe6, 402-405
Tee, 94
TELNET
testing IPV4 TCP
connections, 415
testing IPV6 TCP
connections, 408
troubleshooting TCP/IP
with, 400
Telnet Client, 51
Telnet Server, 51
templates
Administrative Templates,
185,210
GPO, 199-201
Terminal Server User group, 124
Terminal Services. See RDS
(Remote Desktop Services)
terminology
AD, 41-43
AD users and groups, 136-138
backup and recovery, 255-256
disk management and storage,
294-295
Group Policy, 185
PowerShell v2, 78-82
Test TCP (TTCP), 408
testing
IPV4 TCP connections, 415
IPV6 TCP connections, 408
TFTP Client, 51
thread-safe CGI, 359

tools
AGPM, 207
backup and recovery, 256-262
backup and recovery command-
line, 287-292
Best Practices Analyzer. See BPA
(Best Practices Analyzer)
BitLocker To Go, 241-243
dnscmd, 368
Event Viewer. See Event Viewer
GPMW, 213-215
IIS Management Console,
338-344
for managing users and groups in
AD, 140-148
Network Connection Repair
Tool, 409
planning, 5
PowerShell ISE, 106-107
system health report, 508-512
Targeting Editor, 187-188
TCP/IP troubleshooting,
398-400
Virtual Machine Connection,
483-484
Virtual Network Manager,
461-463
Window Update. See Windows
Update
Windows Server 2008 R2
migration, 32-37
TPM (Trusted Platform
Module), 237
TRACERT
troubleshooting TCP/IP
with, 399
verifying IPV4
responsiveness, 412
Tracing
Health and Diagnostics
features, 330
working with, 343-344
transferring FSMO roles, 161-165
transferring zone data, 387-389
trees in AD structure, 42



troubleshooting
DNS servers, 392-394
Group Policy, 213-218
TCP/P. See TCP/IP
true policies, 186
trusted hosts error message, 104
Trusted Platform Module
(TPM), 237
trusts, 42, 45
TTCP (Test TCP), 408

U

UGLY (users, global groups, local
groups and your permissions),
139-140

Unassigned Computers, 545-546

unattended installation, 27-30

UNC (universal naming
convention) paths, 243

Universal groups, 137

universal naming convention
(UNC) paths, 243

unsigned script error messages,
83-84

update sequence numbers
(USN), 178

updates. See also Windows Update

AD replication and, 178

configuring DNS server, 366-367

configuring dynamic, 386-387

Group Policy settings, 194

when upgrading to Windows
Server 2008 R2, 24-25

upgrades to Windows Server 2008
R2,21-27

URL Authorization, 331

USB storage device encryption,
241-243

user CALs, 11-12

User Configuration Settings
Disabled status, 203

verification

user settings
Group Policy locations, 186
Group Policy processing,
191-193
User Windows Settings, 209
users
in AD structure, 43
creating in AD, 143
creating PSOs for, 172-176
defined, 114
fine-grained password policy,
171-172
local. See local users and groups
permissions. See permissions
preferences, 187
users, global groups, local groups
and your permissions (UGLY),
139-140
USN (update sequence
numbers), 178
UTDV (up-to-dateness vector), 178

V

validation
DNS name resolution for IPV4
addresses, 413
DNS name resolution for IPV6
addresses, 406-407
variables, 91-93
VDI (virtual desktop
infrastructure)
defined, 420-421
RDS and, 46
working with, 442-446
verification
IPV4 connectivity, 409-410
IPV4 responsiveness, 411-412
IPV6 connectivity, 401-402
IPV6 responsiveness, 402-405
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versions

versions
enabling and restoring in DFS,
249-251
offline file, 233-234

recovery with wbadmin.exe, 289

TCP/IP, 396-397
VHD (virtual hard disk) files
defined, 463
importing virtual machine, 488
installing operating system,
481-483
using existing, 467-468
VHDs (virtual hard disks),
465-468
viewing
backup tasks, 272-274
effective NTFS permissions,
226-227
events. See Event Viewer
IIS website contents, 353-354
installed updates, 538
replication data, 180-181
virtual desktop infrastructure
(VDI). See VDI (virtual
desktop infrastructure)
virtual hard disk (VHD) files. See
VHD (virtual hard disk) files
virtual hard disks (VHDs),
465-468
Virtual Machine Connection tool,
483-484, 485
virtual machines
Add Hardware setting, 469
Automatic Start Action
setting, 480
Automatic Stop Action setting,
480-481
BIOS setting, 470
COM settings, 475
connecting to, 483-484
Controller settings, 473
creating, 463-464
creating virtual hard disks,
465-468
Diskette Drive setting, 476

exporting, 489-491
importing, 488-489
Integration Services setting, 478
Memory setting, 471
Name setting, 477
Network Adapter settings, 474
operating system installation,
481-483
Processor setting, 472
settings, 468
Snapshot File Location
setting, 479
snapshots, 485-487
virtual networks, 460-463
virtual servers, 58
virtualization
creating virtual hard disk,
465-468
hardware-assisted BIOS, 59
Hyper-V, 45-46
Hyper-V installation, 458-460
licensing considerations, 12
RD Session Host
configuration, 429
RDS. See Remote Desktop
Services (RDS)
RDS functions, 48
Windows Server 2008 R2
requirements, 6—7
Volume Shadow Copy Service
(VSS). See VSS (Volume
Shadow Copy Service)
volumes
mirrored. See mirrored volumes
shrinking, 305-306
simple, 295,299
spanned, 295, 300-301
striped. See striped volumes
VPN installation and
configuration, 447-452
VSS (Volume Shadow Copy
Service)
defined, 249-250, 256
enabling, 260-262



W

WAIK (Windows Automated
Installation Kit), 27-30
WAN (wide area networks), 370

warning messages
Best Practices Analyzer, 501
disk storage quotas, 322
dynamic disk conversion, 301
Event Viewer log, 522
RDS security, 431
setting password, 125
system health report, 511-512
system state recovery, 281
when importing foreign
disks, 298
wbadmin.exe
backup and recovery with,
287-290
installation, 257-259
WBPol4cy, 290-291
Web Distributed Authoring and
Versioning (WebDAV), 235
Web Distributed Authoring
and Versioning (WebDAV)
Publishing, 328
Web edition
defined, 7
installing IIS on, 336-338
Web server
maintenance with IIS. See IIS
(Internet Information
Services)
RDS role services
requirements, 421
role services, 327
WebDAV (Web Distributed
Authoring and
Versioning), 235
WebDAV (Web Distributed
Authoring and Versioning)
Publishing, 328
websites. See sites

Windows TIFF Filter

Where, 94
Where-0bject cmdlet, 96
wide area networks (WAN), 370
Window Settings, 210
Windows Authentication, 331
Windows Automated Installation
Kit (WAIK), 27-30
Windows Biometric Framework, 51
Windows Internal Database, 51
Windows Management
Instrumentation (WMI)
filtering, 203-204
Windows Memory Diagnostics,
284, 515-516
Windows PowerShell Integrated
Scripting Environment
(ISE), 51
Windows Process Activation
Service, 51
Windows Remote Management ISS
Extensions, 52
Windows Server 2008 R2
core installation, 20-21
full installation, 12-19
installing IIS on, 332-333
migrating to, 31-37
planning for, 4-12
unattended installation, 27-30
upgrading to, 21-27
Windows Server Backup, 256-258
Windows Server Backup
Features, 51
Windows Server Migration Tools,
51,75-76
Windows Server Update Services
(WSUS) 3.0 SP2, 544-549
Windows system recovery
tools, 284
Windows System Resource
Manager, 52
Windows TIFF Filter, 52
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Windows Update

Windows Update
defined, 532-533
enabling automatic, 535-537
installing automatic between
scheduled times, 540-541
removing update, 539-540
using, 533-535
using Group Policy to configure
automatic, 541-544
viewing installed, 538
Windows Server Update Services,
544-549
WINS Server
defined, 52
vs. GNZ, 390-391
Wireless LAN Service, 52
WMI (Windows Management
Instrumentation) filtering,
203-204
working forward, 383
working in reverse, 383
WSUS (Windows Server Update
Services) 3.0 SP2, 544-549

X

x64 hardware
Windows Server 2008 R2 as, §
x86 hardware migration to, 31-32
x86 hardware, 31-32
XPS Viewer, 52

Z

zone database files, 383-390
zone replication, 381-382
zones
changing security for directory
integrated, 380-381
configuring DNS server, 366-368
integrating DNS with AD,
377-381
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