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Descarga de Ubuntu server
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Ubuntu Server is the world's favourite Linux OS for servers, desktops and loT. Download the latest
versions, get enterprise support, and learn how to use Ubuntu Server for cloud, container, VM and K8s

deployments.

Alternative Downloads Core
Alternative downloads. There are

several other ways to get Ubuntu...

Desktop Arm
Many of the world's biggest PC

manufacturers certify their laptops and...

Cloud

Build your Ubuntu Core image for your
application and targeted...

Pair your ARM server deployment with
enterprise-grade 24/7 support...

IBM Z (S390x)

Ubuntu Pro ex
provide enterp € Downloads =

ALTERNATIVE ARCHITECTURES ARM »

IEM POWER »

1BM Z (s390x) »

RISC-V »

Ubuntu Pro

Get enterprise support
For Ubuntu Server

Optimised for hyperscale deployments and certified on ARM chipsets —

Ubuntu Server For ARM includes the 64-bit ARMv7 and ARMvE platforms.

Ubuntu is available on the IBM POWER platform, bringing the entire
Ubunku ecosystem to IBM POWER.

IBM Z and LinuxOME leverage open technology solutions to meet the
demands of the new application economy. Ubuntu is now available on
those platforms with Multipass, MicroK8s and more.

Ubuntu — now available for multiple RISC-V platforms to accelerate
innovation.

Ubuntu Pro is a comprehensive subscription delivering enterprise-grade
security, management tooling, and extended support for developers and

organisations. Ubuntu Pro is free For personal use on up to five machines.
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Canonical Ubuntu

<) Downloads

Get Ubuntu Server

Manual installation Instant VMs Automated provisioning

Ubuntu 24.04.2 LTS

The latest LTS version of Ubuntu Server. LTS stands for long-term support
— which means five years of free security and maintenance updates,
extended to 10 years with Ubuntu Pro.

Q,  Menu

Download 24.04.2 LTS 3GB

What's new

System requirements

Alternative downloads »

Alternative architectures»

How to install

@ Linux 6.8 kernel with low latency kernel Features enabled by default

@ Frame pointers enabled by deFault For the majority of packages on
%86 architectures

Canonical Ubuntu

€ Downloads

Ubuntu Server for ARM

Ubuntu Server

Ubuntu Server (64k page size)

Ubuntu 24.04.2 LTS includes support for the very latest ARM-based server
systems powered by certified 64-bit processors.

Develop and test using over 50,000 software packages and runtimes —
including Go, Java, Javascript, PHP, Python and Ruby — and deploy at scale
using our complete scale-out management suite including MAAS and Juju.
Ubuntu delivers server-grade performance on ARM, while Fully retaining
the reliable and Familiar Ubuntu experience.

This is the default ISO image of the Ubuntu Server installer.

Download 24.04.2 LTS Download 25.04

Alternative and previous releases» How to install »

This IS0 image is suited for servers with ample memary running memory-
intensive applications.

‘ Download 24.04.2 LTS (64k page size) ‘

‘ Download 25.04 (64k page size) |

Find out if 64k page size is for you »



Descarga de Ubuntu server

Willkommen! Bienvenue! Welcome! fJofipo noxanogaTs! Welkom!

Use UP, DOWN and ENTER k elect your language.

Para iniciar con la configuracion del server debemos
escoger el idioma, en mi caso escogi inglés va qgue 1a
documentacion esta en ese idioma.

] ubuntu srvr

Choose the tupe of installation [ Help ]
00SE haze for the

Luego procedemos a escoger el tipo de instalacion, como
se necesita server escogemos el apartado que dice Ubuntu
server.




Descarga de Ubuntu server

<]  ubuntu srvr

Ubuntu archive mirror configuration

Paso importante:seguimos con la configuracion y dejamos
gue se carguen los archivos mirror y seguimos en done,

nsert Draw Desian Lavout References Mailinas Review View Zotero Acrobat M camman e AP Eelitinn
v

<] ubuntu srvr

pProfile configuration

Pick a username:

Choose a password:

Escogemos nuestro usuario, como se llamara nuestro

Conf irm your password:

servidor vy la contrasena del mismo.




Descarga de Ubuntu server

) O <] ubuntu srvr

SSH configuration

Y¥ou can choose to install the Opens TWYER [ e to enable secure remote ac to your sery

[¥] 1Install Ope

Luego escogemos el apartado de Install OpenSSH server
para que al momento de que se realicen las descargas va
tengamos esa aplicaicon en nuestro servidor.

AUTHORIZED KEYS

15 Review View Zotero Acrobat [ fammeante A7 Editina ~ [&? Shara «

) O <] ubuntu srvr

Installation complete!

ystem: ['efibootmer', ‘grub-efi-armed’, 'grub-efi-armed-signed', ‘shim-signed']

[ Done
[ Back

Finalizamos l|la descarga y configuracion del servidor en
nuestro software de virtualizacion, sabemos que la descarga
fue correcta cuando vemos la siguiente linea:

subiquity/late/run:

[ Wiew full log ]
[ Beboot Mow 1]




Descarga de Ubuntu server

<] ubuntu srvr o 0 @ [

GNU GRUB version 2.12

Try or Install Ubuntu Server

Boot from next volume
UEFTI Firmware Settings

Al realizar el reboot del server nos aparece este
cuadro de dialogo, seleccionamos boot from next
volume vy va estamos listos para empezar Ia
configuracion de nuestro servidor.

Use the 4 and * keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line.

The highlighted entry will be executed automatically in 27s.




escarga de Ubuntu server

| Ubuntu server Gk i
s which need to be noted:
# Redirecting the output of commands run with sudo can be confi ¢ at first. For ce consider
sudo 1s ‘somefile

will not work s it is the shell that tries to write to that file. You can use

Al iniciar el servidor descubri la IP, la cual es:
Iil’rﬂw rizudn configuration with sudo visudo and comment out the line 19 2 .1 6 8. 6 4 . 2 9

(8, https:/ wiki.ubuntu.comsRootSudo

February BE sudo_root |
ip addr
IP,LOMER_I 1 65536 gdisc nogueue state UMKNOWM group default gle

hubbles@tweety:™% sudo adduser buttercup

info: Adding user " huttercup'

info: Selecting UID/GID from range 1666 to 59999 ..

info: Adding new group "buttercup' (1001)

info: Adding new user “huttercup' (10@01) with group buttercup (1661)' ...
info: Creating home directory shomesbuttercup’

info: Copying files from setcsskel' ...

z - New passuword:
asswd: password updated successfully
I 2 Changing the user information for buttercup
de rUtlna’ el Cual |e COquue el nombre de r the new value, or press ENTER for the default
- , Full Name []:
buttercup y lo anadi al grupo de users?2 Rooh Musber: 11
Home Phone [] 2
Other []:
Is the information correct? [Y/n]
info: Adding new user "buttercup' to supplemental / extr
info: Adding user "buttercup' to group users' ...
Jubbles@tweety:™E _

disc fg_codel state UP group default glen 1eeo

scope global dynamic enp@sil

mrgtmpaddr nopref ixroute
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Configuracion SETP

Configuracion del servidor Web



Configuracion SFTP

Se editd el archivo de configuracion SSH oo ¢ I
(normalmente ubicado en
'/etc/ssh/sshd_config') para habilitar SFTP.

<] Ubuntu server

buhbles@tweety:™% sudo nano Jetcssshssshd_contie

<] Ubuntu server

[ |
1 GNU nano 8.3
#AllowTcpForwarding ues

Jetcssshssshd config

Al acceder al archivo nano debemos ubicar la
linea # overrride default of no subsystems vy
revisar que el comentario Subsystem sftp
/usr/lib/openssh/sftp-server esté habilitado es
decir sin #. Luego para restringir el acceso
SFTP a un grupo especifico de usuarios, puedes
agregar las siguientes lineas al final del archivo:

habilitar SFTP



Configuracion SFTP

|uhtlezm+m99+w

+ ssh. _E{
Lu:dtd

ACtive:
riggeredBy:
Docs:

luthlP'M+MPP+q

ubbles@tpeety:”

ssh.sery

Loaded:
Active:

ice - HHHHE

"% sudo system status ssh
ﬂmmﬁhd not found
$ :ud SYS +Hmn+l _+1+u: EEH
ice; disabled; preset:

E :,:
loaded (/us I'lll Femd./ s ' ufa:h _ur llE_

dizablHd
active (running. % C

Invocation: 88

riggeredBy:
Docs:

Process:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

Procedi a confirmar que el servicio de SSH estuviera enable y activo para poder
realizar las comunicaciones con otras aplicaciones.

—+1+”~:ﬁ'TUErEHHT

sshindsshd -t (code=exited,

1 (limit: 'é-ww:
1.5H (peak: 2.2F

/S :tEm.ullEE'TTh service
L1248 "sshd: susr/shinssshd -D [listener] @ of 19-188 startups'
¢ ssh. Jice
ll_tu|lnn on 8.8.8.6 port 22.
] ll_tr:run= on :: port 22.

: ssh.service - 0OpenBSD Secu

systemd [1] 1 Sts
. hd[lh4H] E
sshd [1248] :
J systemd[1]:

Shell s

- OpenBSD Secure Shell servel



Pasos adicionales

Se puede realizar el reinicio del servicio SSH,
esto para gue se apliguen los cambios.

sftp:/jbubbles®192.168.64.29 - FileZilla

“x FQon

Password: eeeses Port: Quickconnect B
L directory ;
Diractory listing of *fhomefbubbles” successfu
Not connected X @ sftp:/fbubbles@192.168.64.29 X i
Local site:  fvolf B Remote site: /homefbubbles (v ]
! v @R
v [ heme
»
]
¥
>
E Shared
- caralinaguevara
Filename Filesize Filetype Last medified Filenama Filesize Filetype Last modified Permissions Owner/Group
.cache Directory 08/04/2517:... drwx------ bubblesb...
.ssh Directory 08/042517:... bubbles b...
.bash_logout 220 File 03/04/25 21:... bubbles b...
.bashre 3771 File 03/04/25 21:... bubblesb...
Jlesshst 20 File 080625 19:... bubbles b...
Jprofile 807 File 03/04/25 21.... bubbles b...
.sudo_as_admin_s.. 0 File 08/04/2517:... bubbles b...
Empty directory. 5 files and 2 directories. Total size: 4818 bytes
ServarjLocal file Rarmote file Size  Priority Status

Queued files  Failed transfers Successful transfers

ve

Probé la la conexion SFTP con FileZilla



Configuracion de servidor web

Procedi a utilizar los comandos sudo apt ®@©@® O Il < Ubuntuserver
Install apache2 para para servir contenido [ A=t E IO L IS S L7

web a travées de Internet.

apachez 1is alﬁeadg the newest wersion (2.4.63-1ubuntul.l).

SUmmary: Al realizar la descarga del apache2 debe
: @, Installing: @, Eemoving: @, Mot Upgrading: 35 :
aparecerte los documentos de la BD, en mi
caso va lo habia instalado.




Configuracion de servidor web

. o EuEﬁl;;@;meetQ?”$ Euén mkdir - /varumshtml
Creacion de documento para la pagina web [ lal R s i IRl

hubhles@tweety:™% sudo chown -R www-data:www-data Avarsuowwshtml

con |os permisos necesarios. bubhles@tueety:™$ sudo chmod -R 755 /var

bubbles@tueety: ™%

bubblesdtuweety:™ % ls Avarsuwowshtml

index.html
bubblesdtuweety:™F sudo chown -F www-data:www-data Avarsowoshtml

[sudo] password for bubbles: Péglna web creada con el Siguiente comando:

sorey, try again.
[zudo] password for bubbles:
bhubbles@tweety:™% sudo chmod -R 755 Avars

bhubbles@twesty: ™%




Configuracion de servidor web

o) <] Ubuntu server
default configuration.
</ _I_ _i_:f::-

sect ion_header >
v id="docroot''></di
Document Roots

iv class="content_section_text'>
<>

EW dHT1ul+ HUHH+H does HH+ allow access

1UUll|¢leH I IT WHI
located ElzethPB (su
document root directory lH <t

The default Ubuntu document root is <t
can make your own virtual hosts under

an hHﬂdFi
o Frnthn

ss=''content_section_text'>

FlEdHH FEDDPt bugs specifi
ages, not to the

="validator'>

ﬂuhhlg_u+mpp+q "% 1z Avarsuomshtml

- to modules (s

through the web browser

3 lfur weh
ument root
oJ may need to whitelist your
z2/apache? . conf</tt>.

arsuwwshtmle st . You
A,

uch as PHP and others)
weh server itself.

o rel="nofollow'

“public_html</as

Al crear la pagina web dentro del
servidor se hace visible la informacion
dentro de la web creada previamente,
la misma se le colocd el nhombre de
index.html vy se localiza en
Is/var/www/html.
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Analisis de vulnerabilidades

Herramientas de analisis:
/enmap
Nmap

Escaneos 1miciales



Herramientas de analisis: Zenmap

Realicé un descubrimiento del

host (IP del

servidor de Ubuntu) utilizando la herramienta
Zenmap que esta dentro de las aplicaciones del

Sistema Operativo Kali Linux

-

Scan Tools Profile Help
Target: 192.168.64.29 v Profile: Intense scan

Command: nmap-T4-A-v192.168.64.29

Hosts

- S Services Nmap Output Ports / Hosts Topology Host Details

0s Host S *192.168.64.29

4y 192.168.64.29 ~ Host Status
State: up
Open 1 g =
i ports: !’
= _ Filtered =

ports:
Closed
ports:

999

Scanned 1000
ports:

Uptime: 1442952 '
Mon Jul E

Last 21
boot: 04:15:37
2025

v Addresses
IPv4: 192.168.64.29

IPv6: Notavailable

Eitter Hosts MAC: A2:79:14:4A:1A:27

_..

Scans




Herramientas de analisis: Zenmap

Realicé un descubrimiento del host (IP del
servidor de Ubuntu) utilizando |la herramienta
Zenmap que esta dentro de las aplicaciones del
Sistema Operativo Kali Linux

- Zenmap

Scan Tools Profile Help
Target: 192.168.64.29 v Profile: Intense scan

Command: nmap-T4-A-v192.168.64.29

Hosts Services NmapOutput  Ports/Hosts  Topology =~ Host Details Scans

OS  Host ¥  nmap-T4-A-v192.168.64.29 - Details
4. 192.168.64.29 :

2025)
Network Distance: R
P_Sequence Pred il Difficulty=263 (Good luck!)
JiH All zeros

service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

TRACEROUTE
HOP RTT ADDRESS

1 OISV (192 .168.64.29

MIA Script Post-scanning.
Initiating NSE at 21:04
Completed NSE at 21:04, 0.00s elapsed
Initiating NSE at 21:p4
Completed NSE at 21:04, 0.00s elapsed
Initiating NSE at 21:04
Completed NSE at 21:04, 0.00s elapsed
Read data files from: WATEREIETEVATETS
0S and Service detection performed. Please report any
incorrect results at [RqCRPRANETNIR:/ Submit/ .
METLNTH 1 IP address (1 host up) scanned in 2.01
seconds

Raw packets sent: 1023 (45.806KB) | Rcvd:
1015 (41.282KB)

Filter Hosts

-

Scan Tools Profile Help
Target: 192.168.64.29 v Profile: Intense scan

Command: nmap-T4-A-v192.168.64.29

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans

0s Host - Port Protocol State Service Version
4. 192.168.64.29 v 22 tcp open ssh OpenSSH 9.9p1Ubuntu 3ubu

Filter Hosts

Luego realicé un Intense Scan en Zenmap para
obtener puertos abiertos y los detalles del host
que en mi caso es la IP: 192.168.64.29.



Herramientas de analisis: Nmap

Instalacion del script nmap-vulners, para
realizar el escaneo descargando un repositorio
de GitHub, donde la URL es el repositorio
oficial de nmap-vulners, un script de Nmap
para buscar vulnerabilidades conocidas de
forma automatica.

08-06 21:15 EDT

Host is up (@.
Not shown: 998
PORT STATE SERVICE VER
22/tcp open ssh OpenSSH 9.9p1 Ubuntu 3ubuntu3.l (Ubuntu Linux; protocol 2.@)
vulners
cpe:/fa: opnnb d h:9.9pl:
) 3 6.8 https: //vul 'S C f storm/PACKETSTORM: 189283 *EXPLOIT*
2-AB01-66FFARG610BAA 6.8 ers.c fgit exploit/F79E574D-30C8-5C52-AB01-66 061086 *EXPLOIT*

-5F45-BB96-329B1F2B2254 *EXPLOIT*

*EXPLOIT*
728 hTT
Apache httpd 2
der: Apache/2.4.63 (

/i 1n91; om;ngh bexploit/95499236-C9FE-56A6-9D7D-E943 6533 *EXPLOIT*
o g bexploit/2C119FFA-ECEB-5E14-A4AL-35 *EXPLOIT*
ulners.com/githubexploit/A5425A79-9D81-513A-9CC5-549D6321897C *EXPLOIT=*

https://v 5
https:
https:
https:
https:
https:
https:
https:

:1A:27 (Unknown)
x; CPE: cpe:/fo:linux:Llinux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 7.48 seconds

) @ Il < KaliLinux

N eomP oD |—

k.

kali@kali: ~

File Actions Edit View Help

| = |

git 410ne https://github.com/vulnersCom/nmap-vulners.git

[:udu] pas:wcid for kali:
Cloning into "nmap-vulners’

remote:
remote:
remote:
remote:

Enumerating objects: 132, done.

Counting objects: 100% (70/70), done.

Compressing objects: 100% (43/43), done.

Total 132 (delta 40), reused 50 (delta 27), pack-reused 62 (from 1)

Receiving objects: 100% (132/132), 1.76 MiB | 3.96 MiB/s, done.
Resolving deltas: 100% (61/61), done.

Al descargar la libreria, procedi a realizar un
escaneo de vulnerabilidades con el comando: sudo
nmap -sV —script vulners (IP del servidor de
Ubuntu) v el resultado fueron las vulnerabilidades
que se encontraron en el escaneo las cuales inician
con las siglas CVE que fue la libreria que se
descargo previamente.
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VYulnerabilidades encontradas



Encontradas en el puerto 22

!‘CV E-2025-26465 Detail Una vulnerabilidad en OpenSSH permite ataques de intermediario (man-in-

the-middle) cuando estd habilitada la opcion VerifyHostKeyDNS.

Description

A vulnerability was found in OpenSSH when the VerifyHostKeyDNS option is
enabled. A machine-in-the-middle attack can be performed by a malicious

machine impersonating a legit server. This issue occurs due to how Link NIST Link VUh’lerS

OpenSSH mishandles error codes in specific conditions when verifying the
host key. For an attack to be considered successful, the attacker needs to
manage to exhaust the client's memory resource first, turning the attack

i, AKCVE-2025-26466 Detail

LinkNIST Description

A vulnerability was found in OpenSSH when the VerifyHostKeyDNS option is
LlﬂkVUlnerS enabled. A machine-in-the-middle attack can be performed by a malicious
machine impersonating a legit server. This issue occurs due to how
OpenSSH mishandles error codes in specific conditions when verifying the
host key. For an attack to be considered successful, the attacker needs to

manage to exhaust the client's memory resource first, turning the attack
complexity high.


https://nvd.nist.gov/vuln/detail/CVE-2025-26465
https://nvd.nist.gov/vuln/detail/CVE-2025-26466
https://vulners.com/cve/CVE-2025-26465
https://vulners.com/cve/CVE-2025-26466
https://vulners.com/cve/CVE-2025-26466

Encontradas en el puerto 22

Afecta a OpenSSH anterior a la version 10.0, donde DisableForwarding no
deshabilita correctamente el reenvio.

AKCVE-2025-32728 Detail

Description

In sshd in OpenSSH before 10.0, the DisableForwarding directive does not
adhere to the documentation stating that it disables X11 and agent
forwarding.

Link NIST

Link vulners


https://nvd.nist.gov/vuln/detail/CVE-2025-32728
https://vulners.com/cve/CVE-2025-32728
https://vulners.com/cve/CVE-2025-32728

Encontradas en el puerto 30

AKCVE-2025-23048 Detail

Description

In some mod_ssl configurations on Apache HTTP Server 2.4.35 through to
2.4.63, an access control bypass by trusted clients is possible using TLS 1.3
session resumption. Configurations are affected when mod_ssl is
configured for multiple virtual hosts, with each restricted to a different set
of trusted client certificates (for example with a different
SSLCACertificateFile/Path setting). In such a case, a client trusted to access
one virtual host may be able to access another virtual host, if
SSLStrictSNIVHostCheck is not enabled in either virtual host.

Link NIST
Link Vulners

Servidor HTTP Apache permite ataques DoS debido a
problemas de memoria.

Eludir el control de acceso en el servidor HT TP Apache atecta a mod_ssl
con la reanudacion de sesion TLS 1.3.

Link NIST Link Vulners

AXCVE-2025-53020 Detail

Description

Late Release of Memory after Effective Lifetime vulnerability in Apache
HTTP Server. This issue affects Apache HTTP Server: from 2.4.17 up to
2.4.63. Users are recommended to upgrade to version 2.4.64, which fixes the
Issue.


https://nvd.nist.gov/vuln/detail/CVE-2025-23048
https://vulners.com/cve/CVE-2025-23048
https://vulners.com/cve/CVE-2025-23048
https://nvd.nist.gov/vuln/detail/CVE-2025-53020
https://vulners.com/cve/CVE-2025-53020
https://vulners.com/cve/CVE-2025-53020

Encontradas en el puerto 30

*;‘CV E-2024-47252 Detail Eludir el control de acceso en el servidor HTTP Apache afecta a mod_ssl
con la reanudacion de sesion TLS 1.3.

Description

Insufficient escaping of user-supplied data in mod_sslin Apache HTTP
Server 2.4.63 and earlier allows an untrusted SSL/TLS client to insert escape
characters into log files in some configurations. In a logging configuration
where CustomLog is used with "%{varname}x" or "%{varname}c" to log
variables provided by mod_ssl such as SSL_TLS_SNI, no escaping is

performed by either mod_log_config or mod_ssl and unsanitized data Link NIST Link VUlnerS

provided by the client may appear in log files.

A% _ _ :
Link NIST IkCVE-2025-49630 Detail

Link Vulners Description

In certain proxy configurations, a denial of service attack against Apache
HTTP Server versions 2.4.26 through to 2.4.63 can be triggered by untrusted
clients causing an assertion in mod_proxy_http2. Configurations affected

Vulnerabilidad de denegacion de servicio en el servidor HTTP ~ @re areverse proxy is configured for an HTTF/2 backend, with
Apache mod_proxy_http2 debido a clientes no confiables.  ProxyPreserveHost set to "on".


https://nvd.nist.gov/vuln/detail/CVE-2024-47252
https://vulners.com/cve/CVE-2024-47252
https://vulners.com/cve/CVE-2024-47252
https://nvd.nist.gov/vuln/detail/CVE-2024-47252
https://vulners.com/cve/CVE-2025-49630
https://vulners.com/cve/CVE-2025-49630

Encontradas en el puerto 30

!‘CV E-2024-43394 Detail La falstficacion de solicitudes del lado del servidor en el servidor HTTP
A ac(i:hg en Windows puede filtrar hash NTLM a través de entradas no
Description VTTHEE:

Server-Side Request Forgery (SSRF) in Apache HTTP Server on Windows
allows to potentially leak NTLM hashes to a malicious server via
mod_rewrite or apache expressions that pass unvalidated request input.
This issue affects Apache HTTP Server: from 2.4.0 through 2.4.63. Note: The
Apache HTTP Server Project will be setting a higher bar for accepting - .

vulnerability reports regarding SSRF via UNC paths. The server offers limited M M
protection against administrators directing the server to open UNC paths.

Windows servers should limit the hosts they will connect over via SMB ;“CVE-2024-43 204 Detal I
based on the nature of NTLM authentication.
Link NIST Description
. SSRF in Apache HTTP Server with mod_proxy loaded allows an attacker to
Link VUlnerS send outbound proxy requests to a URL controlled by the attacker. Requires

an unlikely configuration where mod_headers is configured to modify the
Content-Type request or response header with a value provided in the HTTP

La vulnerabilidad SSRF en mod headers del servidor HTTP Apache request. Users are recommended to upgrade to version 2.4.64 which fixes
requiere una actualizacion a la version 2.4.64.  thisissue.


https://nvd.nist.gov/vuln/detail/CVE-2024-43394
https://vulners.com/cve/CVE-2024-43394
https://vulners.com/cve/CVE-2024-43394
https://nvd.nist.gov/vuln/detail/CVE-2024-43204
https://vulners.com/cve/CVE-2024-43204
https://vulners.com/cve/CVE-2024-43204

Encontradas en el puerto 30

. La falsificacion de solicitudes del lado del servidor en el servidor HT TP
!‘CV E-2024-42516 Detail Apache en Windows puede filtrar hash NTLM a través de entradas no
validadas.
Description

HTTP response splitting in the core of Apache HTTP Server allows an
attacker who can manipulate the Content-Type response headers of
applications hosted or proxied by the server can split the HTTP response.
This vulnerability was described as CVE-2023-38709 but the patch included L :

ink NIST  Link Vulners
in Apache HTTP Server 2.4.59 did not address the issue. Users are - —
recommended to upgrade to version 2.4.64, which fixes this issue.

AXCVE-2025-49812 Detail

Link NIST Description
Link Vulners In some mod_ssl configurations on Apache HTTP Server versions through to

2.4.63,an HTTP desynchronisation attack allows a man-in-the-middle
attacker to hijack an HTTP session via a TLS upgrade. Only configurations
using "SSLEngine optional"” to enable TLS upgrades are affected. Users are

Las versiones del servidor HTTPApaChe hasta la 2.4.63 son vulnerables a la recommended to upgrade to version 2.4.64, which removes support for TLS

desincronizacion HTTP para las actualizaciones TLS harade.


https://nvd.nist.gov/vuln/detail/CVE-2024-42516
https://vulners.com/cve/CVE-2024-42516
https://vulners.com/cve/CVE-2024-42516
https://nvd.nist.gov/vuln/detail/CVE-2025-49812
https://vulners.com/cve/CVE-2025-49812
https://vulners.com/cve/CVE-2025-49812

Encontradas en el puerto 30

AXCVE-2024-54090 Detail
AWAITING ANALYSIS

This CVE record has been marked for NVD enrichment efforts.

Link NIST Description

A vulnerability has been identified in APOGEE PXC Series (BACnet) (All
versions), APOGEE PXC Series (P2 Ethernet) (All versions), TALON TC Series
(BACnet) (All versions). Affected devices contain an out-of-bounds read in

[ink Vulners

the memory dump function. This could allow an attacker with Medium
(MED) or higher privileges to cause the device to enter an insecure cold start
state.

Una vulnerabilidad en los dispositivos APOGEE y TALON permite un arranque
en frio inseguro mediante una lectura fuera de limates.


https://nvd.nist.gov/vuln/detail/CVE-2024-54090
https://vulners.com/cve/CVE-2024-54090
https://vulners.com/cve/CVE-2024-54090

PARTE Y

;Como resolverlas?



Soluciones para las vulnerabilidades encontradas en el puerto 22

IkCVE-2025-26465 AXCVE-2025-26466

Para garantizar la seguridad continua, se recomienda
actualizar los sistemas afectados a la version OpenSSH

9.9p2 lo antes posible.

AKCVE-2025-32728
CWE

Phase(s)

Architecture
and Design

Implementation

Architecture
and Design

Architecture
and Design

Architecture
and Design

Mitigation
Strategy: Libraries or Frameworks

Use a vetted library or framework that does not allow this weakness to occur or provides constructs that make this weakness easier to
avoid.

For example, use anti-CSRF packages such as the OWASP CSRFGuard. [REF-330]
Another example is the ESAPI Session Management control, which includes a component for CSRF. [REF-45]

Ensure that the application is free of cross-site scripting issues (CWE-79), because most CSRF defenses can be bypassed using attacker-
controlled script.

Generate a unique nonce for each form, place the nonce into the form, and verify the nonce upon receipt of the form. Be sure that the
nonce is not predictable (CWE-330). [REF-332]

Note: Note that this can be bypassed using XSS (CWE-79).

Identify especially dangerous operations. When the user performs a dangerous operation, send a separate confirmation request to
ensure that the user intended to perform that operation.

Note: Note that this can be bypassed using XSS (CWE-79).

Use the "double-submitted cookie" method as described by Felten and Zeller:

When a user visits a site, the site should generate a pseudorandom value and set it as a cookie on the user's machine. The site should
require every form submission to include this value as a form value and also as a cookie value. When a POST request is sent to the site, the
request should only be considered valid if the form value and the cookie value are the same.

Because of the same-origin policy, an attacker cannot read or modify the value stored in the cookie. To successfully submit a form on
behalf of the user, the attacker would have to correctly guess the pseudorandom value. If the pseudorandom value is cryptographically strong,
this will be prohibitively difficult.

This technigue requires Javascript, so it may not work for browsers that have Javascript disabled. [REF-331]

Note: Note that this can probably be bypassed using XSS (CWE-79), or when using web technologies that enable the attacker to read raw headers from HTTP requests.


https://cwe.mitre.org/data/definitions/352.html

Soluciones para las vulnerabilidades encontradas en el puerto 80

AKCVE-2025-23048 CWE

¥ Potential Mitigations

Phase(s) Mitigation

Architecture . i . . .

and Design; Very carefully manage the setting, management, and handling of privileges. Explicitly manage trust zones in the software.
r

Operation

Architecture Strategy: Separation of Privilege

and Design

Compartmentalize the system to have "safe" areas where trust boundaries can be unambiguously drawn. Do not allow sensitive data to
go outside of the trust boundary and always be careful when interfacing with a compartment outside of the safe area.

Ensure that appropriate compartmentalization is built into the system design, and the compartmentalization allows for and reinforces
privilege separation functionality. Architects and designers should rely on the principle of least privilege to decide the appropriate time to use
privileges and the time to drop privileges.

¥ Potential Mitigations

Phase(s) Mitigation

RCVE-2024-42516 CWE ArRscrs | s e e

Consider using language-theoretic security (LangSec) techniques that characterize inputs using a formal language and build
"recognizers" for that language. This effectively requires parsing to be a distinct layer that effectively enforces a boundary between raw input
and internal data representations, instead of allowing parser code to be scattered throughout the program, where it could be subject to errors
or inconsistencies that create weaknesses. [REF-1109] [REF-1110] [REF-1111]

Architecture Strategy: Libraries or Frameworks
and Design
Use an input validation framework such as Struts or the OWASP ESAPI Validation API. Note that using a framework does not
automatically address all input validation problems; be mindful of weaknesses that could arise from misusing the framework itself (CWE-

1173).
Arr.:hitec_tu re Strategy: Attack Surface Reduction
and Design;
Implementation Understand all the potential areas where untrusted inputs can enter the product, including but not limited to: parameters or arguments,

cookies, anything read from the network, environment variables, reverse DNS lookups, query results, request headers, URL components, e-
mail, files, filenames, databases, and any external systems that provide data to the application. Remember that such inputs may be obtained
indirectly through API calls.

Implementation strategy: Input Validation

Assume all input is malicious. Use an "accept known good" input validation strategy, i.e., use a list of acceptable inputs that strictly
conform to specifications. Reject any input that does not strictly conform to specifications, or transform it into something that does.

When performing input validation, consider all potentially relevant properties, including length, type of input, the full range of acceptable
values, missing or extra inputs, syntax, consistency across related fields, and conformance to business rules. As an example of business rule
logic, "boat" may be syntactically valid because it only contains alphanumeric characters, but it is not valid if the input is only expected to
contain colors such as "red" or "blue."”

Do not rely exclusively on looking for malicious or malformed inputs. This is likely to miss at least one undesirable input, especially if the
code's environment changes. This can give attackers enough room to bypass the intended validation. However, denylists can be useful for
detecting potential attacks or determining which inputs are so malformed that they should be rejected outright.

Effectiveness: High


https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/20.html

Soluciones para las vulnerabilidades encontradas en el puerto 80

AKCVE-2025-49812 CWE

Potential Mitigations
Phase(s) Mitigation
Architecture and Design Strategy: Libraries or Frameworks

Use an authentication framework or library such as the OWASP ESAPI Authentication feature.

AXCVE-2024-54090 CWE

¥ Potential Mitigations
Phase(s) Mitigation
Implementation strategy: Input Validation

Assume all input is malicious. Use an "accept known good" input validation strategy, i.e., use a list of acceptable inputs that strictly
conform to specifications. Reject any input that does not strictly conform to specifications, or transform it into something that does.

When performing input validation, consider all potentially relevant properties, including length, type of input, the full range of acceptable
values, missing or extra inputs, syntax, consistency across related fields, and conformance to business rules. As an example of business rule
logic, "boat" may be syntactically valid because it only contains alphanumeric characters, but it is not valid if the input is only expected to
contain colors such as "red" or "blue."

Do not rely exclusively on looking for malicious or malformed inputs. This is likely to miss at least one undesirable input, especially if the
code's environment changes. This can give attackers enough room to bypass the intended validation. However, denylists can be useful for
detecting potential attacks or determining which inputs are so malformed that they should be rejected outright.

To reduce the likelihood of introducing an out-of-bounds read, ensure that you validate and ensure correct calculations for any length
argument, buffer size calculation, or offset. Be especially careful of relying on a sentinel (i.e. special character such as NUL) in untrusted
inputs.

Architecture Strategy: Language Selection
and Design
Use a language that provides appropriate memory abstractions.


https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/125.html

Soluciones para las vulnerabilidades encontradas en el puerto 80

Potential Mitigations

Phase(s)

Implementation

Architecture and
Design

Architecture and
Design; Build and
Compilation

IKCVE-2025-53020 (WE

Mitigation

Strategy: Libraries or Frameworks

Choose a language or tool that provides automatic memory management, or makes manual memory management less error-prone.

For example, glibc in Linux provides protection against free of invalid pointers.

When using Xcode to target OS X or iOS, enable automatic reference counting (ARC) [REF-391].

To help correctly and consistently manage memory when programming in C++, consider using a smart pointer class such as
std::auto_ptr (defined by ISO/IEC ISO/IEC 14882:2003), std::shared_ptr and std::unique_ptr (specified by an upcoming revision of the
C++ standard, informally referred to as C++ 1x), or equivalent solutions such as Boost.

Use an abstraction library to abstract away risky APIs. Not a complete solution.

The Boehm-Demers-Weiser Garbage Collector or valgrind can be used to detect leaks in code.

Note: This is not a complete solution as it is not 100% effective.

AECVE-2024-47252

¥ Potential Mitigations

Phase(s)

Implementation

Implementation

Implementation

Mitigation

Developers should anticipate that escape, meta and control characters/sequences will be injected/removed/manipulated in the input
vectors of their product. Use an appropriate combination of denylists and allowlists to ensure only valid, expected and appropriate input is
processed by the system.

Strategy: Input Validation

Assume all input is malicious. Use an "accept known good" input validation strategy, i.e., use a list of acceptable inputs that strictly
conform to specifications. Reject any input that does not strictly conform to specifications, or transform it into something that does.

When performing input validation, consider all potentially relevant properties, including length, type of input, the full range of acceptable
values, missing or extra inputs, syntax, consistency across related fields, and conformance to business rules. As an example of business rule
logic, "boat" may be syntactically valid because it only contains alphanumeric characters, but it is not valid if the input is only expected to
contain colors such as "red" or "blue."

Do not rely exclusively on looking for malicious or malformed inputs. This is likely to miss at least one undesirable input, especially if the
code's environment changes. This can give attackers enough room to bypass the intended validation. However, denylists can be useful for
detecting potential attacks or determining which inputs are so malformed that they should be rejected outright.

Strategy: Output Encoding

While it is risky to use dynamically-generated query strings, code, or commands that mix control and data together, sometimes it may
be unavoidable. Properly quote arguments and escape any special characters within those arguments. The most conservative approach is to
escape or filter all characters that do not pass an extremely strict allowlist (such as everything that is not alphanumeric or white space). If
some special characters are still needed, such as white space, wrap each argument in quotes after the escaping/filtering step. Be careful of
argument injection (CWE-88).

Strategy: Input Validation

Inputs should be decoded and canonicalized to the application's current internal representation before being validated (CWE-180). Make
sure that the application does not decode the same input twice (CWE-174). Such errors could be used to bypass allowlist validation schemes
by introducing dangerous inputs after they have been checked.


https://cwe.mitre.org/data/definitions/401.html
https://cwe.mitre.org/data/definitions/150.html
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AKCVE-2025-49630 CWE

Potential Mitigations
Phase(s) Mitigation

e Make sensitive open/close operation non reachable by directly user-controlled data (e.g. open/close resources)

Implementation Strategy: Input Validation

Perform input validation on user data.

AKCVE-2024-43204

low: Apache HTTP Server: SSRF with mod_headers setting Content-Type header (CVE-2024-43204)

SSRF in Apache HTTP Server with mod_proxy loaded allows an attacker to send outbound proxy requests to a URL controlled by the attacker.
Requires an unlikely configuration where mod_headers is configured to modify the Content-Type request or response header with a value provided
in the HT TP request.

Users are recommended to upgrade to version 2.4.64 which fixes this issue.


https://cwe.mitre.org/data/definitions/617.html

Soluciones generales para el sistema

Actualizaciones y Parches
Manteén el sistema actualizado:

Usa “sudo apt update’ y "sudo apt upgrade -y’ regularmente para

asegurarte de que todos los paquetes estén actualizados.

Seguridad en SSH

Desactiva el acceso root por SSH:

Edita el archivo */etc/ssh/sshd_config" y establece "PermitRootLogin no".
Cambia el puerto SSH por defecto (22):

Modifica “Port 22" a otro numero no estandar (por ejemplo, "Port 22227).
Usa la autenticacion basada en clave:

Desactiva "PasswordAuthentication” y asegura que los usuarios tengan

claves SSH configuradas.

Configuracion del Firewall
Instala y configura UFW (Uncomplicated Firewall):

Habilita UFW: “sudo ufw enable’

Configura reglas para permitir solo el trafico necesario (por ejemplo, SSH y
HTTP).

“sudo ufw allow 22" (para SSH)

‘sudo ufw allow 80" (para HTTP)

. Configurar Apache
Actualiza el servidor web:
Asegurate de que tu version de Apache este actualizada.
Desactiva modulos innecesarios:

Usa “sudo a2dismod <nombre_del_modulo>" para desactivar modulos que

Nno necesites.
Configura headers de seguridad:

Agrega cabeceras como "X-Content-Type-Options’, "X-Frame-Options’, Yy
“Content-Security-Policy "’ en la configuracion de tu servidor.

\\\\
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Soluciones generales para el sistema ——
. Revision de Sequridad —
Utiliza herramientas de escaneo: . Seguridad de las Aplicaciones
Puedes usar herramientas como “lynis' 0 ‘rkhunter' para escanear tu Asegurate de que las aplicaciones web estén actualizadas:
sistema y obtener informes sobre posibles vulnerabilidades.

Verifica que las aplicaciones que estés ejecutando (por ejemplo, CMS) estén

Revision regular de logs: en su ultima version.

Monitorea logs “/var/log/auth.log" para detectar intentos de acceso no Implementa medidas contra inyeccion de SQL y vulnerabilidades en XSS.

autorizados y otras actividades inusuales.

. Monitoreo y Alertas
Configura herramientas de monitoreo:

Usa herramientas como “fail2ban’ para prevenir atagues de fuerza bruta.



b

“Dificil de ver es. Siempre en

ryy)

movimiento el futuro estd”

Nada es tan incierto como el futuro, por eso es necesario asumir gue
el manana esta lleno de probabilidades que no siempre podemos
controlar...




