LINUX SERVER
HARDENING CHECKLIST BLUE

CHECKLIST V1 BY CRISTOPHER MEJIA

STEP 1: KEEP PACKAGES UPDATED

O sudo apt update && sudo apt upgrade -y
STEP 2: CONFIGURE A FIREWALL (UFW/IPTABLES)

sudo ufw default deny incoming
sudo ufw default allow outgoing
sudo ufw allow OpenSSH

sudo ufw allow ssh

00000

sudo ufw enable

STEP 3: DISABLE SSH ROOT LOGIN

O sudo sed -i 's/A#\?PermitRootLogin.*/PermitRootLogin
no/' [etc/ssh/sshd_config
(O sudo systemctl restart ssh

USE SSH KEY AUTHENTICATION AND DISABLE

STEP 4: 5 \sswoRDs

ssh-keygen -t ed25519 -C "your_email@example.com”
ssh-copy-id user@server_ip

000

sudo sed -i 's/A#\?PasswordAuthentication.*/PasswordAuthentication

no/' [etc/ssh/sshd_config

O sudo sed -i 's/A#\ChallengeResponseAuthentication.*/ChallengeRespo
seAuthentication no/' /etc/ssh/sshd_config

(O sudo systemctl restart ssh



FASE 5: INSTALL AND CONFIGURE FAIL2BAN

O sudo apt install fail2ban -y

O sudo tee /etc/fail2ban/jail.local >/dev/null <<EOF
[sshd]

enabled = true

port =ssh

filter = sshd

logpath = /var/log/auth.log

maxretry =5

bantime =1h

findtime = 10m

EOF

sudo systemctl enable --now fail2ban
sudo fail2ban-client status

00O

sudo fail2ban-client status sshd

STEP 6: REMOVE UNNECESSARY SERVICES

O systemctl list-units --type=service --state=running
O sudo systemctl disable --now service_name

. SET PROPER PERMISSIONS AND LEAST
STEP 7: PRIVILEGE

O Lsudo find / -type f -perm -o+w 2>/dev/null | head
O sudofind / -type d -perm -o+w 2>/dev/null | head

STEP 8: AUDIT PROCESSES AND OPEN PORTS

O systemctl list-units -—-type=service --state=running
O sudo systemctl disable --now service_name

STEP 9: ENABLE LOGGING AND BASIC MONITORING

O systemctl list-units --type=service --state=running
O sudo systemctl disable --now service_name

STEP 10: REGULAR BACKUPS AND TESTED RESTORES

O sudo tar -czf /backups/etc-$(date +%F).tar.gz /etc
O sudocrontab -e # schedule backups
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1. Update packages

sudo apt update && sudo apt upgrade -y

2. Configure firewall (UFW)
sudo ufw default deny incoming
sudo ufw default allow outgoing
sudo ufw allow OpenSSH

sudo ufw enable

sudo ufw status

cristo1256@cristo1256: ~ - | X




3. Disable SSH root login
sudo sed -1 's/"\?PermitRootLogin.*/PermitRootLogin no/' /etc/ssh/sshd config

sudo systemctl restart ssh

4. Use SSH key authentication (disable passwords)
ssh-keygen -t ed25519 -C "your_email@example.com"
ssh-copy-id user@server_ip

sudo sed -1 's/"#\?PasswordAuthentication.*/Password Authentication no/'
/etc/ssh/sshd_config

sudo sed -1
's/"#\?ChallengeResponseAuthentication.*/ChallengeResponse Authentication no/'
/etc/ssh/sshd_config

sudo systemctl restart ssh

S. Install and configure Fail2Ban

sudo apt install fail2ban -y
sudo tee /etc/fail2ban/jail.local >/dev/null <<'EOF'

[sshd]

enabled = true




port =ssh

filter = sshd

logpath = /var/log/auth.log

maxretry = 5

bantime = lh

findtime = 10m

EOF

sudo systemctl enable --now fail2ban

sudo fail2ban-client status

sudo fail2ban-client status sshd




6. Remove unnecessary services

systemctl list-units --type=service --state=running

@ cristo1256@cristo1256: ~

7. Audit permissions

sudo find / -type f -perm -o+w 2>/dev/null | head

BP cristo1256@crista1256: ~

8. Audit processes and open ports

ss -tulpn




EP cristo1256@cristo1256: ~ _

ps aux --sort=-%cpu | head

9. Check logs

sudo journalctl -u ssh --since "today"

EP cristo1256@cristo1256: ~ - a X

sudo tail -f /var/log/auth.log

EP cristo1256@cristo1256: ~ - m] X

10. Backup test
sudo tar -czf /backups/etc-$(date +%F).tar.gz /etc
Is -lh /backups/

@ cristo1256@cristo1256: ~




